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THE PRIVACY FALLACY

Our privacy is besieged by tech companies. Companies can do this because our laws
are built on outdated ideas that trap lawmakers, regulators, and courts into wrong as-
sumptions about privacy, resulting in ineffective protections to one of the most pressing
concerns of our generation. Drawing on behavioral science, sociology, and economics,
Ignacio Cofone challenges existing laws and reform proposals, and dispels enduring
misconceptions about data-driven interactions. This exploration offers readers a holis-
tic view of why current laws and regulations fail to protect us against corporate digital
harms, particularly those created by Al. Cofone proposes a better response: meaningful
accountability for the consequences of corporate data practices, which ultimately entails
creating a new type of liability that recognizes the value of privacy.

Ignacio Cofone is the Canada Research Chair in Al Law & Data Governance at McGill
University, Montreal, and an affiliated fellow at the Yale Law School Information Soci-
ety Project. He writes about how the law should adapt to technological and economic
change with a focus on privacy and Al
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Introduction

In September 2010, ecighteen-year-old Tyler Clementi, a freshman at Rutgers
University, was filmed secretly through his bedroom webcam while making out
with another man. The video, taken by his roommate, was then distributed through
Twitter and among students at his school. When Tyler had a second date, a group
of students organized a viewing party to watch footage from a hidden camera.' Tyler
was ridiculed. His sexuality was exploited for fun. After the incidents, he jumped to
his death from a bridge into the Hudson River.

It’s tempting to misconstrue the harm caused to Tyler as the result of an indi-
vidual actor — his roommate. But it’s inaccurate.” The harm was collective and it
was enabled by a slew of digital services and devices we use daily, provided for
profit. While blameworthy, Tyler’s roommate and classmates were part of a digital
ecosystem that, dismissing value in people’s privacy, creates enormous tangible and
intangible harm.3 From 2010 to today, this system of unfettered collection and shar-
ing only got larger, more sophisticated, more profitable, and more harmful.

All your interactions, movements, and decisions are collected in real time and
attached to profiles used by advertisers to compete for your attention. Not because
they think you're special or because they're interested in learning about you for the
sake of getting to know you, but because, regardless of your age, gender, or country
of origin, you're monetizable. When combined, these little pieces of ourselves fuel a
trillion-dollar industry that threatens livelihoods, lives, and democratic institutions.

The worst part is not that we get little in exchange. It’s that, much like compa-
nies that pollute the atmosphere or that offshore production to places where they
can violate workers” human rights, every step of the data industry creates losses and
harms that are opaque but real. Companies that collect, process, and sell our per-
sonal information create harms that are out of sight but have dire consequences for
those affected.

Clara Sorrenti experienced firsthand the consequences of data harms. She
received death threats, had her home address found and shared, saw intimate
documents about her family revealed, and was “swatted” — the practice of falsely
reporting a police emergency to send armed units to an innocent person’s home,
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2 The Privacy Fallacy

an experience that for Clara ended up with an assault rifle pointed at her head.*
Clara was a victim of Kiwi Farms, a platform that coordinates the gathering of infor-
mation available online to target trans people.” For the law to consider that you
harassed someone, you need to contact them several times. So, if a platform pools
information and coordinates people who each contact a victim once, as was the case
for Clara, it produces harassment while avoiding its legal definition. Describing
her experience, Clara explained: “When you get your own thread on Kiwi Farms
it means there are enough people who are interested in engaging in a long-term
harassment campaign against you.”® She left her home after the swatting incident,
but Kiwi Farms found her by comparing hotel bedsheet patterns from a picture she
took with information available online.” Clara fled the country to escape abuse and
Kiwi Farms found her again.®

Viewing Clara’s harassment as the work of a few bad individuals ignores a broader
systemic problem. In our digital ecosystem, it’s easy to obtain and use our data in
ways that inflict harm on us — like a roommate exploiting a teenager’s sexuality
for entertainment or a website exploiting trans women’s physical safety for dollars.
Because Tyler and Clara’s harms weren’t just a result of individual trolls, but rather
emblematic of an ecosystem that enables and magnifies data harms, Tyler and
Clara’s situations are not exceptional . Part of what's shocking about their stories is
that they faced enormous harm from something as common as webcams and blogs.

Data harms differ. Some are visible and aftect people such as Clara on an indi-
vidualized basis, with immediate consequences on their livelihood. Daily victims
include women facing online harassment and abuse, racialized individuals expe-
riencing magnified systemic discrimination, and anyone going through identity
theft because their financial information was taken without their knowledge.”® Most
harms in the information economy, however, are opaque and widely dispersed.
Examples are online manipulation to make personal and financial choices against
our best interests (called “dark patterns”) and the normalization of surveillance to
constantly extract personal data (called “data mining”)."

Tyler and Clara were pulled into the information economy - the trillion-dollar
industry fueled by the collection, processing, and sharing of personal information to
produce digital products and services.”* When we look at data interactions, we some-
times forget that it’s there. For example, in nonconsensual distribution of intimate
images, there’s a tendency to concentrate all blame on the first perpetrator. But
when intimate photos go viral, that means hundreds of people reposted them and
websites derived ad or subscription profit from them.” Victims are harmed because
there’s a data ecosystem that facilitates and encourages it. The information economy
enables corporations and individuals to instrumentalize others for their own gain —
and it amplifies them.* So cases of one perpetrator and one victim barely exist. We
lack accountability over what happens with our data and what harms happen to us
because of our data. By having a better picture of that data ecosystem, laws can bet-
ter reduce and repair data harms.
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This book builds on academic and policy critiques to privacy law, which is the
body of law that governs the collection, processing, and sharing of personal infor-
mation. It explores these critiques’ consequences to explain where privacy laws fall
short when it comes to the information economy and how their shortcomings relate.
It then proposes what we could do about it.

The central problem is the following: privacy law across the world — including
in the United States (US), the European Union (EU), and countries that mod-
eled their privacy laws on either of them — is based on regulations designed for
contract-like relationships. The foundations of privacy law therefore rest on two
critical assumptions: that people can freely and rationally make data decisions that
increase their wellbeing and that legislators can design rules that anticipate and
prevent data harms. Neither of these assumptions is true. Further, privacy law fails
us because it relies on false assumptions about how people behave and what people
believe regarding their privacy.

Facebook serves as an example. In 2016, shortly before the Cambridge Analytica
scandal, journalists uncovered that Facebook had been facilitating housing dis-
crimination. Facebook’s software made it possible for advertisers to filter who saw
their ads by race, gender, nationality, and other protected characteristics. Marketers
used this feature to avoid showing housing ads to racialized users and have whiter
tenants.” The US National Fair Housing Alliance sued, supported by law enforce-
ment.'® After it did, Facebook agreed to remove its “ethnic affinity” filter.”” But the
information that Facebook has about its users is so detailed and nuanced that this
hardly made a difference. For example, advertisers can’t filter by who'’s Latinx, but
they can filter by who likes Telemundo. Advertisers can’t filter by who’s gay, but
they can filter by who likes gay tourism websites. And advertisers can filter by “mul-
ticultural affinity.”® Facebook continues to classify its users by over 5,000 categories,
some of which enable indirect discrimination.’ The company didn’t eliminate dis-
crimination; it just hid it. Because of the host of information it collects and infers,
the company has enough power to discriminate while complying with antidiscrimi-
nation and privacy law. The issue isn’t unique to housing or to Facebook, but com-
mon to platforms that can weaponize information about us to selectively expose us
to opportunities, turning our information against us.*

The international tendency to base privacy law on consent models from con-
tract law is most extreme in the US. Omri Ben-Shahar and Lior Strahilevitz once
described the tendency as “a quiet legal transformation whereby the entire area of
data privacy law has been subsumed by consumer contract law.” In the EU and
countries with EU-inspired data protection laws, similarly, laws hinge on individual
consent and individual control — as if the relationships were in a market.** In both
cases, laws’ framework is founded on the notion of bilateral commercial relation-
ships. The underlying dynamic for the contractual view is that there’s a trade in
which people agree to give up their personal information in exchange for a service.
There’s not.
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In contrast to privacy law’s assumptions, we mechanically click “I agree” on docu-
ments that would be unhelpful to us even if we read and understood them.” We do so
for a wide range of corporations, such as websites, apps, and internet service providers
(ISPs) that profit from our data. To supplement these agreements, governments make
long checklists for corporations to tick to achieve legal compliance. But, as Facebook
did when enabling discrimination, corporations cause enormous individual and social
harm, often while remaining compliant.* Corporations obtain meaningless “I agree”
clicks, performatively comply with checklists, and continue business as usual >

This book’s core premise is that, rather than grounding privacy law on concepts
from contract law, which sets the rules for voluntary agreements, we need to ground
it on concepts from tort law, which sets the rules for harms caused to others.*® This
premise may sound technical, but the reasons justifying it are intuitive because they
respond to the social reality we all live in. Contract law works well for standard
exchanges and agreements, like when we buy groceries or hire the services of a dry-
cleaner. But the mutual understanding and agreement on the specifics of an inter-
action central to contract law (what legal scholars call a “meeting of the minds”)
doesn’t exist in privacy. Privacy agreements’ subject matter is opaque to the peo-
ple they involve. We don’t know what we give up in data interactions — like Clara
couldn’t predict being found from a nondescriptive picture.*” And many companies
that hold our data never interacted with us in the first place — like Tyler, who had
no Twitter account.®® By exerting power over people both within and beyond empty
agreements, corporations do mass harms, including but not limited to their users.

The result of the mismatch between laws” assumptions and social reality is that
corporations are free to exploit people whose information they collect, process, and
share. They can do so by misusing their information for financial gain (data miscon-
duct) and profiting from people’s data without keeping it safe (lack of data security).
Technologies that make it easier to analyze large amounts of data facilitate this type
of exploitation. The increasing reliance on artificial intelligence (Al) for processing
data and our increasing dependence on data-mediated social and economic interac-
tions make exploitation a serious concern for what our society may soon become.
The corollary is that solutions must involve substantive reform. We need to rethink
the building blocks of privacy protections in the private sector.

Given the failure of the current model, the book proposes a program for build-
ing meaningful accountability into the information economy through liability for
individual and group harms. Law’s framework should move to one of compensat-
ing harms that occur outside mutually beneficial agreements. This program departs
from existing laws and liability proposals, which focus liability on breaches of pro-
cedural rules or individual agreements. These breaches are too narrow to capture
the different and unpredictable ways in which people can be harmed and exploited.
To overcome these problems, the book proposes a theory of harm and exploitation
that addresses common concerns with liability, such as standing, causation, class
certification, and compensation.
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The needed changes extend to regulatory reform. Regulations should complement
harm-based liability regimes by focusing on systemic risks. Regulations must match
the right type of underlying relationships and power dynamics. The changes this
book proposes would depart from the current focus on individual rights for control-
ling personal information. Regulations that reinforce individual control are unhelpful
because they implicitly rely on a contractual “meeting of the minds,” and laws can’t
reinforce something when it doesn’t exist. Individual choices and individual control
rights that provide people with options can’t meet this imperative because they elide
an array of social harms.* Patching the current system with additions that uphold its
underlying contractual logic, like the right to data portability or the right to be forgot-
ten, is a band-aid solution, rather than a cure. Regulators are well positioned to reduce
systemic risk and the magnitude of widespread harms, which requires looking into
and moderating the power dynamics embedded in data practices’ business models.>

The type of liability developed is crucial for achieving accountability. Liability
proposals so far suggest compensation when corporations break a promise made in
their terms of agreement or undertake an activity prohibited by a procedural rule.
These forms of liability are contract-like, similar to liability arising from breach of
contract or breach of a legislated mandatory contractual clause. They fail to reduce
harm because they rely on similarly flawed assumptions over underlying dynamics.
Data harms are different; they resemble mass harms addressed by modern tort law,
such as environmental harms.3' To address them, privacy law needs to hold cor-
porations accountable through tort-type liability. Protection requires that corpora-
tions are held accountable for the consequences of their data practices — not for the
checklists they complete or the notices they send.

The pervasive data harms that exist in the information economy show that this
type of accountability needs to be at the center of the protection system, rather than
an add-on to the system’s enforcement. Recently, privacy scholars developed other
calls for consequence-focused meaningful accountability, such as information fidu-
ciaries, privacy by design, and relationships of trust.3* This proposal builds on their
motivations and is compatible with their implementation. They all respond to a
social phenomenon that took off just under twenty years ago.

If you're old enough to remember one of the first-ever cases of viral informa-
tion sharing, you may remember that it happened because hundreds of entities
exploited and humiliated a woman for private gain. Twenty-four-year-old Monica
Lewinsky found herself at the center of the news over her affair with President Bill
Clinton. Lewinsky discovered the cost of artificially inflated shame for profit.3?
The more shame and scandal created, the more clicks they received. And the
more clicks, the more ad revenue. Clinton’s infidelity may have been newswor-
thy, but hundreds of memes, posts, photos, and commentaries made it about her.
Lewinsky wasn’t a public figure, but rather an intern in a relationship character-
ized by an exorbitant power differential. As she explains, people “plastered photos
of me all over to sell newspapers, banners online, and to keep people plastered to
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the tv ... the attention and judgment I personally received was unprecedented.”3*
Lewinsky, like Clara, was not harmed by a specific individual, but rather by an
aggregation that the information economy’s incentives structure enables and fos-
ters. Back then, there was barely a name to designate what she went through. We
now call what hundreds of individuals did to her “online harassment.” We still
lack a name for the systemic effect.

Traditionally, when laws and courts address privacy issues, they focus on tan-
gible consequences. This is true whether the problem is a data breach, like when a
company is hacked, or the violation of a data right, such as the right to know what
information a company has about you. This important but insufficient conception
contemplates financial harm such as loss of money, loss of reputation that damages
one’s employment relationships, and, in some cases, physical consequences, such
as harm to one’s health or safety. Privacy laws attempt to foresee and prevent these
harms.

Modern data practices changed things. They introduced complicated power
dynamics where corporations use people’s information, often with the help of Al to
make decisions about their opportunities and experiences. Modern data practices
also allow harms to arise between parties who never interacted with one another,
such as harms from data brokers, who buy your data to aggregate it and sell a profile
about you to others.?> Through these power dynamics, modern data practices intro-
duced and fuel informational exploitation, a different type of data harm that involves
profiting from people’s information with disregard for the harm that it causes them.
Informational exploitation differs from other data harms in that it’s systemic, it’s
opaque, and it facilitates, while simultaneously hiding, other harms. Informational
exploitation is the systemic effect that Lewinsky was put through.

Surveillance that facilitates exploitation is easier, cheaper, more pervasive, and
less evident than ever before. Practically every time you interact with a screen, your
clicks are monitored, what you look at is recorded, your activity is surreptitiously
linked to your identity, your information is traded, and all of it is aggregated with
information from others. Most significantly, statistical inferences are constantly
made about you and the groups you belong to. This dynamic gives hundreds of
corporate entities power over you.

To address the systemic effects that new relationships of power produce, we must
identify privacy-violating data practices by connecting them with the reasons for
which we value privacy. Privacy is a social value, so it’s about more than prevent-
ing negative tangible consequences.? Protecting privacy is important for build-
ing trust, preserving autonomy, and maintaining relationships. It protects us from
emotional harm, such as distress and anxiety. Numerous theories of privacy explain
what privacy is and why we protect it, underscoring its relationship with intimacy,
autonomy, personhood, and trust. These theories show that privacy has intrinsic and
instrumental value: it has independent social value and it protects people from other
harms, such as financial fraud and physical violence.
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This book doesn’t advance a new concept of privacy. Rather, it builds on these
concepts of privacy, together with lessons from behavioral science, economics, psy-
chology, and sociology, to better design the system that protects people. Its proposals
apply to different conceptions of privacy, which can be advantageous for advanc-
ing policy arguments in light of differing views.3” The problems of the traditional
protection system, as well as the need for accountability for data practices’ con-
sequences, apply across privacy theories because all those theories recognize that
there’s something in privacy worth protecting.3® An accountability program based
on privacy harm just requires recognizing that there’s something valuable in privacy
that can be subjected to systemic loss and harm.

The privacy fallacy causes us to miss that value. This fallacy refers to the disjunc-
ture between a notion that privacy has value in and of itself and the conviction that,
at the moment of protection, only tangible consequences — like physical or economic
harm — are real, concluding that privacy can be sufficiently protected by preventing
those outcomes. It contains a contradiction, because the idea that privacy has intrinsic
value implies that there’s a value in privacy that can be harmed, even absent physical
or economic consequences. Opinion leaders succumb to the privacy fallacy when
they solely address privacy’s instrumental consequences in a particular issue and sub-
sequently claim to have successtully protected privacy, dismissing the loss of privacy’s
social value. Thinking that preventing Tyler Clementi’s suicide would have solved his
invasion of privacy, for example, would be falling for the privacy fallacy. Regulators
and industry members do so when they understand and endorse the value of privacy
in theory, but forget about it in practice. Authorities fall into the fallacy when their
protection regimes only recognize the tangible consequences of privacy losses, while
politicians repeatedly remind people of the value of privacy. People fall into the fal-
lacy when they say that, even though privacy is important in general, you shouldn’t
worry about it in a specific situation if you have “nothing to hide.”

In its most popular and most dangerous form, the privacy fallacy is used to argue
that each individual should protect themselves from those tangible consequences. It
overlooks the loss of privacy’s social value and how, in any information interaction, we
affect each other. Traditional laws buy into the privacy fallacy by committing to the
idea that it must treat people as hypothetically rational and perfectly informed entities
and that, absent physical harm or financial fraud, their own choices will protect them
from harm in the information economy. Public policy efforts buy into this fallacy by
building on the mistaken belief that, by adding procedural requirements, people will
at some point take control over their data. This approach pays lip service to privacy. It
creates the illusion that we're moving forward and legislators are placing strict require-
ments on corporations that will, one day, achieve individual control. Though, even if
regulators did provide individual control for people to prevent tangible consequences,
the privacy values they claim to protect would remain unprotected.
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The book develops this argument in seven chapters.

Chapter 1 ties together problems in central elements of privacy law: the individual
choice-based system, the fair information principles that originated it, the view that
privacy is about secrecy, and dichotomies such as public versus private. We don’t
have actual choices about our data beyond mechanically agreeing to privacy policies
because we lack outside options and information, such as what each choice means
and what risk we're taking on by agreeing. The choice-based approach creates a false
binary of secret versus public information when, in reality, privacy is a spectrum.
The idea that someone, at any given time, has either total privacy or no privacy at
all is unfounded. Additionally, data are bundled: you can’t reveal just one thing
without letting companies learn other things. Reckoning with this reality defeats the
popular “I have nothing to hide” argument, which traces back to Joseph Goebbels.

Chapter 2 shows the falseness of two ideas that underlie the central elements of
privacy law: that people make fully rational privacy choices and that they don’t care
about their privacy. These notions create a dissonance between law and reality,
which prevents laws from providing meaningful protection. Contrary to rationality,
context has an outsized impact on our privacy decisions and we can’t understand
what risks are involved in our privacy “choices,” particularly with Al inferences.
The notion that we're apathetic is prevalent in popular discourse about how much
people share online and the academic literature about “the privacy paradox.”
Dismantling the myth of apathy shows that there’s no privacy paradox. People sim-
ply face uncertainty and unknowable risks. People make privacy choices in a context
of anti-privacy design, such as dark patterns. In this process, we’re manipulated by
corporations, who are more aware of our biases than regulators are.

Chapter 3 shows why the contracts model doesn’t work: consent in the informa-
tion economy is an illusion. Inferences, relational data, and de-identified data aren’t
captured by consent provisions. Consent is unattainable in the information econ-
omy more broadly because the dynamic between corporations and users is plagued
with uneven knowledge, inequality, and a lack of choices. Privacy harm can’t be
seen as a risk that people accept in exchange for a service. Data harms are collective
and unknowable, making individual choices to reduce them impossible. Worse,
privacy has a moral hazard problem: corporations have incentives to behave against
our best interests, creating profitable harms after obtaining agreements. Privacy’s
moral hazard leads to informational exploitation. A manifestation of valid privacy
consent is consent refusals among individuals. We can consider them by thinking
of people’s data as part of them, as their bodies are.

Chapter 4 delves into two modern efforts to reinforce individual consent: opt-in
and informed choice. It illustrates why, in the information economy, they also fail.
Power asymmetries enable systemic manipulation in the design of digital products
and services. Manipulation by design thwarts improved consent provisions, inter-
fering with people’s decision-making. People’s choices regarding their privacy are
determined by the designs of the systems with which they interact. European and
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American attempts to regulate manipulation by changing tracking from opt-out to
optin and reinforcing information crash against the illusion of consent. Contract
law doctrines that aim to reduce manipulation are unsuitable because they assume
mutually beneficial agreements, and privacy policies are neither mutually benefi-
cial or agreements. Best efforts to strengthen meaningful consent and choice, even
where policies are specifically intended to protect users, are ultimately insufficient
because of the environment in which privacy “decisions” take place.

Chapter 5 examines traditional data protection law’s regulatory structure in light
of these considerations. It shows why data protection rights and rules, while desir-
able, don’t address the core problems of the contracts model and can’t work well
without the liability model. Data protection rights unintendedly impose adminis-
trative burdens on those they protect. Mandatory rules address power asymmetries
and manipulation better than defaults. But our procedural rules overregulate while
they underprotect: they benefit large players by adversely affecting new players and
they allow companies to comply merely by following box-ticking exercises. Against
this backdrop, laws legitimize exploitation that can be executed while remaining
compliant. Risk-reduction approaches based on standards can reduce informational
exploitation more effectively.

Chapter 6 explores a different path: building privacy law on liability. Liability
for tangible and intangible privacy harm would improve our protection systems.
To achieve meaningful liability, though, laws must compensate privacy harm, not
just the tangible consequences that stem from it. Compensation for financial and
physical harms produced by the collection, processing, or sharing of data is impor-
tant but insufficient. The proposed liability framework would address informational
exploitation by making companies internalize risk. It would deter and remedy
socially detrimental data practices, rather than chasing elusive individual control
aims. Applying it, courts and regulators can distinguish harmful losses from benign
ones by examining them on the basis of contextual and normative social values. By
focusing on harm, privacy liability would overcome its current problems of causa-
tion quagmires and frivolous lawsuits.

Chapter 7 proposes how the liability framework should be implemented. Harm
liability can flow from a statutory standard or local tort law. This focus allows lia-
bility to complement, rather than replicate, public enforcement. The quantum of
liability should depend on the harm incurred by the victim, rather than on the
wrongfulness of the perpetrator’s conduct or the consequences that the perpetrator
foresaw. Because harms are often dispersed, privacy liability is most effective as part
of a mechanism of collective redress, such as class actions. Considering privacy
problems at scale, we need a framework recognizing mass privacy effects for regula-
tors and courts. A robust notion of loss and intrinsic harm can address problems of
insufficient compensation and uncertainties in class certification.
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The information economy is formed by entities that profit from people’s data and
the people whose data those entities profit from. The corporate entities in the infor-
mation economy are varied. They're websites, apps, advertising companies, prod-
uct designers, social networks, data brokers, search engines, and manufacturers of
Internet of Things devices, among others. Many, but not all, are tech giants. Often,
I'll refer to a specific type of entity, but when discussing all of them I'll refer to
“corporations” or “companies.” Similarly, I'll refer to “users” as a shorthand when
referring to those who use an app or platform. But the more accurate term would be
“affected parties” because sometimes we're part of the information economy with-
out using any service at all. Sometimes we engage in the information economy as
“consumers,” but we're not only affected while consuming something. For example,
someone else can share data about us. .U law uses the term “data subjects” to stress
that individuals are the key actors. But “data subjects” are seen in discrete ways,
making it seem as if we're detached individuals with different interests, as opposed
to an interrelated group whose actions affect each other because they’re connected
by data.’9 Because everyone’s data is part of the information economy, most times
'l refer to “people.”

The world changed significantly since 1973, when privacy law was conceptual-
ized. Our new environment necessitates a different approach to privacy than what
was conceived back then. Privacy law’s challenge is no longer regulating individual
choices, but rather regulating relationships of power.*° And addressing power doesn’t
require presenting choices to the powerless. Addressing power requires holding the
powerful accountable for the consequences of what they do.#

There’s an old Silicon Valley mantra to “move fast and break things,” encour-
aging disruption regardless of risk.#* Privacy harms today are more pervasive and
significant than those that took place back then. Data’s central role in our economy
and the increasing role of Al inferences in our daily lives will continue to acceler-
ate this drift. The law needs a solution that allows for technological, economic, and
social progress while protecting people from being turned into collateral damage.
To move privacy law forward, we must abandon the old contractual paradigm and
try something more difficult: holding corporations responsible for the things (and
people) they break. Taking harm and exploitation in the information economy seri-
ously is overdue.



The Traditionalist Approach to Privacy

Imagine you notice someone is following you on your way to work one morning.
You find it concerning, but brush it off. Then another stranger follows you to the
gym in the afternoon. You get worried, but carry on with your day. You eventually
find out that the two share notes with each other, and become shocked. You finally
become scared when you find out that everyone you spoke with that day also took
notes about you during casual conversations and reported back to the strangers.
This, essentially, already happens. Only it’s devices like your phone, laptop, and
smart home devices that do the tracking. And it’s every written communication that
gets recorded — unless you have devices with mics, and then it’s the spoken ones too.

Privacy law emerged without the Internet or Al and evolved without revisiting
its core assumptions. As a result, it’s stuck in time. Core concepts in privacy law no
longer correspond with daily social interactions in the information economy.

Privacy law across the world is grounded on ideas from nineteenth-century neo-
classical economics of contracts — what I call “the traditionalist approach to privacy.”
Neoclassical economics makes assumptions about how people behave in market
exchanges: it assumes people behave rationally, optimizing choices for their own
wellbeing based on available information. These assumptions permeate how the
law addresses commercial interactions. In many contexts, such as in mergers and
acquisitions, the stock market, and most commercial contracts, these assumptions
are helpful. In other contexts, such as in parent—child caregiving, less so. When the
law uses the wrong assumptions, placing weight on them can impede it from pro-
tecting the vulnerable parties that it's meant to protect.

These assumptions dont reflect the reality of contemporary data interactions.' Yet
the law places enormous weight on them. They dictate the law’s worldview about
how people make privacy choices (rationally, in an informed way), how people use
their privacy (to keep secrets), what activities underly (bilateral commercial transac-
tions), and how people’s privacy ought to be protected (by providing more choices).

This book explores the myths that the neoclassical contracts conception creates
and how privacy law can and should overcome their obstacles. It argues that the tra-
ditionalist approach led privacy law to ineffectively build on concepts from contract
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law and shows how it can and should build on concepts from tort law instead. It
attempts to chart how to change the foundations of privacy law to move toward a
paradigm that protects real-life people in the twenty-first-century economy.

A FORCING PEOPLE TO CHOOSE

In their song “Freewill,” rock band Rush says that “If you choose not to decide,
you still have made a choice.” The idea comes from a famous quote from philoso-
pher Jean-Paul Sartre, who emphasized that not choosing is, in itself, an important
choice.3 The information economy deprives us of this choice. Every day, we must
make decisions about our personal information that we're not prepared to make.

Notices, Choices, and Self-management

As you diligently read the Amazon Web Services Terms & Conditions before agree-
ing to them, you probably noticed a curious clause in its gaming section. The clause
indicates that a limitation won’t apply “in the event of the occurrence (certified by
the United States Centers for Disease Control or successor body) of a widespread
viral infection transmitted via bites or contact with bodily fluids that causes human
corpses to reanimate and seek to consume living human flesh, blood, brain or nerve
tissue and is likely to result in the fall of organised civilization.” Technically, you
consented to a way of certifying a zombie apocalypse.

The idea of valid consent (often called meaningful or informed consent) is piv-
otal in privacy law.> With limited exceptions, over the past fifty years individuals’
consent has been the main basis to collect, process, or share their personal informa-
tion, forming the bedrock of corporate privacy practices.’

Legislatures around the world are guided by the primacy of individual consent
when establishing the default legal basis for collecting, processing, and sharing peo-
ple’s personal information. When discussing how to update data protection law, EU
Justice Commissioner Julia Fioretti asserted that “[c]itizens should have more possi-
bilities, more chances to be the masters of their personal data, to be informed on what
somebody does with their personal data.”” In 2012, the US Federal Trade Commission
(F'T'C) proposed changes in US privacy law to give people “the ability to make deci-
sions about their data at a relevant time and context.”® A White House effort that year
aimed for people to have “clear and simple choices, presented at times and in ways
that enable consumers to make meaningful decisions about personal data collection,
use, and disclosure.” As early as the 19gos, the Canadian government held that notice
and consent “are the core values in any personal information code.”

Recent modernization efforts are also guided by individual consent as their gold
standard. Press releases of the European Parliament state that people “should have
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full control over their data and be empowered to take decisions about it.”" The
interpretative authority for the EU Data Protection Directive repeatedly stated that
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control over personal information is central to data protection, where control is
achieved through consent.”” In 2021, the Canadian government proposed to overhaul
its private-sector privacy regime to “enhance consumer control by requiring organi-
zations to get meaningful consent from Canadians.”? The Australian Information
Commissioner’s website states that “Consumer consent for the collection, use, and
disclosure of their data is the [law’s] foundation ... ensuring they can direct where
their data goes to obtain the most value.”™

The main way for companies to obtain our consent and for us to manage our pri-
vacy is through “privacy notices.” These notices are privacy policies or terms of ser-
vice that corporations share with their users to explain how they collect, process, and
disclose personal information, asking their users to agree to them. Privacy notices cap-
ture individual consent as the key to unlocking the data practices described in them.

Privacy notices, and the promises companies make in them, are central to privacy
law globally. The global popularity of this practice may be linked to how it embraces
a common regulatory approach: give people control (in this case, over their informa-
tion) so they take care of themselves.® After all, that's how the law deals with most
of our possessions, from apples to non-fungible tokens (NF'Ts). The history of how
this practice took over our information dates back to 1973.

The Fair Information Principles

Every time you download a new app on your phone, you're asked to agree to its
terms of service. The reason dates back to the early days when the world worried
about the digitization of personal data and developed the 1973 Fair Information
Principles (or Fair Information Practice Principles, usually referred to as the FIPs)
to address it.

The FIPs have slowly become synonymous with privacy law. As their name indi-
cates, the FIPs aim to make practices relating to peoples’ personal information fairer.'?
They were initially principles developed in an American advisory committee report
as guidelines for the private sector.®® Rapidly growing out of that report, they became
FTC guidelines, Organisation for Economic Co-operation and Development
(OECD) international guidelines, and eventually law." Today, theyre the back-
bone of privacy and data protection legislation around the world.*® They’re the basis
of privacy and data protection laws, for example, in Argentina, Australia, Canada,
the EU, Japan, Malaysia, New Zealand, the Philippines, Singapore, South Korea,
the United Kingdom (UK), and the US, among many others.*

The FIPs have many permutations and one commonality. For example, the FTC
lists notice, choice, access, security, and enforcement as the principles the private
sector should abide by.* Europe’s General Data Protection Regulation (GDPR) lists
eight.” The OECD proposes eight others.* The lists of principles go on.> Despite
their differences, though, all FIPs permutations have one thing in common. They

aim to increase people’s control over their personal information.2®
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Apps ask you to agree to their terms of service because individual control is mainly
afforded through opportunities to consent (or not) to the collection, processing, and
distribution of your personal information.*” And, according to the FIPs, consent
requires two things: giving you notice and giving you a choice. For people to have
notice, they must know how an organization will collect, use, and share their per-
sonal information. For people to have a choice, they must be able to decide whether
to agree with the collection, use, or sharing by considering whether the benefits they
may get from it outweigh the risks.®

The primacy of notice and choice is most marked in the US, where a regulatory
peculiarity elevates privacy policies to a mainstay of privacy governance. The federal
US agency tasked with regulating and enforcing privacy is the FTC. Established
to protect consumers, the FT'C’s mandate is to investigate and pursue “unfair and
deceptive” practices.® The agency ensures that corporate promises (if any) are ful-
filled and sanctions companies when they fail to notify consumers of a practice — or,
occasionally, for improper conduct, such as maintaining inadequate cybersecurity
measures.>® What corporations promise theyll do isn’t the main object of scrutiny;
whether they did what they promised is.>'

The US emphasis on promises was part of a broader regulatory strategy. From
the 1970s to the 1990s, Congress and US regulatory agencies prioritized disclosure
schemes such as notices to achieve regulatory goals, rather than designing substan-
tive regulation.?* In privacy law, this strategy stuck.3 Although in theory the FTC’s
privacy enforcement is guided by all FIPs, in practice it prioritizes the principle of
notice.3* The FTC refers to notice as the “most fundamental principle.”?> Ensuring
proper description and adherence to data practices lies at the core of the FTC’s role
as a privacy regulator.3® Functionally, the FTC mostly enforces private agreements.

The tech industry lobbies for notice-and-choice.3” Mandating notices is a much
lighter regulatory intervention than mandating or forbidding data practices. Mandating
notices, rather than developing substantive regulation, reduces regulatory costs.3
Notices take a marketstyle approach that intervenes without actually intervening:
they're in line with the approach of regulating by giving “choices” to people and, instead
of mandating or forbidding practices, letting people decide which ones they'll accept.3?

Notices are also easy for agencies to enforce.*® They're easier to develop than sub-
stantive regulation because they place the onus on each individual to decide what’s
OK and what’s not.# In the face of different business practices, technologies, and
processes that affect people’s privacy, the easiest thing regulators can do is to verify
that each corporation adequately describes its data practices and adheres to them.
Privacy regulators bind corporations to their privacy policies by punishing them for
breaking the promises made in them outside the US too.#

The FIPs” goal of individual control over information fails because we’re not given
the means to make those choices.® As Woodrow Hartzog puts it, “privacy law is in a
bit of a pickle thanks to our love of the Fair Information Practice Principles.”# The
pickle is that the FIPs have become synonymous with privacy protection. Initially
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designed as guiding principles and not specific provisions, they turned into provi-
sions that regulate personal data around the world. Designed at a time before people
had computers at home, let alone the Internet, the FIPs aimed to protect people
in a vastly different environment than the current Al-driven information economy.
Since then, privacy scholars have heavily criticized them.#

The FIPs’ failure to protect people’s privacy isn’t their own doing. As this book
explores, it's rather the failure of the paradigm on which theyre developed and
implemented. The appropriate solution isn’t to just change the FIPs. It’s to change
the building blocks that support them.

Notices that Don’t Inform

Privacy policies are in a predicament.

In the early 2000s, Aleecia McDonald and Lorrie Cranor had an unorthodox
idea: to check how long it would take the average person to read the privacy policies
of every website and app that she uses for a year. The answer was astonishing: 244
hours per year, or six full-time working weeks.*® In the decade and a half since the
study, this number can only have increased. Another study found that less than s
percent of people read them, a result that may be optimistic.4#7 Not even the sitting
Chief Justice of the US Supreme Court reads them .+

The no-reading problem is only the tip of the iceberg of privacy policies” issues.
Even when we read a privacy policy, we can’t understand it.# Their meaning is lost
to people navigating passages that are too detailed or ambiguous to be helpful.5° The
result is that readers trying to penetrate the obscure content of the one document
that's supposed to explain how they're being surveilled are left with either a sense of
confusion or a false sense of understanding.

Many call for more user notices to increase transparency so that people can make
informed choices — doubling down on the traditionalist view.>' But others suggest that
privacy notices are ineffective at increasing user awareness.” Empirical evidence shows
that simplifying their language doesn’t make people understand them better, improve
people’s awareness of data practices, or lead people to make different choices.> These
findings suggest that privacy notices haven’t only been consistently ineffective, but
they’re also likely to continue being ineffective for the foreseeable future.”*

Researchers at the University of Michigan developed an algorithm, called Polisis,
that uses Al to visualize privacy policies.? If you go through the representations
generated by the algorithm, though, youll notice they're somewhat unhelpful to
understand what's going on with your data. Their limitations illustrate that the real
issue is not that you don’t read your privacy policies. It’s that they're uninformative —
even after recruiting the help of AL

Because no one reads them, people don’t choose one product or service over
another based on its privacy policy. So corporations have incentives to have privacy
policies that are the most beneficial for them and the least beneficial for their users.
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And what's most beneficial to a company changes from one to another. This real-
ity leads to a peculiarity. Although privacy policies are unified in their unhelpful-
ness, they're dissimilar in their content.?® Reading one or two of them won’t provide
insight into the content of the others to reduce the no-reading problem.

Privacy policies have a no-reading problem, a comprehension problem, and an
indistinction problem. These problems make them uninformative: we learn close
to nothing from them. Privacy policies’ uninformativeness leads many experts to
believe that they don’t matter,>” or that making them the target of regulatory efforts
is a red herring.®

Choices with No Options

The information economy eviscerates the idea of people having choices over what
happens with their information. Beyond the insufficient yet unfulfilled aim to
inform people as the paramount means of protection, people are rarely afforded
genuine choice to do anything other than agree with them.

Our notice and choice model, inspired by neoclassical contract theory, was
conceived ffty years ago, when today’s Internet was unimaginable.>® The model
emerged in a context where personal information transfers took place between few
and easily identifiable parties, for discrete purposes as part of a business exchange,
and in relatively predictable and transparent ways. Data transfers happened, for
example, when stores requested customers” phone numbers to inform them of a
product’s arrival or when banks needed their clients” social security numbers to log
their financial information. Back then, it was far easier to know with whom you were
interacting, what information they collected about you, how it would be used, and
whether it would be shared with anyone.

The information economy, defined by multiparty data exchanges, is fundamen-
tally different.® Today, corporate use of personal information includes data sharing,
data mining, data trading on the back end, and profiling based on inferred data.
Even a simple interaction, like buying shoes at your favorite store, includes the pos-
sibility of the other party selling your information to data brokers, who aggregate it
with other information about you and sell it.”* Other parties, such as your bank, are
obligated to report your information to credit reporting agencies, whose job is to

aggregate information about you to probabilistically infer your trustworthiness as a
62

.0

borrower through your credit score.
The information economy’s paradigm shift makes it impossible for people to under-
stand who has what information about them and what purpose they may use it for (let
alone how it got there). Third parties collect and use an unprecedented amount of
personal information beyond people’s knowledge and understanding.% In this con-
text, we don’t know what we're saying yes to when we tick the “I agree” box.* The
shift in the collection, use, and sharing of people’s data from ffty years ago to today’s
information economy that makes notices difficult also makes choices impossible.
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The rationale behind the choice model is that, in theory, it could allow people
to manage their privacy risks.% Privacy selfmanagement was thought of as a way
to avoid paternalism by making each individual decide what data risks they find
acceptable to incur, when, and with whom.% In theory, it accounts for the fact that
people’s privacy preferences may differ and their preferences may vary from one
context to another.%7

Choice assumes knowledge and understanding of risks. It’s impossible to make
a real choice if you don’t know what the choice is and what its consequences can
be — what risk you're taking on by agreeing. So the failed informativeness of privacy
policies is key to the failure of choice.

Two Forms of Individual Agreement

Despite privacy policies” long history, legal scholars and courts disagree about what
kind of legal document they are: notices or contracts.’® I find this disagreement puz-
zling. Privacy policies are corporations’ main vehicle for informing their users, so
they have incentives to clarify what kind of document they are. And, particularly but
not exclusively in the US, regulators use privacy policies to oversee corporate data
practices, making privacy policies an important mechanism for protecting privacy.
So regulators have incentives to clarify it too.

Legally speaking, a notice is a tool to convey to someone else what they can do
based on your property rights. For example, “no shirt no service” notifies patrons
that a business will exercise its right to refuse service to anyone who doesn’t wear a
shirt. “Entry beyond this point is trespass” aims to notify that an area is private and
anyone who enters it is liable.

A notice can shift liability only when informing someone is relevant for determin-
ing liability. For example, a warning label on a product can free a manufacturer
from liability if an injury results from an improper use that the label said to avoid.
But notices can’t expand the preexisting rights of the notice-giver.? For example,
you can put a sign on your fence informing others that walking beyond the fence is
trespass, but you can’t decide the punishment for trespassing. Signs indicating that
trespassers will be shot don’t actually establish homeowners’ right to shoot trespass-
ers. A notice can allocate risks, but it can’t give or take away rights. To allocate rights,
one needs a contract.

Treating a description of data practices as a notice implies that the notifying cor-
poration has the right to do whatever such notice contains —and is simply informing
us of what it will do. Treating the document as a privacy contract implies that the
corporation lacks the right to do what’s in the document unless it obtains the con-
sent of each user.

For many legal scholars and courts, privacy policies are more akin to “privacy con-
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tracts” than to “privacy notices.”” For example, Facebook’s Terms of Use include

a forum selection clause indicating that any dispute will be resolved by California
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courts, which is something only a contract can do.” Treating privacy policies as
notices made sense when there were no restrictions about what corporations could
do with our data. The contracts lens, rather than the notices lens, better reflects that
corporations aren’t free to do as they please with our data with a mere obligation to
let us know. Instead, corporations must obtain agreement.

Privacy policies have further similarities with contracts. Some contracts, called
standard form contracts, share a set of problems with privacy policies. They're writ-
ten in complicated language that people must often agree to without someone to
clarify the terms — and often without reading them. Consumers rarely know every-
thing they’re agreeing to, and there’s no room for negotiation because it’s a take-
it-or-leave-it offer.”? However, these are only a subset of the problems that privacy
policies have.

The contracts model ultimately also fails to reflect twenty-first-century personal
data interactions. In the information economy, privacy policies differ from contracts
in that there’s no “meeting of the minds”: the mutual understanding and agreement
on the specifics of an interaction that’s essential in contract law.

Even in the most egregious contracts, consumer standard form contracts, there’s
a meeting of the minds. We may not read standard form contracts, but at least we
know what their object is: we know what we're giving up and receiving in exchange.
If you purchase a cellphone plan with AT&T, you know you're giving money in
exchange for a cellphone service. But in privacy interactions, we don’t know what
we're giving up.”® Standard form contracts can be valid, even if some of their terms
are invalid, as long as there’s a core agreement between parties, such as trading a
good or service for a price.7* This core agreement doesn’t extend to data practices.
Often, there’s not even a trade involved. Standard form contracts must have suffi-
cient notice and a chance to read and understand the terms before agreeing.”> But
privacy policies can even be changed unilaterally.” In standard form contracts, we
can choose whether to complete a transaction, but many companies that hold our
data are entities we never heard of. Treating privacy policies as contracts mistakenly
situates them in relationships of mutually chosen trade — a more consequential mis-
conception than believing people read them.

Ultimately, persuading courts to treat privacy policies as standard form contracts
doesn’t solve the problems posed by the notice-and-choice regime. In Canada, for
example, where courts routinely treat privacy policies as consumer contracts, schol-
ars critique its privacy law for characterizing privacy in market terms, thus placing
disproportionate importance on business interests.”” Notices- and contracts-based
models equally reinforce the idea of privacy self-management, which mistakenly
sees the relationship between corporations and their users as series of bilateral mar-
ket transactions.

What are people managing when they self-manage their privacy, according to
the traditionalist view? The next section addresses this question. The short answer is
only the secrets that they want to hide from the entire world.
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B THE BINARY BLINDERS

The law was deeply unfair to Pamela Anderson. She and Tommy Lee filed an inva-
sion of privacy lawsuit against Penthouse magazine in 1997 for publishing intimate
photos of the couple.” The photos were stills from a tape that had been stolen
from their home and posted online without their knowledge.” Penthouse, Anderson
explains, offered to pay the couple for the photos, but they refused and asked the
magazine to destroy them, explaining they didn’t want people to see them.®
The magazine published them anyway, exploiting the couple’s intimacy for profit.%!
The judge overseeing the case dismissed it, arguing that because intimate material
of the couple had been previously published, they had forfeited their privalcy.82

Thinking that Anderson lost all privacy over the pictures once someone shared
them, and that she lost nothing by the subsequent publications, is a result of the
binary blinders. It results from thinking that once someone’s personal information
is disclosed for the first time, all privacy interests over that information are gone.
The binary approach misconstrues privacy’s value because it disregards the con-
text in which disclosures occur and that further disclosures generate new harm.
Privacy isn’t binary as this notion assumes. It sits on a spectrum. People’s privacy can
decrease by different magnitudes, depending on the informativeness and sensitivity
of what other people learn or infer about them. Recognizing this spectrum is more
important than ever.

Bracketed into a Binary

The traditionalist approach to the information economy is built on a worldview of
bilateral commercial exchanges that leaves out people in situations like Anderson’s.
This binary worldview results in the notice-and-choice system that privacy laws
across the globe incorporate. Under this view, you either have privacy or you don’t —
just like you either fulfill a contract or you don’t, with no in-between.

In the age of algorithms, recidivist privacy invaders permeate daily social inter-
actions in an unprecedented way. A binary conception of privacy may have been
adequate (it probably wasn’t) in a world of one-time bilateral intrusions. In that sim-
plified world, a person could open only one of your letters (a single intrusion) and
publicize its contents (a single disclosure), but it would be unlikely to go beyond
that. That same person was unlikely to open and disclose many more of your letters
because it would be difficult for them to have the resources to do so. By contrast, in
the information economy we're involved in repeated and ongoing interactions with
actors that reduce our privacy, from social networks we're too familiar with to data
aggregators we never heard of. Getting stuck in the idea that one either “has privacy”
over something or one doesn’t prevents one from capturing this context.

The story of Holly Jacobs, who founded the Cyber Civil Rights Initiative, illustrates
the pitfalls of reducing privacy to that dichotomy.® Dr. Jacobs had exchanged intimate
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photos with her boyfriend while they were in a long-distance relationship. Eventually,
he posted the pictures online, where multiple websites reposted them — most of them
deriving ad or subscription profit.# Jacobs spent months sending takedown notices
and, after monumental efforts, got them scrubbed. But they reappeared on about 300
more websites. The police told her there was nothing they could do.% Telling Jacobs
that, once her ex-boyfriend posted the pictures, it didn’t matter how many websites
reposted them, like the court told Anderson, would have been detached from reality.

Courts and policymakers often engage in this type of poor privacy reasoning. In a
case against the city of Petersburg, for example, employees were required to answer
a questionnaire asking about the criminal histories of their family members, their
complete marital history, their children, and their financial status. The court dis-
missed the claim that their privacy was violated, reasoning that there was no privacy
interest in the information because it was already available in other records.®® The
binary view brackets courts like this one to only two possible readings of the world:
a person either “lost” their privacy or they didn’t. It leads to an unreasonably high
bar for harm and makes privacy claims unfathomably difficult to prove in today’s
context of multiparty data exchanges.

A continuous concept of privacy loss is paramount for understanding the infor-
mation economy. Recognizing that privacy exists on a spectrum captures intuitions
about privacy better than binary views. When a company like Alphabet (Google)
gains more knowledge about one of its users, it’s false to say that the user no longer
has any privacy — just as it’s false to say that they had perfect privacy before. It’s also
incorrect to say that nothing happened to their privacy. Privacy loss is about the user’s
level of privacy dropping from one level to another.’” Viewing people’s privacy as a
spectrum better captures the reality that they face regarding their privacy losses.

Determining any rights violation is a binary exercise in one broad sense: in a
trial, courts have to rule whether there was a violation or there wasn’t. Recognizing
degrees of losses, however, is essential to identifying those privacy violations cor-
rectly. Likewise, when estimating “reasonable care,” courts consider degrees of care
and apply a cut-off. The estimation mistake is overlooking that privacy losses, like
levels of care, exist in degrees.

Accounting for nuance in privacy through a spectrum of losses and gains is key
because privacy violations that get to court involve grey areas: they involve different
gradations of privacy losses.®® Rejecting binary perspectives in favor of an under-
standing that privacy losses exist in a continuum is necessary for developing sensible
laws for the information economy.

Counting Only Secrets

In its worst form, privacy viewed through the binary blinders is reduced to secrets.
Under the secrecy view, once you reveal information to someone in any way that
makes it possible for others to see or know it, you abandoned all privacy over it.
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The shortcomings of the secrecy view are clear in the painfully frequent scenario
of nonconsensual distribution of intimate material, such as Dr. Jacobs’ story. It’s
eerily common to hear that, because a victim shared the material with someone, it
wasn't a secret anymore and the victim assumed the risk of its distribution.® This
misconception sometimes extends to courts.9 For example, in 2015, a woman called
Dana sent intimate pictures to an ex-boyfriend, and someone else who saw them on
his computer plastered them over a public Facebook page. The Vermont Supreme
Court said that Dana chose to abandon her privacy over the pictures when she sent
them to someone with whom she wasn’t in a relationship.?" This type of dismissal
occurs even when courts rule in the victim’s favor, but still frame the victim’s harm
as a cautionary tale about their excessive or irresponsible risk-taking.”

Positing that people abandon privacy expectations over information whenever
they share it with one person, as the secrecy view does, is mistaken. Dana retained
some privacy over the images when she shared them with one person and lost sig-
nificant privacy when they were shared with the world. So did Anderson. This view
is worse than victim-blaming.9 It also implies that the victim didn’t have her rights
breached at all - that she wasn’t even a victim.%

The dynamic at play in these cases follows us into our daily lives. Their dynamic
is replicated when corporations acquire massive amounts of information that are
deemed public, such as taking pictures of us on the street or gathering our online
profile photos to train facial recognition software that can identify us.% As a result,
online interactions are plagued with surveillance, harassment, and risks of violence.%°

Secrecy is a uniquely problematic aspect of the traditionalist approach because
it further narrows privacy protections from privacy self-management’s “let people
make choices about their privacy” into one specific choice: hiding information
about oneself from others. The flawed secrecy conception permeates the notice-
and-choice principle, indicating that people chose to abandon privacy over informa-
tion when they chose to disclose it. This fundamental error illustrates why notice
and choice fails as a privacy framework and, worse, leads to people bearing the risks
of corporate data practices.

From a secrecy perspective, privacy also disappears when a person moves from
private to public spaces.9” Those notions of public information and public spaces
that nullify privacy are often defined too broadly or not defined at all.?® Secrecy
leads to the belief that, as Scott Skinner-Thomson puts it, “the right to privacy while
in public is nearly nonexistent, that privacy is more or less ‘dead” once you walk out
of your front door.”?

Maintaining a privacy claim under the secrecy paradigm means having to keep
information to oneself.’*® However, keeping any digital record in absolute secrecy
in the information economy is beyond impractical; it’s impossible.* By requiring
people to do so, this view of privacy inordinately disadvantages the disadvantaged:
those without property, those without a home who need to use public spaces, and
those who belong to communities that are disproportionately surveilled.'
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Secrecy-based views of privacy require a binary conception because they zeal-
ously abandon privacy expectations and protections when information is revealed.
But not all binary views of privacy are secrecy-based. One could (misguidedly)
believe that a person either has complete control or absolute lack of control over
their information - failing to capture that one usually controls some aspects of it
but not others. Binary views, whether they’re about secrecy or control, mistakenly
pose that when we share something in one context we lose our privacy over it in
all contexts.'3

By inferring preferences solely from behavior (someone revealed information to
a platform so they must not care about privacy), the traditionalist narrative weapon-
izes the binary blinders into deregulatory efforts. The most common consequence is
the argument that, if you have nothing to hide, you have nothing to lose.***

“You Have Nothing to Hide”

Former Google chief executive officer (CEQO) Eric Schmidt once famously said that
“if you have something that you don’t want anyone to know, maybe you shouldn’t be
doing it in the first place.” A strong statement for a data profiteer.

Schmidt’s infamous statement is an example of the most widespread consequence
of the secrecy conception: the “you have nothing to hide” argument, which myopi-
cally equates privacy with hiding terrible secrets.’®® The statement illustrates how
viewing privacy as secrecy leads to a mistaken understanding of choices, even when
making choices is possible. Often, the argument is used to present policymakers
with a false all-or-nothing choice between privacy and another social value, such as
national security or public health.*’

The idea that only people with “something to hide” care about privacy is the most
pervasive argument against privacy that one can find.*® Anyone who has conversa-
tions about privacy has heard someone else indicate that if they have nothing (bad)
to hide, they have nothing to lose. The argument gets repeated by industry mem-
bers, regulators, and community members.** With the nothing to hide argument,
the secrecy view reduces privacy to something merely instrumental. In this view,
privacy exists solely for trickery.

Variations of this argument appear regularly in statements by politicians and
government entities. A defense of the British public surveillance system by its
Conservative Party was “if you've got nothing to hide, you've got nothing to fear” —a
quote originally from Joseph Goebbels."® In the US, the argument harkens back to
McCarthyism, when it was used to pressure witnesses to confess to endorsing com-
munism.™ Still today, the argument appears during legislative debates amid claims
that only “criminals” should be concerned with their privacy."

People accused of crimes aren’t the only ones who find themselves on the wrong
end of the nothing to hide argument. Everyone in the information economy does."
People are constantly surveilled in their digital lives to show them more accurate
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ads."* The data harvested through this private surveillance system are the source
of tremendous profits.”> Given these economic incentives, it’s unsurprising that
the nothing to hide argument found its way into the information economy — and
Google’s CEO.

An influential version of the nothing to hide argument comes from Judge Richard
Posner. Based on neoclassical economics, Judge Posner argues that people desire
privacy because they “want more power to conceal information about themselves
that others might use to their disadvantage.”® In this view, privacy is the “right to
conceal discreditable facts” about oneself."7

Judge Posner’s argument begins with the premise that there are people with bad
traits and people with good traits, and that people with bad traits want to hide them
while people with good traits want to show them. Privacy, his argument proceeds,
allows the bad types to hide their bad traits by reducing the information available in
the market, making themselves indistinguishable from the good types."® From this
market-based perspective, privacy creates an information asymmetry. This asym-
metry, according to the argument, advantages bad types because others are more
likely to engage with them if they can’t see their bad traits. And it disadvantages the
people examining information to choose whom to engage with (the “information
receivers”). The notice-and-choice system, allowing people to waive privacy when-
ever they're asked, is its logical consequence because it doesn’t see anything worth
protecting beyond deceit.

The nothing to hide argument mischaracterizes what privacy is about. Resting
on the secrecy conception, it views privacy as chicanery: it assumes the only valid
reason to hold personal information private is to strategically deceive others. It's not.

Judge Posner presented the argument in the context of employment, which was
an appropriate choice. Employers are part of the information economy when they
profit, directly or indirectly, from their employees” personal data and not only from
their work." Uber, for example, gathers valuable information from its drivers when
they don’t have passengers.”® Employment analogies, though, are more broadly
illustrative of dynamics in the information economy. In both employment interac-
tions and the information economy, corporations hold significant power to make
decisions that impact people’s lives based on their information.™ It’s clear that pro-
viding employees with a take-it-or-leave-it option under a power imbalance deprives
them of real choices. Employees, like people in the information economy, have
something to lose."

When You Have Something to Lose

In 2000, economists Claudia Goldin and Cecilia Rouse developed a test for
gender-biased hiring in symphony orchestra auditions.”3 They noticed a gap between
the proportion of women in elite music schools and elite orchestras, so they held
auditions behind a curtain, preventing those hosting auditions from knowing the
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auditionee’s gender. Female orchestra hires immediately increased by one-third."
The curtains increased the probability of each woman passing the initial round by
50 percent.” Imagine the value of this privacy protection for those women, who had
absolutely nothing to hide.

Privacy protections often help prevent discrimination. The logic behind these
protections is that decision-makers can’t discriminate if they lack the information
needed to do it.?® With or without formal protections, people rely on privacy to
avoid discrimination in interactions with their employers, landlords, healthcare pro-
viders, schools, and banks."7 This protection is crucial in the information economy,
where Al algorithms make decisions about us based on our data.’**

This privacy protection wasn't afforded to Carter Brown, who was fired from his
job in Texas in 2018 after a coworker outed him to management as trans.”* Carter
Brown didn’t have anything nefarious to hide but, when his employer learned infor-
mation that he would have liked to keep private, he lost his livelihood.'° This protec-
tion wasn’t afforded either to April Cox, who was refused by human resources giant
Randstad when a drug test revealed her medicinal use of methadone to recover from
a former addiction.”™ Brown and Cox aren’t alone in their efforts to keep legitimate
aspects of their life private.

The value of privacy protection extends to interactions without discriminatory
3* To continue with the employment analogy, consider drug testing in the
workplace, which illustrates dynamics of power and bundled information that
extend to the information economy. Many workplaces employ random drug test-

intent.

ing during employment relationships or as a condition for hiring."®® Presumably,
employers do it because they believe that it provides them with valuable informa-
tion about their employees. Some employers might test if they don’t care about
recreational drug use itself but treat it as a proxy for something else. For example,
they may mistakenly believe that people who use recreational drugs may experience
more frequent health issues leading to higher absenteeism, that they’re more likely
to disobey other rules, or that they tend to be less conscientious or hard-working.'3*

General drug tests, which check for various substances, reveal other information
besides what employers try to gauge based on drug use. They can reveal informa-
tion irrelevant to employers about someone’s health status by detecting prescribed
drugs. They can reveal information about what someone does during weekends
that’s irrelevant to their productivity on weekdays. They can reveal methadone use,
uncovering that someone is recovered or recovering from a former addiction, as
was the case for April Cox. Or, if additional tests are run on the sample, they can
reveal sex assigned at birth, the information that harmed Carter Brown.">> What an
employee seeks to keep private may be unrelated to what their employer wants or
deserves to know.

One should consider privacy concerns over information attached to drug tests as
evidence of harm that flows from revealing bundled information. This privacy harm
can lead someone who doesn’t use recreational drugs to avoid testing. Many who are
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harmed by bundled information from mandatory drug testing (who have something
to lose) aren’t recreational drug users. They're harmed by the other information
revealed by the test.

Because drug use data are bundled with other data, one can’t infer drug use from
test refusal. Contrary to the neoclassical economics of privacy and the nothing to
hide argument, people like Brown and Cox may refuse the test not because of how
nefarious what they're not revealing is, but despite it. Many who would have passed
a test will either decline it, foregoing a job that they would be qualified for, or
accept it and bear associated harm. Because employers can’t know how much each
employee is harmed by the bundled information, they can’t distinguish between
those who refuse because they use illegal drugs at work (those with something to
hide) and those who refuse because it would reveal bundled information (those with
nothing to hide, but something to lose).3°

Bundled information justifies protecting people with nothing to hide from man-
datory testing if there are other ways — beyond testing — for them to convey pro-
ductivity information. These methods could include providing a list of contacts for
recommendations or establishing a trial period. Allowing people to choose among
means to convey information improves social welfare because it reduces privacy
harm.3” In the US, for example, three states allow for voluntary compliance with
workplace drug testing.3® Other jurisdictions should consider doing the same. In
the meantime, employers in jurisdictions that don’t would receive better employees
by breaking away from the secrecy conception and understanding that resistance
to testing doesn’t mean that employees have anything to hide — they may just have
something to lose.

Drug testing illustrates how the nothing to hide argument relies on the secrecy
conception. From the perspective of the receiver, the information is binary: either an
employee passes the test and gets the positive signal that their employer attaches to
it, or they don’t. Because employers believe that the test is informative about produc-
tivity (otherwise they wouldn’t require it), they're likely to use it for promotion and
retention decisions. They’re wrong to believe that, because learning about productiv-
ity is legitimate, employees can’t suffer privacy harm from how they learn about it.

Requiring people to disclose bundled personal information to obtain a benefit
imposes social costs beyond employment.3® Because information is bundled, people in
the information economy often have to reveal irrelevant data to convey relevant ones,
like when you need to provide your phone number to make an online purchase, hotels
scan your passport to verify your identity at check-in, or you're recorded at a store for
security purposes. The risks from those forced disclosures represent a social loss together
with an individual one, as the consequences of surveillance constitute a social harm
beyond individual harm. For example, people behave differently when they know
they’re under observation, regardless of whether they're trying to hide a wrongful activ-
ity."* Allowing people to keep bundles of information private, rather than forcing them
to reveal them to access products and services, is beneficial to them and to society."
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Considering that people value their privacy for its own sake, and not just to
deceive others, shows that the secrecy-based view of privacy is inadequate. Personal
information is bundled by nature because disclosing anything to someone often
implies disclosing other things too. Sometimes, we want to keep information pri-
vate not because of the information itself, but because of everything that’s bundled
with it. For orchestra auditioners, their physical appearance was bundled with their
gender. For Brown, his past appearance was bundled with his membership in the
Queer community. For Cox, her nonuse of recreational drugs was bundled with
former use prior to recovery. For everyone in the information economy, information
about their online activity is bundled with information about their characteristics,
behaviors, and preferences.

The neoclassical economics conception of privacy is one-dimensional. In this
one-dimensional conception, the only reason someone would value their privacy is
to hide something that should be relevant to someone else so they can deceive. This
view has erroneous microfoundations, meant for bilateral commercial transactions
in which, if I know less about you or can’t speak about you, you're competitively
advantaged toward me.

The nothing to hide argument makes it seem that privacy is about hiding nefarious
secrets from others. The value of privacy, however, is social.'#* Recognizing privacy’s
intrinsic value means moving to a nuanced worldview where we recognize someone
might want to keep information from others that is or should be irrelevant to them.

In 1987, President Ronald Regan nominated Robert Bork, a fierce opposer of privacy
rights on traditionalist grounds, to the US Supreme Court. Unbeknownst to Bork,
during the debate over his nomination, a reporter walked into his video rental store,
asked for, obtained, and published Bork’s entire videotape rental history — some-
thing that, in 1987, was quite informative about what one watched." His viewing
history turned out to be unremarkable and his nomination unsuccessful. But the
process changed American law for decades because it led members of Congress
to write and pass the Video Privacy Protection Act, forbidding video stores from
disclosing rental histories, at record speed.* Possibly worried about their own view-
ing histories, members of Congress were similarly situated to millions of people in
the information economy. Their choices about what video store to rent from alone
didn’t protect them, they would lose more privacy from having their whole rental
history revealed than from the parts they revealed to others, and they most likely had
nothing to hide in their perfectly legal rentals, but had something to lose.

The notice-and-choice principle and the privacy selfmanagement system that it
underpins share mistaken assumptions about privacy interactions. First, they assume
privacy interactions exist in a context of trade, where parties to a contract have the
opportunity to notify each other and make choices. Second, they assume privacy is
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binary, as shown through the popular nothing to hide argument and the widespread
notion of privacy as secrecy. Through the binary blinders, they pigeonhole people
as hermitic or impassive. This privacy paradigm was designed for a simple commer-
cial context that no longer aligns with reality. While the paradigm’s concepts about
privacy interactions may have been relevant at the time, today they’re stretched into
contexts where they no longer make sense.

The privacy fallacy, operating in this paradigm, reduces privacy to an instrumen-
tal dimension. It creates a blind spot. Just because people occasionally seek some-
thing instrumentally, such as privacy, that doesn’t exclude that people also value it
for its own sake.'* This reduction makes secrecy-based arguments such as nothing
to hide mistaken in their own terms. Privacy laws fail when they silo social effects
into instrumental individual choices. The instrumentalist view overlooks distribu-
tional aspects that inform privacy’s social value: people with fewer resources who
lack power to say no and data from one person that conveys information about oth-

ers. 40

Decision-makers who fall into the privacy fallacy fail to capture real privacy
interactions. They leave out negative effects on oneself and others.'t7 Most privacy
protections, in theory and in practice, dont protect bad people’s dark secrets.

There’s a reason why serious cases of privacy invasions abound. The traditionalist
approach is built on the idea that people make rational and informed choices about
their privacy when they’re given notice, similar to how they decide to buy apples,
a shirt, or an apartment. In the next chapter, I call this the “myth of rationality.”+*
The approach is also built on the idea that if someone “chooses” to give information
to someone, that means they don’t care about keeping that information private. In
the next chapter, I call this the “myth of apathy.”4

The first idea, that people make rational and informed choices about their pri-
vacy, is the bedrock of privacy self-management. It's the same foundation on which
contract law rests. But there are good reasons to qualify and depart from it for the
information economy. The second idea, that if someone “chooses” to give infor-
mation away they don’t care about keeping that information private, is specific to
privacy. But anyone interested in privacy enough to open this book faces the idea
routinely. You face these supposed choices every time you open a website in a rush
and click “I agree to cookies” without looking for the hidden “read without agreeing
to cookies,” or open a website in Incognito mode not knowing that you're still giving
your browsing information to the website, the browser, and your Internet service
provider.



Privacy Myths
Rationality and Apathy

The traditionalist approach to privacy rests on two myths: the myth of rationality and
the myth of apathy. Rationality refers to the mistaken idea that people always act in
a rational way when making choices about their privacy, with preferences that are
independent of context and unlimited capacity to process information. Apathy refers
to the false conclusion that, for the most part, people don’t care about their privacy.
These myths form the mismatch between the law’s assumptions and people’s reality.

They obscure reality. People are imperfect actors who care about their privacy but
sometimes act contrary to their interests because the online ecosystems they navi-
gate are impossibly complex. This chapter shows the falseness of rationality and apa-
thy in the information economy by referring to empirical evidence and to our daily
online interactions. People don’t act rationally or apathetically toward their data
but, rather, choice ecosystems are designed to push them to agree to data practices.

Both myths are found in academic and popular discourse, adversely influencing pol-
icymaking and compromising laws’ effectiveness. Rationality and apathy underpin the
traditionalist approach to privacy that has been in place since the 1970s. The fact that
rationality and apathy are myths was less consequential — and could go unnoticed - in
pre-Internet times, when privacy was about regulating one-on-one exchanges of identi-
fiable information points. But, today, our every move is an opportunity for hundreds of
entities to mine data. Corporations assemble profiles about us and make inferences that
are more valuable and dangerous than any information mined or released.

The privacy myths facilitate pervasive manipulation, by which we’re made to
act against our best interests. Every day, corporations “nudge” us to act in their
best interest, not ours. Manipulation wouldn’t be used if we were rational (because
it wouldn’t work) and it wouldn’t be needed if we were apathetic (because we’d
be eroding our privacy all on our own). Privacy law fails to address manipulation
because it assumes that we're rationally immune to malicious nudges and that, if
we act in corporations’ best interest to our detriment, it's because we don’t care.
In this context, continuing to build privacy law on the shaky foundations of these
two myths leads to the obsolescence of most protections people are afforded in the
information economy.

28
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A THE MYTH OF RATIONALITY

If you ever go to the Privacy Law Scholars Conference, you'll see how many of us
have privacy stickers over our laptop cameras. But you won't see that almost none
of us have the same sticker on our phone’s camera, which we stare at way more
than our laptop — or how many of us come home from the conference to smart
home devices. It’s unrealistic to expect people to behave perfectly rationally, and
it's problematic for privacy law to draw conclusions from assumptions of hyperratio-
nal behavior that doesn’t exist. When making complicated privacy decisions, we're
influenced by various cognitive biases, usually without being aware of them.

Context Dependence

A key takeaway of behavioral economics is that context influences decisions in ways
that rational choice theory can’t anticipate. We're likely to exercise more if we live
with a roommate who does the same. We snack less when snacks are in closed
opaque jars versus open transparent ones. We're willing to stand in line to save
$20 on a $50 purchase, but don’t do it to save $20 on a $1,000 purchase.! A $500
TV seems cheaper to us when placed next to a $1,000 TV than when placed next
to a $400 one. Our privacy behavior is influenced by our perceptions of the world
around us — such as how much control we feel we have — as well as contextual influ-
ences such as our peers’ behavior and even the physical environment.

When people perceive that they're given more control over their personal
data (even when they're not), they become more likely to accept privacy risks.*
Corporations know and exploit this. Facebook, for example, provided its users with
illusory control over the use of data from third parties by showing targeted ads with
the disclaimer stating: “you control whether we use data from partners to show you
ads.” But the actual control imparted to users was minimal.?

The physical environment’s influence on people’s privacy behavior has been
documented all the way back to the 1970s. One study showed, for example, that the
level of intimate disclosures is higher in warm, comfortable rooms with soft lighting
than in cold rooms with bare cement and overhead fluorescent lighting.* In online
interactions, the environment can be altered by design choices more easily than
in physical spaces. Because bounded rationality renders us unable to exhaustively
search for the best option, how privacy options are framed determines our choices.

Our peers’ behavior is another influential factor, affecting our privacy decisions
through reciprocity. We're more willing to share personal information when our
conversational partners also do so, even when our risks aren’t changed by their
disclosure.® People tend to reciprocate what others reveal about themselves even
when such information concerns illegal or unethical behavior.” In an experiment,
subjects” willingness to share personal information even increased to reciprocate
disclosures from a computer agent.® People feel pressure to reciprocate how much
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their peers share on social networks.” Companies can exploit pressure to reciprocate
by curating what disclosures from others we sce.

Another contextual factor impacting our privacy decisions is whether we trust the
receiver of the information, even if this trust is undeserved.” Higher trust toward a
corporation leads people to agree to more data collection — although this effect dissi-
pates when people perceive risk.” Trusting the Internet itself increases people’s likeli-
hood to transact online, regardless of privacy beliefs and concerns over unauthorized
use of personal data.” Even the presence of regulation reduces perceived risks and
increases the likelihood of agreement to data practices.> Familiarity with online ser-
vices reduces people’s perceptions of risk, affecting their agreement to data practices.'
Using services such as a social network frequently increases that feeling of familiarity.

Context, in sum, influences privacy decisions through framing, perceptions of
control, reciprocity, and trust in a receiver, all of which are overlooked by assump-
tions of perfect rationality.

Inability to Understand Privacy Policies

Most of us don’t read privacy policies, ever.”> And we wouldn’t understand them
even if we did. Under current practices, most companies write privacy policies using
inaccessible terms and sentence constructions.’® Privacy policies and controls are
difficult to understand given their length, linguistic jargon, and people’s varying
levels of digital literacy.'” As a result, people are overwhelmed by privacy policies,
hindering their ability to make informed decisions based on them.” It doesn’t help
that most people have limited knowledge of what actions they can take to protect
their privacy and what means companies have to reduce it."

Privacy policies’ no-reading problem leads people to react in different ways to
the existence of a privacy policy on an app or website. In 2009, more than half of
Americans believed that the presence of a privacy policy means that corporations
can't trade their data.*® Although this misconception is likely less widespread now,
newer studies show that most people wrongfully believe that the mere existence of a
privacy policy protects them from privacy risks.” The majority of adults in one sur-
vey who simply encountered a label titled “privacy policy” on a website incorrectly
assumed that the website would safeguard their information.” Others indicate that
the mere presence of a privacy policy increases people’s likelihood of agreeing to
data practices based on those unfounded beliefs.® Another study, however, indicates
that invoking the existence of a privacy policy reduces people’s trust in a platform.*
What is settled is that people aren’t rational in their interpretations of privacy policies.

Impossibility to Estimate Data’s Value

We have difficulties estimating the value of our personal information. For exam-
ple, when people try to price a bundle of information (something that’s difficult
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to do and usually leads to an arbitrary number), their subsequent thinking usu-
ally remains tethered to this arbitrarily established value.* This tethering happens
because we tend to overly rely on the first information we obtain — which behav-
ioral scientists call anchoring. Someone pricing a piece of information at $5 and
then being told that this is too low will usually only go up a bit, to $6, rather than
restarting the estimation process. In that way, the first estimate becomes an anchor
for later guesses.

There’s a disconnect between people’s (un)willingness to pay to protect their
information and their willingness to accept small sums for it. The average person’s
willingness to accept money to allow information to become public is significantly
higher than their willingness to pay to protect that information from becoming pub-
lic.2® In other words, people’s valuation of their privacy depends on the direction of
the cash-exchange: people value privacy more when they have it than when they
don’t. Participants in one study, for example, were willing to pay $5 per month to
protect some information but demanded $8o per month to allow access to the same
information.”” The same discrepancy appears when the rewards are of little signif-
icance.® For example, in one experiment, people willing to give away relatively
inconsequential information for 25 cents were unwilling to pay anything to protect
the same information.* Low monetary rewards make people hold back and disclose
less than if they had no monetary reward.>°

These findings correspond to behavioral economics’ endowment effect, accord-
ing to which people irrationally place more value on the same thing when they own
it than when they don’t3' The endowment effect is much larger in privacy than in
other contexts. In one experiment, willingness to accept was five times higher than
willingness to pay, which almost doubles the average ratio in physical goods.?* In
another experiment, willingness to accept was sixteen times higher — over five times
higher than for physical goods.3?

Impossibility to Estimate Privacy Risks

If you ever did Crossfit, you may have heard that its founder Greg Glassman liked to
say: “We sought to build a program that would best prepare trainees for any physi-
cal contingency — prepare them not only for the unknown but for the unknowable
as well.”3* The unknown is what you don’t know and the unknowable is what you
can’t know. The difference traces to what economists call risk and uncertainty. Risk
is when you can estimate the chance that an outcome will happen and uncertainty
is when you can’t. Uncertainty, in other words, is a kind of risk that's impossible to
estimate.?®

People’s inability to assess privacy risks impacts people’s behavior toward privacy
because it turns the risks into uncertainty. This inability leads people to perceive
higher than real control over their information.3® Overall, people are overwhelmed
when identifying potential outcomes related to privacy threats and have difficulties
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assigning the likelihood of those risks materializing.3” People’s inability to assess risk
may explain why how much people post, how often they post, and what they say in
their posts is independent of their declared privacy concerns.®

Properly protecting our privacy in the information economy requires technical
skills that few people have.3¥ Many social network users publicly share their birth
date even though this increases the probability of identity fraud and identity theft.
According to one study, 73 percent of people underestimate the probability of iden-
tity theft.4° That’s unsurprising, as most of us don’t understand privacy policies or
the workings of most privacy protection tools.# It's common for people to ignore
basic privacy-protecting behavior, such as not responding to spam emails, not down-
loading files from nonsecured websites, and not clicking on pop-up ads.

The clarity of the information economy’s convenience contrasts with the opaque-
ness of its risks. Most of us shop online even though it increases risks of credit card
fraud.# Interviews with smartwatch users find that most participants didn’t take
privacy-enhancing precautions despite their awareness that privacy risks exist.#
Users” decisions are affected more by the expected benefits of sharing data than by
the expected risks even when they're aware that information leakage may happen.#
Even technology-savvy users” concerns over privacy and security don't translate into
decisions as well as other factors such as app functionality, usefulness, trust, price,
ratings, and design.®

People are often accused of taking irresponsible risks in the information economy —
an accusation based on narrow secrecy views of privacy. The so-called assumptions
of risk that people are often described as taking aren’t real. One can only assume
risk when one actually understands the risk involved and can make choices that
meaningfully change the risk levels. This understanding and freedom exist in some
interpersonal situations, like when someone can choose to disclose something to
their lawyer knowing the information will be bound by professional secrecy or, con-
versely, share it with a nosy coworker understanding that the whole office will find
out. This isn’t the case in the information economy, where we operate on notices
that don’t inform and, most of the time, have no real options. The impossibility of
assessing risks takes us to the next myth: the myth of apathy.

B THE MYTH OF APATHY

The myth of apathy is the assumption that other people don’t care about their pri-
vacy based on their behavior. It comes from two aspects of the traditionalist para-
digm. First, it comes from seeing privacy as a binary, where people either care about
it or don’t, losing nuance over context, information receivers, and types of informa-
tion. Second, it comes from reading too much into others” behavior as an external
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observer — like neoclassical economists looking at whether people buy apples with-
out caring about why they do — concluding that if people don’t bargain for some-
thing, they must not care. The outsider perspective is appropriate for predicting
people’s behavior, but inappropriate for understanding their motivations.

We frequently see this myth in popular discourse, when people say things like:

746 Tt even makes

“Kids today don’t care about their privacy: they're all on Tiktok.
it into mainstream popular science, such as Freakonomics.#” The myth of apathy
leads industry members and opinion leaders to argue that privacy shouldn’t be a
policy consideration because people show that they don’t care about it.#* A close

examination exposes its problematic roots and implications.

The So-called Privacy Paradox

The myth of apathy, which erroneously assumes that other people don’t care about
privacy, is reflected most clearly in the so-called privacy paradox. The privacy para-
dox narrative suggests that people abandon their privacy in exchange for small perks,
so they must not care about it very much.# It's built on seeing privacy behavior
through the lens of binary individual choices.>

Privacy paradox studies claim to have found an inconsistency between people’s
declared concern for privacy and their actual behavior online.> An early study
grouped participants according to their level of privacy concern (high or low) and
discovered that, when in online shopping simulations, the groups revealed equiva-
lent amounts of personal information.5* Some experiments found that privacy con-
cerns as stated prior to the experiment didn’t match shopping behavior during the
experiment.’? In an experiment where almost go percent of respondents declared
a high level of concern about their privacy, almost go percent agreed to provide
their name and address in exchange for a loyalty card.> Other studies suggest that
declared privacy preferences can’t be trusted because they're unrelated to actual
privacy decisions.>

People with high privacy concerns don’t seem to use fewer social networks or post
less information on them.*® One of the first surveys of Facebook users found that
even those who expressed the highest degree of concern for their privacy revealed
sensitive information on the platform.5” People don’t seem to actively protect their
privacy even when they report a strong motivation to do 0.5 In one study, the
only significant predictors of sharing information on Facebook were the general
tendency to disclose and desire for popularity.>

According to other experiments, people have a very low willingness to pay to pro-
tect their personal information. When experiment participants were shown stores
that differ in the information requested (one sensitive and one nonsensitive), they
bought from the cheapest store.® In one study, people disclosed sensitive personal
information such as their monthly income for minimal discounts.®' People’s inter-
est in low prices, low waiting times, high ratings, and exclusivity seem to obscure
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privacy risks when choosing services.%* Despite asserting that we value our privacy,
the argument concludes, we're quick to surrender personal information.

Empirical privacy experts point to the problematic implications of the privacy
paradox narrative. Kirsten Martin calls it “the most dangerous concept emanating
from the privacy-as-concealment [secrecy] framework.”® The privacy paradox nar-
rative builds an unstable bridge connecting the myth that people don’t care about
privacy with deregulation. It weaponizes the binary view toward deregulatory efforts.

Context and Uncertainty Explain Our Behavior

Uncertainty is the one certain thing about the Internet. In a 2019 Pew Center survey,
74 percent of the Facebook users interviewed didn’t know that the social media plat-
form maintains a list of their interests and traits.# In another 2019 study, only 6 per-
cent of people said they understand what corporations do with their personal data.%

People are uncertain about which corporations have data about them and what
data they have. Corporations track us in ways we would never guess, such as our
devices’ battery levels.®® The European Users Organization has said that “users are
sleep-walking in a world without privacy.”®7 Similarly, the popular objection against
targeted ads is a visceral reaction that qualifies them as “creepy.”® The empirical
findings surveyed in the last section show the importance of even seemingly irrel-
evant aspects of context for privacy decisions — context we're rarely made aware of.

When people agree to information collection, they're uncertain about the pos-
sible outcomes, the magnitude of their consequences, the possible measures to
protect themselves, the actions taken by those who desire their information, and
other unforeseeable events.® In this context, there aren’t knowable probabilities to
formulate complete beliefs about what one should do.7 The information economy
is riddled with uncertainty about the set of negative consequences that could hap-
pen to us. Worse, these consequences change as technology advances. Not even
the companies that collect your data know the uses and risks that it will have in
the future.

The experimental evidence on the impossibility to estimate risk confirms this
uncertainty. So does people’s behavior. People respond to privacy changes when
the decisions are less complex.” When information about privacy is visible, people
often choose privacy protections.”” Many use pseudonyms or nicknames on social
media accounts to preserve some privacy.”? In vignette studies with clear param-
eters, people respond differently to contextual changes such as the data collection’s
duration and location, the data’s recipient, and the data’s use.” People even respond
differently to those contextual factors regarding information that’s publicly acces-
sible.”” And people continue to have privacy expectations over information they
allowed companies to collect.”®

We often don't realize which of our digital “choices” undermine our goals
because privacy policies are opaque and digital ecosystems are designed to extract
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our agreement. For example, Facebook users have been shown to be unable to esti-
mate the risks of different settings on the platform.”” The risk estimation problem
isn’t unique to Facebook. People are unaware of how each data collection affects
the probability of privacy harm in the future or the magnitude of the eventual harm.
Information is combined to reveal other, new information, and it’s impossible for
anyone to know which pieces of information will be combined and what they will
reveal.7® Tt all seems as if we were making good, consistent choices because the con-
sequences only materialize later.

When data collectors, intermediaries, and ad companies trade people’s personal
information, new unpredictable risks arise. As the information spreads, the likeli-
hood of misuse and illegitimate disclosure increases. So every time someone’s infor-
mation is put in new hands, their risk of privacy harm increases. Transfers place
personal information outside our control, yet leave us vulnerable to negative con-
sequences. Since, as the next chapter explores, corporations don’t face such a risk,
they have incentives to misuse and excessively share the information.” These per-
verse incentives are exacerbated by our lack of awareness of uses and trades and our
consequential lack of opportunity to discipline corporations.*

Even if people had full information about risks and benefits while making privacy
decisions, they would have to base their decisions on uncertain risk. The risk of
privacy harm isn’t dependent on people’s behavior alone but also on the subsequent
behavior of corporations that acquire their data. The uncertainty makes it impos-
sible to determine the optimal privacy decisions.

In addition to objective uncertainty, people have subjective uncertainty pro-
duced by levels of technical understanding, limited time, and limited attention.
Uncertainty in the information economy isn’t only determined by the unknowable
data risks, but also by difficulties in learning about knowable ones. The result of it
being too complicated to evaluate knowable risks due to subjective uncertainty is
called “privacy fatigue.” When people learn they can’t manage their privacy effec-
tively no matter how hard they try, they often stop trying.™

Constant uncertainty that leads people to stop trying can make them seem apa-
thetic. In one study, an interviewee explained: “Over the great scheme of things
I see that we are losing privacy every day. I feel we are not going to ever have it
back.... And as a result, I am very like, oh well that's life!”®* Negative experiences
like this one matter: study participants who went through privacy-infringing experi-
ences tended to become skeptical about the effectiveness of privacy protection and
less protective of their privacy overall.% Privacy fatigue isn’t apathy, but rather a con-
sequence of the perceived futility of trying to keep pace with protecting our privacy.

Risk Matters

A second generation of privacy paradox studies separate the so-called paradox from
the myth of rationality. They argue that people’s agreement to data collection means
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they discount their privacy hyperbolically. This version of the privacy paradox
departs from neoclassical economics with a discussion on bias and temptation. But
it remains traditionalist because it incorrectly infers apathy by assuming people have
genuine and informed choices.

Economists explain that there are two reasons to discount future rewards: annoy-
ance of waiting and risks. One reason is that we care more about present conse-
quences than about future ones (the “waiting for a delivery is annoying” principle).
The other reason is that, with time, rewards have the risk of disappearing or losing
value (the “a bird in the hand is worth two in the bush” principle).

The second generation of privacy paradox studies rely on the “waiting for a delivery
is annoying” principle to explain online behavior. They see people’s privacy behav-
ior as disproportionately valuing immediate rewards over future ones.* Showing that
privacy-cautious people agree with data collection too, these studies indicate that peo-
ple tend to maximize the immediate benefits of those collections.®s They believe that
people face data temptation: that they seck immediate data gratification and exces-
sively discount future privacy consequences.®® Behavioral scientists call this behavior
“hyperbolic discounting,”®” Hyperbolic discounting explains, for example, why we
sometimes make poor dietary choices disregarding future impacts on our health.®

They forget about the “a bird in the hand is worth two in the bush” principle.
Think of a time when you rummaged through the kitchen in the middle of the
night and picked the least healthy item available. You probably didn’t plan to have
it when you woke up that morning — you changed your mind later. Now think of a
time when you played a card game, such as Texas Hold’em. You may have thought
about an amount you'd bet and then changed your mind when a community card
was flipped. In one case and the other, you changed your mind for different reasons:
temptation in one and decreased uncertainty in the other. Both reasons to discount
future consequences (annoyance of waiting and risk of losing the reward) can lead
people to change their minds about their choices.® They do so for different reasons:
temptation and uncertain risk.?° Temptation describes people’s behavior. Uncertain
risk describes their context.

Temptation implies that people understand the risks involved. When I choose
between having cake or fruit for dessert at the law school cafeteria, I know that eat-
ing cake every day will negatively impact my health in the long run. If I still choose
cake and then regret it, someone could say I was tempted because I knew about the
risk — if [ hadn’t known the health effects, my decision would have been blissful
ignorance. When people face daily-life situations in which they discount future con-
sequences based on behavioral biases, they’re aware of the risks’ size and probability
and make the suboptimal choice anyway.%?

Uncertain risk implies a context with unknowable harms. The information econ-
omy’s uncertain context described in the last few pages show the conditions for this
second discounting mechanism. The negative outcomes of people’s data choices,
data harms, don’t happen with knowable probabilities.
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Inferring apathy out of observed privacy decisions inaccurately assumes one of the
discounting mechanisms explains everything (the “waiting for a delivery is annoy-
ing” principle) while dismissing the other (the “a bird in the hand is worth two in
the bush” principle). Seemingly puzzling privacy decisions (people “changing their
mind” about their privacy) result from an uncertain risk of privacy harm, something
not paradoxical at all.

There’s No Privacy Paradox

Uncertainty explains people’s privacy behavior. Imagine you open a vegan dough-
nut shop. Before opening, you don’t know how many clients will come or what’s
the risk of the business not working out. You buy low-quality furniture for the shop
that won't last long (cheap in the short run but expensive in the long run) because
you're concerned that the shop won't either. The choice of low-quality furniture
doesn’t imply that you're present-biased or make poor furniture choices. It also
doesn’t imply that you don’t care about quality. You're uncertain about how much
risk there is, and there’s a process during which you’ll understand it better.%3 So you
estimate the risk differently at the beginning than later.9 People facing unknown
risks, like people facing temptation, may seem impatient. But they’re not disregard-
ing future consequences.

Real-life privacy decisions differ from privacy paradox experiments in the out-
comes’ uncertainty. When we agree to data practices, we don’t know the probability
that data harms will occur, the timeline in which they may occur, or how to avoid
them. Studies may suggest that people prioritize the immediate benefits of agreeing
to data collection. But this conclusion implies the risks and benefits are comparable.

People’s privacy behavior isn’t apathetic as many privacy paradox studies present
it to be. People react to privacy when it’s visible. When Facebook was something
that teenagers used, they engaged with its most visible settings, such as making their
profile private.” And many do the same on Instagram. When information about pri-
vacy is available directly on search engines, people prefer websites with a perceived
higher privacy protection, particularly for purchases that involve sensitive informa-
tion.% People react to simple privacy scenarios.9” When information about privacy
is available and clear, many pay a premium to purchase from privacy-protective

retailers.9®

People’s privacy concerns often correlate with their choices over simple
privacy settings.9 Research on social media users finds that their privacy concerns
correlate with the amount and type of information they share.”* People’s ability
to deal with privacy issues changes with the choices’ complexity.” People may
appear unconcerned about privacy because few employ privacy-enhancing settings
in social networks."> But that's because of difficulties in translating privacy prefer-
ences into social network settings.'*

People value different types of personal information differently. They value

information related to their medical history, financial status, and family more and
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information about product and brand consumption less. People’s privacy concerns
respond not only to immediate harms — such as spam or fraud - but also long-term
consequences, such as price discrimination, which vary by context.'** If experi-
ments on privacy concerns treat all personal information as equivalent and give
people binary yes-or-no choices, their results will be inaccurate.'*

The experimental evidence surveyed shows that people react to information about
their privacy when it’s understandable. People who face temptation aren’t helped
by more information because they already have it. People who face uncertainty, on
the other hand, are. People’s different valuations of different types of information,
together with their reaction to context changes and to information accessibility,
indicate that privacy decisions aren’t irreflexive. They’re just uncertain.

The privacy paradox narrative complements the “nothing to hide” argument:
they're two sides of the same coin. The privacy paradox narrative suggests that peo-
ple disregard privacy in their choices, so they must not care about it. The nothing
to hide argument suggests that you shouldn’t care about your privacy unless you're
hiding something nefarious. These tropes get weaponized in favor of a contractual
view of privacy, so that people who “don’t care” about their privacy can waive
it. They feed the privacy fallacy: why should laws, regulators, and courts protect
people’s privacy, absent negative tangible consequences, if they don’t or shouldn’t
care about it?

C EXPLOITING THE PRIVACY MYTHS

Manipulating users works because perfect rationality is a myth. If we were perfectly
rational, manipulation wouldn’t work because we would be able to see through the
tricks and we wouldn’t let corporate tactics cloud our perception of value, risks, and
rewards. And manipulating users is necessary in the first place because their apathy
toward privacy is a myth. If we didn’t care about our privacy, corporations wouldn’t
have to manipulate us into giving our privacy away because we would do that by
ourselves. Explaining the pervasiveness of online manipulation requires recogniz-
ing that the privacy myths are real and influential.

Anti-privacy Choice Design

In 2018, you may have noticed a spike in the number of corporate emails you
received. Dozens of companies (some of them you didn’t know you interacted with)
contacted you to let you know that they updated their privacy policy because they
want to better protect your privacy. The reality is that companies around the world
had to adjust their privacy policies to comply with Europe’s newly arrived GDPR,
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and they had a legal mandate to notify you that they did. Your relationship with
those companies, though, didn’t change much after they made those changes.

Anti-privacy design strategies present privacy notices and choices in a way that
exploits people’s biases. They “nudge” us, mostly against our interests and for com-
panies’ profits.'®® Design techniques aren’t neutral, so they can be used to influence
our decisions.”? Real-world people in an uncertain data context can be and are
exploited by corporations’ design choices.'®

When dealing with real people in the information economy, design holds power.
As the Norwegian Consumer Council puts it, corporations “nudge users away from
privacy-friendly choices.”* We disregard privacy settings and terms and conditions
not because we're lazy, but rather because service providers’ designs push us toward
disadvantageous choices.”®

Examples of exploitative choice design aren’t difficult to find: they're everywhere
in our daily lives. Phone apps ask us if we’d like them to “connect” with Google or
Instagram instead of making a new account, which sounds quite nice — they don’t
ask whether we want them to share our personal data with each other, which is
what's happening. YouTube used to tell its users who wanted to turn off personal-
ized ads that doing so meant they would lose the ability to mute the ads, which is
problematic in offices and disruptive elsewhere.™ Facebook asks you to consent
to facial recognition because it can “help protect you from strangers using your
photo” and “tell people with visual impairments who’s in a photo or video,”* leav-
ing out that facial recognition helps advertisers approach users based on perceived
emotional states and identify them when doing so would be unwelcome. Digital
products are deliberately designed to be addictive, from the type of font used to
the frequency of popups.”® The information economy provides incentives to design
them that way because, the more that we use these products, the more ads we see
and the more information is gathered about us.

Designers routinely shape choice architectures to get people to accept terms that
benefit corporations. For example, they can endorse one alternative and highlight
losses in the other or minimize privacy concerns, priming people into opting in."+
Many companies use buttons of different sizes and colors for options they want
their users to click. Others try to influence us by exploiting our aversion to losses.
JC Penney highlights the number of people who viewed a product in the last day
to develop a sense of urgency.” If you try to deactivate an account with language-
learning app Duolingo, it will tell you: “Hoooooold up — are you sure you want to
do this? Duolingo teaches you how to live, love, and speak another language. If you
leave you might just never be able to reach your full potential in life.”®

The design of privacy notices influences people despite the information shared in
those notices. User-friendly privacy notice designs inspire trust in people regardless
of whether the data practices they describe are privacy-protective, as the notifica-
tions from 2018 did."7 People don’t just respond to design; they respond to design
despite the content of notices.
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One way in which anti-privacy choice architecture contributes to our inabil-
ity to understand privacy settings is what economists call the “framing effect.”
Framing privacy choice settings in convenient ways, such as labelling them as
increases the likelihood of people
agreeing to data practices.™® Moreover, nonuser-friendly designs obstruct per-

”

“app settings” rather than “privacy settings,’

ceived privacy controls.” Studies comparing widely used privacy policy formats
with best practices — such as short overviews of the privacy policies and expla-
nations in understandable language — found that participants couldn’t reliably
understand the best practices better.'*

Anti-privacy design is often targeted. One technique, called “confirmshaming,” is
to shame people into acting favorably toward a corporation. Think of it as exploiting
your fear of missing out. For example, when we decline an email newsletter, some
websites shame us into changing our choice with banners that read something along
the lines of: “Don’t go! We'll miss you!”™ Similarly, the “social proof” technique
exploits the influence of our peers” privacy behavior over ours by highlighting how
many chose the option that the corporation would like us to take. Social proof cre-
ates what behavioral scientists call a bandwagon effect. This effect operates when
we do something after we see how many people around us are doing it, like when
NBA teams get more fans as they progress in the season or Catholics become more
religious when a pope of their nationality is elected.” Targeted techniques com-
bine an unprecedented knowledge of our decision-making vulnerabilities with an
unprecedented ability to reach millions of individuals with messages adjusted for
them.” They press on our vulnerabilities to drive us into surveillance.

Targeted techniques undermine people’s choices in a legal context where their
agreement is the utmost protection mechanism.” By normalizing surveillance,
they even distort our expectations and preferences.”” They don’t only interfere with
individual autonomy, but also with the law’s effectiveness at protecting us, because
the assumption that we can freely decide what consequences we’re willing to accept
is essential to both.2®

At their worst, designs hypertarget the most vulnerable, such as those with gam-
bling addictions, medical issues, teenage depression, or a pending divorce. Until
a controversy sparked in 2017, for example, Facebook allowed advertisers to target
millions of teenagers who showed to be in psychologically vulnerable states, such
as feeling “worthless,” “insecure,” and “defeated.”” Hypertargeted designs steer
vulnerable individuals toward surveillance.®® Corporations with unprecedented
access to knowledge about people’s vulnerabilities can use those vulnerabilities to
manipulate people at a low cost because they can do so at scale.”

Anti-privacy by Default

Anti-privacy by default hides privacy-protective choices or makes them more diffi-
cult to reach — a tactic that behavioral scientists call choice friction. Through choice
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friction, they exacerbate the already asymmetric power dynamic between users and
data companies. The combination of choice friction with self-interested bad inten-
tions is what behavioral economist Richard Thaler calls “sludge,” to differentiate it
from beneficial nudges.'>°

What companies set as the default option in their design choices has enormous
consequences. When it comes to design, as lan Kerr puts it, the devil may be in the
details, but it’s often in the defaults.”

Defaults are powerful because they tend to be “sticky.” When an option is prese-
lected, parties deviate from it far less often than one would expect. Adherence to sav-
ings plans increases up to 5o percent when employees are enrolled automatically.’s*
The number of organ donors increases dramatically in countries where being a
donor is the default.’3® The effect is present in contexts as diverse as insurance and
food choices.3* It’s present in marketing, where the number of people who agree
to receive marketing emails increases up to so percent depending on the default
setting.'® Defaults are powerful even when the cost of switching away from them is
negligible, such as ticking a box.'3°

The information economy is no exception. It even magnifies the effects of defaults
present in other contexts. People rarely examine defaults because privacy settings
(or “app settings”) are complicated and time-consuming to read, as was found for
Facebook users.3” And people almost never change them.'s®

Anti-privacy defaults exploit our status quo bias. This bias indicates that, when
offered a choice, people tend to remain in the current state of affairs.’39 The status
quo bias is ubiquitous, which makes it easy prey for choice designers to nudge us
into the options they want us to take. Through default settings, designers steer peo-
ple toward less privacy due to the appealing simplicity of preselected options.'+
Defaults also create an endowment effect.'* The endowment effect indicates that
people typically seek higher compensation to change the status quo than they
would have offered to acquire it.'#* They exploit the disproportionate asymmetry
between willingness to pay and to accept payments for privacy discussed above.
Defaults also stick because people perceive them as silent recommendations
of a state of affairs that would work well."® This mechanism exploits trust and
familiarity.

Exploiting our biases through anti-privacy defaults is a common way to nudge
(or “sludge”) us into surveillance. Corporations use default choice architectures
to steer people toward the “options” that corporations want them to reach.'# With
time, companies get better at carefully articulating the promises in their privacy pol-
icies, such as those they announced in 2018 due to the GDPR. But they weaponize
design to circumvent these promises by complexifying privacy features and simplify-
ing information disclosures.”* For example, social networks such as Facebook have
made increasingly more information public by default.#® In a seven-year longitudi-
nal study, even when people seemed to adopt privacy-seeking behaviors, changes in
privacy policies and interfaces countered those behaviors.'47
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Design tactics that exploit people’s biases, such as anti-privacy default settings,
make choice architecture as important as the existence of choices themselves.'®
Digital products are designed down to the engineering level to undermine our
privacy."¥ Responding to economic incentives for ever-increasing data collection,
products are engineered to increase data-driven profit at any surveillance cost.'>* As
such, design needs to be subject to better standards and better laws."!

Dark Patterns

Dark patterns are the ultimate form of design manipulation. They’re strategies meant
to manipulate people into agreeing to data practices through deception.’> Dark pat-
terns interfere with people’s decision-making, making them act in the interests of
online services and, potentially, to their own detriment." They go beyond nudging
designs and surveillance by default. Interface designer Harry Brignull, who coined
the term, defined them as strategies that are “carefully crafted to trick users into doing
things [...] with a solid understanding of human psychology, and they do not have
the user’s interests in mind.”>* Empirical evidence finds them strikingly effective.’>>

The strategies are varied. Some types of dark patterns, known as obstruction, are
designed to trick people into picking a specific option by presenting options asym-
metrically.s® For example, if you try to cancel a subscription with the Financial
Times, you'll find a preselected option to change the subscription to a different
(sometimes more expensive) one; to find the “cancel subscription” button you'd
have to scroll to the bottom of the webpage and find it in smaller font.">” The New
York Times, for a while, made it difficult for subscribers to cancel: after easily sub-
scribing online, subscribers had to call or use a chat with long waiting times to
cancel.*® Google assures people that they can casily delete their data in a dash-
board, but makes the dashboard containing those options unnecessarily difficult to
navigate and the options difficult to exercise.'>

Some types of dark patterns involve trick questions with intentional ambiguity.’*
LinkedIn sometimes asks its users yes/no questions but, instead of allowing the user
to answer “no,” the alternative to “yes” is “No, show me more.”® Barclays, among
many other companies, makes you “[t]ick the box if you don’t want marketing mes-
sages” (emphasis added).’> A related type of dark pattern involves hiding useful
information, making it difficult for people to make choices that the designer dis-
favors, such as deleting a profile.'3 Booking.com, for example, pretends to have a
greyed-out button to delete your account, but the account deletion process requires
you to check your email instead.’** Facebook used to have several steps on its web-
site to refuse cookies that included having to click on the button “accept cookies.”'5
Bumble’s explanation of how to delete your profile directs you to its “disable date
mode” and “snooze” features instead.’®® Obstruction, trick questions, and hidden
information have been found to be highly effective for companies to manipulate

their users.'%7
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Default settings or preselected options that benefit corporations turn into dark
patterns when they're hidden or deceptive — like some systems of tracking.*®® If you
registered with eBay using the “sign in with Google” feature, for example, you auto-
matically opted into marketing emails.’® In Google’s ad settings, it’s impossible to
know whether “ads personalization across the web” is turned on or off by default.'”®
In one experiment, preselection combined with clicking through another window
more than doubled the number of people who were left with the pro-corporation
option.'”

Other tactics leverage deception to exploit our limited bandwidth to process
information. Urgency tactics, such as false low stock messages, shortly expiring
offers, or countdown timers, do this.'” To trick people into resubscribing, The New
Yorker sends a pretend final demand letter that reads “statement of account: FINAL
NOTICE,” but is just a request to renew the subscription, which would otherwise
expire.”? “Nagging” dark patterns are repeated or invasive requests to act in the
interests of the service provider.'7 Duolingo’s push notifications are so insistent that
they’ve been the object of parody.'>

Dark patterns, as these examples show, are widespread. You can find them
throughout the information economy. One study identified them in 95 percent of
the free Android apps in the Google Play Store.'7°

The GDPR, and privacy laws outside the EU modeled after it, create a framework
that attempts to limit manipulation practices such as dark patterns. The GDPR| for
example, requires that services be designed with data protection by default.'”7 This

default includes the principles of transparency and data minimization.'7”®

Arguably,
most of the examples mentioned here breach these principles as they purposefully
obscure beneficial options for people and aim to collect data that the service doesn’t
need to function.

These legal frameworks have been largely ineffective at protecting people from
dark patterns.'” Most dark patterns I mentioned proliferated after the GDPR came
into force. In one broad study of pop-up banners after the GDPR, only 11.8 per-
cent of websites were found compliant with minimum requirements so as not to
be considered as deploying dark patterns.’® If any of the dark patterns described
here sound familiar to you from your online interactions with different corporations,
then you already know that the law has been ineffective at preventing them.

Responding to these challenges, researchers propose a variety of legal strategies to
address the consent problems dark patterns produce. Most of these strategies fit within
the traditionalist paradigm. Some believe that more effective enforcement of exist-
ing laws is all we need.’® Traditionalist laws, however, are oblivious to manipulation
because they rely on the myth of apathy.'®> Others suggest antitrust legislation, argu-
ing that a more competitive market would work well.'®3 Antitrust proposals, though,
don’t address the deep consent flaws involved in dark patterns because they rely on
the fictitious idea that people behave rationally with full information — and that
more corporate alternatives would enable people to change the ecosystem. Some
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suggest using the contract law doctrine of undue influence.’®* But the doctrine is
more suitable for individual cases within bilateral contractual relationships than
it is for systemic problems among numerous parties, some of which never inter-
acted before.™s Other proposals promisingly shift the focus toward extracontractual
accountability. Some privacy researchers propose fiduciary duties, which mandate
you to act in the best interest of someone else.™ Those fiduciary duties imply impos-
ing duties of care, confidentiality, and loyalty on corporations.” In a later chapter, I
argue that a properly executed duty not to exploit is enough.™

Dark patterns aren’t the disease. They're a symptom of law’s focus on individual
control, which is ineffective in an environment plagued with manipulation tactics
that undermine people’s autonomy by impairing real choices.’® Dark patterns’
pervasiveness poses difficult questions about the validity of individual agreements
for the information economy overall. Navigating the necessary context-dependent
nuances to distinguish valid from invalid agreements under dark patterns is a hercu-
lean task for any regulator or judge.'9” And if no one can identify which agreements
are invalid, how can we justify relying on them?

Privacy laws around the world largely rely on two myths. One is that people behave
perfectly rationally with regard to their information. The other is that people don’t
care about their privacy even if they claim to. The reality is that people who partici-
pate in the information economy are manipulated into situations that they wouldn’t
opt for if they could make informed choices that reflect their preferences. While
people care about their privacy and the harms it protects them from, they aren’t able
to act according to that concern.

The rationality and apathy myths join in the worldview of the traditionalist
paradigm. In this hypothetical world, people engage in bilateral agreements with
the corporations that hold their data, make informed choices in those bilateral
relationships, and take actions that result in an optimal level of privacy. Traditionalist
privacy laws use these myths as building blocks. For example, notice and choice
efforts, seen in the previous chapter, fail because they're based on the myth of
rationality. The nothing to hide argument, similarly, fails because it’s based on the
myth of apathy. The overlap of rationality and apathy assumptions explains laws’
consistent failure to address anti-privacy design.

The privacy myths weaken privacy laws that rely on them. The challenge is that,
as the rest of this book shows, privacy laws across the globe incorporate them in
some capacity. Current law reform proposals pivot on the mistaken idea of giving
people enough information and options, trusting that those who care will choose
correctly." Even the most protective mechanisms of the last decade, such as the
right to be forgotten, only work as intended if people use them to make rational and

informed decisions about their personal information.'”
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Many modern laws and law reform proposals for the information economy have
elements that escape these myths, such as privacy by design, data minimization, and
information fiduciaries.'> Those few and scattered parts of privacy laws represent
meaningful progress. But theyre few and they’re scattered. If laws recognized that
rationality and apathy are myths, they could focus on protection mechanisms that
aren’t undermined by the pervasive manipulation of individual choices.

In the meantime, people are overwhelmed by uncertainty and overstretched in an
ocean of microchoices that change very little. Privacy law’s paradigmatic subject —
the one it aims to protect — is far from the hyperrational, fully informed machine
that laws assume it to be. To be useful, privacy laws must account for the fact that
their paradigmatic subject is swayed by powerful corporate actors every day.

Privacy laws’ reliance on these two myths determines how much each of them
makes individual agreements the distinguishing factor between legitimate and ille-
gitimate data practices. The role of agreements in the information economy, as the
next chapter explores, is inflated by these faulty assumptions about people’s behav-
ior, overlooking the central importance of context for people’s privacy.



The Consent Illusion

A few years ago, Jordan Stein opened an OKCupid account and uploaded five pic-
tures of herself to meet new people. She didn’t expect to later discover, together
with other OKCupid users, that her pictures were sold to another company, called
Clarifi.' Clarifi uses these pictures to train facial recognition algorithms, learning
about the biometrics of Stein and other OKCupid users and improving its ability to
identify people from their facial features. Clarifi confirmed that it would use them
to train autonomous weapons.” Led by Stein, users sued the company, but failed for
lack of jurisdiction.

OKCupid’'s misuse of its users’ data represents a troubling trend stemming
from a lack of corporate accountability once users’ agreement is secured. Why
did OKCupid users consent to the policies that authorized sharing practices even
though they would be hurt by them? They didn’t really. Despite clicking “I agree,”
their consent was an illusion. But consent provisions in privacy laws globally stipu-
late that, if people agree to the collection, processing, or sharing of their data, the
resulting data practices are legitimate.

Privacy laws that assume rational and informed people making choices in a func-
tional data market stipulate that information should be acquired, processed, and dis-
tributed whenever people agree to it. While consent in privacy has been defined in
different ways, these definitions are akin to consent in contract law, where consent is
linked to agreement. In the EU, for example, the GDPR defines consent as “any freely
given, specific, informed and unambiguous indication ... [that] signifies agreement.”

This chapter explains why expecting individual agreements to protect privacy and
reduce harm is a dead end. Individual agreements leave out inferences made about us,
large anonymized datasets that affect us, and information about us that other people
agreed to disclose. They fail at protecting us from the little they leave in because we
must give agreement with no information, no real choices, and no bargaining possibili-
ties. Such limited individual agreement is unable to shield people from data harms.

It gets worse. Users and corporations have a dynamic that philosophers and econo-
mists call “moral hazard.” Privacy’s moral hazard is the misalignment of incentives
between corporations, who want to maximize profit from data, and their users, who

46



The Consent Illusion 47

wish to participate in the information economy without exposing themselves to harm.
In other kinds of relationships, the law worries about solving this deep misalignment
of incentives that leads to exploitation. In privacy law, the misalignment persists. As a
result, corporate actors are free to exploit people based on their personal information.
Consent provisions’ mechanism is binary: you can, in theory, not agree to the
collection of a piece of information but, once you agree, consent provisions don’t
protect you. Consent provisions only exist at the moment people are shown the
terms and conditions, which one can call “T agree” moments.* But data harms hap-
pen later. People can’t anticipate at “I agree” moments all considerations needed to
make decisions. The relevant risks to making any privacy choice in the information
economy aren’t only unknown, but unknowable. In this context, granting impunity
for consequences that happen after agreement is secured unshackles perverse cor-
porate incentives. The incentive misalignment exposes people to pervasive harm.

A YOUR PRIVACY IS NOT AN ISLAND

About a decade ago, people began to fear that our phones are listening to us.
Countless stories populated the web about personal conversations followed by
an eerie closely related ad. Many concluded that we're being listened to by apps
surreptitiously.

We're not. Our phones aren't listening to us because they don’t need to. Instead,
all the information we provide through them is pieced together to identify and pre-
dict patterns in a way that’s cheaper and more effective than illegally tapping our
microphones. Individual agreements don’t cover all relevant personal data. They
leave out inferred and de-identified data and, more importantly, can’t address rela-
tional data. Their oversight makes consent provisions an ineffective protection tool.

Inferences and Aggregations: Information You Didn’t Agree To

What we listen to on Spotify can be used to infer our ethnicity. The type of coffee
we order can be used to infer our political convictions.® Our text messages can be
used to infer our income bracket.” These are just some of the thousands of ways
companies know a lot more about us than we think they do.® Not only can this
information harm us individually, but aggregation also causes social harms because
identifying patterns uncovers group insights, such as shared preferences and iden-
tifying features.

Data brokers gather information about you from everywhere — every credit or
debit card purchase, every discount code at an online store, and every loyalty card at
your grocery store or hotel, among others. Acxiom, for example, has data about 2.5
billion people across sixty-two countries including age, gender, ethnicity, education,
occupation, number and ages of children, income ranges, net worth, economic sta-
bility, purchases, payment methods, leisure activities, community activities, sports,
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entertainment consumed, pets, marriage, divorces, and location.? Data brokers can
match all of these with information from your social networks and your phone num-
ber because, when you clicked “I agree” to the respective privacy policies and terms
of service, you agreed to data sharing. Because corporations trade data with each
other, whom you disclosed information to doesn’t matter very much.

Think of the amount of information each app on your phone has about you —
your demographics, device ID, and location, to name a few. Every time you spend
time with someone else, your phones know that you were together, for how long,
when, and where. That allows corporations to cross-reference your browsing history,
interests, and behavior with that of anyone you spend time with to show you ads
based on the interests and behavior of those around you too. You may even have had
a conversation about some things just before a related ad popped up, and ads may
prompt you to have a conversation about others.

You may have thought, if that happened, that corporations surveilled you without
your consent. The reality is that they didn’t have to. Instead, they aggregated infor-
mation that you “chose” to disclose, used it to infer more information about what
you may be interested in, and weaponized information others disclosed to learn
more about you.

Solon Barocas and Helen Nissenbaum warned us a decade ago that consent’s
problem “is not only that [it’s] difficult to achieve; it is that, even if [it was] achiev-
able, [it] would be ineffective against the novel threats to privacy posed by big
data.”® The issue is that large datasets run through Al reveal patterns. Different
types of information, perhaps given to different corporations at different times, are
compiled because people don’t have a real choice over data practices.”

Two American cases illustrate this dynamic. In one, Jeremy Meyers sued Nicolet
Restaurant because it illegally printed the expiration date of credit cards on sales
receipts.” In the other one, Eric Kirchein sued Pet Supermarket because it ille-
gally printed more than five digits of credit card numbers on receipts.> Meyers
and Kirchein claimed that the stores had increased the risk that their credit cards
would be copied. Both cases were dismissed. Printing a full credit card number
instead of its last four digits or printing its expiration date together with the last four
digits seems harmless in isolation. An expiration date alone is unlikely to lead to
credit card fraud. So is exposing a few additional digits of a credit card number. Yet
these practices facilitate malicious actors to aggregate data. External actors piecing
together harmless financial data lead people to be rejected from loans, evicted, or
have their utilities cut off.

These cases underscore a central policy consideration about privacy: it’s infre-
quent that a single piece of collected personal information is what leads to people
being harmed.” In most cases, personal information becomes harmful when it’s
aggregated with other pieces of data.!® Jordan Stein’s loss, for example, wasn't so
much the pictures themselves, but that the resulting facial recognition algorithm
can identify her anywhere.
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Aggregation creates privacy risks by unlocking inferences, particularly with the
help of Al Inferences exponentially increase the risk of harm because they collate
meaningless pieces of information into meaningful individual profiles and group
trends. Inferences lead to privacy-decreasing outcomes and, regardless of their accu-
racy, they enable harmful data practices. For example, they lead to price discrimina-
tion when a corporation determines that a user is willing to pay more than average
for a product and charges them more than it charges others.”7 Or to actual discrimi-
nation when corporations profit from allowing advertisers to treat people differently
based on their race, as in the Facebook ads example discussed earlier in the book.™

Decisions are nodal, contributing to a network that provides corporations more
information about us. People are asked to disclose each piece of information to each
single corporation. But they don’t agree to the inferences made from this informa-
tion. Although taken individually, each piece of information that corporations col-
lect from us isn’t particularly meaningful; their combination is."?

Inferences are invisible. We don’t know what piece of information will be the
one that completes an inferential sequence that leads to new information.* Risks
posed by inferences are impossible to anticipate because the information inferred
is disproportionate to the sum of the information disclosed.** This means that, in
the information economy, we mistake the implications of the information collected
about us, constantly underestimating how much privacy we cede.”* People often
mistakenly believe that a corporation’s knowledge about them doesn’t change much
with new information, such as audio from a smart home device. But, at the margins,
it usually does.”

Laws increasingly recognize inferences as personal information — something that
it took them a while to do. In California, the Attorney General recently did so for
access requests — when you ask a corporation what information it has about you.*
Furopean courts, similarly, include some inferences in these requests, such as com-
ments on examinations. Once one recognizes the importance of inferred informa-
tion, it becomes apparent that there’s no legal or conceptual reason to stop at access
requests. Amendments to the California Consumer Privacy Act (CCPA), for exam-
ple, expand protections over inferred information to other duties.*® In Australia and
Canada, privacy commissioners go further, stating that inferences are personal infor-
mation for all purposes — although they lack interpretive authority over their laws.

However, even when acknowledged, inferences escape consent provisions.
Requiring individual agreement for each inference would be unworkable, drown-
ing us in an ocean of notifications that we don’t understand.”” Inferred information
isn’t protected by people’s choices of whether to agree to corporate practices even
under the most sophisticated privacy laws — it’s personal data that no one agreed to
companies having. Embracing the pervasiveness of inferred data marks the impor-
tance of not hanging privacy protections on the weak pegs of individual agreements.
The inclusion of inferences isn’t a sign that we could worry less about consent provi-
sions, but a sign of reckoning with their unhelpfulness.



50 The Privacy Fallacy

Privacy law, in sum, builds a back door for corporate harm if it doesn’t protect
people against inferences created by assembling collected information. And consent
provisions can’t protect against them.

Consenting for Others: Personal Information Is Relational

Under the information economy’s consent models, each person is a prisoner of
other people’s choices.

Social networks often prompt you to “share with your friends,” giving the impres-
sion that sharing is a two-way exchange. When they do so, companies are exploiting
a heuristic.?® Appearing to promote bilateral information exchanges, they're prof-
iting from the reciprocity bias discussed in the previous chapter.®® The informa-
tion exchange isn’t bilateral. You're not just sharing information with your friends.
Rather, you're sharing information with your friends, the company, sometimes other
people in the network, and anyone the company decides to give it to. More than
information about yourself, you're also sharing information about others and tools
to infer new information about them.

Information is relational in that it often describes interactions between people
more than it describes discrete individuals.3® Data are almost always about more
than one person.?' Imagine a holiday family photo that one family member uploads
to social media. Does the platform need consent from every person in the photo
to avoid violating their privacy? If it doesn’t, there’s a tension: each family mem-
ber can’t choose what to do with their information because they can’t stop others
from sharing it. If it does, there’s a tension too: each family member can’t choose
what to do with their information because they can’t share it without everyone else’s
endorsement. Because most data involve others, consent provisions create simulta-
neous and incompatible control-based claims. Their incompatibility curtails peo-
ple’s consent-based protection when people come to different decisions.

The impossibility of individual control would be a minor problem if what laws
were trying to do was restrict data collection, processing, and sharing to nonharmful
and socially valuable activities (as they perhaps should). But consent provisions are
tied to providing individual control over data.3 So relational data is a fatal problem
for their effectiveness. A consequence of the reality that our data are informative
about others is that, if laws aim to provide people with individual claims over their
information, those claims become impossible to allocate. Individual control is sim-
ply impossible in the face of relational information.

The detrimental consequences of overlooking that personal data are relational
extend to more significant situations than a family photo. Every individual deci-
sion about personal data has spillover effects on others.3® Think of genetic informa-
tion databases, where data from anyone with whom you share part of your genetic
code are informative about you: if your sibling or your cousin sends a sample to
23andMe, the company will have genetic information about you even though you
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didn’t agree to anything.3* People are exposed to harms stemming from data prac-
tices that depend not only on information about themselves but also on information
about others over which they have no say.

Personal information’s relational character leads some to see personal data as
common goods, which are goods shared by members of a community.3* This notion
captures that any information has external effects.3® It acknowledges, therefore, that
individual agreements to collect, process, or share one’s personal information affect
others.3” Those others are negatively impacted by data practices we agree to in ways
that aren’t captured by individual consent provisions.3® Seeing information as the
opposite (a private good) means treating it as a normal commodity, like apples,
where one person’s consent is enough. It neglects that personal information, unlike
fruit, affects third parties. Besides, while most things we can sell can be replaced,
one can’t “replace” personal data once they're disclosed.?

Inferences are also relational. Companies run Al algorithms to infer information
about you based on databases of information provided by (or taken from) others.+
Your information is assembled with that of others to make probabilistic assessments
about your social identities.* These assessments are then imposed on others who
share those identities. Any well-meaning agreement to an app collecting your data,
combined with others” agreement, can be used to inflict inferential harm on third
parties — and vice versa. Because companies add people to datasets and infer infor-
mation about each of them based on information collected from others, individual
consent becomes increasingly meaningless as any dataset reaches more people.#

This reality creates a distributional problem. When members of socially privi-
leged groups volunteer their data, the resulting data practices can benefit them
while harming disadvantaged groups.# For example, many people install smart
cameras on their front door as a safety measure, monitoring who walks by their
house. However, they do so to the potential detriment of disadvantaged neighbors
who are more likely to suffer any negative consequences from police surveillance
over public spaces that the cameras provide.* The traditionalist reaction to the dis-
tributional concern is to blame those individuals and say they’re apathetic toward
privacy. A better response would be to address the perverse incentive structure that
leaves others to be harmed when someone consents to an activity.

The personal data game, in short, is a group inferences game. Corporations
obtain, process, and share personal data about one that not even a hypothetical fully
rational and informed person would have had a chance to agree with, and perhaps
wouldn’t have.# The relationality of personal data isn’t incidental to, but is part of,
business models in the information economy.4®

Overlooking data’s relational character similarly leads to dismissing data’s benefi-
cial uses for others. The focus on individual consent and control prioritizes each indi-
vidual’s ability to decide what information they want to share and with whom over
all else.#7 It insufficiently addresses legitimate countervailing interests.# Sometimes,
privacy interests over low-risk data should yield to public interests, such as containing
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a pandemic.® Privacy laws often address competing public interests by formulating
exceptions for them, such as public interest exceptions.>® But obligations on corpora-
tions to obtain individual agreements fail to adequately recognize interests beyond
those of the specific individual who’s asked for agreement.>* Data’s relational charac-
ter is a broader, more significant permutation of the countervailing interest problem.

Privacy law fails to acknowledge relational data because it’s hyperfocused on each
individual. Law, as a consequence, allows companies to use one person’s agreement
to justify data practices about others. Providing consent for others, as we do in the
information economy, is illegitimate under the parameters of any substantive con-
sent model.

De-identified Data: Data No One Consented To

A related problem is the under-protection of so-called “anonymous” or de-identified
data.> These are personal information that’s harder to trace back to any particular
person. Often, information is categorized this way because its identifiers, such as
names or social security numbers, were removed.

In 2021, a Catholic news outlet used de-identified data that Grindr sold to third
parties to identify and out Monsignor Jeffrey Burrill, a priest who promptly resigned
after he was compared with pedophiles purely based on his sexual orientation.>® He
lacked protection over that data because, when acquired, the data lacked personal
identifiers. In most legal regimes, anonymous data aren’t considered personal data.5*

The label of “anonymous” can be deceiving because data can often be re-identified
with enough effort, depending on what other information is out there to match it
with.55 Sometimes, data can be re-identified quite easily.5® Location data, like that
of former Monsignor Burrill, are frequently re-identified. In one study, just four
location points throughout a year were enough to re-identify 95 percent of 1.5 mil-
lion Belgian cellphone users.5” This means you could be located, for example, at an
abortion clinic or a protest.

Re-identified data are individually dangerous in two ways: the privacy loss that re-
identification involves in itself and the consequential harms that can accrue from it.®
This combination of harms takes place, for example, when de-identified social security
numbers are re-identified. Consent provisions fail to protect us against re-identification
because re-identification is impossible to monitor after we click “I agree.”

More importantly, group harms arise from large de-identified datasets through
inferences. Data that are kept de-identified leak information because they uncover
group trends. De-identified data provide inferences about preferences, behavior,
population mobility, urban dynamics, and more.> People are harmed by aggre-
gated de-identified information because it produces inferences about the groups
they belong to and, by extension, group members.® For example, if a corporation
has data about its users” sexual orientation and aggregates probabilistic information
about the preferences and behavior of Queer individuals, then it knows more about
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each Queer user than if it only had the former. Privacy laws overlook possibilities
to harm without re-identification because they over-focus on each individual and
ignore group harms.

The group harms of de-identified data illustrate another shortcoming of the “noth-
ing to hide” argument, discussed carlier in the book.® These inferences expose people
to harassment, discrimination, and human rights abuses, especially against members
of vulnerable groups. Someone might think that they individually have “nothing to
hide” and should be uninterested in keeping information private. But the more infor-
mation corporations collect, the more accurately they can target a group with person-
alized ads or algorithmic decision-making, producing group harm. Other people in
their community thus have something to lose. These group harms can’t be reduced
by addressing privacy through individual choices.®> When viewed from this social per-
spective, the nothing to hide argument becomes even more evidently inadequate.

Laws must move away from the dichotomy of identified versus de-identified infor-
mation. This false dichotomy results from the binary view, under which informa-
tion either eliminates people’s privacy or doesn’t affect it. Moving past it implies
acknowledging that de-identification is a spectrum of security over information,
that information throughout that spectrum is personal, and that social harm exists
regardless of re-identification. The focus of regulation should be setting standards
for reasonable levels of de-identification to minimize risk, rather than creating false
dichotomies within the spectrum.® Such a change would enable legislators and
enforcement authorities to develop reasonable security standards.

With or without appropriate regulation, de-identified data poses a twofold rea-
son to avoid relying on individual consent provisions. First, these provisions leave
out data obtained as de-identified that can be re-identified. Second, they don’t pro-
tect from group harms triggered by data that remain de-identified. The processing
and sharing of de-identified information escape consent requirements despite their
potential to harm.

Individual consent models have three crucial blind spots: inferred, relational, and
de-identified data.

A privacy traditionalist would have a quick solution to the issue. If the problem is
that consent provisions don’t ask for permission to infer information, from the mul-
tiple people information relates to, and from anyone for de-identified information,
they would propose that we simply require consent for that too. Problem solved. For
example, while there’s disagreement, many believe that the GDPR covers inferences.
But the problem runs deeper than that. Even if it were possible to ask for agreement
for inferences, relational data, and large anonymized databases in a workable way (it
isn’t), people can’t provide genuine consent to this information because, as the next
section explores, it’s impossible to know how it will be used and what its risks are.



54 The Privacy Fallacy

B UNATTAINABLE CONSENT IN THE INFORMATION ECONOMY

Criticizing consent in privacy isn’t new. Privacy scholars showed that information
asymmetries between users and corporations pose a significant barrier to the consent
model % They indicated that consent and privacy selfmanagement fail because
they require managing a vast amount of information and decisions, which the pro-
tection system doesn’t equip people to do.% They convincingly showed that mean-
ingful consent to facial recognition, like Jordan Stein and other OKCupid users
provided in theory, is impossible.66 Their work uncovering why consent provisions
are flawed shows that these provisions’ limitations are systemic. It indicates that
context-specific fixes can’t address the problem.

Agreement to terms of use has three deficiencies that make it not synonymous
with consent. First, consent is impeded by information asymmetries. Second,
it's impeded because we often have no alternative. Third, because we have no
possibility to negotiate. Underlying these problems that lead to meaningful consent
being unattainable in the information economy are relationships of unequal power.
Consent provisions, due to these problems, are unable to do what they’re designed
to do in the first place, which is capturing consent.

No Information

Corporations have a lot more information than their users do about the interactions
between them. Economists call this situation “information asymmetry.” People
can’t understand privacy policies, estimate the value of their personal information,
or gauge the risks that they face from its collection.®” This asymmetry puts people in
a vulnerable position because they lack enough information to choose whether to
agree to the different things that corporations ask them to.®

In the US, privacy’s information asymmetry has been referred to by the FTC,
coupled with the language of market failures, to promote regulatory interventions
independent of consent provisions.® This effort is a step forward, but it still mis-
takenly assumes the existence of a market with failures one can fix. Functioning
markets require prices, which reflect consumers’ preferences for products and ser-
vices. By contrast, as Katherine Strandburg explains, “Data collection would serve as
‘payment’ in that critical sense only if its transfer from users to collectors adequately
signaled user preferences for online goods and services.”” It doesn’t.

In the information economy, it’s impossible for people to assess the risks involved
in disclosing their personal information.” Privacy law’s assumption that people can
calculate risks appropriately when agreeing to data practices is mistaken. People
don’t know how their information will be used and what exactly can and will be
done with it.” The information economy forms an opaque system where we even
ignore how much information was collected from us.”> The time and informa-
tion required to assess risks when providing agreement are insurmountable. The
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clear signaling of user preferences, which Katherine Strandburg explains would be
needed for a market, doesn’t exist for personal data.

Making matters worse, corporations have economic incentives to mislead their
users. Whistleblower Frances Haugen revealed proof of this reality at Facebook,
which was accused of driving engagement at the cost of harming teens and spread-
ing misinformation harmful to democracy.” But perverse economic incentives are
by no means exclusive to Facebook. Because people can’t sufficiently understand
privacy terms and conditions, corporations can engage in manipulation and exploit
the limits of people’s information-processing ability in pursuit of corporate inter-
ests.”> People would need an unreasonable amount of time and effort to understand
each mechanism of manipulation.”®

Policymakers, legislators, and academics often call for corporations to improve
privacy notices to increase transparency.”” However, we now know that notices are
ineffective at increasing users” understanding of how their personal information is
collected, processed, and shared.” They lead us to mechanically click “I agree.”??
One reason why privacy notices are ineffective is that there are too many cognitive
steps between the information disclosed (for example, location tracking) and the
risk of the information (for example, where you went, when, and whom you spend
time with).® This is true regardless of how simply privacy notices are formulated or
how visible they are. Numerous transparency efforts are undermined by their reli-
ance on rationality.

For consent provisions to work, people would have to understand the risk of their
information in advance. They never do. So it’s difficult to believe that people can
ever truly make informed and welfare-enhancing decisions regarding their privacy
in the information economy.

No Choices

Privacy laws across the globe are undermined by their reliance on individual choices.
Elena Gonzalez and Paul De Hert write that individual consent, which has become
a “cornerstone of data protection” in the EU (among many jurisdictions), “is only
appropriate if the controller can offer genuine choice, control and responsibility to
individuals over the use of their personal data.”® But, in the multi-party information
economy, this doesn’t happen.

The necessity of online life renders countless choices obsolete. There are often
no surveillance-free alternatives to services that are necessary to meaningfully par-
ticipate in society.® This situation puts service providers in a position of power over
their users, who have no choice but to accept their terms. As FT'C Chair Lina Khan
recognizes, “[w]hen faced with technologies that are increasingly critical for navi-
gating modern life, users often lack a real set of alternatives and cannot reasonably
forego using these tools.” People are placed every day in take-it-or-leave-it situa-
tions between using a product or service and giving away personal information or
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not using the product and limiting their social participation.’ To participate in the
information society, you need to agree to be surveilled.

A high schooler, for example, might think they’re missing out on valuable social
opportunities if they're not a member of the same social media platforms as their
peers. Someone concerned with COVID-19 might consider it inviable not to have
a contact tracing app. Someone looking for a job may have to use LinkedIn. As I
write this, accepting the Microsoft Office and Outlook privacy policies is a require-
ment of my job. Products and services like email, cellphones, and even some social
networks are a core part of our daily interactions, so opting out of them is disruptive.
We periodically agree to more data practices than we otherwise would because the
consequence of not doing so is social or economic exclusion.

Income inequality adds a distributional concern. Those who are economically
disadvantaged have the least ability to make choices over their data, as they have
fewer options and fewer means to protect themselves. Consent provisions are
especially unhelpful to them. Precarious financial positions limit access to paid,
privacy-protective services to replace free, surveillance-intensive ones.% People
need to accept loaned laptops from work or school when they can’t afford their own,
ending up with an added layer of surveillance from their work or school. In the case
of devices that are sponsored and dependent on an internet connection, such as
Chromebooks, they end up with added surveillance from Alphabet too.

The entrenched imbalance between corporations and people is aggravated when
people must use free services at the cost of their privacy. Because of the lack of
options that results from financial constraints, those who need the most protection
are precisely those who, under contract-law-inspired consent provisions, have the
least. This doesn’t mean that there’s something wrong with providing free services or
devices that include surveillance. It means that we can’t rely on consent provisions
to prevent harms that result from that surveillance.

We need to accept whatever terms services put before us because we need them
to participate in the economy and social life. Agreement to them isn’t given freely.
Therefore, it doesn’t amount to consent.

No Bargaining

Consent provisions are also ineffective when information is available and outside
alternatives exist.

A former Privacy Commissioner of Canada once told me that, one time that she
was buying an item at a mall while in office, the store clerk required her phone
number and email to complete the purchase. She explained to the clerk that the
request was illegal under Canadian law. But there was nothing the store clerk could
do, and she ultimately relinquished the information to be able to leave with the
item she needed. Not even the most powerful user in the most innocuous privacy
interaction has leverage.
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What's left for the rest of us? We can either give blanket agreement to terms
and conditions or avoid digital products and services.*® The intermediate option,
to choose what’s collected or how, is removed, not contemplating that some form
of collection may bring a smaller privacy loss while allowing for functionality and
profit. The lack of bargaining means that consent is worse off.%7

Privacy laws expect us to bargain for our data while failing to equip us with
the tools to do so. We're expected to manage our own privacy by deciding when,
how, and to whom we give our information.®® The bargaining expectation is fed
by the regulatory model of privacy self-management.®® This model is built on the
false assumptions that individuals are rational and informed, and will thus make
optimal decisions regarding their data.9° The bargaining expectation overlooks the
real dynamics between users and corporations, which are so unequal that they
evaporate any semblance of mutual agreement. Consent provisions pile, on top
of the unfulfilled promise of informed choices, the impossible-to-meet burden to
make those choices anyway.

Even reaching the relevant parties with whom to bargain over our data is hope-
less. Many corporations, such as data brokers, come into contact with someone’s
information only after a different corporation collected it. This detachment makes
bargaining with them impossible. Jordan Stein’s experience with Clarifi, for exam-
ple, illustrates how we have little to no recourse to third parties that acquire and use
our data under the contracts worldview of privacy. Further, harm often results from
the combined actions of several corporations that are impossible to identify ahead
of time. Harm is usually a product of inferred information about us, often partly
inferred from information collected from others.

Lack of information and lack of choices make the lack of bargaining for our
data worse than other take-it-or-leave-it situations. First, our lack of information
produces uncertainty. People can’t negotiate over data practices because they can’t
estimate the harmful effects that each of them can have.”" Unequal bargaining
power between corporations and their users is magnified by information asymme-
tries because users can’t rationally assess the risks involved in the take-it-or-leave-it
alternative. People can’t bargain over something if they don’t know what they're
bargaining over, whom they should try to bargain with, what alternatives they have,
or the risks at play. Second, people have no choices, so they must accept any terms,
such as those of a social network they must use to find a job or room to sublet, or
an app they must use to trace COVID-19. The alternative is social or economic
exclusion, so there’s no take-it-or-leave-it because they can’t threaten to walk away.
There’s just taking it. This burden is compounded for socioeconomically disadvan-
taged people.

Glossing over people’s lack of bargaining power perpetuates the myth of apathy.
Not even someone with privacy expertise in the simplest bilateral scenario, like the
privacy commissioner in her story, is in a position to bargain in the information
economy. That doesn’t mean they don’t care.
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The Result: No Power

The original GDPR draft had a curious provision: “Consent shall not provide a legal
basis for the processing where there is a significant imbalance between the posi-
tion of the data subject and the controller.”%* But the provision was struck from the
amended versions.” A possible reason is that those circumstances are ever-present
in the information economy. Leaving that provision, and taking it seriously, would
have been equivalent to stripping consent out of the GDPR. Believers in the tradi-
tionalist paradigm in industry and government wouldn’t allow for that.

A uniquely problematic aspect of surveillance is the unequal power dynamic
between the people who are surveilled and the corporations that surveil them.% The
corporations that require our agreement for digital products and services also control
the digital ecosystem through those same products and services. Even if information
asymmetries could be evened out, users would remain at a disadvantage.?> Because
of the power imbalance in how users and corporations interact, regulators can’t rein-
force consent and improve users’ relative position simply by mandating notices that
reduce information asymmetries, using competition law to break up giants and give
us alternatives, or banning take-it-or-leave-it consent. People have far less power,
which leads to a lopsided dynamic that persistently favors corporate interests.

Consent provisions can’t overcome the injustices caused by this power imbalance.
Privacy law’s reliance on consent and control as mechanisms of self-protection exac-
erbates those power imbalances, extending the problems of privacy self-management
from law in theory to law in action.%

The roadblocks of no information, no choices, and no bargaining in a context of
differential power lead to exceptions to the primacy of individual consent in other
areas of the law. But they don’t in privacy. Workers can’t contract for pay under the
minimum wage and construction workers can’t contract out of the need to wear
hard hats.%7 Most countries regulate pesticides, denying people the ability to waive
those regulations.?® Under product liability law, you can’t consent to harms that are
extravagant.” In privacy law, you can.

The use of Al to make decisions about us, such as our credit scores and employ-
ability, exacerbates the power imbalance between people and those who hold their
information. Privacy law can address this imbalance if it distributes power instead of
assuming users already have it. As Daniel Solove puts it: “Privacy involves the abil-
ity to avoid the powerlessness of having others control information that can affect
whether an individual gets a job, becomes licensed to practice in a profession, or
obtains a critical loan ... [and] the power to refuse to be treated with bureaucratic
indifference.”*® That’s only possible, however, if privacy law moves beyond mech-
anisms that allow those with power to act with impunity as long as they extract
agreements.
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Consent provisions don’t capture consent. Our consent is undermined by asym-
metries of information, lack of choices, and absence of bargaining. For individual
agreements to equate with consent, people must be able to imagine potential harms
(so that choices are conscious), have alternatives (so that choices are real), and
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choose seriously (so that choices are meaningful).'” Agreements in the information

economy can’t meet these conditions.***

C INFORMATIONAL EXPLOITATION

In January 2021, queer dating app Grindr faced a historic fine of 10 percent of its global
annual revenue.'® The fine arose from Grindr sharing information about its users to
third parties, like the one used to identify Burrill, while having inadequate consent
provisions. The shared information included users’ sexual orientation and their HIV
status.”** The Norwegian Data Protection Authority ruled that the take-it-or-leave-
it option in Grindr’s privacy policy, which asked people for blanket agreement to
its data practices, was insufficient due to the information’s sensitivity. According to
some sources, Grindr’s user data had been available for sale since 2017.'%

The experience of Grindr users, like those of Jordan Stein and other OKCupid
users, illustrates how in-advance individual agreement is unhelpful to prevent
harms that stem from data. Technically, users agreed to the data transfer and uses
in advance through the app’s privacy policy. Broadly, their experience uncovers the
obsolete character of our protection system. Even for the Norwegian authority, while
protecting users, the problem wasn’t the data practice; it was the consent provision.

Consent provisions can’t help us prevent harms related to surveillance due to
informational exploitation. Because corporations don’t face the consequences of
the risks that they create for people, and reap more rewards the more risks they
create, they have incentives to collect, process, and disclose personal data in risky
ways. Since consent provisions don’t survive “I agree” moments, they fail to create
incentives or obligations for corporations to take care of users’ data after this point.
Informational exploitation makes relying on individual agreements counterproduc-
tive for reducing harm.

Privacy’s Moral Hazard

Moral hazard refers to the idea that organizations take too many risks if they’re not
fully responsible for the negative consequences of their actions. Moral hazards hap-
pen when there’s impunity for those consequences. For example, if a bank knows
that the government will bail it out if it makes risky investments, it may be more
likely to take those risks, knowing that it won’t bear the full cost of eventual losses.
That situation encourages risky behavior that leads to negative social consequences.
Moral hazards happen, in particular, when someone’s behavior affects someone
else’s wellbeing, and the second person can’t control the first person’s risky behavior.
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So the first person has incentives to minimize care and maximize their benefits at
the expense of the second person.
Moral hazards are enabled by information asymmetry. They happen because one
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of the parties can’t monitor what the other party does, but what the other party
does continues to affect the first. A mechanic, for example, knows more about cars
than a car owner, so they could exploit the owner’s lack of knowledge and over-
charge for repairs. In the information economy, people have far less information
about what corporations do with their personal information than the corporations
do. This information asymmetry makes it difficult to monitor corporate behavior.
Without proper monitoring, corporations can take excessive risks with personal data
to increase profits, given that people will ultimately bear any risk.'*?

Uses and disclosures of data continue to affect users’ interests and wellbeing after
the moment of agreement, as the OKCupid and Grindr examples illustrate. They
do so because personal information inevitably retains a connection to the person,
even after they no longer control it.*°® Conversely, over-collection, irresponsible pro-
cessing, and risky disclosures are profitable for the entities engaging in them.

Because people don’t know when a corporation engages in risky behavior, corpora-
tions have incentives to take more risks than people would agree to. Corporations are
in a position to reduce the amount of harm. But, given that such a reduction would be
costly and they aren’t liable for the harm in question, there are minimal incentives for
them to protect their users and others." As a consequence, corporations’ risk-taking
after they obtain agreement proliferates harm, negatively affecting people’s wellbeing.

Aligning incentives is central to attenuating moral hazards, especially when the
affected individuals continue to be affected by the other’s actions indefinitely. In
other areas of the law where parties are affected after their interaction, scholars
and policymakers consider structural lack of incentives to take care as a significant
drawback of relying on consent. This happens, for instance, in environmental law,
regarding carbon dioxide emissions."® When there’s a lack of restrictions and moni-
toring, corporations have incentives to take environmental risks to minimize pri-
vate costs, such as those created by environment-preserving measures. Costs are
then externalized to the general population, for example in the form of pollution.
Algorithmic harm is analogous.™

If people could know in advance how much risk each corporation will take and
they could monitor each corporation’s data practices as they happen, the contracts
paradigm would have a solution: parties could add a contractual clause that inter-

nalizes the risk."

But people are unable to do so because of information asymme-
try, lack of choices, and inability to bargain with the countless parties that collect,
process, and share their data. Because users can’t anticipate the magnitude of risk
associated with any data practice, it’s impossible to factor it into agreements. In light
of moral hazard, our agreements can’t set adequate incentives for any moment after
the moment that we agree. That would remain true even if they covered inferred,

relational, and de-identified data.
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Moral hazards, in sum, are about perverse incentives. Corporations in the infor-
mation economy have incentives to increase the risk for people because they don’t
bear the cost of such a risk increase. This incentive misalignment leads to perverse
risk-taking and harm.

Moral Hazard’s Exploitative Outcome

When privacy law came about, before anyone could predict we would all carry
internet-connected computers in our pockets, let alone Al inferences, it was dif-
ficult to predict the inadequacy of contracts-based privacy laws for inferences and
multiparty data flows across borders. This obsolete character results because our pro-
tection system allows corporations to collect, process, and share anyone’s personal
information by securing far-reaching and unconditional agreements. The conse-
quence is informational exploitation.

Corporations in the information economy, as a result of their moral hazard, have
incentives to exploit people in two ways: extracting benefits and affording little pro-
tection. These track to what economists call “expropriate” and “shirk.”

The first mechanism is exploitation through data misuse. Corporations have incen-
tives to use personal data in risky ways that can be harmful, including sharing user data
with third parties. Corporations have incentives to aggregate de-identified information
to a point where it can be easily re-identified. They have incentives to give it away
for profit, as OKCupid and Grindr did. They have incentives to collect as much as
possible and infer as much as possible, even though this creates new risks. Some of
these data practices may increase expected harm for people more than they increase
expected profit for companies. But corporations have incentives to engage in such
socially harmful behavior anyway because they can externalize that risk to others.

This first mechanism extends to (lack of) beneficial data practices. When there
are measures that could benefit people, corporations are disincentivized to imple-
ment them in our regulatory landscape because they bear their cost and don’t ben-
efit from their risk reduction. Beneficial measures would involve avoiding risky or
harmful uses of de-identified data, such as re-identifying them. Other beneficial
data practices would be collecting as little information as possible or not sharing
information with third parties if not needed.

The second mechanism is exploitation through lack of safeguards. Profiting from
someone’s data while placing insufficient security for it is one way of exploiting it.
Corporations have incentives to minimally comply with data security obligations to
prevent data breaches.” For example, when encrypting your data, they have incen-
tives to use minimal encryption that’s easier and cheaper to implement, but also
easier and cheaper to override."* Cybersecurity regulations, which determine suf-
ficient data security practices, must mandate specific protections because privacy
law fails to encourage corporations to establish high thresholds. Many data breaches
are carried out by another private actor (a hacker), but are enabled by corporate
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actors’ unlimited data collection. Another form of exploitation under this second
mechanism is enabling intimate harms such as nonconsensual distribution of inti-
mate material by platforming and amplifying them for profit. Many websites that
hosted nonconsented material about Dr. Jacobs, whose story is discussed earlier in
the book, engaged in this form of exploitation.s

Business models temper the second mechanism’s incentive misalignment only
slightly. Some corporations receive a reputational gain from data security that pro-
vides economic incentives, but the size of those incentives depends on each business
model."® Apple and Microsoft have better incentives to provide privacy protections
than Alphabet and Meta do because their business model doesn’t rely on targeted
ads, so they can advertise those protections to improve their competitive position."7
But these are exceptions. And even corporations that market their privacy protec-
tions have an underlying moral hazard dynamic with their users, so informational
exploitation persists. There’s no economic reason for most corporations to imple-
ment these safeguards other than compliance with regulations or a tenuous benefit
over competitors from a reputation standpoint.118 Grindr’s privacy policy, for exam-
ple, says: “Grindr cannot guarantee the security of your Personal Information. Our
security, safety, and privacy features are provided on an ‘as-is” basis.”™?

If the entities profiting from our data and deciding over its safeguards bore the
benefits and risks of their data practices, they would have incentives to engage with
the data responsibly and implement adequate safeguards.™ In a context of no infor-
mation, no choices, and no bargaining power, weakened consent provisions can’t
align these incentives. Even if they did, the misalignment would remain for all-
important inferred, de-identified, and relational data. Informational exploitation
isn’t the result of poor user choices. Rather, it results from a structural lack of incen-
tives for corporations to consider their users interests and wellbeing.

Informational exploitation persists because the law relies on individuals foresee-
ing all possible harms at “I agree” moments to protect their own privacy. Personal
data affect our wellbeing post-agreement. And they do so forever. But we only get
a chance to agree once, later on impaired from understanding what’s going on by
moral hazard. This dynamic allows data profiteers to disregard any negative effects
on us. Consent provisions condense the little protection they provide on people’s
shoulders at that moment. They're contrasted by accountability mechanisms that
govern data practices throughout their duration.

The Search for Autonomy in Refusals

In 2019, thousands of Facebook users posted different permutations of a lengthy
message on their profiles that started with “Facebook does not have my permission
to share photos or messages.” Instructed by friends and acquaintances to copy and
paste it into their profiles, users did so in an attempt to stop the company from giving
their data new uses that had been falsely announced.” None of those messages on
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user profiles work.””* Facebook users had already agreed to the privacy policy and,
for the law, that's what matters. Their agreement withdrawal didn’t count.

The proposal to rid the information economy of consent provisions faces an
autonomy-based objection. People may want to control the information that com-
panies have about them.”? People may want to choose what kinds of data they give
up, when they do so, and to whom."* Consent provisions allow us to feel as if we
have a say in our privacy, even if we don’t.

The limit of the autonomy objection is that the changes in corporation-user
interactions needed to turn agreements in the information economy into true con-
sent are so colossal that consent provisions lack autonomy value. The fact that we
can’t understand what we agree to or its consequences deprives agreements of this
value. So does exploitation.

Capturing privacy consent is attainable in some situations. These situations are
when (a) there are no unconsented inferences or data about us taken from others
and (b) we understand the consequences, have alternatives, and can agree to part of
it. It’s just that these situations don’t exist in the information economy.

Agreement equals autonomy-enhancing consent, by contrast, in most privacy
interactions between individuals. For example, recording an intimate encounter is
appropriate only if those recorded expressed informed consent (knew its potential
consequences), held power (no duress or pressure), and could dictate the terms of
the recording (what was OK to record).”” Consent also requires, though, that the
person recording doesn’t have a blank check to do what they want with it after their
interaction.”*® Imagine someone consensually records an encounter and later harms
someone by using the material in ways that the person technically authorized but
couldn’t foresee. We would consider those actions to fall outside what was consented
to because we can only consent to foreseeable things we're taken to understand.
Unforeseeable harms that enable exploitation such as that one, which preclude
autonomy value, may be exceptional in one-to-one interactions, but they're the rule
in the information economy. If one cares about autonomy, no data in the informa-
tion economy can be left at the mercy of individual agreements.

For those who are unpersuaded of the need to eliminate individual consent pro-
visions in the information economy, there’s a moderate alternative: treating agree-
ment as a necessary but insufficient condition for legitimate data practices. This
alternative retains the little autonomy value our agreements have. It matches with
individual-to-individual interactions, where agreement isn’t the only distinguishing
factor for legitimacy (as many laws for the information economy make it into) but
a necessary yet insufficient condition for it. Although it overlooks the problems out-
lined in the first part of this chapter, it captures exploitation. For this moderate path,
Facebook users” withdrawal should have counted because treating consent as a nec-
essary but insufficient condition prevents data practices when agreement is refused.
Consent provisions” unhelpfulness to protect from harm, one could argue, doesn’t
imply that refusals to agree shouldn’t be considered.
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There are few times when we can refuse a data practice in the information econ-
omy. Apple provided space for this with third-party tracking for iPhones, and over go
percent of users exercised it in one way or another.””7 Android users sometimes deny
permissions when they’re clear and they have a choice, particularly when apps ask
for access to their microphone or calendar.® A moderate alternative could discard
provided agreements while contemplating refusals to agree, as rare as they are. If this
direction were followed, it would constitute a “right to refuse” data practices, which
would group and broaden two narrower rights in the GDPR: the right to withdraw
and the right to object. We just can’t depend on it; we otherwise risk building a back
door into the few protections people are granted.

Consent’s Social Norms

Refusals to data practices can’t be determinative in all circumstances. In some situ-
ations, it's unreasonable not to provide data. For example, it would be unreasonable
to borrow a library book and refuse to give any information for the library to track
its return. Implementing refusals to agree independent of circumstances would
impede socially beneficial uses of low-risk data, such as for medical advances or
public health. These uses have positive externalities to others and society that may
not be appreciated by each individual."® They can be prevented if each individual
has an unqualified power to stop data practices.

Laws could contemplate refusals to agree when there’s no overriding public good —
making the mechanism in accordance with social norms and values. More specific
alternatives, like carving out exceptions from refusals for all de-identified data and
inferences, rather undermine protection.’>®
systemic regulations that focus on reducing surveillance while allowing for function-
ality are more protective than relying on individual refusals to agree or misleadingly

When there’s a public good involved,

presenting issues as a conflict between privacy (consent) and public health.’!

The limit of refusals to agree comes from the realization that consent shouldn’t be
the main mechanism to legitimize data practices. When individual agreement is the
only mechanism for a corporation to acquire, process, or share information about
us, it gets enshrined as a universal valve to determine legitimate information flows.
Helen Nissenbaum calls this valve a “transmission principle.”*

Think of a time when you considered whether revealing something about some-
one was appropriate, and what made it so. The “what made it so” changes depend-
ing on the information and who it’s about: the answer depends on the social value of
specific actions.”?® To determine the social appropriateness of an information flow,
one needs to identify what makes it so, and there’s no universal transmission prin-
ciple for people’s information.* So if the law aims to reflect shared social norms
and values on privacy, it needs to employ the correct transmission principle too.

Most privacy laws around the world, with the exception of the GDPR, apply one
transmission principle (consent) across the board, using it as the default way to
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legitimize data practices.”®> But the reality is that social transmission principles vary
according to context.3® Universal consent provisions are at odds with the idea that
privacy is about context-dependent appropriate flows of information.'7

One way to add precision to the context-informed role that refusals to agree could
take in the information economy is by tracing an analogy with the role of consent
for our physical integrity with the tort of battery. A tort is a noncontractual act or
omission that results in injury for which those who committed it are liable. The
tort of battery, at least according to one view, prohibits touching others in a socially
inappropriate way. If you tell someone not to touch you on the shoulder and they do
anyway, that constitutes battery. It’s not that it’s battery because you told them not to,
but because telling them not to made it inappropriate to do it.’s*

One could argue refusals matter in battery for similar reasons they did for third-
party tracking with Apple and they should have for Facebook users. Information about
us is inevitably linked to us, like our bodies are.®® Data, like our bodies, are part of us,
and what people do with them after an agreement impacts us, unlike what people do
with commodities we give them." In both battery and privacy, refusals act as a proxy
for interference with the social value of autonomy, given this prolonged impact. But
an activity can also be inappropriate because it breaches another social value, such as
intimacy." How the law addresses the body may provide better analogies for data than
how the law addresses objects that become irrelevant to us after we give them away.

At a minimum, the information economy requires the treatment of individual-
to-individual privacy interactions, where agreement is a necessary but insufficient
condition for legitimacy. This treatment would make refusals to agree determina-
tive, rather than making agreements so. However, refusals to agree face two limits
for privacy protection: they’re a proxy for autonomy value, not a synthesis of social
values, and the consent illusion makes them extremely rare. The best way out of the
consent illusion may be to stop dreaming of individual consent.

Consent’s primacy derives from contracts theory. Laws widely recognize peo-
ple’s ability to voluntarily bind themselves into obligations by agreeing to them.
Individual consent-based mechanisms from contracts theory are a suitable legal
solution for an enormous number of contexts. They're just the wrong mechanism
for protecting personal data in the information economy. Individual agreements
leave out important types of personal data, consent is unattainable for the types of
data that the agreements do cover, and relying on these agreements is counterpro-
ductive for reducing harm.

The reality that corporations leverage people’s data for profit, carrying inevitable
risks, is understandable. In some contexts, it may even be desirable. However, data
practices’ profitability shouldn’t provide immunity to abuse the power of holding
people’s data. Neither should individual agreements to those practices.
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Privacy consent is an illusion. Consent-based privacy protections allow cor-
porations to do as they please with people’s data as long as they're able to extract
superficial agreement. We routinely experience this (lack of) protection when we
mechanically click “I agree” to websites” and apps™ terms of service. Individual
consent provisions fail to address the harms produced by aggregated, inferred, and
relational data. They ignore information asymmetry, lack of choices, and unequal
bargaining.

Consent-based protections have a deeper problem: they bolster the wrong pro-
tection mechanism. Circumscribing protection to them unshackles informational
exploitation. Unless otherwise constrained, corporations lack incentives to mini-
mize processing and disclosure harms to people who can’t predict or monitor their
behavior. Data entities lack incentives to incur the costs of caring for this informa-
tion or to moderate their data practices to avoid risks. The cost of data practices
is borne by people through increased risk of harm, while their profit is captured
by corporate entities, leading to excessive collection and excessively risky uses and
disclosures. This dynamic is mirrored regarding data safeguards, where corporations
bear the costs of safeguards and the benefits accrue to users, resulting in few safe-
guards. People are exposed to harm, such as financial, reputational, physical, or
discriminatory, as a result of corporations’ lack of incentives to avoid risk.

If consent provisions are meant to be a mechanism to help people manage their
data risks to prevent harm from taking place, they have failed. If the opposite is true,
and consent provisions are a mechanism to allow corporations to profit while harm-
ing people by complying with checkboxes, then what’s the point of requiring them
to collect agreements?

Privacy law must transcend the consent illusion that defines the prevailing and
ineffective approach to preventing data harms. Abandoning harm prevention to
individual self-management, as consent provisions do, is equivalent to deregulat-
ing the information economy. Overcoming laws™ ineffectiveness at curbing infor-
mational exploitation requires new accountability mechanisms that mitigate harms
regardless of whether these harms accrued through data practices that people agreed
to. Privacy law must focus on establishing duties that pair with those harms.

The next chapter explores how these problems translate into improved consent
provisions. The real choice in privacy law reform isn’t between individual control
and harm prevention. It’s between harm prevention and a mirage of individual con-
trol that, given how the information economy is structured, will never exist.
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Manipulation by Design

Improvements on consent provisions hit a wall because dark patterns are just one
instantiation of a broader problem of power to manipulate.

Think of all the shopping websites that have fake timers for their discounts to get
you to buy fast, even though the timer restarts and the offer continues." Or apps that
pressure you to sign up for a no-strings-attached “free” trial by labeling it as a limited
time offer even when it’s not.*> Think of websites that shame you for not providing
your email for a discount, using pop-up messages that say: “No thanks, I like paying
full price,” or “No thanks, I hate saving money,” instead of a simple decline button.3
Digital manipulation is such a pervasive feature of the information economy that we
grew accustomed to it, and sometimes we barely notice it anymore.

The design of the systems we interact with impacts our privacy. Choice architects
hold significant power in shaping people’s behavior.* Despite people not reading
privacy policies, the information conveyed through design choices affects their deci-
sions.> It’s not new that people, particularly when acting as consumers, don’t behave
according to hypothetical rational choice models. Corporations have always designed
choices to influence people, such as through product placement or payment methods.
But the extent and scale of this influence in the information economy, and its result-
ing exploitation, is unprecedented. In the information economy, those who design
our choices also design how we communicate with each other and have power to use
our personal data against us.% Influence is exerted over everyone, every day.

Product designers introduce strategic friction, which makes some choices easy and
others difficult, to the detriment of their users. Amazon makes it easy to sign up for a
Prime membership, but to cancel it you need to find your way through six layers of
menus repeating your intention to cancel in each one of them. The menus have but-
tons that change content to make them difficult to find, such as “end membership,”
“cancel my benefits,” “continue to cancel,” and “end now.”” When you miss a day of
language practice on Duolingo, you'll see a teary owl cartoon with the caption “u1 day
streak lost! Do you want to repair your streak? This helps us keep education free” and
a button for “repair for $3.49.”® The information economy gives companies endless
possibilities to introduce friction by designing the choice mechanisms that people go
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through. Yet existing law is oblivious to manipulation because it relies on the myth
of rationality — the idea that we're immune to it — and the myth of apathy — the idea
that if we “chose” to reduce our privacy, we must be OK with it.

Manipulation causes improved consent provisions often lauded as best practices,
such as opt-in consent and informed consent, to fail at protecting us. The way opt-
in privacy options are designed determines our choices. It’s impossible for us to
estimate the risks of data practices even when we're informed. The large power
asymmetry between us and the designers of the services we access combines these
two problems. The outcome is that it’s impossible for us to know which interactions
with digital services are beneficial to us.

This chapter explores two stories: the optin/opt-out catastrophe of tracking laws in
the EU and the fiasco of regulating ISPs in the US, through the lens of behavioral sci-
ence. These stories illustrate how power imbalances make it easy to exploit people’s
biases. They show how aggregation and inferences make it unreasonably difficult for
people to understand what’s going on, obfuscating the privacy risks associated with
broad and superficial agreements. And they reveal why the most robust versions of
consent provisions are ineffective: these efforts still rely on us making choices we're
unequipped to make. This chapter then explores regulatory designs that may thwart
some of these issues, with a recognition that a comprehensive solution would require
major reform, such as the one advocated in the chapters that follow.

A MANIPULATIVE CHOICE DESIGN ON BOTH
SIDES OF THE ATLANTIC

Traditionally, individual consent is manifested by opting out of a data practice, such
as tracking. Many modern attempts to strengthen people’s choices flip this dynamic,
establishing that instead of having people tracked until they opt out, they shouldn’t
be tracked unless they optin. The optin versus opt-out dichotomy, as Helen
Nissenbaum and Solon Barocas explain, is “hegemonic across a range of online
practices.” The objective is familiar: improving consent and increasing control.

At first glance, it may seem as if optin consent departs from the traditionalist,
neoclassical paradigm: it considers the behavioral science insight that people tend
to stick to default options. This departure, though, is a red herring because opt-in
rules still rely on the flawed notion of contracts-like choice. These rules assume that
people will avoid opting in if they care about their privacy and, if they do opt-in, they
must not care about it.

Tracking in the EU

The EU experience with online tracking sheds light on the limitations of opt-in and
opt-out systems. European efforts to regulate tracking failed because they overlooked
insights from behavioral science and design in an environment of entrenched power.
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A lot of tracking happens through cookies. Cookies are bundles of information
installed on our devices that store data about us. They allow websites to identify a
device when it visits them, remembering information from prior interactions." They
present enormous possibilities for profitable surveillance.

Data protection law provided Europeans with a right to refuse tracking since the
1990s, including cookies.” This right was implemented through an opt-out system,
where people were considered to have consented to cookies unless they indicated
otherwise. The choice to opt-out left data collectors with two obligations: to inform
people about the purposes of data collection (notice) and to give them the right to
refuse it (choice).

The EU then implemented the Cookies Directive.* With the objective of
enhancing individual control, the directive changed tracking through cookies from
an opt-out system to an opt-in. Moving from an option to opt-out of tracking to one
to opt into tracking (or vice-versa) is a way of changing the default. The opt-in sys-
tem, unlike opt-outs, required consent to be given before any tracking. This prior
consent, according to the interpretive authority at the time, could be obtained either
explicitly by people agreeing to cookies or implicitly.'> People who continued to
use a website after being warned about the site’s cookie policy were deemed to have
consented implicitly.!®

All EU countries but one initially allowed for implicit opt-in consent. Simply
clicking somewhere on a website constituted (implicit) consent. The Netherlands,
by contrast, required explicit consent. As a response, websites stopped install-
ing cookies in visitors’ devices automatically and began to display banners asking
whether the visitor would allow the installation of cookies.

We've all encountered cookie banners, a type of privacy notice popping up to tell
us about cookies when we open a website. This happens because the GDPR later
changed the consent requirement in the EU: user inactivity is no longer sufficient
consent.'” Based on this new provision, the Court of Justice of the EU indicated
that opt-out systems in general, and continuous browsing in particular (opt-in with
implicit consent), aren’t valid consent under the GDPR.™® Now, European cookie
banners must follow the Dutch rule: you need to click “I agree.” As a consequence,
the Dutch experience is informative of what is now the broader European experi-
ence with tracking.

The Way the Cookies Crumbled

Dutch regulators interpreted the demand for prior and specific consent as requir-
ing explicit consent for cookies.” But corporations responsible for implementing
the Dutch regulation found ways to make their countervailing interests prevail.
Websites implemented the consent model by presenting banners and pop-ups when
people entered a website.* To get people to accept cookies, some websites used
banners that occupied most of the screen and only allowed access to the website
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after agreeing, which was known as a “cookie wall.”* As a result, the rule was con-
sidered a regulatory failure by the media, the people it was supposed to protect, and
the political parties that developed it.

There were several complaints about the regulation. For members of the industry,
the regulation “doesn’t help anybody and makes it more complicated for both us and
for the consumer.”* Stakeholders, including media companies, complained that the
requirement was disproportionate to the aim of increasing individual control.”

People were also dissatisfied with the rule. People reported that it led them to mind-
lessly click to allow cookies every time they entered a website, thwarting its purpose.™
They said that the law was impractical and it missed the point.*> Consumer associa-
tions complained that privacy protection should be implemented with user friendli-
ness in mind.*® Dutch academics called the regulation a “policy fiasco of impressive
dimensions.””” Dutch data protection scholars claimed that the regulation’s main
effect was making it more difficult to offer services, hindering commerce.?

Making matters worse, compliance with the regulation was low. Many websites
installed prohibited cookies on their visitors’ computers. These rogue sites included
the websites of political parties that had voted in favor of it and the Dutch govern-
ment itself.3° When faced with these results, political parties who originally voted in
favor of the regulation stated that it was unworkable and had to be put to an end.>

Compare the Dutch regulation with the most influential example of the optin
with implicit consent: the British regulation, which was then part of the EU. Like
the Netherlands, the UK departed from prior norms that only required an opt-out
option.?* Unlike the Netherlands, the UK adopted the minimum protection by
implementing an optin system with implicit consent, deeming explicit consent too
burdensome when applied to all cookies.?? The British Information Commissioner’s
Office (ICO) set a low bar for implicit consent, which included visiting a website
without blocking cookies. Its guidelines required consent to be prior to tracking
only “wherever possible.”3* The British government further stated that consent isn’t
time-bound, so it doesn’t have to be acquired prior to tracking when doing so is
impractical 3

Implicit consent rendered the change of default imperceptible. If any user who
visits a website without blocking cookies is considered to be implicitly opting in, the
distinction between opt-in and opt-out systems fades.3® In practice, the user behavior
needed to install cookies is the same: accessing the website. While the Dutch regu-
lation became the strictest legal system in the world regarding cookies, all others
stayed eerily close to an opt-out system. What they had in common is that neither of
them provided meaningful protection.

Pushback eventually led the Dutch government to relax the regulation.’” The
revision allowed websites to let people show consent by clicking on any part of the
website if it’s clearly shown to them that doing so signifies agreement. In doing so,
the Dutch also moved to a system of implicit consent that rendered its opt-in char-
acterization questionable.
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Since the Dutch fiasco, the Furopean Data Protection Board ruled that cookie
walls, which block website content until cookies are accepted, are illegal.38 National
authorities, accordingly, sanction companies when they don’t provide an easy
method to refuse cookies.?¥ But manipulation and exploitation prevail, such as
through dark patterns.#> Many cookie banners have “accept all” highlighted and
“personalize choices” shadowed.# Others go further and have hidden preselected
options. A 2022 study shows that 6o percent of privacy notices with defaults in a
sample from European websites have at least one dark pattern.#* Prohibiting spe-
cific manipulation tactics, such as preselected options or cookie walls, is bound
to be insufficient because of the countless ways choice architects can nudge and
manipulate us.® The problem wasn’t solved because these new regulations focus
on a technology (cookie walls) rather than an activity (manipulation). They attempt
to reinforce individual consent while overlooking its systemic problems. As a result,
the EU is back to where the Dutch regulation was.

Defaults and Informative Notices in the US

The US has traditionally relied on opt-out consent, similar to the British tracking
regulation. The CCPA, for example, became known for giving people the right to
opt out from most forms of third-party sharing, including inferences.# There was
one point in time, however, when the US got close to the GDPR’s opt-in model.

In 2016, the Federal Communications Commission (FCC) tried to help people
protect themselves from the prying eyes of their ISPs. A document called the Privacy
Order required ISPs to obtain consent to collect (and, by extension, use or share)
their users’ personal information.® ISPs would have been required to obtain explicit
opt-in consent for most types of personal information and opt-out consent for the
rest.#® Congress disapproved this protection, also banning other federal agencies
from passing similar regulations.#” But the Privacy Order brings broader lessons for
privacy regulation.

ISPs have virtually unrestricted access to their customers’ personal information
through their IP addresses. For example, data giant Alphabet can gather information
while people use its products, such as its search engine Google, its email service
Gmail, and its web browser Chrome. ISPs can see everything people do on their
Wi-Fi: every website visited, every video and song streamed, and every file down-
loaded. As Paul Ohm explains, “an ISP can always access even more because it
owns and operates a privileged network bottleneck, the only point on the network
that sits between a user and the rest of the Internet ... the greatest point of control
and surveillance.”# However, in the US, ISPs face overall less privacy regulation
than other corporations such as Alphabet (Google) and Meta (Facebook).

Although, in theory, people can opt out of ISP tracking through self-protection,
this is easier said than done. Doing so requires circumventing ISPs’ tracking efforts.
Most privacy enhancing technologies are ineffective against tracking by ISPs because
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their benefits only appear after one connects to the ISP server. Other means, like
free virtual private networks (VPN) and the encrypted browser Tor, while effective
at masking from an ISP, come at the cost of usability and speed. Privacy tools also
require people to be familiar with their specific functions and limitations. People
are thus expected to bargain with their ISPs for privacy protection as a hypotheti-
cally rational and informed being would. This model doesn’t conform with reality.
People lack information, outside options, and bargaining power.# And they can’t
monitor what their ISPs do after agreement, which provides ISPs room to exploit
them while abiding by any promises.>®

The disapproved FCC rule, which aimed to solve this regulatory void, paralleled
current EU cookie regulations. For most information accessible to ISPs, by requir-
ing explicit consent, the rules would have shifted the tracking default to an opt-
in similar to the Dutch regulation and the current EU model. Default’s stickiness
would support the idea that ISPs should restrict the data collection by default. If the
default setting is do-not-track and ISPs need clients’” agreement to track them, the
contracts worldview tells us that a change to opt-in consent should provide meaning-
ful protection.

It doesn’t. These disallowed FCC rules would have experienced equivalent issues
as cookie banners. As we learned from the Dutch experience, it would have likely
fallen prey to exploitative design. Notably, information overload, discussed in the next
section, leaves people equally vulnerable under opt-ins and opt-outs because it pre-
vents them from understanding how much privacy they’re losing when they agree.

The Power of Designing Choices

Behavioral scientists distinguish two ways to set nudging defaults, called policy
defaults and penalty defaults. Legislators use policy defaults when they set by default
an option that they would like people to keep, such as countries that make people
organ donors unless they opt out.> These defaults rely on inertia and the status-quo
bias to increase the number of people who stick to the regulator’s preferred option.

Legislators use penalty defaults when a more informed party in a contract with-
holds information from their counterpart, creating an information asymmetry.
Sometimes, parties withhold information to obtain a larger portion of the bene-
fit resulting from a transaction, which economists call surplus.>® Penalty defaults
counteract incentives to withhold information strategically.>* They work in three
steps. First, legislators set as the default an option that’s costly for the more informed
party.”® Second, the more informed party bargains with the less informed party to get
them to agree to a different option.*® Third, through bargaining, the more informed
party provides information to other parties, reducing the information asymmetry.57
The appeal of penalty defaults stems from their information-inducing properties:
compelling the informed party to reveal information mitigates their value-destroying
behavior.5®
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The answer to which default rule the Cookies Directive and the FCC Privacy
Order used depends on what their aim was. If their aim was to reduce the overall
amount of tracking by nudging people to stay under do-not-track, they implemented
a policy default. If their aim was to ensure informed consent by nudging websites
and ISPs to disclose information, they implemented a penalty default.

Penalty defaults, at first glance, seem to have a strong case in favor of an opt-
in system for cookies, as platforms are more informed than their users about the
cookies they install. What determines penalty defaults” success is whether they
leave less-informed parties better informed — a crucial element of consent. Do-not-
track defaults can be seen as penalty defaults that aim to increase transparency by
counteracting incentives to withhold information.> Arguably, their hope is that a
burdensome default option (do not track), encourages websites (and ISPs) to give
people more information when attempting to persuade people to switch away from
the default.% Ideally, they would leave people better informed of cookies’ functions,
advantages, and disadvantages. This didn’t happen.

Do-nottrack defaults haven’t been effective at inducing helpful disclosures that
reduce the asymmetric information between websites and their visitors about data
practices. They haven’t been effective at reducing the overall amount of tracking
either. The defaults, instead, make websites disclose that they use cookies, some-
times providing information about cookies” functions aimed at convincing us that
they’re important and we should accept them. Although Furopean countries con-
tinue to apply opt-in for tracking, people don’t become informed about what’s most
relevant: the privacy loss that follows after they click away cookie banners.

Cookie banners are one of the most common ways to strategically introduce choice
friction. Some cookie banners have hidden preselected options, making them into
dark patterns.®* Some are just defaults. Both of them, from users’ experience, are a
nuisance.

Cookies might soon be a thing of the past, but their lessons won’t be. Alphabet and
Apple, among other companies, propose moving away from tracking based on cook-
ies.% Alphabet, for example, proposes to substitute cookies with analyses of browser
history to identify topics people are interested in. Others propose that companies
just ask people about their preferences and habits instead of inferring them.® The
significance of this change for business models and power dynamics invites skepti-
cism. Surrounded by promises of better individual control as default changes were,
the tracking methods being entertained would channel existing dynamics of power,
manipulation by design, and informational exploitation into surveillance through
different technical means.

Companies can exploit their users’ biases and inability to anticipate inferential
harms with little to no safeguards. Imagine a hypothetical provision that prohibited
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deception and perfectly captured individual consent — where people had complete
information and real choices to use products without surveillance. One might think
that this protection would put a halt to many companies’ business models. But cor-
porations have enough design leeway to reconfigure their products so that their
core features are only accessible with agreement. Reconfiguration would again push
agreement away from consent. The perfect consent provisions that the law system-
atically fails to create would be futile because of power-enabled exploitation in the
information economy.

B THE LIMITS OF TRADITIONALIST SOLUTIONS

Companies can infer your gender, ethnicity, political views, religion, and sexual ori-
entation just from your Facebook likes.® Without knowing your likes, they can infer
your sexual orientation just from your public list of Facebook friends.*® With some
more data, such as your browsing history, companies can infer your age, gender,
occupation, education level, and general personality traits using technology from
over ten years ago.7 As Al keeps taking over data processing, the amount of informa-
tion that can be extracted from each data point increases. The sheer amount of data
inferred in the information economy is hard to fathom.

Consequently, people can’t understand how informative each data point col-
lected from them is. They face an information overload, which prevents people
from grasping how each piece of information puts together the puzzle of their digi-
tal identity.

Information Overload

Opt-in efforts try to overcome consent problems by changing the default from
“tracking” to “no tracking.” But consent problems run deeper than that. Two biases
discussed earlier in the book undermine changes from opt-out to opt-in: the influ-
ence of context on our choices and our inability to estimate the risks of each data
collection.%® They're captured by the idea of information overload.

Information overload is a special bias in the information economy because it
undermines a key aspect of decision-making: it prevents us from understanding
what information we’re giving away. Information overload happens when people
have to process so much information that their decision-making ability is negatively
impacted.® In the face of inferences and relational data, people struggle to estimate
the informativeness of each data point. When people provide a corporation with a
piece of information, they often mistakenly believe that the corporation’s knowledge
about them doesn’t change much. This leads people to underestimate the amount
of privacy that they cede to corporations.” The bias benefits data companies: it
contributes to unrestricted data collection by extracting agreement more easily than
they otherwise would.
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Information overload makes understanding how different types of data fit
together particularly difficult.” Data combine into inferences that are impossible
to predict.”? Companies leverage seemingly innocuous collected information to
infer activities and habits, including those we intended to keep private.” For exam-
ple, if you use a smartwatch that measures your heart rate data and can access
your cellphone app usage, you're also revealing stress levels, mood, smoking habits,
progression of Parkinson’s disease, sleep patterns, levels of exercise, and types of
physical activity.7+

Information overload is a growing problem in the information economy. The
amount of data collected and inferred is exponentially larger than in the pre-Al
world that most privacy laws were designed for. Al inferences worsen information
overload. By being unpredictable, they increase estimation difficulties. Further, we
don’t know what information about us is out there for corporations to aggregate or
what means they have to aggregate it. Because these calculations are impossible to
make, risks are unforeseeable. As Al inferences continue to grow, so will the insuf-
ficiency of our processing ability to estimate our losses.

A daily-life example can illustrate our challenges to appreciate how the size of
a data pool exponentially increases the precision of inferences that can be deter-
mined based on that pool. Imagine someone called Brooklyn is deciding whether
to get an audiobook app. Brooklyn knows that, in doing so, they grant a corporation
access to app use data. Imagine they get Audible, owned by Amazon. Although
they realize that Amazon can learn about them through the app, they underes-
timate how much Amazon can infer because adding all data points and figuring
out inferences require computational power that no human has.”> Brooklyn’s
underestimation of their privacy loss worsens when Amazon and other corpora-
tions that collect Brooklyn’s data combine the information they have, making more
unpredictable inferences. Further, corporations don’t consider anyone’s data in
isolation — information is relational. By aggregating Brooklyn’s information with
others’, Amazon makes more inferences. For example, Amazon will make infer-
ences about Brooklyn by examining the shopping patterns of people nearby.”® As a
consequence of underestimating losses, Brooklyn may even allow Amazon future
data collections that they otherwise wouldn’t have, such as their apartment floor-
plan if they buy an Amazon-owned Roomba.

While we realize that, the more data corporations have about us, the more accu-
rate their inferences are, we can’t identify how quickly the precision of these infer-
ences increases or the direction they take.”7 When Brooklyn accepts Audible’s terms
of service, they realize that they're granting Amazon access to their location data.
But they miss how much Amazon can learn from that information. For example, the
app would record where Brooklyn goes on weekday mornings and evenings. Based
on this alone, Amazon can infer where Brooklyn lives, works, and how they com-
mute. Brooklyn’s location around midday reveals their lunch routine and their eve-
ning location reveals where they like to have dinner. In this way, the app effortlessly
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collects data that it can use to learn about Brooklyn’s shopping habits, hobbies, and
social network. Similar inferences take place when people use the Amazon website.
Information has synergies, and the risk of a bundle is more than of the sum of its parts.

Despite reading and understanding the terms of service, Brooklyn didn’t realize
what outcome they agreed to. Regulating Amazon to mandate plain language in
its notices, a popular approach in privacy legislation, wouldn’t help.” The GDPR,
for example, indicates that these notices should be “concise, easily accessible and
easy to understand” and written in “clear and plain language.”” Brooklyn’s lack of
knowledge, though, isn’t because they didn’t read the policy or didn’t understand
the words used. The cause of the misunderstanding is that Brooklyn systematically
underestimates how much is inferred.

By making us underestimate our privacy losses, information overload prevents
us from realizing how much risk our information involves.*® One may think that
Brooklyn’s priorities might differ from everyone else’s, they know their best interests,
and don’t care about privacy — they're apathetic. But, in the information economy,
we're all Brooklyn.

Expecting people to estimate the risk of their information before deciding to
agree is unfeasible because the risk of information isn’t linear. Disclosing all sixteen
digits of your credit card, for example, is exponentially riskier than disclosing only
four digits. The risk of any data point changes depending on the combination of the
other data points. And, in addition to information overload, people have no way of
knowing what information is already known about them, ready to be combined.”
The increased risk of each data point, such as an additional credit card digit, is
impossible to estimate >

People are also unlikely to understand how data collection will affect their lives
in the future. People also have no way of knowing what information about them
will be acquired later to combine with what’s collected today. People cant antici-
pate the ripple effect of information trades because, after corporations collect their
personal data, they share information with each other and make further inferences
about them. Underestimation also happens when data is anonymized because, as
discussed in the previous chapter, they enable inferences about those who belong
to a group.® For example, if a neighborhood is classified as one where many people
with high blood pressure live, an insurance company could increase rates based on
zip codes.%

Policy discussions of tracking defaults depart from the myth of rationality. But
only by considering one bias: defaults” stickiness. Information overload demolishes
our safeguards against those specific biases because it causes disadvantageous agree-
ments for everyone on the Internet. If all of us have difficulties identifying what data
we're giving away, it’s easy to see how society ends up with monumental amounts of
data in the hands of entities that can use it against our best interest.

Like Brooklyn, we're often manipulated into giving away tools to build inferences
about us for profit. Brooklyn’s example might seem like a defect in need of repair,
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but a closer look reveals a deeper systemic problem. This model of exploitation,
enabled in part by consent-reinforcing policies such as defaults, is a built-in feature
of the information economy, not a bug.

Can Defaults Solve It?

The behavioral science of defaults explains why opt-in efforts don’t work to protect
us from tracking. Websites wanted people to switch away from the default, but the
most effective way to achieve this wasn’t to carefully inform them about the risks of
tracking. It was to manipulate them. What people faced wasn’t a real do-not-track
default, but the illusion of choice. The Dutch story illustrates what can go wrong
when regulators make protections conditional on choices while overlooking the
power of choice architects.

Legislated defaults don’t always yield their expected outcome.® Choice architec-
ture can be effective when regulators design the choices but, when corporations do
it, they can circumvent legislative intentions.® Legislative defaults are ineffective
when they allow the exploitation of people’s biases.’” This limitation is prevalent in
penalty defaults, which seek to use the threat of lost profit to leverage companies to
inform their users.

Corporations in the information economy can skirt opt-in regulations by manip-
ulating choice architectures, nudging us into switching away from the default.®
Dutch websites, for example, manipulated their visitors in their presentation of
choices without breaching the regulation. Consent-enhancing regulations like this
one are undermined when legislators fail to anticipate the multiple ways behavior-
ally informed corporations can circumvent them. Their ineffectiveness is acute in
the information economy due to privacy’s moral hazard, which leaves countervail-
ing incentives unchecked. Entities with a vested interest in people agreeing to track-
ing are poor candidates for receiving the power to shape how choices are presented.

For a change of default to yield its expected result, people must be treated simi-
larly regardless of their choice. A do-not-track default only works if people under
the do-not-track regime and the track-me regime are treated the same. Otherwise,
most of the policy’s benefits are lost.9° People under the Dutch regulation were
often unable to access the website, facing a “cookie wall” that put pressure on
choice.?" Dutch users’ choice wasn’t whether to be tracked, but whether they still
wanted to visit a website seconds after typing its URL. When they could access a
website without cookies, these often malfunctioned because the negative choice
meant that cookies necessary for some features weren't installed. Regulations can
limit differential treatments, but those limits are difficult to determine in advance
and even more difficult to enforce.”

Websites can (and did) reframe tracking choices. Designers can exploit how con-
text influences our decisions, using framing tactics so people pick options that are bet-
ter for corporations.”> Many websites still frame their visitors” choices by presenting
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cookies as necessary for websites’ functioning. Framing from Dutch websites when
they placed a banner that included only the “yes” option, so people who wanted
to choose “no” had to leave the website since they had nowhere to manifest their
choice, was stronger — an early example of what we would now call a dark pattern.%+

Cookie walls that block website content, and cookie banners that don’t, lead peo-
ple to auto-accept and develop consent fatigue, where people automatically dismiss
any options in their path to access the content they were looking for.%5 Anti-privacy
design techniques for increased surveillance continue to exist. They’re particularly
powerful when combined, like when notices have ambiguous language and prese-
lected options.%°

Information asymmetry is part of a multifaceted problem. It’s true that websites
know more than their visitors about the cookies they install and people don’t know
enough about them to provide informed consent. People’s lack of information, how-
ever, isn’t the main problem. If it were, one could solve it by educating people
about tracking technicalities. Similarly, people don'’t fail to opt out of tracking just
because of inertia. Inertia can only go so far and, although the costs for opting in
or out of tracking defaults is low (just a click), few opt out of tracking and many opt
into it. Information asymmetry and inertia pile onto the uncertainty problem that
unshackles moral hazard: the risks of agreeing aren’t just unknown to us, they're
unknowable.

The implementation of EU tracking regulations illustrates opt-ins’” limited help-
fulness for people facing power imbalances and multifaceted information problems
in the information economy. The switch of default had little effect. The resulting
massive optin agreements are something that people wouldn’t have chosen in a
position of rationality and power. Their choices weren't real.

Can Contract Law Solyve It?

The traditionalist paradigm sees people’s personal information as a commodity that
gets traded in a market.%7 Under that view, it's natural to look at contract law mecha-
nisms to address the information economy’s problems, as courts increasingly have.%

Contract law has different ways to address consumer biases in standard form con-
tracts, written in advance by one of the parties (like those we sign with our gyms
and banks). Chiefly, it does so through the doctrine of unconscionability.?? Courts
use unconscionability to invalidate a contract, or a clause within an otherwise valid
contract, if it’s an improvident bargain resulting from unequal bargaining power.'*
Consumers use the doctrine to invalidate abusive clauses, sometimes scaling-up the
lawsuit to a class action.

The doctrine of unconscionability has been criticized as insufficient to deal with
many biases in standard form contracts.” Its insufficiency even leads some contract
law scholars to argue that cognitive errors should be ignored in unconscionabil-
ity determinations, as evaluating biases requires evidence of mental processes that
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courts lack.”* Information overload is one of those biases that unconscionability
doctrine can’t solve. Unlike narrower biases that consumer contracts aim to address,
information overload operates even when people have all information.'*?

Information overload places a hurdle on unconscionability determinations. For
unconscionability to address information overload, judges would have to make indi-
vidual assessments, since the risk of each data point about a person depends on the
other information already known about them. And the bias is ever-present. If judges
believe information overload impairs consent for some and not for others, the indi-
vidual analysis of each decision by each person in the information economy would
be practically impossible. Judges would lack the bandwidth to analyze whether
the consequences of each choice were comprehensible to each person or whether
the amount of personal data inferred was too large relative to the benefit that each
one received. If, instead, judges believe information overload impairs everyone’s
consent, it follows that it’s a systemic problem for which individual contract law
solutions such as unconscionability are inadequate. In that case, expecting each
user to go through a court to obtain a separate unconscionability ruling is unrea-
sonable. Rectifying at-scale online manipulation requires holding those in a posi-
tion to manipulate accountable for their practices, instead of attempting to identify
whether each individual succumbed to the manipulation.**

Even if these issues could be addressed, a problem unique to the information econ-
omy remains: once a user’s data have been used to learn more about that person, it’s
virtually impossible to force the other party to “unlearn” it. Unconscionability is con-
cerned with nullifying a clause (or, at best, a contract) after data transfers happen, and
nullification is poorly placed to address privacy because companies cannot “unlearn”
what they learned from a user’s data, particularly after inferences. Harms would remain.

Countries without the doctrine of unconscionability would also struggle with
using contract law to address the problem. Contract law in civil law jurisdictions,
such as most European and Latin American countries, doesn’t include unconscio-
nability. Instead, it has concepts such as abuse of rights and lesion. These concepts
are also used to invalidate clauses — or, occasionally, contracts — based on individual
determinations. These concepts suffer from unconscionability’s shortcomings: they
require agreed-upon contracts to be in place to evaluate when to void a particular
agreement. They presuppose a mutual agreement with valid consent over a core
set of contractual provisions. But manipulative data practices and informational
exploitation exist in the absence of agreements. Therefore, they can’t be addressed
through contractual remedies in civil law countries either.

A third contract law approach to reinforcing consent in light of errors is the doc-
trine of unilateral mistake. As a traditional casebook explains, someone can void a
contract “if the material mistake of one party was caused by the other ... [or] the
other had reason to know of it.”>> The doctrine is well reflected in a classic case in
which the US government purchased furniture for a hospital from Frank Hume at
60 cents per pound.'®® This was a clerical error: they meant 0.6 cents per pound.
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According to the court, if Hume knew about the error (or if he should have noticed),
the contract should be set aside.” While cognitive errors are distinct from clerical
ones, it isn’t obvious that the law should treat them difterently. Corporations are or
should be well aware that their users can’t properly estimate their privacy losses, just
as Hume should have known about the clerical error.

Despite its appeal, the doctrine of unilateral mistake faces equivalent limitations
to the doctrine of unconscionability. Courts, after all, sometimes interpret the doc-
trine of unilateral mistake as a manifestation of unconscionability.!®® Courts, once
again, are poorly placed to evaluate the sufficiency and clarity of each privacy notice
for each person in the context of the other information available about them, which
must be aggregated to evaluate the mistake. Even if they were well placed, nullify-
ing an agreement once the information was collected and the privacy lost is far from
an ideal solution, as the inferred data can’t be unlearned. And they would probably
have to apply the doctrine to everyone, rendering all agreements null.

Faced with information overload, we can’t estimate how much privacy we lose
toward the corporations we interact with — let alone the ones we don’t. Contract law
doctrines such as unconscionability, unilateral mistake, abuse of rights, and lesion
assume that there’s a core, mutually understood agreement from which one can
separate invalid clauses. Although standard form contracts may have that agreement
over core elements, privacy interactions lack it because of information overload.
Information overload is a systemic problem, yet any determination borrowed from
contract law depends on individual assessments. These individual assessments are at
least insufficient and at most inadequate.

Contracts-based approaches are inappropriate because contracts are assumed, at least
in principle, to be mutually beneficial, resulting in surplus to distribute between the
parties that leaves them both better off than before. Privacy interactions aren’t. In
the information economy, there’s no reason to believe that all privacy interactions
produce mutual value. Some do. But, because consent isn’t working to distinguish
value-creating interactions from the rest (even when improved by opt-in), there’s no
contractual mechanism left to differentiate them. In other words, without a mecha-
nism external to the will of the parties, there’s no way to ensure surplus-creating
data interactions while preventing non-surplus-creating ones. Especially since, in
the information economy, these interactions happen at a large scale.

C IMPROVING TRACKING REGULATIONS
WITH BEHAVIORAL SCIENCE

Invisible tracking goes beyond cookies. In a 2019 US Supreme Court case, Paloma
Gaos sued Google representing a group of users. Google had been giving websites
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information about people’s search terms that led them to the sites by including this
information in the header.” This data practice wouldn’t have been caught by the
EU cookie regulations or the US ISP regulation, which focused on a type of tech-
nology — cookies and IP addresses respectively. Similarly, Meta provides websites
with a line of code to track you across online activities, called the Meta Pixel."®
It works whether you have a Facebook or Instagram account or not, and without
installing new cookies. To be effective, regulations must focus on the underlying
relationship intermediated by technology (surveillance), not the specific type of
technology (cookies).

Can Notices Be Improved?

Privacy policies are ineffective by design — not by accident. After seeing their inef-
fectiveness through behavioral science, one could ask if behavioral science provides
a way to improve them. In the sense of making them better at informing people,
it does. But the failures of opt-in defaults and contract law mechanisms to rescue
privacy’s consent provisions uncover that information improvements don’t address
the deeper problem at hand. Improved privacy policies would still be impaired by
informational exploitation.

Any regulation with the modest aim of informing users should include provisions
that reduce information overload. Changing a default isn’t enough. The informa-
tion problem isn’t just that people have limited attention and defaults are “sticky.”
Nor is it just that people don’t know what information is out there. Rather, the
information problem is behavioral: people’s inability to estimate their incremental
privacy losses. To make informed choices, people would need to know how infor-
mation fits together.

The effectiveness of transparency duties hinges on people’s ability to process
information. A disclosure that considers information overload must help users
understand what the information actually means in the context of other information
being collected. Legislators can design better privacy notices to limit the effects of
information overload by mandating notices that consider the effects of information
collection, rather than their technical aspects. They can do so in three steps.

The first step is for notices to explain the informativeness of collected data, rather
than data collection methods, in a way that’s easy to interpret. Empirical studies
show that simplifying how data collection methods are described doesn’t improve
people’s understanding of what happens with their data.” For notifications to be
useful, they must address the information’s significance. Being told “we track head-
ers” wouldn’t have helped Paloma Gaos and other Google users understand the
data’s significance as much as “when you click on a link, the website will know
where you navigated from.” One way to explain significance is through examples.
Transparency’s bottleneck isn’t the amount of information people receive but their
ability to process it correctly. Examples are essentially pre-processed information,
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so they can mitigate information overload." The notifications mandated in the

Cookie Directive and the FCC Privacy Order didn’t achieve this enhanced form
of notice. The cookie banners informed people that a website used cookies and the
Privacy Order would have, at best, required ISPs to disclose collected data to their
users. These rules overlooked information-processing limitations.

The second step is explaining how the information aggregates with other
information. A central aspect of information overload involves inferences: how a
user’s data combines with other data to learn more about the user.” Reading “we
collect location data” is less informative than reading “we collect location data;
this can be combined with location data from your other devices and publicly
available information to tell us when you are at home, at work, or at a store.” The
first text addresses information asymmetries about collection methods. The sec-
ond text also explains the privacy loss caused by typical inferences. With the first
text, users would know that their location data are being tracked. But they might
not realize how easy it is to aggregate this with their home and work address to
infer, for example, how much time they spend at the office. This step includes
explaining how different types of data fit together. Paloma Gaos” header data
could be aggregated with countless other data Google had about her, such as
her location and others’ location, that one can’t expect users to anticipate when
clicking “I agree.”

The third step is indicating how the information combines with future informa-
tion. To be complete, disclosures should help people understand how the next
collected data point changes things — not just what’s already known."* I used to
schedule my office hours with Calendy, which integrates with the Meta pixel."
Even if, when prompted to integrate them, I knew everything that Meta knows
about me prior to collecting my schedule data (I don’t), I wouldn’t be able to
estimate my privacy loss without knowing what Meta will collect, including from
others, later. A complete disclosure would have to help people understand how
the company will make inferences by pooling the collected data with other data it
expects to receive.

Improved notice mandates, as limited as they are, can and should combine these
three steps. Legislators and regulatory authorities have an opportunity to catch up
with the knowledge of people’s biases that private actors in the information economy
already have and employ. People would benefit if, rather than receiving mandated
disclosures with long, technical details on data collection, sometimes plagued with
technical jargon and legalese, they received clear and simple information about the
significance of collected data and the inferences they unlock."® This might sound like
new information, but it isn’t: it just takes people one step closer to understanding their
privacy loss.

These behaviorally enhanced privacy notices can only act as a partial remedy.
Design manipulation isn’t unique to defaults. The reality of designers nudging users
to accept designers’ preferred choices applies to enhanced privacy notices too. For
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example, corporations could make these notices long, leading people to accept
them without reading, as many do with terms and conditions.

Can Cookies Be Reduced?

Tracking regulations would improve with two changes: reconsidering choice
designers based on their power and differentiating between types of tracking based
on their losses. First, whenever possible, regulations should target entities that don’t
profit from tracking directly — and therefore have fewer incentives to undermine the
policy. In the case of cookies, these entities are web browsers instead of websites.
Second, regulations should better differentiate between types of tracking to reflect
the different privacy losses that they involve and their relationship with informa-
tion overload. In the case of cookies, regulations should distinguish between session
cookies, which expire when the browser is closed without being stored, and persis-
tent or permanent cookies, which remain in storage until deleted.

The first change that would improve tracking regulations is giving the power to
design choices to entities with fewer incentives to undermine them — even if they
still have some. Many of tracking regulations’ problems would have been moderated
by targeting web browsers instead of websites. Browsers can operate as gatekeepers
and choose whether to let cookies through, websites’ intentions notwithstanding.
Like regulations called on websites to apply a do-not-track default, they can call on
browsers to block cookies sent by websites by default.

Browsers have fewer incentives than websites do to manipulate the default, while
they have the technical ability to block cookies."” Browsers” business models are less
dependent on cookies, so they would lose less profit by having fewer of them. Profits
would be reduced — particularly for Chrome, owned by Alphabet — but less than
websites that depend on cookies to place targeted ads.

Browsers are also easier to monitor than websites. The Internet has millions
of websites but five browsers through which most traffic passes. Requesting them
to block cookies would establish a do-not-track default that’s easier to enforce.
Under the GDPR, each website has to design a banner for the opt-in mechanism.
Monitoring five banners to ensure they aren’t manipulative is a lot easier than moni-
toring thousands.

Browsers can implement a tracking policy better. They can ask whether to navi-
gate with cookies in a more relevant context than that of websites — even when
well intentioned.”® When websites ask whether you agree to cookies being installed,
you're asked every time you change websites. People find these interruptions bother-
some."9 If browsers posed this question instead, people could be asked when they
open their browser. This change would avoid interrupting navigation. It would
allow people to switch more seamlessly from tracking to no-tracking by opening
a new window. Requesting browsers to block cookies thus allows for a more user-
friendly way of knowing whether a user wants to browse with or without them."*
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This change fits better with the aims of tracking regulations, such as the Cookies
Directive, of requesting consent in a way that's as user-friendly as possible within
technical limitations.™

Most privacy-enhancing technologies — especially those that are more sophisti-
cated — have usability issues.'”* A function embedded in browsers would be simpler
to use. This change would align with broader efforts to hold companies accountable
for embedding privacy as functionally as possible within the design specifications of
the data-fueled products that people use, called privacy by design.'3

The second change to improve tracking regulations is differentiating between
types of tracking based on their privacy loss. Do-not-track regulations would become
more effective by allowing for session cookies while preventing permanent cookies
from being installed. Differentiating cookies helps address choice overload and sets
better incentives for corporations, which is crucial in a context of informational
exploitation.

Different cookies produce different levels of privacy loss. Among other distinc-
tions (strictly necessary, functional, stats, marketing, etc.), session cookies disappear
after the browser is closed while permanent cookies remain in storage until the user
deletes them.™ Permanent cookies — which can last for years — present a higher
risk than session cookies — which usually last for a few hours. Permanent cookies
facilitate data aggregation by different websites, worsening information overload.
Most cookies that enable websites” useful functions, such as a shopping cart, are
session cookies.'*s

Regulations that treat permanent cookies and session cookies differently better
respond to websites’ incentives. Permanent cookies involve more profit for websites
and advertisers, as they facilitate assembling user profiles. Regulations that treat all
cookies equally reduce the benefits of diversification because they incentivize web-
sites to install the most profitable cookies, which are also the most invasive.® It’s
unlikely that websites under a regulation that treats all cookies equally would decide
to install only the least invasive and least profitable alternatives. On the other hand,
if less privacy-invasive cookies could be installed more easily than invasive ones,
websites would have reasons to diversify, leading to enhanced privacy.

Differentiation responds to consent fatigue. Under regulations that don’t differ-
entiate between types of cookies, people entering a website are asked to agree to its
use of cookies (or notified that it uses them). It’s costly for visitors to know, how-
ever, the proportion to which those are session or permanent cookies, categories
to which they could react differently. Perceived privacy risk, as well as annoyance
during browsing, is determined by each banner. Regulations requiring agreement
for permanent cookies, thus providing incentives to use more session cookies, would
reduce the number of times people receive a banner.”” The shift would make the
presence of banners more informative, giving people a better sense of what kind
of privacy loss a banner means. Fewer and more meaningful banners would make
people less prone to automatically accepting them.



Manipulation by Design 85

One should develop skepticism about whether websites don’t extract data from
session cookies stored after the tracking device expires. One study found websites
cloak third-party analytics as regular subdomains of their own websites, finding that
“27 out of go highly sensitive web services (e.g., banks) that we analyzed expose ses-
sion cookies to the web analytics services.”™ That said, a tracking device that expires
with some information being kept is better than a tracking device that doesn’t expire.
It makes the aggregation not built-in but rather dependent on another layer of pro-
cessing that will have some cost and a success rate dependent on each company’s
data infrastructure.

The European opt-in problem was caused by trusting choice design to entities
with incentives to undermine our choices and by focusing on technical specifica-
tions over function. Relying on web browsers instead of a vast array of websites to
design choices and considering degrees of privacy losses would improve regulatory
outcomes. This approach would facilitate enforcement and avoid overinclusion.

Tracking in the Information Economy

Online tracking regulations in Europe, which faced implementation difficulties,
and the Privacy Order in the US, which left the main issue unresolved, shared a
limitation. They both overlooked the role of power in the information economy,
which enables exploitation and undermines consent.

Opt-in tracking regulations, although sometimes considered to be tough on com-
panies, aren’t. The only precedent of a real opt-in system for cookies (the Dutch reg-
ulation) was such a resounding failure that it backtracked to implicit consent. The
EU now incorporated the explicit consent system that failed in the Netherlands,
with narrow differences such as prohibiting cookie walls, without evidence of suc-
cess. ISP tracking shows the extent to which people are unable to accurately esti-
mate how much companies can infer about them, undermining efforts to overcome
consent provisions’ problems. Together, these stories illustrate that policymakers
must consider power dynamics, manifested in manipulative choice architecture
and exploitation of biases such as information overload, when designing privacy
laws for the information economy.

Other best practices go down the wrong path when legislators focus on asym-
metric information, such as turning consent requirements into informed consent
requirements. Notices could give detailed information about data practices, with
long forms for people to complete. For example, they could do so whenever people
enter a website, specifying the cookies they prefer to allow, their purpose, for how
long they prefer to allow them, and for the use of whom. Such a requirement is
similar to what the CCPA mandates, requiring websites to inform visitors about
their cookies, their source, their purposes, and whom they share the data with.”*
Similarly, to comply with the regulations governing cookies under the GDPR, web-
sites must provide accurate and specific information about the data each cookie
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tracks and its purpose — and must do so in clear and plain language.® This path
offers limited benefit because people have to decide whether to agree to too many
options in a context of uncertainty and information overload. It ignores manipula-
tion mechanisms that nudge us into disadvantageous choices and dark patterns that,
exploiting biases through innovative deception methods, turn a nudge into a push.

Treating privacy policies as standard form contracts provides minimal improve-
ments. Unequal information and take-it-or-leave it agreements limit the scope of
allowed consent in standard form contracts.3" But these are only a subset of pri-
vacy’s consent provisions problems. Standard form contracts can be improved with
defaults,’? doctrines such as unconscionability,' and clearer drafting and disclo-
sures for agreement to be specific.’3 But these best efforts are insufficient for per-
sonal data in the information economy because their problem is systemic — not
specific to some bilateral commercial transactions. The application of solutions
developed for these contracts to privacy rests on mistaken constructions about the
underlying interactions.

I proposed here how to design notices in light of information overload, which
would improve current best practices of detailed notices in plain language and
contracts-based approaches. These enhanced privacy notices face a significant hur-
dle too. Most people can’t read long disclosures; notices need to be short.35 Even
if notices clarified typical inferences, they wouldn’t eliminate information overload
because they can’t capture all potential risks without becoming incomprehensible.
To be complete, enhanced notices would need to address how information can

136 Since companies often learn about Al infer-

produce a wide array of data harms.
ences later, and they often share data with third parties, it's even difficult for them to
anticipate how aggregation will occur and the consequences it can have down the
line. While difficult in general, doing so in a short banner on a browser is impos-
sible. Enhanced notices would be an improvement over existing ones, but they
wouldn’t address all hurdles stemming from individual consent provisions. Because
it's impossible to understand in advance how informative each data point is, there’s
no consent regime that can overcome the problem.

I also proposed how to improve tracking regulations based on lessons from
behavioral science. While an improvement, these enhanced regulations would
also leave unsolved the root problem of entities with power unilaterally producing
harm for profit. Even if an improved notice free of dark patterns appeared when
people opened their browser, that wouldn’t be enough. Most people mechanically
accept data collection to access a service because they can’t protect themselves.'3
It's unlikely they’ll gain the ability to consider different forms of tracking and their
consequences every time they open their browser. Agreement to improved tracking
notices will continue to lack as a guarantee of protection.

The law must, instead, regulate companies that are in a position to exploit their
users through their personal information because they know their users’ vulnerabili-

138

ties.>® It should do so in a way that incentivizes companies to care for the interests of
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their users. They're the ones who hold the power and information to determine how
doing so is possible in each situation. These stories’ central takeaway is that even
the best versions of disclosure regimes and consent provisions are insufficient to
address privacy harms created and exacerbated by manipulative design and exploit-
ative surveillance.

Aok K

The stories of Brussels trying to regulate cookies and Washington trying to regulate
ISPs” surveillance illustrate a systemic problem. They show that the problem hasn’t
been the modes of consent. The problem has been the object of consent.

People can’t make perfectly rational privacy choices because they aren’t equipped
to anticipate the consequences of their inferred data. This fact is relevant for any
policy that attempts to protect people’s privacy in relation to corporations. Opt-in
consent requirements and plain language requirements miss the information over-
load mark just as applying contract law principles does.

Ultimately, moving privacy consent from an opt-out to an opt-in model, establish-
ing contract law mechanisms, and reinforcing privacy notices are desirable improve-
ments. The issue is that these improvements are marginal. They don’t solve the root
problem of power and harm because they rely on individual choices. They fall into
the trap of believing that the problem with privacy is that it’s not close enough to a
market. As a consequence, they work as palliative solutions that are helpful only as
long as they don’t distract from meaningful ones. Cookie banners are a reminder
that we don’t have real choices in the information economy; they’re not the reason
why we don’t.

These examples tie to the myths of rationality and apathy. The law fails because
it assumes that people willingly trade their personal information and are relatively
indifferent to those privacy losses (apathy), and they do so after understanding and
considering all costs and benefits (rationality). The efforts of the EU cookie regu-
lation and the FCC were influenced by these myths, creating an unstable policy
foundation that led to their unhelpfulness.

Because exploitation, such as through manipulative design, is a prime feature of
the digital ecosystem, individual consent is a false promise. Laws for the information
economy can and should engage in efforts to prohibit specific forms of manipula-
tion, but they can’t eliminate it because new forms will show up. The chapters that
follow explore what the law should do instead.3® A better way forward is through
laws that establish power-aware accountability mechanisms. This approach would
increase people’s wellbeing while maintaining profitable business practices.
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Victims of data harms don’t get the affordances that victims of other harms get.

During the 1970s, Ford knowingly endangered the lives of Pinto car owners by
ignoring a defect in the car’s gas tank. Ford dismissed preventive safety measures
because a cost-benefit analysis determined that these measures would be cost-
lier than the lawsuits the company would encounter. After one Pinto owner was
severely injured when his car burst into flames, Ford had to pay $125 million in
punitive damages — the equivalent of $400 million today.?

The law doesn’t allow companies to ask consumers: “do you accept the risk that your
car engine may combust?” It just requires companies to sell safe engines. Similarly,
the law doesn’t allow amusement parks to build rollercoasters with varying safety levels
to let consumers choose whether to go on an expensive safe ride or a cheap unsafe
one. It just mandates amusement parks to build in safety measures. Risk-prevention
standards are set by governments and industry, both of which have better access to
information and resources to evaluate risks than the average person. These standards
are limits on consumer choice in the sense that, in our range of options, we can’t
choose to buy a car without a seatbelt or to buy drugs that will poison us. It’s not left
up to us to choose whether to use a dangerous product and hope for the best.

The law, however, has so far let us boundlessly choose how much risk to assume
when it comes to our data in the digital economy. Processing people’s personal data,
by the nature of the activity, creates risks for them. Some of these risks are inevitable,
but most of them can be reduced. Because corporations that process personal data
create risks for others, substantive limits and outcome-connected duties to reduce
risk independently of individual agreements and mandated procedures would be a
legal response that treats it equivalently to other risk-producing activities.

The several-billion-dollars question is how laws can curb those risks while pre-
serving the information economy. To depart from a free market system, data protec-
tion law became too focused on individual control and individual rights to exert
control. It also became too focused on procedure. Modern data protection law has
useful elements aimed at reducing risk, such as data minimization and privacy by
design. Yet they're few and not well enforced.

88
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A better approach is to combine substantive prohibitions aimed at reducing risk
and liability when risk materializes. Data protection law must embrace corporate
accountability for data practices’ consequences, rather than for rule-compliance, as
the cornerstone of protection. Without this change, reforms will fall short of protect-
ing people from data harms. Ideally, data protection law would abandon consent
provisions, make data protection rights independent of individual control, shift from
procedural mandates into substantive ones, and expand its systemic provisions. As
the next chapters explore, it also needs civil liability.3

Ford’s eagerness to ignore the potential for harm to thousands of their custom-
ers because it was cheaper to let them be harmed than to prevent it resembles the
information economy’s lack of, and need for, more meaningful accountability.
Ultimately, Ford was held accountable. But the data giants that make cost-benefit
analyses about their profits and our harms still aren’t.

A RULES FOR CONTROL

Data giants can freely behave like Ford did with its Pinto car.

In 2021, the congressional testimony of Frances Haugen, a Facebook (now Meta)
employee turned whistle-blower, described how Meta sacrifices user safety and well-
being to further its financial interests. Haugen’s words were powerful: “I'm here
today because I believe Facebook’s products harm children, stoke division, and
weaken our democracy. The company’s leadership knows how to make Facebook
and Instagram safer, but won’t make the necessary changes because they have put
their astronomical profits before people.” She explained that Meta is well aware
that its platforms exacerbate body-image issues in teenage girls, facilitate the spread
of misinformation and hate speech, and even enable human trafficking and armed
violence, but has done little to fix it.

Consent in Individual Control

The EU responded to potentially harmful data practices like Meta’s by focusing on
the right to data protection, which protects people’s personal data.’ The EU’s data
protection system influenced jurisdictions worldwide, such as Argentina, California,
Canada, Japan, Israel, and New Zealand.® Data protection may be the most interna-
tionally influential aspect of EU law.”

Data protection law is an effort to move away from a market-based, notice-and-
choice ecosystem into a regulated one.® But data protection systems are strongly influ-
enced by the preexisting market-based system.? After all, they're based on the FIPs.*

Most jurisdictions around the world implemented the FIPs, with their principle
of lawful, fair, and transparent processing, through a pivotal provision in their data
protection statutes that requires individual consent for processing data. For example,
consent is the primary legitimizing basis for processing data in Andorra, Argentina,
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Brazil, Canada, Faroe Islands, Guernsey, Japan, Korea, Mexico, Singapore, and
Uruguay." Consent is key to data protection law everywhere, particularly outside
of Europe.” The US, similarly, historically focused on (consent-based) opt-in and
opt-out rights to protect privacy.” The American system relies on a contracts-based
regime that aims to produce a market for personal information.™ Its sector-specific
federal privacy laws and state privacy laws are similarly based on consent.’s

In the GDPR, on the other hand, data practices are lawful if undertaken based
on any of six grounds: performance of a contract, protection of vital interests, com-
pliance with a legal obligation, public interest, legitimate interests, and consent.™
Fach of these grounds is only sometimes applicable. Performance of a contract is
appropriate when processing to provide an estimate of the costs of a service, but it’s
narrow and it might be an inappropriate ground to develop AL'7 The vital inter-
est justification applies in exceptional cases such as emergency medical diagnoses
of unconscious patients. Compliance with a legal obligation applies when a legal
obligation mandates processing someone’s data.®® The public interest justification is
for public entities under a specific set of conditions.' The legitimate interest justifi-
cation is broader; it applies when corporations “use data in ways that people would
reasonably expect and that have a minimal privacy impact.”*® Ultimately, although
processing can be lawful absent consent, consent is a widespread ground for private
sector data practices in Europe.”

The GDPR may be the data protection legislation in the world that places the

t.>* But that’s a low bar. People’s agreement is key to the

least weight on consen
GDPR beyond consent as a legitimizing basis.”® By a simple count, the GDPR has
seventy-two references to consent. The Charter of Fundamental Rights of the EU,
which establishes data protection as a fundamental right, indicates that data must be
processed “on the basis of the consent of the person concerned or some other legiti-
mate basis laid down by law.”* Agreement broadly considered, as detailed below,
permeates mechanisms of individual control.

The permissive attitude toward individual agreements that these laws give data
practices in the presence of pervasive harms is exceptional in comparison with other
regulated areas. The fact that people can be forced into tradeoffs doesn’t imply
that those tradeoffs are inevitable or fair.*> Imagine legislators replaced food safety
laws with clear notices. Some people would tolerate hazards, risking consuming
contaminated food for lower prices. The mere fact that an agreement would exist
doesn’t mean laws should allow the transaction.® Laws protecting personal data
in the information economy should make protections independent of agreements.

Where consent is not at the forefront, control is, due to the FIPs. Both American-
style privacy law and European-style data protection law are based on the FIPs.*7
The GDPR, like its American counterparts, aims to protect people while ensuring
free movement of data by giving each individual control over their personal infor-
mation.?® The individual control effort is central in EU-inspired data protection
laws in other parts of the world.* What sets the American and European approaches
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apart is that American privacy law embraces consent explicitly through opt-in/opt-
out efforts, while European data protection law embraces it implicitly by focusing
on individual control as a protection mechanism.3°

Building on the FIPs, laws extend consent problems beyond notice-and-choice
and consent as a legitimizing basis. They extend them into the mechanisms that are
supposed to pull our data away from problems such as those outlined in the last two
chapters. Emphasizing individual control reinforces the most troubling aspects of
the preregulatory, free-market system:3' the focus on individual binary choices, the
rationality and apathy myths, and the consent illusion.

The narrative that values increasing individual control over personal informa-
tion emerges from a focus on privacy self-management.3* Politicians using control
as a narrative to deregulate isn’t unique to privacy. Politicians who oppose mini-
mum wage, for example, believe that people should have the right to consent to less
pay, so employees and their employers should freely determine wages. Those who
oppose price controls on monopolies and oligopolies usually say that we should
instead reinforce consumers’ control, which consumers can exercise by choosing
whether to use the service. Individual personal information control is a similar trap.

Data protection rights are the most significant departure from notice-and-choice
since 1973. Systems of data rights across the globe, however, have control (and there-
fore, indirectly, consent) embedded in those rights. Policymakers know consent is
a problem for the notice and choice system. The Australian authority, for example,
acknowledged that “overreliance on consent shifts the burden to individuals to
critically analyse and decide whether they should disclose their personal informa-
tion in return for a service or benefit.”?3 But they underestimate the importance of
the consent illusion for the effectiveness of data rights. The problem’s extension to
data rights is highly consequential for determining how one can and should reform
protections.

It’s Not Right, But It’s OK

The EU, and countries that modeled their data protection law after the EU, depart
from notice and choice by granting data rights, such as the right to rectification and
the right to object. Recently, US states have also taken a step toward this approach
by including data rights in comprehensive privacy laws that started in California and
followed in Colorado, Connecticut, Utah, and Virginia.3+

Although this second wave of privacy laws provide people with the ability to
correct, access, and delete information about themselves, they subscribe to a long
history of privacy laws that prioritize, as Ari Waldman puts it, “atomistic personal
autonomy and choice.” Further, besides prioritizing individual control, tradition-
alist protection mechanisms depend on it. Their reliance on the very notion of con-
trol they reinforce is why some of the most robust data protection regimes don’t solve
informational exploitation.



92 The Privacy Fallacy

Data rights, like opt-ins and opt-outs, rely on users exercising them. The problem
with this regulatory choice is that it turns data rights into mechanisms of individ-
ual control 3° And individual control mechanisms put the onus on people.3” Data
rights end up affording possibilities to exert individual options. But if individuals
don’t or can’t exercise these options, the rights are of little use. Because data rights
place the onus on people, they place people in a fight against corporate power that
they can’t win.3®

Consider the key data rights of the GDPR, one of the strongest data protection
legislations in the world. The GDPR grants a series of individual rights that come
from the prior Data Protection Directive.3? These rights are the right to information,
rectification, erasure, object, and restrict processing. Buying into the myth of ratio-
nal, informed users, they replicate the problems of the illusion of consent.

The right to information grants people the ability to know what personal infor-
mation about them is held by a corporation. Referred to as “the right to know” in
the US, it’s people’s right to ask a company what data it has about them.*° People
can ask for specific information such as a confirmation of ongoing processing, what
personal data are being used, and details of their processing, including risks and
safeguards.# The right to know is of low cost for companies and allows people to
access information about themselves. The issue is that truly informing people is
impossible. People can’t always ascertain which corporations are processing their
data to exercise their right to information toward them.# Further, providing real
people with bounded rationality and limited power to process information with
more information isn’t the same as helping them know.® In reality, people can
exercise a right to receive information from some companies but they can’t really
know what happens with their data. Relying on it, as other data rights do, can be
counterproductive.#

If you ever downloaded your Facebook information, you probably didn’t find it
very useful beyond an anecdote or two. This option is granted by the right to access
your records. The rights to access and to know are treated together in most jurisdic-
tions but bifurcated in the GDPR.# The right to access, used for obtaining direct
access to specific records, exists around the world 4 Having the option to access
records is better than lacking it. But these records tell us little about all-important
forms of data processing and their implications. As technology journalist Kashmir
Hill explains, “most of these companies are just showing you the data they used to
make decisions about you, not how they analyzed that data or what their decision
was.”#7 The right also leaves out inferences in most jurisdictions, where they aren’t
considered personal information.#* And you can request information from one or
two data giants, but requesting access from the thousands of corporations that have
your data (some of which you never heard of) to have a semblance of a complete
picture is impossible.

Another data right is the right to rectification (or to correction).#? This right gives
one the ability to rectify errors in one’s records.®® Those who invoke it can request
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a corporation to correct inaccuracies or supplement information to correct wrong
outputs.>* The right to rectification requires each individual to be on top of records
they don’t hold. Reviewing records and submitting corrections in such a way takes an
unfathomable amount of time and skill. Each person would have to know that the pro-
cessing is happening, who’s doing it, and that the data are inaccurate or outdated. The
right to know doesn’t do this for them. Making this issue worse, the data that corpora-
tions hold are in constant mutation as new data are collected and inferred. One’s efforts
can’t scale to the number of corporations collecting and using one’s personal data.5*

The right to object (also known as right to opposition or restriction) can be used to
stop the processing of someone’s personal data.> The right to object and the right to
restriction, while treated together in most jurisdictions, are bifurcated in the GDPR,
serving an equivalent function depending on which was the legitimizing basis.>*
The right is a close cousin of the opt-out rights that the US historically focused on,
and that the tracking regulations discussed in the last chapter tried to move past
by evolving into an opt-in.>> However, to exercise it, people must become aware of
the data practice, such as through the right to know. The right to object burdens
people with learning what processing is taking place, what its purposes are, and rais-
ing the applicable objections.5® And exercising objections may not suffice. Under
the GDPR, if a corporation establishes a legitimate interest in the information and
shows it wouldn’t interfere with other rights, it can override an objection.

The right to erasure (also known as right to deletion) allows people to have their
data deleted from records.5” The right, which extends beyond the EU to places such
as Brazil and California, allows people to request deletion when a data practice
didn’t comply with the law or the data are no longer necessary for the purposes
they were collected for.5® Under the GDPR, erasure enables people to request the
deletion of any of their personal data, subject to balancing.>® The right to erasure is
all about people monitoring the flow of their own data and taking individual action
to have it removed.® The right requires people to find which entities they should
approach to erase any ill-gotten information about them. People are sometimes
even unaware of which entities have data about them, such as with data brokers.
Mass transmission of data to third parties make it impossible to track down every
data point and to delete the data.

Control-dependence also extends the consent illusion to newer and more con-
troversial data rights. Consider, for example, the right to data portability, which pri-

t.5 People can request for a

marily applies when the legitimizing basis was consen
copy of their personal data to be transmitted to another corporation in a structured,
commonly used, and machine-readable format.%* The right is convenient for people
who want to change service providers and keep information such as their phone
number.% The right to data portability is a new, more robust permutation of the
right to access. And it’s subject to equivalent limitations: it’s hard to exercise, it relies
on people actively exercising it, and, in most jurisdictions, it doesn’t cover inferred

data because they're technically not collected data.%4 Data portability may help level
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the playing field for competition in many industries, such as telecom providers. But
it won’t increase competition for privacy because there’s no functioning market for
privacy in which to improve competition. Because, as discussed in a prior chapter,
corporations don’t internalize the consequences of the risks they create, they lack
incentives to afford protection beyond rule-compliance.% Instead, corporations are
incentivized to maximize data collection and the benefits they can extract. Relying
on individual data portability rights to address the information economy’s privacy
harm is an example of the market view of privacy.

There’s overall a productive, control-independent rationale behind the individ-
ual data rights system. Their exercise can provide insight into otherwise opaque
data practices, improving transparency.®® However, this only works if people actively
exercise them. This rationale evades the problems of control-prioritization, but not
those of control-dependence.

Data rights appear to empower people. But, in practice, in the information econ-
omy, they’re options that people lack time and knowledge to use frequently and
the power to use effectively.®” The law on the books says that people can choose to
exercise those rights to vindicate their privacy. But, in practice, they rarely have the
opportunity to do so. These rights are helpful in individual-to-individual interac-
tions — the types of interactions that escape the consent illusion.®® For example, if
you want to access your medical record from your doctor, the right to information
or the right to access is helpful. If someone shared a picture of you without your
consent, the right to erase is of fundamental importance. If you know your bank has
mistaken financial information about you, the right to correction is convenient. If
you want to switch cell phone carriers, the right to data portability makes that easier
for you. But individual data rights can’t protect people in today’s multi-party, infer-
ential information economy because they aren’t equipped to operate in scalable,

ever-present, and opaque corporate data practices.69

Consent Burdens

Hundreds of years ago, the contract law principle that a buyer of goods is responsible
for ascertaining their quality, called caveat emptor, was introduced. In the informa-
tion economy, caveat emptor expands to data because we're treated as buyers of
digital products and our data are treated as what's given in exchange.” Each of us
must decide what information to allow each company to collect and later find out
the consequences of our choice. Individual data rights reinforce those choices. Data
rights that people can rarely use protect individual interests they can’t act on.
Regulators are used to considering “regulatory burdens”: the costs regulations
place on corporations, including for privacy and data protection. They rarely consider
the costs carried by those whom regulations are supposed to protect. Administrative
burdens are the converse — the workload, time, and effort people must put in to
benefit from regulations. Administrative burdens can take many forms, such as
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filling out paperwork, completing forms, submitting reports, or complying with pro-
cedures. These burdens become a significant challenge for people when they're
time-consuming or difficult to manage. Being pulled into taxing administrative pro-
cesses to access protection has a cumulative burden on people.” This cumulative
burden can lead people to disengage and be accused of apathy. Data protection
creates administrative burdens that Ella Corren calls “consent burdens.””

The amount of consent burden that a regime places on people helps determine
whether agreements are successful in governing its interactions: when the costs of
agreeing are high for people, consent-focused rules, including control mechanisms,
don’t work well.® Laws, in practice, put responsibility on individuals, who must
add information from multiple parties to inform themselves, estimate the risks and
benefits, make rational long-term decisions, and bear the consequences.’ Laws’
traditional attitude toward control has ignored the problems with that model - that
control requirements disproportionately and counterproductively put regulations’
weight on people’s shoulders.

Consent burdens come in two forms. Before-the-fact burdens arise from informa-
tion asymmetry and bounded rationality.”> After-the-fact burdens arise from con-
straining rights and remedies by illusory agreements.”® Before-the-fact burdens are
validated by the myth of rationality. After-the-fact burdens are validated by the myth
of apathy. For example, privacy opt-in systems aim to lower the burden on people
from opting out of surveillance.”” But because of privacy’s moral hazard, they bur-
den people with after-the-fact monitoring. If people opt in, they have to check that
the data are being used properly. If people don’t opt in, they have to monitor that
their information isn’t being collected. As anyone trying to manage their cookies
noticed, this monitoring is effectively impossible.”

Data rights, like consent provisions, are burdensome. People would have to exer-
cise their data rights toward thousands of corporations every day for them to be
effective. Even if someone exercised these rights against each corporation that has
their data, the data each corporation have change by the second. Expecting people
to keep up with this task is as illusory as expecting them to examine and consent to
thousands of data practices day by day.

Control-dependence empties data rights. There’s tension in attempting to
empower individuals by granting control-dependent rights in a digital environment
of pervasive exploitation, made possible precisely because they're disempowered.
Manipulation, for example, makes empowerment through rights illusory.” Through
design, corporations can increase consent burdens to hollow out data rights. For
example, people typically lack the skills, tools, or time required to exercise the rights
to rectification and to object.%® As a consequence, we end up with more options we
can’t use. Laws that are supposed to overcome the consent-based approach to the
information economy instead make people’s decisions more numerous and com-
plicated for them to exert, while relying on them making those decisions for self-
protection. Data rights, ultimately, also rely on the contracts worldview.
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In the worst-case scenario, individual data rights can end up facilitating, rather
than preventing, abuse of corporate power.*' Relying on people’s exercise of data
rights can lead to the unfair blaming of individuals when they fail to exercise their
rights. Blaming people for not exercising their rights elides the fact that exercis-
ing them is challenging. When the privacy myths permeate enforcement authori-
ties, they stifle improvements authorities could make by looking beyond individual

1.52 Authorities, particularly outside the EU, occasionally rely on the myth

contro
of rationality, assuming people can enforce these individual rights — just as others
assume people can evaluate each privacy agreement. When people don'’t invoke
rights that they lack the tools to use, opinion-leaders often conclude that they must
not care about their privacy.% In line with the myth of apathy, rather than taking
infrequent use of data rights as evidence that people need additional protection, it’s
misconstrued as evidence that they could do with less.

In theory, the law aims to halt socially harmful practices while allowing for
socially valuable ones by passing data practices through the strainer of individual
autonomy. In practice, the law legitimizes exploitation by covering harmful activi-
ties with a veneer of legitimacy because they were supported by supposed individual
autonomy.* Systems of individual data rights leave out common interests that are
crucial in light of inferential harms. Traditionalist policies, in doing so, cling to
undefined ideas of autonomy and gloss over the incoherent outcomes of pursu-
ing them.% Relational data, which allow others to make individual choices on our
behalf, exemplify the incoherence.®

The logic of individual control, extending caveat emptor to data, is that people
must oversee and, where necessary, intervene in their data’s processing. This logic
transforms people’s control over processing into responsibility over (selfmanaging)
processing — and, therefore, their protection.®” Shifting responsibility toward people
is often defended under the premise of empowering them. It produces the opposite:
it leaves them vulnerable, providing them with tools that are difficult for them to
protect themselves with.® In other administrative systems, such as welfare programs,
imposing costs and inconveniences on those protected when trying to access the
system has been shown to undermine their usefulness.* Regardless of the regulatory
burden on corporations in the information economy, data protection laws” consent
burden on people is excessively high.

B

The narrative that highlights the importance of individual control enables and
obscures harmful processing, which is unforeseen and mechanically agreed upon
by people.? Individual control is embedded in individual data rights. The limits
of individual data rights are the limits of the law’s traditionalist approach, which
focuses on individual choices while ignoring harmful social dynamics. Harms in
the information economy aren’t just to individuals. They’re also to groups and to
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society.9" Because individual control is disconnected from avoiding data harms, rely-
ing on individual choices, including choices to exercise individual rights, fails to
protect people in an environment of moral hazard and unchecked power.

The rights themselves aren’t the problem. Within the information economy, they
can be useful when used by organizations who combine ability to pool common
interests, time, resources, and knowledge of specific problems.* The problem is
relying for protection on rights that are built on individual control because doing so
distracts from addressing informational exploitation. Although individual data rights
make people negligibly better off, relying on them to regulate the information econ-
omy is detrimental.” Data rights don’t need to be so individualized, departing from
the human rights tradition, which recognizes the interests of groups.* Data rights
would improve if they moved away from the narrative of bilateral contractual rela-
tions between one individual and one corporation. Protections that don’t depend on
control and apply at-scale provide more suitable protection for the reality we live in.

B THE PROCEDURAL APPROACH AND ITS LIMITS

While Frances Haugen'’s testimony happened, Meta published a new policy stating
the company aims to “serve everyone; promote economic opportunity; build connec-
tion and community; keep people safe and protect privacy.”” The company’s rheto-
ric has privacy and human rights at the forefront: it vows to conduct human rights
due diligence and disclosure, remedy human rights impacts, protect human rights
defenders, and “promote a climate of respect and awareness for human rights.”%

Meta’s incongruity between rhetoric and outcomes extends to the company’s role
in developing the metaverse. The metaverse collects more personal information
than ever before, while potentially being more addictive. Meta said it intends to
involve human rights and civil rights groups “from the start” in building the meta-
verse. It said it’s looking to minimize “the amount of data that’s used, build tech-
nology to enable privacy-protective data uses, and give people transparency and
control over their data.”®7 The company’s track record and the reality on the ground
raise doubt about the strength of these commitments. If we have anything to learn
from Frances Haugen, it's that Meta seems to be performing accountability, mak-
ing promises of increased privacy with one hand while undermining privacy, and
human rights broadly, with the other.%® All while respecting, ostensibly, data protec-
tion law’s procedural safeguards.

Data Protection’s Procedural Turn

Data protection laws consist of default and mandatory rules. People can agree to
waive default rules, while mandatory rules are consent-independent. In most pub-
licly enforced regulations, defaults are uncommon: most rules are mandatory, not
allowing parties to contract around them. By contrast, most contract law rules are
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defaults, where the law sets what applies unless parties agree otherwise. Mandatory
rules for data need to be more substantive and less procedural.

Parts of data protection laws set consent-independent, mandatory rules, estab-
lishing what companies can’t do after acquiring agreement. Under the GDPR, for
example, companies can’t seek individual consent to avoid having privacy by design
or to waive the duty to have a data protection officer, when applicable.9 These rules
apply independently of agreements between people and companies, aiming to lead
to data practices that companies believe would minimize risk. They exist in opposi-
tion to default rules, such as the prohibition of third-party sharing, which people can
override by agreement. Consent-independent rules are key for personal data. The
failures of privacy notices and the illusion of consent extend to beneficial legislative
defaults, which corporations can easily nudge people away from."*® Deciding what’s
allowed at the legislative level frees people from needing to self-manage privacy
choices. Substantive, consent-independent rules avoid the practical and moral lim-
its of relying on individual choices in the information economy. However, most of
these benefits are lost in procedural rules.

Because privacy harm is difficult to identify in advance, legislators drafting data
protection rules determine wrongness through procedure. They identify wrongness
in a way dissociated from harms, equating it with prohibited corporate conduct. The
main question isn’t whether a data practice is harmful, but rather whether someone
used personal information in a way that’s forbidden — usually, without a legitimizing
basis, such as agreement.

Focusing on procedure means insufficiently distinguishing harmful data prac-
tices. Even before the inference revolution, Woodrow Hartzog worried that laws
“quickly turn FIPs-based privacy rules into formalistic exercises designed to extract
consent and use the gift of control to saddle the data subject with the risk of loss
for data misuse.” Fred Cate similarly pointed out that “data protection, with its
reliance on narrow, procedural FIPs, is not working ... privacy protection is not
enhanced, individuals and businesses pay the cost of bureaucratic laws.”** The FIPs
focus on procedure, not on substantive protections, because they aim to facilitate
data collection, not restrain it.'*3

Procedural rules provide legal certainty to the entities they regulate — a benefit
over legal standards. Corporations usually lobby for procedural rules, which are
specific and predictable in their application, as opposed to flexible standards. The
success of this certainty-seeking dynamic can be attributed to how the FIPs have
historically been applied.'**

This certainty comes at a high cost. Procedural rules work best when we know
what behaviors are harmful. When we don't, for example because conditions change
rapidly as they do in the information economy, procedural rules fail to capture social
values.'> The procedure-focused way that data protection has been applied under-
mines the benefits that those provisions could capture by moving past individual
control. Data protection rules that determine wrongness through procedure have
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two limitations: including nonharmful activities and excluding harmful activities.
If the aim is to prevent harm, then procedural rules have made laws simultaneously

over- and underinclusive, overregulating and underprotecting.'®

Underprotection

Early criticisms of the GDPR argued that it creates a comprehensive but com-
plicated regulatory model that's unable to achieve what it aspires to: protect
people’s rights.'7 Every regulatory area underprotects to some extent because
legislators can’t anticipate all possible negative outcomes. Personal data’s under-
protection is a problem of degree because of the large number and magnitude of
data harms that laws leave out. And it’s a problem of kind due to its pairing with
overregulation.

Procedural protections, although consent-independent, can’t anticipate, and
much less prevent, most negative outcomes for data. So they leave risks and harms
out. US federal privacy law suffers a version of the underinclusion problem because
it focuses on which actor processes information, leaving out similar data practices
with similar risks from other actors.'®

Regulating a type of technology rather than a data practice is another way to
underinclude.'® European cookies regulations discussed in the last chapter had this
problem, as they meant to regulate tracking but left out other tracking methods."®
One of those is tracking through browser headers, as Paloma Gaos sued Google
for.™" Procedural rules don’t capture harms from technologies that keep changing
because technological change introduces new risky activities that legislators didn’t
predict.”* The US Video Privacy Protection Act, for example, is underinclusive
because it regulates a technology rather than the conduct it enables; it didn’t antici-
pate the ways people watch movies today."

Most data harms come from the abuse of an otherwise permitted activity, not
from engaging in a prohibited activity. As the examples mentioned throughout this
book illustrate, data abuses happen daily within the boundaries of what procedural
rules allow. Abuses inevitably fall between the cracks when laws” mandatory aspects
are procedural. This dynamic replicates preregulatory scenarios where corporations
can extract data for profit in ways that harm people’s privacy, finances, equality,
reputation, and their bodies.

The procedural-rule focus turns data protection compliance into box-ticking
exercises. When the tech industry can interpret and implement the law by way of
checklists, records, and documentation (like privacy impact assessments), compa-
nies find ways to undermine the law in practice. “Check-the-box” compliance ends
up being a performative activity that allows companies to evade accountability.”
This on the ground reality shows where the law went wrong. Obligations to fill forms
shift the focus away from what matters, reducing risks of harm, because preventing
harm in data practices requires thoughtfulness.
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Procedural rules result in victims of data harms fading into the background —
something that regulations that focus on outcomes can avoid. Victims can complain
to their data protection authority about having suffered harm. But if the authority
investigates, and companies did comply with the law by obtaining agreement, vic-

16 Besides, whether and how

tims often have no recourse even if they were harmed.
authorities investigate and sanction is their prerogative. And, in many jurisdictions,

they must do so with delays and shortcomings produced by limited resources."”

Overregulation

One of the first relevant data protection cases illustrates its overregulation prob-
lem."® Over a decade before the GDPR, a catechist at a Swedish parish called Bodil
Lindqvist built a website that provided community updates and helped coordinate
meetings. The website had some information about parish members, such as their
hobbies, and let parishioners know that the priest’s availability would be limited as
he had injured his foot. This would come to be a mistake. When the website came
to the attention of the Swedish authority, Ms. Lindqvist learned that she breached
the law by processing people’s information without their consent."9 Worse, she had
processed health data: a broken foot. For the oversight, she faced three criminal
charges and a fine."

Scholars and courts often remember this case as a success, as it acknowledged the
right to data protection.” But we can forget that the case had a hefty price — some-
one of modest means who, without profiting from others’ data and vested with good
intentions of communicating with her community, faced criminal sanctions that
many deem disproportionate.”** Lindqvist’s case illustrates how procedural provi-
sions overregulate. The reason the case was overinclusive is that, like many others,
it was dissociated from harmful outcomes.

Overregulation extends to the information economy. As Al inferences take over
varied aspects of our daily lives, for some, data protection law becomes “the law
of everything.”» Regulating activities without victims is a common consequence
of moving an issue from harm-focused mechanisms into procedural rules. While
the problem of overinclusion exists outside data protection, its magnitude makes
it a concern — particularly when paired with underprotection. Procedural rules for
everything are the antithesis of risk reduction.

The GDPR has been accused of imposing compliance costs that large, US-based
companies can handle more easily.” These costs, critics argue, lead the GDPR
to reduce competition by increasing entry barriers for new players and cementing
existing monopolies.” Empirical studies suggest that the GDPR reduced vendor
competition by 17 percent and increased Google and FFacebook’s market share by 6
percent.”*® Accusations don’t stop there. Less persuasively, others accuse data protec-
tion of interfering with journalism and free speech,*” access to information,”® and
commerce generally.'
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Independently of their individual merit, these wide-ranging critiques share a
common concern. They aren’t objections to regulating personal information gen-
erally. These critiques are concerned with overregulation stemming from a proce-
dural focus. For example, consent provisions, while least useful for people, have
the largest disparate effect for large and small players: acquiring valid individual
agreements is costly, but economics of scale and scope reduce its cost for large
players.'>°

Overregulation doesn’t have an easy fix. It's a consequence of privacy’s procedural
nature because harmless or socially valuable uses of data are difficult for legislators
to anticipate. Procedural restrictions for data increase compliance costs and prevent
valuable data uses in a context where technological changes constantly change lev-

els of risk."!

For example, it’s a mistake to treat all targeted advertising as quantities
of a single data practice; some data practices for targeted ads harm users and some
don’t.’* Rather than treating all data practices the same, one needs to distinguish
among them.

Laws often address data’s valuable uses with exceptions to procedural rules,
such as those for medical research, journalistic purposes, and historical records.
Because valuable uses covered by the exceptions are unpredictable, these excep-
tions are necessarily indeterminate.’ So either exceptions get proceduralized,
thus losing their intended purpose of capturing unpredicted valuable uses,
or they introduce indeterminacy in a system of procedural rules, defeating the
predictability-increasing purpose of having it Moreover, countless harmless
uses that happen day to day, such as that of Lindqvist, fall outside the valuable
uses and public good exceptions.

The procedure-and-exception approach is a consequence of portraying needed
protections as protections for each individual person. Relational data and group
privacy interests show that “exceptions” to individual privacy when confronted with
group interests, such as health and speech, misrepresent the underlying dynamics.
The approach perpetuates the reductionist view that all privacy is individual and
its dichotomous implication that laws can either make individuals choose to give
it away or have their individual autonomy overridden. Things aren’t getting easier.
Since the Lindqvist case, Al reduced the costs of surveillance and allowed for infer-
ring new personal data, introducing further group harms and collective interests.

The overregulation problem of addressing situations with no harm is also present
in US privacy law. For example, the Telephone Consumer Protection Act, which
aims to eliminate those robocalls that everyone dislikes, focuses on regulating a tech-
nology (auto-dialers) rather than a social practice (spam calls). As a consequence, it
confused the legal status of non-spam automatic replies, inhibited businesses” ability
to contact their existing customers, and slowed down the processing of do-not-call
requests.'>

In the meantime, we continue to receive robocalls and spam texts. Laws like the
US Telephone Consumer Protection Act, in other words, also underprotect.
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An Example: The Right to Be Forgotten

Protection and procedure compliance don’t correlate. Companies who must abide
with data protection procedures perceive them as robust because they must spend
significant amounts of time and resources in compliance.’3® For example, corpora-
tions complying with the GDPR must produce detailed, and allegedly costly, docu-
mentation of their data practices and rule compliance.3” But those whom the law
aims to protect experience it as merely symbolic — while they're harmed.’s® High
compliance costs combined with minimal protection lead to a situation in which
no one wins.

An example of simultaneous concerns of overregulation and underprotection
is the controversy surrounding the right to be forgotten. Before the GDPR, the
Google Spain case recognized the right to delisting, ruling that search engines
must delist content that’s “inadequate, irrelevant or no longer relevant, or exces-
sive.” The right provides individuals the option to remove information from
search engine results.'*° If an individual notices a disagreeable use of their data,
they can request a search engine to remove the data from search results regard-
less of whether it’s harmful "' Recognized widely outside Europe, delisting has
been adopted, for example, by Argentina, Brazil, Colombia, India, Japan, Korea,
Mexico, and Russia.'#

Delisting has been the locus of debate across the globe. It’s one of the most
contested legal innovations for personal data.® That’s because many believe
the right to be forgotten overregulates. They consider the right as having tension
with free speech and access to information.'# They argue delisting information
can restrict the expressive rights of publishers and searchers, as it makes infor-
mation harder to find."# Critics worry that the right can lead to overdelisting
socially and historically relevant information.® They posit that, to avoid liabil-
ity, search engines might remove most information when requested.”#” Some
scholars propose resolving tensions pertaining to the right to be forgotten by

145 This effort illustrates the broader point that

focusing it on harmful content.
anchoring data provisions on harm may solve many of their overregulation and
underprotection problems.

The right to be forgotten, more importantly, is underprotective. Even those with
the means and inclination to make individual requests might quickly tire under the
number of requests normal online activities need and the number of entities these
requests must be made to."# Moreover, thoroughly delisting links is often impos-
sible because data get rapidly traded between corporations. The right can work on
small datasets, such as a public article, photo, or post, not on the inferences that
matter in our interactions with companies, because it’s difficult to identify and
untangle data from the inferences they create after being combined with other
data.’>® This reality leads to critiques that the right gives false hope to the people to
whom it’s granted. The right to be forgotten, for many a symbol of strict regulation,
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illustrates how the consent burden can import the procedural approach’s limits
into individual rights.

Power dynamics permeate the right to be forgotten too. Upon receiving a
request, a search engine must determine whether the request outweighs other
rights or interests, such as free speech and access to information, as the right is
subject to balancing.">* While the right to be forgotten created compliance costs,
it also empowered Google by cementing its position as a global administrator of
access to information.

The FIPs aren’t inevitably traditionalist: nothing explicit in them reduces them to
user agreement and procedure. They indicate that any processing of personal data
must be “lawful, fair, and transparent.”’5* But governments around the world, when
crystalizing the FIPs into laws, turned them into procedural protections with room
for corporations to circumvent.

The US FTC Chair, Lina Khan, is amenable to moving past the procedural
approach. In one of her first speeches about privacy, she stated: I believe we should
approach data privacy and security protections by considering substantive limits
rather than just procedural protections, which tend to create process requirements
while sidestepping more fundamental questions about whether certain types of data
collection and processing should be permitted in the first place.’s® The next section
explores one way to do this.

C REDUCING RISKS OF HARM

At a Washington Ideas Forum in October 2010, then-Google chief executive officer
(CEO) Eric Schmidt was characteristically candid to a startled audience. “With
your permission you give us more information about you, about your friends and
we can improve the quality of your searches,” he said. “We don’t need you to type
at all. We know where you are. We know where you've been. We can more or less
know what you're thinking about.” And, after a pause, added: “Was that over the
line?”54

Traditionalist data protection laws focus on two mechanisms. First, they help
each of us reduce our own harm through individual choices. This burdens people.
Second, they establish procedures for corporations to complete. This forgets about
people. No one thinks this system succeeded in aligning corporate incentives and
resolving individual and social digital harms.'>> Not even those in the industry that
produces those harms.'s®

Regulations for the information economy would improve by shifting their focus to
harm-reduction. Three paths go in this direction: substantive control-independent
rules, risk-based legal standards, and accountability tied to harm.
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Prohibiting High-Risk Data Practices

Laws need accountability mechanisms that rein in broadly dispersed, systemic data
harms. To begin addressing them, they could make their mandatory provisions that
transcend “I agree” moments substantive rather than procedural. Laws could limit
what corporations can do with our collected and inferred personal data. Incorporating
prohibited data practices would free people from having to self-manage risk-related
choices over which they have uncertainty and powerlessness.

Legislators can prohibit high-risk data practices, likely to be against collective best
interests, while recognizing data processing as a legitimate activity. The law prohib-
its high-risk forms of otherwise allowed activities in various areas. It doesn’t for data.
In attempting to make data collection more ethical, laws can miss the possibility
that not all data practices may be justifiable and some may be impossible to do ethi-
cally.’7 Identifying data practices, such as specific uses for personal data, as too risky
and prohibiting them independently of agreements parallels how the law addresses
risk in other domains. By focusing on a social dynamic rather than on procedure,
they can avoid over- and underregulation problems.’s®

The GDPR engages in similar risk assessments, but they can improve. For exam-
ple, the classification of sensitive information is motivated by its higher risks."
But this idea builds on an unhelpful binary in which one type of information is
seen as inherently harmful and another as inherently harmless, as the Lindqvist
case illustrates.’® The right to be forgotten allows one to delist high-risk informa-
tion. But it depends on individual action. Data protection impact assessments are
consent-independent and systemic, aimed at providing accountability through bal-
ancing risk to fundamental rights with other interests. But they're weakened by their
prospective and hypothetical nature: by remaining procedural, they turn into box-
ticking exercises. Legislative attention should focus on risk of harm while moving
assessments past procedure and individual control.

The key to calibrating responsibility to risk of harm is that prohibitions meet three
criteria. First, they can’t hinge on user agreement, like requiring explicit consent
to process sensitive information. Second, they should address systemic rather than
individual problems, accounting for relational data — not merely providing indi-
vidual control options. Third, they must be substantive, rather than procedural.

Prohibiting high-risk data practices would bolster laws™ after-the-fact account-
ability. Limiting high-risk data uses, for example, curbs informational exploitation
because it focuses on ongoing data practices. These prohibitions avoid burdening
people with making risk-reducing choices at “I agree” moments. Instead of identi-
fying unacceptable data practices through a (nonfunctioning) market, legislators
would do it through the political process. It would be a collective process rather than
an individual one, fitting for collective rather than individual harms.

To create desirable substantive use-restrictions, some jurisdictions use Al regula-
tions to prohibit specific high-risk data uses or purposes. An example of this is the
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proposed EU Al Act.' The Act is structured by risk, prohibiting some uses of Al
considered the riskiest, such as social scoring in the public sector and facial recogni-
tion for law enforcement, with exceptions.'® The Act includes a harm requirement
in the prohibitions, stating that it’s for an activity within the parameters that “causes
or is likely to cause that person or another person physical or psychological harm.”3
The probabilistic harm requirement may be criticized for limiting the provision’s
scope. However, it correctly presses on the link between ongoing restrictions and
risk prevention. It makes explicit that ongoing restrictions aim not to maximize con-
trol but to prevent harm. The proposed Canadian Artificial Intelligence and Data
Act takes a similar risk-reducing approach.’** Facial recognition bans in some US
cities are another example of this approach.'®s

The watered-down version of prohibiting risky uses in data protection law is the
purpose limitation principle, taken from the FIPs. The principle could more accu-
rately be called purpose specification, as Canada calls it, because it doesn’t limit any
purposes but only mandates that corporations specify them. The principle relates
vaguely to the idea of addressing risk systemically. It doesn’t limit any uses and it oper-
ates through privacy policies. It operates before-the-fact. As a consequence, it doesn’t
address informational exploitation as prohibiting high-risk uses and setting liability do.

Enforcement illustrates how use-prohibition is systemic. Enforcement can take
two forms: fines and private rights of action. Upon a violation of a use prohibition,
depending on the type of enforcement, a noncompliant corporation faces a fine
(public enforcement), monetary damages (private right of action), or both.'® In
either case, responsibility for engaging in risk is implemented as responsibility for
engaging in a prohibited use that’s likely to be harmful. While this is not the case
for all forms of protection, the best-positioned entities to enforce risk provisions are
enforcement agencies. They have better information about violations that increase
widespread risk without producing individualized harm.

Reforms toward reducing risk systemically in line with Al regulations would aban-
don control-reinforcement and procedure-dependency in data protection law to
move it toward meaningful accountability. Data protection authorities can enforce
these rules better than control-based ones because these rules don’t vary on a person-
to-person basis.

A Shift to Legal Standards

Rules are specific instructions that must be followed. They typically provide clear
guidance on how to act. For example, traffic laws are a type of rule that specify how
people must operate their vehicles on the road. Standards are broader principles
used to evaluate whether someone acted wrongly. Standards are open to interpreta-
tion. For example, many professional codes of ethics include a standard requiring
lawyers to act with integrity, rather than listing specific behaviors, because acting
with integrity depends on the context.
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A possible response to procedural rules’ limitations is making data protection law
more standard-driven. Making laws more standard-driven means putting after-the-
fact accountability mechanisms at their center, rather than as an add-on for before-
the-fact provisions. Data protection standards include data minimization, privacy
by design, and negligence or strict liability in liability provisions. These substan-
tive provisions focus on systemic effects, matching the GDPR’s declared focus on
accountability, shared by other EU-inspired jurisdictions.'®7

One GDPR standard that addresses risk systemically is data minimization.
requires that personal data are only collected and processed to the extent neces-

sary for specified purposes.® It’s also present outside the EU, such as in US state
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legislation.’”® Data minimization requires corporations to consider alternatives
and adopt the one that requires the least data to achieve the desired outcome. It
doesn’t attempt to specify what's sufficient data for each purpose in advance at the
legislative state.

Limiting the amount of data that companies collect reduces informational exploi-
tation as well as their potential for other harms, such as discrimination. Data mini-
mization mitigates boundless data collection without burdening each individual to
do so. It doesn’t leave it to individuals to determine how much data are appropriate;
regulators must do so in light of specified purposes. When enforced by a central
authority, data minimization works as an improved version of the individual rights to
object and erase: it addresses overcollection, but it does so systemically. Conversely,
like those rights, individuals find it impossible to monitor. Relying on individual
complaints to enforce the data minimization principle, therefore, boils it down to
a replication of the less useful rights to object and erase. Data minimization thus
shows that standards that address risk need an enforcement authority with investiga-
tory and sanctioning powers, which some jurisdictions lack.

Another systemic standard is privacy by design, known in the EU as data protec-
tion by design. It requires companies to implement measures that consider privacy
during all phases of data practices. It was motivated by the view that “the future
of privacy cannot be assured solely by compliance with legislation and regulatory
frameworks.””" That's because “legislation and regulatory frameworks” is often
equated with “procedural rules.” Privacy by design, when adequately implemented,
can establish a risk-utility standard, which requires manufacturers to adopt design
precautions proportionate to the magnitude of expected risk.'” It's a method of pre-
venting harm with a flexible legal standard by establishing accountability, without
requiring legislators to predict unpredictable consequences.'” For example, an Al
system would meet this standard when it doesn’t introduce foreseeable risks of harm
that a reasonable alternative design would have avoided where the omission of the
alternative design renders the product unreasonably risky.

A concern against legal standards is the introduction of indeterminacy. Some
degree of indeterminacy is a consequence of developing laws that respond to future
problems and technologies that legislators can’t predict.'7* One can’t predict all the
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negative consequences of data practices, so constructing flexible duties that courts
and regulators can apply keeps protected groups at center stage. Standards work best
when society agrees on the values to be protected but it’s difficult to predict actions’
wrongness before-the-fact.'”> Standards” indeterminacy gives them the flexibility to
adjust to unpredictable harms to social values; it’s also their main benefit.'?® For
example, strengthening privacy standards could make data breaches less damaging
if, as a result, a breached company holds less personal information or the informa-
tion it holds is less risky.'77

Standards’ indeterminacy isn’t absolute. The rules—standards division is a gradi-
ent, not a binary, and data protection doesn’t need to be at the end of that gradient.
Standards become more certain with time as theyre applied to different situa-
tions.'” For example, consider the duty of loyalty, which agents have toward their
principals and boards of directors owe to the companies they work for. The duty of
loyalty is a standard, which means that courts decide whether an agent was loyal to
their principal (or a board member was loyal to their company) when they're sued
for it. The obligation to “be loyal” sounds uncertain, but the law evolved to give it
clear meanings, including specific duties about what information to disclose and
how to behave when faced with a conflict of interest.

Specifying standards with time makes them more rule-like, but keeping some flex-
ibility is desirable. The problem with the FIPs was precisely turning principles into
procedural rules, keeping their downsides but losing their benefits.'” Regrettably,
data protection standards are often implemented as if they were sets of rules that one
can turn into box-ticking exercises. Data minimization, for example, is critiqued for
being overinclusive and ignoring varying levels of risk — a problem characteristic
of rules.’® When the standard’s application crystalizes it too much into procedural
rules, it loses its ability to capture unpredictable harms.

Privacy by design, similarly, is sometimes either crystalized into too-specific pro-
cedural rules or made unhelpfully vague.’® A helpful permutation of privacy by
design, rather, is combining a risk-utility standard with a prohibition of deceptive
design. This prohibition, as a second-best to acknowledging that agreement in the
information economy doesn’t capture consent, would respond to the reality that
design affects privacy choices.’® It could reduce deceptive mechanisms such as dark
patterns.®®> Well-established theories of preventing deception, such as negligent
misrepresentation torts, can serve as a basis for its application.184

A controversial standard of these characteristics that receives significant policy
attention is the duty of loyalty.

Information Fiduciaries: The Standard of Loyalty

The theory of information fiduciaries suggests that entities who invite others to trust
them with their personal information, and who profit from it, should be required to
act in the best interests of the people who trusted them with it.
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Information fiduciaries theory states data companies should act in the interest of
their users — or broadly of those whose data they process.’®s In this context, best inter-
est means making sure data practices don’t endanger or negatively affect people.™®
Imposing fiduciary duties means holding tech companies liable if they fail to priori-
tize user interests that they should protect.

Fiduciary duties are standards. By operating after-the-fact, fiduciary duties can
adjust to new harms we haven't yet anticipated.’” As Woodrow Hartzog and Neil
Richards explain, “loyalty’s supposed fatal flaw — its indeterminate vagueness — is
actually a great strength of flexibility and adaptability across contexts, cultures, and
time ... [It] allows us to deal substantively with the problem of platforms and human
information at both a systemic and an individual level. "

Information fiduciaries would begin to address the nuanced limitations of existing
laws because fiduciary duties could bolster it with mandated behavior that’s inde-
pendent of agreements extracted from users. Fiduciary obligations likewise depart
from procedural approaches tied to determining prohibited behavior in advance.
They determine whether a data practice was harmful or didn’t prioritize people’s
wellbeing after the data practice takes place. By introducing consequence-focused
accountability, they depart from privacy’s procedural turn.® As a consequence,
they can avoid overregulation and underprotection problems.

The fiduciary expectation responds to the power asymmetry between corpora-

19° It would require cor-

tions and their users that enables informational exploitation.
porations to change business models to mitigate manipulation.'”" Tech giants have
more power over our future than doctors, lawyers, real estate agents, investment
managers, and estate executors, among others, who have fiduciary duties toward us
based on that power.'* They place themselves in a position to affect others” wellbe-
ing, which enables informational exploitation. The proposals to impose duties of
loyalty to entities who invite people to trust them with information, making people
vulnerable to them, are a response to that power.'? Fiduciary duties can address
the asymmetries of power that leave people vulnerable in the information economy
because that's what they're designed to do in other social relationships.¥* As long as
they're not limited to contractual relationships, they address moral hazard’s incen-
tive misalignment that leads to informational exploitation.

The information fiduciaries approach, however, isn’t free from criticism. First,
critics argue that the approach fails to explicitly protect non-users’ data, leaving
out those without prior relationships to duty-owing companies.'> Relatedly, iidu-
ciary relationships would, in principle, not protect users from indirect harm once

196 Second, scholars critique informa-

their data is sold or shared by the fiduciary.
tion fiduciaries for the absence of a shared understanding of a trust relationship,
which is a vital element of traditional fiduciary relationships.’” Third, with dubi-
ous corporate law foundations, others critique that fiduciary duties to shareholders
may conflict with new duties as information fiduciaries.'%® Fourth, because plat-

forms’ profit depends on personal data, critics believe it would be complicated to
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identify limits over what information fiduciaries can do with it without destroying
their business models.'

The following chapters propose a simpler alternative: liability for material and
immaterial harm, including for informational exploitation. The liability solution
is simpler because information fiduciaries presuppose the ability to compensate,
so one needs a liability framework in place to implement information fiduciaries —
but one doesn’t need the controversial fiduciaries idea to implement the liability
solution. The information fiduciaries proposal implies establishing duties of care
and loyalty by data giants to their users.** In the following chapters, I argue that an
intermediate duty not to harm is enough.

To regulate the private sector effectively, lawmakers must reorient data protection
laws. An ideal reorientation would be threefold. It would de-emphasize control
in data protection rights, keeping them for person-to-person interactions without
relying on them to solve power dynamics in the information economy. It would
bolster data protections law’s substantive provisions over procedural ones. It would
expand data protection law’s standards that address risk of harm systemically, creat-
ing accountability that can adjust to new harms.

Individual control rights with public enforcement are better for privacy than a
free market system, but they're insufficient. Their guiding principle is a transac-
tional model, even though they operate over a social reality that’s not primarily
constituted by voluntary transactions. Data protection laws built on the FIPs inherit
their weaknesses: rationality and apathy assumptions that build back doors into the
protection system. They include nonharmful data practices and leave harmful data
practices out.

The law often combines risk-reducing standards with after-the-fact civil liability
when there’s uncertainty about what measures prevent harm. The law uses these
front-end safety measures in conjunction with back-end threats of liability to prevent
harms like the Pinto incident. This combination exists in areas as diverse as driv-
ing regulations, environmental protection, competition law, consumer protection,
professional malpractice, product liability, and any kind of license or permit such
as building, air law, trains, and financial products, among others. Data, as the next
chapter details, need this system too.



Pervasive Data Harms

Privacy law expects people to behave as if they had clairvoyance.

In 2016, Uber had a data breach involving its drivers’ and users’ information. An
Uber driver sued, claiming that the company failed to secure their personal data
from unauthorized parties. But the judge didn’t see any harm done. He explained
that privacy harm, to be real, must be “highly objective ... from deliberate and sig-
nificant invasions” and “individuals who are sensitive or unusually concerned about
their privacy are excluded.”

Judges often claim they’re unable to assess privacy harm. And, to some extent,
they're right. Judges are tasked with determining whether there’s harm in each
case and if so how much, which are tricky questions to answer in the absence of
physical or economic harm. Contrast this description with people making daily
privacy choices, such as agreeing to a data practice or enforcing a data right.
While our legal system accepts that courts may be unable to identify privacy harm
after it occurs, it expects people to identify harm (and act accordingly) before it
happens. The law hastily accepts that legal experts may be unable to see privacy
harms and then expects nonexperts to anticipate those same harms. This expecta-
tion is absurd.

Privacy law places the onus on those whom it protects. It unreasonably expects
people to foresee the consequences that may arise from data practices outside their
control — and beyond their ability to predict. It's up to each of us to engage in social
and commercial life in the information economy at our own risk. But if the judge in
the Uber case couldn’t see the data leak’s harm after it happened, how was a “sensi-
tive or unusually concerned” driver supposed to anticipate it? Even if he could, what
was he supposed to do to prevent it? The burden of anticipation on people adds to
the few incentives for corporations to take measures that mitigate risk.

Two mechanisms contribute to this unrealistic expectation. The failure of indi-
vidual control mechanisms such as consent provisions defeats the expectation that
people will anticipate these harms and agree only to data practices that don’t harm
them. Procedural rules are also woefully insufficient for protecting personal infor-
mation because they're insufficiently related to preventing harm. These rules are
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typical of contractual activities, but privacy harm occurs outside them. Hacks such
as the one the Uber driver faced are essentially digital snooping that people experi-
ence because someone didn’t keep their data safe enough.* They’re accidents, but
the law tries to address them with principles from contracts.

Harm prevention requires accountability for the consequences of data practices,
not just accountability for corporations’ promises in privacy policies and compli-
ance with procedural rules. Laws formed primarily by individual control provisions
and procedural rules fail at curbing informational exploitation. To address it, pri-
vacy law must create responsibility for corporations stemming from the impact their
data practices have.

Civil liability, which allows for court-determined compensation based on harm,
is a common legal method for tying accountability to the consequences of corporate
behavior. For civil liability to be workable in the information economy, it must
overcome the privacy fallacy and incorporate intrinsic privacy harm. Civil liability,
thus modified, can compensate people for the resulting harm more effectively than
our current model and address informational exploitation by leading corporations
to internalize (incorporate the costs of) the risks they create.

Identifying privacy harm is difficult for courts, but not uniquely difficult. There’s
an irony in privacy law’s trust in people’s ability to predict and prevent harm to
themselves paired with its distrust in legal professionals” ability to identify harm after
it happens. This chapter suggests how one can identify privacy harm, aiming to
provide courts and regulators with a way to move beyond the privacy fallacy, which
leaves them oscillating between failing to recognize privacy harm at all or treating
all data practices as harmful.

A WHAT PRIVACY LIABILITY IS FOR

In 2021, TransUnion, one of three large credit bureaus (Equifax and Experian being
the others), mislabeled thousands of people as possible terrorists and other national
security threats in credit reports made available to employers and creditors.> One of
the victims, Sergio Ramirez, learned about this mistaken designation when he was
prevented from buying a car. He sued TransUnion as part of a class action, arguing
that the company didn’t take reasonable measures to ensure its files were accurate.
The company argued that plaintiffs lacked the right to sue because they didn’t suffer
any concrete harm.* The US Supreme Court sided with TransUnion. The plaintiffs’
risks of harm they were exposed to were insufficient.>

Addressing situations like TransUnion’s requires two things. First, recognizing
the material harms that many victims, such as Ramirez, experienced. Second, rec-
ognizing the intrinsic privacy harm that all victims experienced. Privacy harm is the
wrong of producing unjustified privacy losses for others for private gain, violating
privacy’s socially recognized value. Privacy harm will remain invisible, and exploi-
tation in the information economy will proliferate, as long as courts and regulators
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perceive privacy interferences solely through the lens of monetary losses, falling
into the privacy fallacy of acknowledging privacy’s intrinsic value in theory while
dismissing it in practice.

Data Harms

Data practices in the information economy can harm people in various ways. Such
harmful results are no longer exceptional and they increasingly occur through
inferred information.

Data harms include reputational harm (for example, when employers find inac-
curate information about a job candidate), financial harm (such as identity theft),
physical harm (like doxing, where the disclosure of personal information often
leads to bodily harm), discrimination (for example, when a member of a nonvisible
minority is outed), and harms to democracy (such as when someone’s tricked into
voting for a candidate they wouldn’t have voted for otherwise).

The information economy is plagued with reputational harms. While harms to
people’s reputation happen offline, digital abuse and harassment amplify them.®
Digital abuse, as Ari Waldman puts it, “is particularly pernicious because it is cheap,
fast and permanent.”” Countless women see their intimate information and naked
bodies commodified.* Women who face digital abuse are often accused of engaging
in sex work or pornography.? Digital abuse often involves nonconsensual distribu-
tion of intimate images, impersonation, or both." In a US case, Matthew Herrick
sued Grindr because it lacked features to prevent impersonators and dangerous con-
duct, allowing impersonators to direct thousands of strangers to his home and work
looking for sex." Grindr profited from Herrick’s data but didn’t provide basic safety,
even after Herrick asked for help.

Financial harm is another common data harm.” A salient example is identity theft
enabled by stolen or leaked personal data. Examples of financial harm also include
credit card fraud; insurance premium increases due to data leaks that undermine a
person’s insurability;"® increased prices due to price discrimination as surveillance
leads to personalized pricing;'# and ruined credit scores, which disadvantage people
looking for a loan, a home, or a job.” Manipulating people into buying things they
don’t need or want, called “behavior modification,” is a pervasive business practice
that harms people’s finances.'®

A third type of data harm, crossing the boundary between digital and physical,
is harming people’s physical integrity.'7 Digital abuse enables stalking online and
offline that, for some victims, leads to bodily harm or threats of serious bodily harm.*®
In extreme cases like Tyler Clementi’s, described in the book’s Introduction, they
even lead to death.” Another form of digital abuse is doxing, which enables physical
abuse by others.* Data-enabled harms to physical integrity are disproportionately
suffered by women — who throughout history have disproportionately experienced
sexual privacy harms.”
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A fourth type of data harm is discrimination — when members of historically
disadvantaged groups are treated unjustly due to their group membership.*
Discrimination is amplified, for example, when a platform allows its users to make
decisions based on race and other protected characteristics. Website Roommates
.com did so by asking subscribers about their gender, family status, race, and sexual
orientation, to allow other users to filter by those criteria.” Facebook used to make
it possible for marketers to tailor who saw ads by race, gender, nationality, and
other protected characteristics. It still has over 5,000 user categories, some of which
enable discrimination by advertisers.** When algorithms make decisions based
on people’s information, opaque discrimination can occur as a consequence.
Algorithmic discrimination takes place on a larger scale than human discrimina-
tion, while it hides behind promises of neutrality.*> Discrimination shows how data
harms are often social.

A fifth type of data harm is harms to democracy. In recent years, online efforts,
many of them through mainstream social networks, were found to influence vot-
ers based on their data.*® The controversy involving the use of data from millions
of Facebook users by Cambridge Analytica reflects this. Cambridge Analytica
was a consulting firm that worked for political campaigns, including Donald
Trump’s, that obtained personal data from Facebook users without their knowl-
edge for targeted political ads. The scandal, which led to public investigations
and a settlement for $725 million, led commentators to argue that big data
threatens democracies by influencing voting outcomes around the world.”” The
scandal illustrates the limits of users’ agreements, the ease of targeted online
manipulation, and how informational exploitation leads to widespread harms.2®
Manipulation in the information economy that involves privacy harm may also
result in social harms to liberal democracy.® The thing is, it’s unclear whether
Facebook broke any laws.3°

These are common examples of data harms, but not the only ones. People can be
blackmailed based on their personal information.? They can suffer post-traumatic
stress disorder after being doxed. They can be subjected to unlawful arrest after
being swatted — when someone falsely reports an emergency to use law enforcement
to frighten or harm another person. As technology evolves, new data harms that are
difficult to anticipate so as to specify them in legislation continue to emerge.?* They
all have one thing in common: theyre enabled by the collection, processing, and
sharing of personal data.

Privacy Harm and Consequential Data Harms

Data harms are consequential harms of data practices. They include deliberate prac-
tices, such as TransUnion’s, and profiting from people’s data without keeping it safe,
like Uber in its case against a driver or Grindr in its case against Herrick. Privacy is
tied to a host of harms because data-driven interactions permeate countless aspects
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of our lives. When those harms happen, one shouldn’t lose sight of the fact that data
practices also produce privacy harm. When a person is subjected to harms due to
the collection, processing, or disclosure of their personal data, identifying both their
eventual privacy harm and consequential harms is helpful for determining how to
remedy them.

In one of their earliest distinctions, Ryan Calo called these consequential data
harms “objective” and privacy harms “subjective.” In Calo’s words, consequential
(objective) harm is “the actual adverse consequence — the theft of identity itself or
the formation of a negative opinion — that flows from the loss of control over infor-
mation or sensory access.”3* Intrinsic (subjective) harm is, for the most part, “the
perception of loss of control that results in fear or discomfort.”® This framing tracks
the distinction between material and immaterial harm in the GDPR 3°

I refer to Calo’s “objective harms” as consequential harms because, although
they're external to privacy’s intrinsic value, they happen because of the collection,
processing, or sharing of personal information.3” Rather than an affront to privacy’s
social value, they affect other values, such as people’s finances, reputation, and
physical integrity.

A single data practice can produce various harms. Picture a data broker that pub-
lishes or sells people’s names and addresses. When brokers do this, they facilitate
consequential harms by third parties, such as bodily harm if the information shar-
ing results in violence, or psychological harm if someone develops post-traumatic
stress disorder after suffering harassment.3® By enabling and facilitating these harms,
they're complicit in their perpetration.?¥ They're also engaging in privacy harm.
Publishing that information constitutes privacy harm because, as discussed below,
it exploits people in a way that interferes with privacy’s socially recognized values,
such as autonomy and intimacy.4°

The interaction between privacy harm and consequential data harms is similar
to the tort of battery, which protects people from inappropriate or harmful physical
contact. Battery chiefly protects one’s physical integrity, but that doesn’t render all
harms caused by battery physical harms. Battery, for example, can cause psycho-
logical harm if an injury is severe enough. It would be inaccurate to treat those psy-
chological harms as physical harm because they were caused by battery. Similarly,
the privacy tort chiefly protects privacy values, but that doesn’t mean that the only
harms that a privacy intrusion can cause are privacy harms.

Identifying privacy harm clarifies its close relationship to consequential data
harms. Recognizing privacy harm helps victims obtain needed redress for these
other interests as well. For example, when credit bureaus are hacked but victims
lack evidence that this caused them financial harm, courts are often unsure whether
to grant people a remedy.# Recognizing privacy harm is especially important for
marginalized communities, such as the LGBTQ community, because of privacy’s
distributional effects: its relationship with preventing discrimination, promoting
intimacy, and protecting autonomy.+
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The Problem: Harm under the Privacy Fallacy

The privacy fallacy results in a reductionist view of the world where people’s privacy
is only worth protecting to prevent material harms happening to them. This mis-
taken conception has enormous practical implications: it interferes with the right to
sue and obtain compensation.

The main hurdle to achieve accountability in the form of liability is to prove that
one was harmed. The reductionist approach interferes with the right to sue and obtain
compensation because it prevents courts from identifying harmful privacy losses.

In the US, there’s a court split on how to address the challenge of identifying pri-
vacy harm.® To grant the right to sue, many American courts require data misuse to
be tied to consequential harm.* Most federal cases involving financial information,
for example, are dismissed because plaintiffs couldn’t prove financial harm.# To
ground a lawsuit, stolen financial information must have led, for example, to identity
theft.#® These courts call subsequent consequential harm, such as financial or repu-
tational, “actual” harm, and use it to identify and measure the gravity of an offense.#7

This position arises, in part, because of the American standing doctrine. To
have standing means to have the right to sue. To sue at a US federal court, one
must establish a concrete invasion of a legally protected interest that affects one
differently than everyone else (called an injury-in-fact). To satisfy this requirement,
one must have a personal stake in the outcome of the case, and must be able to
demonstrate that one has been particularly impacted by the issue at hand. The US
Supreme Court (unsatisfactorily) addressed the right to sue in privacy in light of this
requirement in the TransUnion case. It indicated that Ramirez and other members
of the lawsuit needed a concrete harm to sue, but it failed to identify privacy harm as
being concrete.# As a consequence of equating concrete with consequential, most
privacy and data security actions in the US fail the moment they arrive at federal
court.# Curiously, national security statutes in the US implicitly recognize intrinsic
privacy harm for some types of collection, making its rejection for the information
economy somewhat ahistorical >

Other US courts, however, focus on rule violation, most frequently a procedural
or consent rule, for people to sue. They focus on statutory violations at the collection
or disclosure stage to ground legal action.>* Some of them note, for data breaches,
the absurdity of waiting until stolen personal information is misused and it creates
material consequences to find harm.5* They consider that no harm is required to sue
for data breaches when a statute provides the right to sue.5

Comparable court splits exist in Europe. For example, they do among German
courts regarding compensation for GDPR violations. Some German courts accept
any GDPR violation as sufficient to warrant compensation.>* After a company mis-
takenly forwarded someone’s banking application to an uninvolved third party and
failed to notify the victim of the incident, for example, a Darmstadt court awarded
nonmaterial damages. The court established that the accidental sending is enough
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to award damages since it results in the person losing their control over their data.>
Other German courts adopt the opposite view and consider breach insufficient, also
requiring consequential harms.’® When a booking portal illegally shared someone’s
information with other travel agencies they had used in the past, a Hannover court
dismissed the claim, stating the data sharing constituted only a “perceived inconve-
nience.”s” With variability, courts in Luxemburg tend to be satisfied with a violation
of a legal rule and fault, while courts in Spain and Italy tend to require proof of
consequential harm.5®

FEuropean courts struggle to navigate harm absent the constraints of American
federal standing. In a 2021 Austrian case, the postal service collected information
on political affiliation and offered it to political parties for algorithmically driven
targeted ads.”® An anonymized plaintiff was illegally labeled as having a high affinity
for far-right populism. They sued the postal service claiming that the association was
insulting, damaging to their reputation, and shameful.® They asked for nonmate-
rial damages for distress, anger, loss of trust, and feeling of exposure. The Austrian
Supreme Court referred it to the Court of Justice of the European Union to clar-
ify the scope of nonmaterial damages." The Advocate General’s opinion, which
avoids taking a stance on whether the plaintiff is entitled to nonmaterial damages,
shows the difficulty in assessing harm.® The opinion takes a dismissive approach
to nonmaterial (intrinsic) harm, reframing the question as “compensation without
damage.”® The opinion has difficulties finding how to identify privacy harm as it
struggles to distinguish between what it describes as “mere upset” and “genuine
non-material damages.”®* Similarly, activists worry that removing compensation for
a statutory violation would mean people would rarely receive any compensation for
nonmaterial harm.% The court ruling is pending,

Canadian courts also fall into the dichotomy. They routinely dismiss cases that
claim stress, anxiety, or risks produced by data losses, stating that these harms are not
compensable but rather a normal inconvenience of living in society.®® They did so
even when someone left a laptop with people’s unencrypted financial information
on a train.” On the other end of the dichotomy, there’s the Canadian Supreme
Court. When Deborah Douez and others sued Facebook for its “sponsored stories,”
which used their names and pictures without their consent for ads, breaching pro-
vincial law, the court allowed users to sue without claiming harm.®

The split in courts” approach to harm is coupled with a temporal dimension.
Opverall, courts are likely to dismiss cases when plaintiffs claim a threat of future
harm, as opposed to a harm that already occurred. Most courts hold that the threat
of future consequential harm is insufficient, requiring present harm as well.® Some
hold this conclusion when the harm is imminent.” For example, when financial
information is involved, these courts regularly dismiss cases where the harm alleged
is a risk of identity theft — or preventive measures taken to avoid it.”* However, a few
courts hold that a substantial risk of future consequential harm, when paired with a
rule-violation, can be sufficient to sue.”?



Pervasive Data Harms 17

Across the globe, in sum, courts dismiss privacy cases for lack of harm based on
a reductionist definition of harm. Courts do so under the assumption that surveil-
lance doesn’t harm.” Courts’ demand for more than privacy harm for privacy cases
may be the biggest problem in privacy litigation internationally. Some courts don’t
consider privacy harm as “actual” because they don't see it as concrete and tan-
gible. For them, only consequential harms that courts have historically dealt with
(economic, physical, reputational, etc.) meet this threshold. These courts engage in
privacy harm exceptionalism by not recognizing the paradigmatic data-driven harm
in the information economy, while they recognize intangible harms in nondata
contexts.” Privacy harm exceptionalism results from the privacy fallacy.”

As a response, other courts focus on procedural rules. They base their reasoning
on privacy and data protection statutes that identify illegal data practices and recog-
nize victims’ right to sue for it.7® What's prohibited to do, under this view, is action-
able. Some courts emphasize this form of wrongness in their rulings. For example,
they explain that, by granting the right to sue in these statutes, Congress stated that
conduct in breach of them is wrongful and should be addressed by courts.”

Harm through Procedure at the Court Level

The divergence among courts shows they struggle with how to evaluate privacy
harm.” This divergence is driven by the dichotomy of considering any statutory vio-
lation as sufficient to sue or require plaintiffs to show consequential harm. Courts,
as they see it, have two options to provide redress. The first is to require financial
or physical harms. The second is to allow people to sue whenever a corporation
breaches a statute that grants the right to sue. This dichotomy is mistaken.

Privacy harm agnosticism is motivated by informational limitations. It’s relatively
easy for courts and regulators to determine when there’s a statutory violation, while
harm is more challenging to identify. The easy way out of the harm-identification
dilemma is establishing that illegal data collection, use, or disclosure constitutes
harm in itself. According to this approach, courts should distinguish between plain-
tiffs who should be able to sue and those who shouldn’t based not on whether vic-
tims were harmed, but on whether a data practice breached a legal rule — often a
procedural one. In sum, in this view, the right to sue depends not on the effect of the
loss on the victim but on the behavior of the offending party. Courts’ difficulty with
identifying privacy harm is troublesome, as harm plays a central role in granting the
right to sue and compensation.

People can be harmed, however, by lots of data practices that legislators didn’t
anticipate. The approach replicates, at the judicial level, privacy law’s procedural
turn explored in the last chapter.” As a result, courts approach privacy cases in both
an over- and underinclusive manner. Simultaneously, they reject cases that deserve
redress (where people were harmed) and occasionally allow some cases to proceed
when a data practice wasn’t harmful.
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The procedural response replicates in privacy a problem that takes place for obli-
gations of data security, which have been fractured. Many data security implemen-
tations have focused on rule-compliance, creating the false impression that security
problems are solved by box-ticking procedural, administrative, and technical mea-
sures specified in advance.%°

At their worst, courts require both elements of the dichotomy, as opposed to
requiring neither. Consequential data harm is, under this position, a necessary but
insufficient condition to sue. A statutory violation for this position is likewise neces-
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sary but insufficient.” The creation of new hurdles for compensation slowly recon-

ceives the role of courts in a way that benefits powerful economic actors, providing
minimal protection for data harms.®

That’s the trick that the US Supreme Court employs. TransUnion breached the
statute, but the court rejected the plaintiffs’ claim arguing they lacked concrete
harm, which is a requirement for US federal courts. The court provided no clear
standard for determining what would be “concrete.” It just provided examples
by saying plaintiffs need a “close relationship’ to harms traditionally recognized as
providing a basis for a lawsuit in American courts — such as physical harm, monetary
harm, or various intangible harms including reputational harm.” Had victims suf-
fered consequential harm without a procedural violation, they would have been
equally unprotected by federal law.

The TransUnion case shows the practical consequences of identifying intrinsic
privacy harm. The court expressed concern that there wasn’t enough interference
with reputational and financial interests of all members of the lawsuit to justify the
right to sue.®> That may be correct. The issue is that it’s the right answer to the wrong
question. TransUnion also interfered with people’s privacy.

The court did recognize, at least, that “intangible harms can also be concrete.
It just failed to recognize these concrete intangible harms in the case.”” In a world
where terrorists and ordinary citizens are treated very differently, it's a harm in itself
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when an entity in a position of power such as a credit rating agency wrongly labels
people as terrorists without their knowledge.*® Requiring that plaintiffs prove some
type of harm is workable only if all harms, including privacy harm, are recognized.

A focus on consequential harms doesn’t help address the plaintiffs’ claims in the
TransUnion case.® Those other harms had not yet materialized for many of them.
But in the future they will, so conditioning standing on them now leads to their
harms being left unaddressed.® When these other harms materialize, proving their
relationship with TransUnion’s actions will be too burdensome for these plain-
tiffs, also leaving them unaddressed. Before-the-fact, courts are similarly situated to
people making privacy choices and legislators drafting procedural rules: they rarely
know what subsequent harms will happen.
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Meaningful protection in the information economy is contingent on a cause of
action where liability can be established without proof of consequential harms.
Otherwise, privacy claims wither for want of material harm, which may only appear
years later and in unexpected ways. Consequential data harms and procedural vio-
lations are equally insufficient to ground accountability. While requiring conse-
quential harms undermines redress, positing that a statutory violation is necessary
constrains private rights of action to situations where corporate behavior matches
prohibited behaviors that legislators anticipated.

The unresolved question is how to differentiate harmful collection, processing,
and disclosure from nonharmful ones. While most data practices produce privacy
losses, some breach procedure, and some produce harm, the latter don’t perfectly
overlap. A better way out of the dilemma is basing privacy lawsuits on privacy loss
and harm.

B PRIVACY LOSSES AND HARMS

Clearview Al is a corporation that built a powerful facial recognition software by
scraping pictures from the Internet, such as from social networks.” Shrouded in
secrecy and backed, among others, by Peter Thiel, it “invented a tool that could end
your ability to walk down the street anonymously, and provided it to hundreds of law
enforcement agencies [and corporations].”* The company can even see what the
law enforcement agencies that it lends its software to search for.”3 Facial recognition
is an example of a data practice that falls outside consent models and outside regula-
tory breach, and should be covered by both.

Facial recognition companies such as Clearview Al argue that they don’t reduce
anyone’s privacy because they use pictures that are available online.%* But facial
recognition has an enormous surveillance capacity.?> It’s inescapable, unlike sur-
veillance one can choose whether to engage with, such as fingerprint scans, or those
where one can change the object of surveillance, such as cookies. It’s invisible, as
people don’t know if they're subjected to it. And it’s ubiquitous because it surveils
thousands of people simultaneously. These characteristics make facial recognition
possibly the most privacy-reducing surveillance mechanism ever invented. One of
its investors, David Scalzo, told the New York Times that it “mightlead to a dystopian
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future or something, but you can’t ban it.”?” He might be right.

Loss by Data Collection and Inferences

Privacy analyses require a continuous, rather than a dichotomous, view of privacy.97
This view requires asking whether someone formed a better picture of you, avoid-
ing false binaries such as public versus private.9® One should do this by identifying
whether an observer gained probabilistic information about someone.? This focus
on probabilistic information allows one to capture inferences and relational data,
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such as the ones that facial recognition produces. I call this privacy loss to differenti-
ate it from privacy harm.

In Brown v. Google, Chasom Brown and others filed a class action against Google
for surreptitiously tracking them across the web, including outside Google prod-
ucts, without their knowledge. Google can collect information through tools such
as Google Analytics, Ad Manager, plug-ins, and the “Sign-in with Google” button.
This information includes what people do online, what they’re viewing, and what
device they're viewing it on, among other details.”*® Google profits from selling tar-
geted ad spots based on people’s information, so tracking allows it to place those ads
more effectively.” Chasom Brown and other members of the lawsuit felt similarly
situated to people invisibly and inescapably tracked by Clearview.

To illustrate privacy loss, imagine someone suing with Chasom Brown, called
Drew, about whom Google wanted to know their willingness to pay for vacation
flights to place ads and pricing more effectively. Google is unable to collect that
information directly: it can’t call Drew and ask how much they would pay — although
it's working on it.'* In the meantime, Google relies on statistical inferences. When
Google has few data points about how much Drew is willing to pay for their next
flight, there’s a wide range of possible prices. However, Google knows the overall
distribution of that information in the general population. Some of those options,
such as a willingness to pay $o or $2,000, are unlikely. Other options, such as a will-
ingness to spend between $200 and $500, are more likely because they're closer to
the population average.

If Google were an individual, privacy loss would stop there. Google, however, also
has baseline information about Drew, such as their age. That allows it to estimate
from a more precise distribution for their age group, rather than the distribution for
the general population. This improves Google’s probabilistic knowledge. Google
can then collect data about Drew to form a clearer picture. Imagine Google tracks
that Drew browses four-star hotels. This data point suggests that Drew has disposable
income, so they're unlikely to pay $o for flights or to pay for a first-class flight. These
data don’t give Google complete certainty about the target information. But the
more data Google assembles, the narrower that range of plausible numbers are for
what Drew would spend. Each time Google collects another data point, it becomes
more certain. As Google gets more specific information, such as how much Drew
previously paid for flights, it develops a better estimation, ruling out unlikely options
and focusing on a narrower range of plausible ones. Google then forms a clearer
picture of the target information by running analytics to aggregate these data. Each
of these certainty-improving steps constitute probabilistic inferences.

Every increase in Google’s certainty results in an equivalent privacy loss. Google’s
certainty and Drew’s privacy loss are coreferential — two sides of the same coin.'*
In every step, Drew faces a “loss of obscurity.”** One can identify whether Drew
had a privacy loss, even if Drew doesn’t know it yet, by looking at whether Google’s
probabilistic knowledge about Drew improved.’® The more certain Google is about
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the truth of its probabilistic knowledge about Drew (or the lower the chance of error
in its estimations), the bigger Drew’s privacy loss is.

The idea of probabilistic privacy loss is crucial in a world where entities such
as Google and Clearview Al mostly aftect our privacy by making inferences about
us. In the information economy, we interact with recidivist privacy invaders who
learn about us from inferences, relational data, and de-identified data — something
unfathomable in the age of fax machines when privacy law was conceptualized. A
single data point almost never meaningfully increases the precision of a corpora-
tion’s probabilistic knowledge. Instead, estimating from an enormous amount of
otherwise insignificant data points is revealing.

This framing of losses relates to the importance of viewing privacy as a matter of
degree.”®® This view, unlike binary views, captures situations where the loss is pro-
duced by aggregating innocuous data from hundreds of entities. It captures inferred
information when the entities that collected the information that led to inferences
are different. Binary conceptions of privacy (either you have it or you don’t) are
unhelpful in a social and economic context where pervasive corporate data prac-
tices combine to reduce our privacy by different degrees.

Loss by Data Sharing and Leaking

In addition to data collection, data sharing and leaks improve probabilistic knowl-
edge, resulting in inferential reductions to people’s privacy.

In the Frank v. Gaos case, Paloma Gaos sued Google for sharing information
about her and other users’ search terms to third parties, providing websites with
users’ personal information by informing them of the search terms that led users to
their website.'*” They alleged that the unauthorized disclosure led to a feeling of
being surveilled.’*®

Gaos faced a privacy loss. Google provided information about her to third parties.
Google’s estimation about Gaos remained unchanged: disclosing information to the
third parties didn’t make it learn anything new about her. She lost privacy toward the
third parties, not toward Google.”* By giving her search terms to websites, Google
allowed those websites to improve their own probabilistic knowledge about Gaos
and other plaintiffs. Gaos faced a privacy loss because of those inference-enabling
increases in certainty. Although Gaos’ privacy loss was toward third parties, it’s war-
ranted for Google to be the one to compensate Gaos, as Google caused her loss.

When you share information with a group of people and you expect them not
to share it further, you lose some control over that information but still expect pri-
vacy over it. That information may be “public” toward those you shared it with, but
remains private for the rest of the world." Courts, particularly in the US, often strug-
gle to determine when shared information remains “private,” and thus protected
by privacy.™ This struggle follows the public versus private dichotomy, which sees
privacy loss through the binary view. For Gaos’ privacy loss analysis, it’s irrelevant
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that Google already had Gaos™ information (that the information was already “out
there”) or that Google acquired the information lawfully (with users’ consent).

The answer to whether information is private should be found by assessing how
information spreads. Network theory teaches us that information has the potential to
spread to everyone. To assess whether information is a “private matter,” one should
examine whether the information would have reached the third party without the
perpetrator.”* Someone probabilistically reduces someone else’s privacy when their
data practice causes information that would have otherwise been (more) obscure to
become (better) known by someone.™? Applied to Paloma Gaos, one should ask if
the third parties would have had all knowledge they obtained from Google’s disclo-
sure without it. The answer is likely no.

The Grindr investigation mentioned earlier in the book, where the app shared its
user base with third parties revealing their sexual orientation and HIV status, illus-
trates how the information receiver distinction applies."* Grindr already had the
information about its users’ sexuality and HIV status. It would be wrong to say that,
due to this fact, these users had no privacy loss when Grindr shared that informa-
tion. While Grindr’s knowledge of such users’ information was already accurate, the
third parties’ knowledge wasn’t. Sharing the information with third parties produced
a privacy loss for Grindr users because, after acquiring the information, third parties’
knowledge about the users improved. In other words, Grindr produced a privacy loss
because, although its knowledge remained unchanged, third parties became more
certain about people because of Grindr’s actions.

Data breach cases involve this type of privacy loss. The corporate intention dif-
fers, as breached companies don’t intend a breach, but rather just intend the secu-
rity measures that were insufficient to prevent one. However, relevantly for privacy
analyses, the victim’s loss is equivalent, as is their eventual harm. Like Paloma Gaos,
the Uber driver mentioned at the beginning of this chapter had someone else’s
probabilistic knowledge about him improve due to the breach, not Uber’s.

Probabilistic losses are also relevant to tort law. Loss by data sharing is something
that could fall under the tort of public disclosure of private facts."> Under an even-
tual tort claim, Gaos’ claim would be against Google, not the websites. The differ-
ence between an intrusion upon seclusion tort and a public disclosure of private
facts tort in terms of the victim’s loss is whose probabilistic knowledge is improved.®
Under intrusion, the perpetrator improves their probabilistic knowledge about the
target person. Under disclosure, the perpetrator improves a third party’s probabi-
listic knowledge. The perpetrator is the same, while the type of loss differs. Under
this view, someone should be liable for public disclosure of private facts when they
reduce the obscurity of someone’s information to the point that it becomes easily
known by others, even absent publication."” Intentionally increasing the audience
of information already “out there” should be public disclosure of private facts.

Both forms of probabilistic privacy loss can combine. In the TransUnion case,
Ramirez and others contended with both kinds of privacy losses.™® The first was
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creating an incorrectinference about them (that they were terrorists). The second was
disclosing the inference. Ramirez’s privacy loss was produced by both TransUnion
concluding he was a terrorist, which inappropriately affected TransUnion’s estima-
tion about him, and TransUnion disclosing an incorrect terrorist alert, which inap-
propriately affected others” estimations about him.

Privacy loss is a descriptive concept, in the sense that computer scientists tend to
talk about privacy, and privacy harm is a normative one, in the sense that lawyers
and philosophers tend to talk about privacy. Identifying whether there’s a privacy
loss in a case determines whether there are privacy values at play worth examining —
it doesn’t replace the analysis. A loss of obscurity or secrecy by itself isn’t harmful
because obscurity and secrecy aren’t social values."9 If there’s a privacy loss, the
case warrants a privacy harm analysis. Courts must undertake normative judgments
when they evaluate which privacy losses deserve redress."*®

Harmful Privacy Losses

Privacy losses are harmful when they exploit. Privacy harm is the wrong of informa-
tional exploitation — profiting from someone’s data while disregarding their wellbe-
ing when in a position of power toward them.

In a famous 2021 British case, Richard Lloyd sued Google for bypassing his
browser’s cookie-blocking to collect his personal data without his knowledge.™
Lloyd requested compensation for each person in a group of 4 million people
to whom Google did so. The UK Supreme Court dismissed the case, stressing
that people are only entitled to compensation if they prove that they personally
suffered harm — Lloyd didn’t consider the facts specific to each one of them
individually.***

Cases that claim loss of control, like Richard Lloyd’s, are routinely dismissed on
these grounds. Many courts acknowledge that surveillance can be harmful, but they
lack a clear picture of what makes it so and, consequently, they misunderstand and
dismiss privacy claims.”® The UK Supreme Court concluded that the term “dam-
age” refers to consequential harm such as financial loss (which it calls “material
damage”) or mental distress. The court required “damage” to be distinct from the
data’s unlawful processing, emphasizing that the required harm can’t be the unlaw-
ful processing itself.*

Claims like Lloyd’s illustrate that recognizing intrinsic privacy harm is key to pro-
tecting privacy’s social value. As Ryan Calo says, “[d]escribing the outer boundaries
and core properties of privacy harm helps to reveal values, identify and address new
problems, and guard against dilution.”> What the UK Supreme Court lacked was a
notion of privacy harm (which it would call “immaterial damage”) as a type of harm
that data practices can also produce. The US Supreme Court also lacked this notion
in Ramirez’s lawsuit against TransUnion, getting lost in examining reputational and
financial losses.
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Because informational exploitation is informational, people can’t suffer privacy
harm without facing privacy loss. But people can face privacy loss without suffering
privacy harm.® The priest from the Lindqvist case discussed in the last chapter,
for example, faced a privacy loss without harm when the catechist shared news on
her blog.”*7 Losses of obscurity can even be desirable for building trust, commu-
nicating with others, and generally participating in social relations. Under some
circumstances, such as to correct a misconception, they might lead to a material
gain. Social network users face privacy loss when they share information on them,
but whether they're harmed depends on the social network’s data practices. Data
practices can, but not always do, give rise to privacy harm and other data harms.

Losing control over one’s personal data, as Lloyd did, is a loss of privacy, not a harm.
Limiting causes of action based on loss of control, as the law currently does, isn't the
problem.”® The problem is that loss of control cases fail because courts don’t distin-
guish between mere loss of control and harmful loss of control. This is something
impossible to do while mistakenly seeing individual control through the privacy fallacy.

Because privacy losses are ubiquitous in the information economy, conflating
privacy loss and privacy harm would lead one to believe that all data-mediated inter-
actions are privacy-interfering. As a consequence, one would have to either consider
that all data practices produce privacy harm, impeding valuable activities and rela-
tionships, or that none of them do, abandoning remedies. A loss—harm distinction,
with the consequence of overcoming the dichotomies that legal actors are currently
forced into, allows courts and regulators to better address social and economic rela-
tionships in the information economy.

Recognizing that privacy harm is more than a proxy for future reputational or
physical harm — or, in the case of Richard Lloyd, financial harm — introduces some
short-term legal indeterminacy. It implies evaluating when losses are harmful in
a way that separates privacy harm from the increased risk of future consequential
harms that courts are used to addressing. The cause of this indeterminacy is that
people reasonably disagree about what privacy protects, so courts may rely on vari-
ous principles to decide a case.™ The consequence of the disagreement is that
decision-makers will perceive privacy harm through the lens of the values they
13° There may not be perfect consistency, as decision-makers grant dif-
ferent prominence to each of these values. That would still be an improvement.

prioritize.

That’s how the law addresses other social values such as democracy and free speech.
Courts and scholars disagree about what these values protect while maintaining a
common understanding that they're intrinsically valuable — besides being desirable
instruments for something else, such as economic development.

Providing flexibility in a legal framework that recognizes that people can dis-
agree about the function that privacy plays is advantageous. It means that not only
people who believe in a particular conception, such as control or limited access, can
implement it. The only thing that intrinsic privacy harm requires is recognizing that
there’s something in privacy worth protecting.
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Privacy Harm as Harm to Privacy’s Values

Recognizing privacy harm is the logical consequence of recognizing that privacy
has intrinsic value — that it's worth protecting in and of itself.

In the infamous US Supreme Court case Spokeo v. Robins, Thomas Robins sued
the Spokeo website for making ghost profiles about him and others with false infor-
mation about their education and employment history. When potential employers
saw misleading information about Robins on the Spokeo website, they were less
sure about Robins” employment information, which he needed them to know for
obtaining interviews. Robins, undoubtedly, would have been better off had Spokeo
published nothing about him. But Robins and others lacked concrete evidence of
reputational harm through actual job losses, so the US Supreme Court was unsure
of whether they should be granted remedy under federal law.3 The Spokeo case was
a precursor of TransUnion in narrowing people’s right to sue for privacy in the US.

To determine whether a loss was harmful, one must examine privacy’s values.
Those social values allow one to determine which data practices that produced pri-
vacy losses produced social harm. While it’s impossible to have a comprehensive list
of values for any type of social interaction, in a study of privacy scholarship Daniel
Solove identified six. Privacy scholars have grounded privacy’s importance, most of
the times, on the right to be let alone, informational autonomy through a limited
access to the self, concealing information through secrecy, control over one’s per-
sonal information, personhood as the preservation of one’s dignity, or intimacy and
the promotion of relationships.’3*

These values are the pillars of the social norms that relate to privacy because those
social norms are structured to protect them.'3> While this list is not exhaustive, inter-
fering with these values amounts to interfering with what, throughout history, most
scholars have argued privacy intends to protect.3* While privacy values intersect,
in corporate collection, processing, and sharing of personal data, two frequently
affected values are autonomy and intimacy.'3>

Our autonomy can be interfered with through our personal data. We develop
ideas better away from surveillance or public exposure, so privacy protects people’s
ability to make their own decisions.3°
harm when someone affects our decisions by using our personal data to target and

Online manipulation amounts to privacy

exploit our vulnerabilities.’3” Facebook did so when it allowed advertisers to tar-
get teenagers whom it identified as feeling “worthless,” “insecure,” or “defeated.”®
Companies interfere with people’s informational autonomy when they ignore
legitimate consent refusals.’® Richard Lloyd, for example, suffered privacy harm
because, in overriding his browser’s cookie blockers, Google operated not merely
without his consent but against it. Lloyd had withdrawn consent and such with-
drawal was ignored. Interfering with informational autonomy often leads to conse-
quential harms. Cambridge Analytica harmed people’s informational autonomy by

deliberately manipulating them into providing information about themselves and
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others, producing harm to democracy as a consequence. When someone uses our
personal information to our disadvantage by covertly manipulating us, that consti-
tutes privacy harm independent of its material consequences.'*

Intimacy is about protecting the integrity of information about one’s personal
identity."' Intimacy is a crucial value in sexual privacy invasions, which place obsta-
cles on forming one’s identity."#* It relates to a long history of privacy protections
focused on inviolate personality.# It exists outside sexual privacy invasions as well.
Identity theft causes financial harm to people as a consequence of the privacy harm
that is their identity violation. Intimacy, as it relates to identity, is the privacy value
affected in collective privacy harms that target a group identity."# For example, if an
Al algorithm used for hiring disadvantages groups of people because of their gender,
there’s consequential harm of discrimination caused by the privacy harm of exploit-
ing information about their gender identity. When Facebook provided its users’
group identity to advertisers to facilitate discrimination against them, it produced
identity-based privacy harm; advertisers produced the consequential discrimination
harm."5 Clearview Al and other facial recognition companies illustrate how surveil-
lance tools increasingly produce group privacy losses and harms through inferences.

These harms can fit different doctrinal categories, depending on the jurisdiction.
One way to categorize intrinsic privacy harm is as dignitary harm. In one influen-
tial formulation, dignity is about having people’s intrinsic worth recognized and
respected by others,
interferes with people’s dignity because it’s a form of instrumentalization.'t7 Privacy

to which exploitation is contrary. Informational exploitation

harm, under this conception, is one way to treat a person as a means rather than as
an end because informational exploitation is to use someone as a means for the end

148 People don’t have their intrinsic worth recognized when they're

of making profit.
treated as if their wellbeing didn’t make a difference. Disregarding the effects of
data practices on people’s wellbeing can thus constitute dignitary harm. Scholars
of intimate privacy, for example, indicate how image-based sexual abuse affects vic-
tims’ dignity independent of their physical, psychological, and economic harm.™49
Beyond data misuse, entities that create the conditions for data breaches can exploit
by omitting safeguards over people’s personal information that they profit from. The
dignitary harms categorization may fit European legal frameworks, which have a
history of relating privacy to dignity.’s°

Alternatively, one can categorize privacy harm as emotional harm suffered by a
reasonable person. This alternative places some conceptual distance between the
interference with privacy’s social value and what a reasonable person would find
emotionally harmful. But as long as privacy harm is seen as an objective standard,
rather than a subjective standard depending on the victim’s perception, it captures
informational exploitation. In the US, doing so has the advantage that it falls under a
type of harm that courts recognize.”s" Privacy scholars have argued that data breaches
produce an amount of emotional distress analogous to the distress courts otherwise
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recognize as intrinsically harmful.'>* Other common law jurisdictions, such as the
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UK and Canada, may be amenable to both approaches.’ This approach requires
moving past the contractual paradigm to use tort law principles.

Thomas Robins’ case against Spokeo illustrates how harm can fit both approaches.
When Spokeo made false information about Robins available to employers, giving
him the option to pay Spokeo to correct it, the company exploited him. Robins
didn’t just lose control over his personal information. The company profited at his
expense with disregard for his wellbeing. Because Robins was used as a means to
an end, Spokeo’s privacy harm interfered with his dignity. Similarly, because some-
one looking for a job would be reasonably worried and anxious if they found false
professional information about them available online to employers, it amounts to
emotional harm as suffered by a reasonable person. Because these harms respond to
social values, they're independent of what Robins subjectively felt.

Courts that remain agnostic to privacy harm are tying one hand behind their
back. Recall that identifying breach of a procedural rule is the traditional way to
determine if someone should be able to sue for their privacy. Courts aren’t limited
to finding wrongness in documents written by the legislature; they can also deter-
mine it. A way of incorporating a wrongness standard, such as one that captures
intrinsic privacy harm, is when a court enforces a standard embedded in social prac-
tice. When courts consider a form of harm to be socially significant enough that it
must be made actionable, they can respond to it by extending tort law — or, in civil
law countries, extend the interpretation of the relevant articles of the civil code.
Regulators, such as Furopean data protection authorities and the American FTC,
can also adopt this richer conception of privacy harm.">*

The Role of Social Norms

The boundaries of what affects people’s dignity and emotional wellbeing change
across cultures and time. To adjust to these changes without being restrained by a
temporal or cultural approach, privacy harm can be identified through the social
norms that pertain to privacy’s values.

Social norms distinguish acceptable losses from unacceptable ones in a society.">
One can use social norms to distinguish between harmless privacy losses and harmful
ones because they form social standards about what’s socially acceptable to learn about
others.® Social-norms-informed assessments over privacy loss include values such as
autonomy and intimacy because, by definition, social values inform social norms.’s?

Social norms, for that reason, can add precision to privacy harm inquiries.'s®
They may shed light on when someone’s autonomy or intimacy was interfered with.
As Helen Nissenbaum explains, “what makes us indignant, resistant, unsettled, and
outraged in our experience of contemporary systems and practices of information
gathering, aggregation, analysis, and dissemination is not that they diminish our
control and pierce our secrecy, but that they transgress context-relative informa-
tional [social] norms.”9
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One should identify the social norms relevant to a data practice given its context
to determine whether it causes privacy harm.'® The social standards applicable to
data interactions depend on three factors: the entities involved, the type of informa-
tion, and how the information was collected, processed, or shared.”® In other words,
to examine the relevant social norms, one must ask what the information is, who’s
involved in the data practice, and how it’s carried out.'®>

The first factor is who's part of the information interaction, including who shares
the information, who receives it, and who the information is about. People’s wellbeing
and informational norms vary depending on the observer. Most of us value sharing
things about ourselves with friends or family but wouldn’t value third parties learning
about them or, worse, some of those things becoming public.]63 One could gain in
wellbeing, for example, from one’s partner noticing when one leaves for work every
morning. But one may lose wellbeing, and a reasonable person may find it inappro-
priate, if a stranger gains the same information. Acquiring the same information in
the same way may or may not violate social norms depending on who shares it with
whom. This factor differentiates Grindr sharing its users’ sexual orientation and HIV
status with third parties from users sharing the same information with each other.

The second factor to determine social norms is the type of information. Paloma
Gaos, who sued Google for data sharing, may be unharmed by whoever learns some
types of information about her, such as if strangers read her LinkedIn bio.! This
could overlap with information that many people already have, but not necessar-
ily — for example, she may want strangers to find out that she got a new job when it
just happened. One type of information that is frequently harmful to some but not
others is gender. Someone outed as nonbinary or trans could have a significant dis-
ruption of their wellbeing regardless of whether they were also a victim of discrimi-
nation as a consequence, which is captured by privacy harm. For example, people
who are outed as trans at their workplace face examples of data sharing that’s socially
inappropriate given the type of information involved.

Under a continuous view of privacy losses that captures probabilistic inferences,
the type of information exceeds each collected data point. The baseline data to which
a company aggregates new data forms part of the type of information. Sometimes, a
small privacy loss produces no privacy harm but a larger privacy loss does, even for
the same person and for the same type of information. For example, if Google had
known nothing about Chasom Brown, he may have faced a small privacy loss when
Google tracked him across his browsing behavior. But the same data can produce a
large privacy loss given that Google knew a lot about him. The more Google knows
about Brown, the more inferences it can make about him. The baseline informa-
tion doesn’t produce a mere difference in magnitude, but a difference in the type of
information obtained. This difference can affect whether inferences become harm-
ful, interfering with Brown’s intimacy or putting him at risk of manipulation.

The third factor is the conditions under which the information is collected, pro-

cessed, or shared. Consent makes some, but not all, information flows appropriate.'%5
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For example, consent is a decisive factor for determining whether two people can
record an intimate encounter or recording it was exploitative.'® In other contexts,
the required conditions are rather confidentiality, reciprocity, or notice. Uber’s data
breach, for example, was an inappropriate information flow because people’s data
weren't held confidentially even though confidentiality was required by the rela-
tionship between Uber and its drivers. It constituted privacy harm because profit-
ing from people’s data paired with placing insufficient security measures exploited
people’s informational autonomy and put them at risk of consequential harms.

This third factor informs the Lindqvist case discussed in the last chapter, where
a parishioner shared information on the parish’s blog. The priest faced privacy loss,
but not privacy harm. In their informational community, it was expected that she
would share the information with other members.*®” The disconnect between harm
and sanction is what makes the outcome of the case intuitively and normatively
inappropriate.

Privacy social standards, in sum, are tethered to privacy’s social values.'® Their
entwinement means that one can evaluate the reasonableness of someone’s privacy
claim by identifying whether the data practice they sue about unreasonably inter-
fered with privacy’s social values.

It's common for context and social norms to be considered when applying pri-
vacy torts, for example, by examining the magnitude of the intrusion, the means
of intrusion, the type of information obtained, and whether a reasonable person
would expect the conduct. The notion of intrusion in tort law is inherently social
and context-dependent. Once one reckons with the idea that corporations can harm
absent procedural violations, there’s no normative reason why the delineation of
intrusive corporate acts should be treated differently.

%k

The idea that privacy losses exist along a continuum (rather than as a dichotomy)
allows courts and regulators to account for the fact that losing a small amount of pri-
vacy is different from losing a significant amount of it. Some privacy losses interfere
with autonomy and intimacy values, but not all do. Social values determined by
social standards distinguish acceptable intrusions into people’s personal information
from unacceptable ones.’® Having laws and courts rely on those norms in assessing
wrongfulness means that companies would be liable for data practices that a reason-
able person would consider unacceptable or unjustified.'”®

Legislators, courts, and regulators can incorporate these social values into legal
standards that define wrongness through privacy harm, as opposed to making
wrongness pivot on procedural rules or agreements. In building those standards,
social norms help distinguish unjustified (harmful) privacy losses from justified
(unharmful) ones. Exploitative privacy losses, in this view, are unjustified by
social norms.
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C WHY HAVE PRIVACY LIABILITY

Steven Krenzel was a Twitter engineer in 2016, when the company needed money.'”*
An American telecommunications company reached out with a potential solution. It
asked Twitter to help it learn about cellphone signal strength based on Twitter data.
When Krenzel provided signal strength information, the company said it was use-
less, so he went to the headquarters.” In his account: “I wound up meeting with a
Director who came in huffing and puffing. The Director said ‘We should know when
users leave their house, their commute to work, and everywhere they go throughout
the day. Anything less is useless. We get a lot more than that from other tech compa-
nies.”'7 Krenzel initially refused, but Twitter’s legal team reportedly approved the
request because none of it violated Twitter’s Terms of Service — or the law.'74

No one knows what happened with the project. Ultimately, it may have been dis-
carded by Twitter’s then-CEO after Krenzel escalated a complaint.'”s But the story
illustrates a larger point: the company could have done whatever it wanted with its
users” data.

Second-Generation Liability Depends on Privacy Harm

Repairing privacy harm does more than compensate appropriately. It also reduces
the risks of data harms by deterring harmful data practices. By doing so, liability can
also curb informational exploitation. This duty not to exploit includes data practices
and data breaches, as both involve profiting from someone’s data; in data security,
the profit motive is indirect but real.

Incorporating accountability into the information economy through civil liability
has an enormous benefit: preventing exploitation like the large-scale one that Twitter
almost engaged in. Liability mechanisms, rather than increasing people’s control
over their personal information, can curb harm in a context where control is impos-
sible. Individuals and legislators can’t anticipate and prevent all harm permutations
in the information economy. But privacy law can reduce them by granting remedies.

Civil liability incentivizes risk reduction before-the-fact by making entities respon-
sible for the harm those risks create after-the-fact.7® By making privacy harm as much a
risk to corporations as it is to their users, corporate liability could curtail informational
exploitation by incentivizing corporations to focus on the process of minimizing the like-
lihood of the harm occurring. This mechanism would help reduce large-scale harmful
surveillance like the one proposed by Twitter and (ostensibly) stopped by Krenzel. That
only works, however, if entities are made responsible for all harms they cause.

The proposed liability aims to capture that function. By defining redress based
on harm, compensation paid to people tracks the risks that they're exposed to. This
leads corporations to internalize risks regardless of whether there was a regulatory
breach or a promise involved. Private rights of action based on breach of regulated
conduct can’t engage in this form of risk internalization.



Pervasive Data Harms 131

Outcome-based liability overcomes procedural rules’ limitations, rather than rep-
licating them. Existing forms of liability improve enforcement by reducing public
resources needed by public authorities. But how rules are enforced doesn’t change
the nature of the rules. Corporations can still pay attention only to the specific man-
dated behaviors and ignore whether they're producing harm. It allows corporations
to harm while avoiding liability. In the Twitter story, for example, users would have
faced privacy loss and privacy harm. They would have done so in a way that was
unanticipated by themselves and legislators. For Twitter’s eventual liability to pre-
vent it from exploiting its users, it must be based on harm, rather than regulatory
breach, because it could engage in exploitation without regulatory breaches.

Liability so introduced would change the cost of data practices for the indus-
try. Compensation can correct informational exploitation by varying compensation
according to harm. If the cost of data practices wasn’t fixed by what people agreed to
or procedural steps taken, but rather varied by the harm caused, corporations would
have to take risks into account because doing so would become cost-minimizing.
The deterrence argument for outcome-based liability extends to cybersecurity.
Reducing informational exploitation through reasonable security measures con-
tributes to policy proposals to shift laws’ focus toward minimizing risk.”77 In other
words, corporations would have better incentives not to overcollect, overprocess, or
overshare data, and to invest in reasonable security measures. Harming the people
they profit from would become expensive.

The reticence to consider redress absent consequential harms, while maintaining
a broad conviction that surveillance can be harmful, relates to a policy concern.
The fear is that, if recognized, any data practice will face (and eventually lose) a
privacy lawsuit to the point of making the system unworkable. Building liability on
privacy harm avoids risks of frivolous lawsuits because lawsuits based on harm are,
by definition, not frivolous. By extension, identifying harm to social values addresses
concerns of under- and overenforcement, explored in the last chapter. It overcomes
the dichotomy of treating privacy’s value overinclusively or abandoning it.

Outcome-based liability is the paramount example of risk-reducing standards pro-
posed in the last chapter.”® If incorporated into privacy laws, this form of liability would
still be a duty that arises from a legal wrong: the breach of the duty not to exploit others
based on their personal information. Private rights of action have enormous potential
for privacy protection, but they're mostly fallow. To protect people effectively in the
information economy, private rights of action must depend on intrinsic harm.

Privacy Harm Liability Can Address Persistent Privacy Problems

Like substantive regulation, liability avoids the practical and moral limits of relying
on individual control in a context where Al makes privacy harm relational. A regula-
tory focus on individual control has proven to lead corporations to overpromise and
fail to deliver on their aspirational commitment to eliminate harm.'79 In the Twitter
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example, there was no feasible way for people to know what to ask for — or give con-
sent. Outcome-based extracontractual liability escapes problems of power-enabled
manipulation and extracted agreements that thwart current protections.*

Outcome-based liability addresses the underprotection of inferred, relational, and
de-identified data.’® Inferences, as seen in the last three chapters, challenge existing
protections, while they're the paramount risk we face. Liability built into a concept
of probabilistic privacy loss overcomes this problem because responsibility is deter-
mined based on outcomes (rather than by individual agreements or procedures), so
it can capture inferential gains in information in ways that the current system can’t.
Liability for privacy harm also captures collective harms through relational data in
ways that individual data rights, and existing private rights of action based on conse-
quential harms, can’t.

This proposal has informational advantages over existing regulation. Legislators
can’t anticipate all harms. Risk minimization standards are desirable but, as dis-
cussed in the last chapter, their implementation consistently leaves a lot to be
desired. Consequential privacy harms face similar information problems because
they're incremental and difficult to quantify ahead of time, thus being limitedly
helpful to establishing accountability.®®* While information asymmetries still
exist under liability, courts are well positioned to address them because they act
after the fact — together with having institutional advantages such as technical
training and fact-finding capabilities that regulators in some, but not all, jurisdic-
tions have.

A liability focus similarly overcomes the critiques to data rights, discussed in the
last chapter.'3 There’s a mismatch between individual, control-focused data rights
and social, structural data harms.®™ Focusing on privacy harm, as opposed to indi-
vidual control, procedure, or material harms, productively shifts legal actors” atten-
tion on structural aspects.

Outcome-based liability has one crucial advantage that’s shared with fiduciary
duties, also discussed in the last chapter: it addresses moral hazard, and therefore
exploitation.'s Under fiduciary duties, for example in corporate law between share-
holders and the board of directors, the fiduciary’s duty aligns incentives by deterring
after-the-fact risky behavior that the other party can’t see.®®® This proposal, while
capturing that accountability-producing function, avoids the main critiques issued
elsewhere against information fiduciaries. It can be implemented by legal actors
who worry about aspects of the fiduciary proposal.

The information fiduciaries model has been critiqued on the argument that plat-
forms and their users lack a shared understanding of trust relationships, which is
described as a vital element of traditional fiduciary relationships.’®” Liability can
be established absent a shared understanding of the relationship or an invitation to
trust the entity with one’s personal information. Bolstering it doesn’t require placing
special duties on corporations, but rather extending the duty not to harm that we
already owe each other.
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Information fiduciaries theory has also been critiqued because, unlike profes-
sional fiduciaries, platforms profit from personal data. Critics worry this economic
difference complicates limiting what they can do with that data while preserving the
information industry."® Liability doesn’t place hard limits on what corporations are
allowed to do with information. This allows it to avoid any broad application that
risks making the information industry unsustainable. It avoids such risks of overex-
pansion by being anchored to a notion of immaterial harm.

Information fiduciaries have been critiqued for not protecting the data of non-
users whose information comes into the ambit of a social media platform such as
Twitter or Instagram — a manifestation of relational data.’® An information fidu-
ciary’s relationship would, in principle, also underprotect users from indirect harm
if the fiduciary reasonably shares their data.'9° Liability avoids this problem by mov-
ing from a contracts paradigm into a torts paradigm, where no prior relationship is
required. The fiduciaries model can overcome this objection by doing the same, but
doing so may strengthen the first critique of risk of expansion.

Last, information fiduciaries theory has been critiqued because corporations
already owe fiduciary duties to their shareholders, which may conflict with their
new duties as information fiduciaries.'”" Independent of the merit of this concern,
liability doesn’t conflict with corporate duties. Liability is a standard method to
make corporations responsible for their behavior in a compatible way with other
obligations, so this proposal is not suspect of creating conflicting legal duties.

Corporate liability based on a duty not to harm, centered on informational exploi-
tation, would overcome pervasive problems of our current system and establish
meaningful accountability in a way that avoids concerns legal actors may have over
other proposals.

Intrinsic Privacy Harm Surmounts Objections to Liability

Four common objections to liability are worth considering. One is the risk of merit-
less lawsuits. Another is difficult-to-establish causality. A third is whether insurance
would undermine liability’s benefit. A fourth is difficulties in identifying harm.

A first objection to liability is the risk of meritless nuisance lawsuits. For example,
a recent report on federal US legislation argues: “Private right of action substantially
increases companies’ legal risks. Introducing this amount of legal risk inevitably
leads to unnecessary lawsuits [...]. If companies must spend money on compliance
and legal fees, they cannot invest that money in other areas, such as by lowering
prices, offering discounts, or creating new products.”%
violation itself is the harm leads to concerns of enabling frivolous lawsuits. People
worry that plaintiffs can be creative and find a statute that allows them to sue without
being harmed.'? While it’s unlikely that people would incur the cost of suing when

Considering that a statutory

litigation costs would outweigh benefits, a concern may be that lawyers encourage
otherwise unmotivated plaintiffs to sue to vindicate a trivial procedural violation. If
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that were the case, rulings that provide a remedy without requiring proof of harm
could promote meritless lawsuits.'*

The meritless lawsuits objection has a solution once one acknowledges harm to
privacy moving past the privacy fallacy: basing compensation on privacy harm. The
risk of meritless lawsuits exists in other areas of law, where courts curtail them to an
acceptable level by avoiding overexpansive bases to sue. Their increased risk in pri-
vacy is created by the false dichotomy of compensating all privacy losses or none of
them. This dichotomy leads to overly broad privacy claims, often from the corporate
side, such as companies using privacy as secrecy to prevent algorithmic transparency
or using GDPR compliance as a pretext to avoid sharing useful information in tri-
als.'%> A concept of privacy harm linked to the reasons for which society considers
privacy worth protecting allows legal actors to distinguish those frivolous claims. This
improved understanding may also avoid under-compensation, which happens down-
stream when basing privacy on statutory violations without an evaluation of harm.'9°

Countless privacy losses have non-negligible effects. Cases like Chasom Brown
against Google, Thomas Robins against Spokeo, and Sergio Ramirez against
TransUnion should be distinguished from frivolous cases by the privacy harm
involved. Recognizing and remedying harms in such cases doesn’t open floodgates
to litigation. It just compensates victims for immaterial harm as the law has done
for centuries.

A statutory private right of action with clear limits on its scope can further nar-
row the range of lawsuits."7 For example, statutes can set a statutory maximum
for immaterial damages low enough for any strategic individual to lack incentives
to sue. Concerns can also be mitigated by procedural measures, such as requir-
ing plaintiffs to pay businesses’ legal fees for claims that a court finds frivolous, as
the CCPA does.®® As a second-best, statutory damages could make compensation
for privacy harm symbolic, leaving victims with any consequential harm if proven,
a nominal amount for immaterial harm, and compensation for their legal fees to
provide incentives for meritorious claims. Capping compensation for immaterial
harm would eliminate the risk of frivolous lawsuits while allowing people to rectify
informational exploitation and address standing problems for consequential harms.
Nominal amounts, a well-recognized approach in tort law, may become meaningful
for deterrence if aggregated in a class action.

A second objection is that causality is difficult to establish in privacy law. It’s close
to impossible, for example, for someone to trace back a duplicated credit card to the
aggregation of different pieces of information. This problem appears in other areas
of law as well. For example, whether fishermen’s lost income stemming from oil
spills was caused by an environmental harm is often contested.'”? Victims of data
harms have parallels with victims of environmental harms who, for example, have
difficulties proving that diseases were caused by specific emissions.>*°

These causation problems are specific of consequential harms. Consequential
harms, such as financial harm, often materialize much later. They're latent.*" Once



Pervasive Data Harms 135

they do materialize, causality with a data misuse or data breach is difficult to estab-
lish.*** These difficulties are produced because delayed harms are difficult to match
with data practices.* It’s difficult for plaintiffs to show harm that hasn’t yet transpired,
or the precise causal chain that links an actual harm to a defendant’s actions long ago.

Given causality problems, acknowledging privacy harm together with other data
harms is important from a practical perspective. Currently, relying on risk of future
consequential harms runs afoul of the requirement that harm must already exist
for it to be concrete.*** If courts did away with the requirement, causality problems
would turn the doctrinal problem into a practical one. Remedying solely conse-
quential harms doesn’t only leave privacy harm unaddressed. It leaves those conse-
quential harms frequently unaddressed too.>

Identifying (intrinsic) privacy harm avoids causation quagmires because informa-
tional exploitation doesn’t appear with consequential harms’ delay. It has a clearer
link with the data practices that cause it because it’s formed by a privacy loss and its
wrongfulness.

A moderated causation problem would remain for inferences where multiple
actors are involved. Courts should address this problem by building on the idea of
probabilistic privacy loss by data sharing, which captures privacy losses produced by
more than one entity. In doing so, they can borrow a doctrine from mass product
torts and establish joint and several liability — sometimes called solidary liability.2*®
The doctrine holds multiple entities simultaneously liable when they contributed
to indivisible harm but it’s impossible to establish who was the proximate cause and
who caused it by how much.*7 The victim can sue all entities or only one of them
for the full amount. Later, the entities can recover from each other without burden-
ing the victim to prove which one caused each amount.*®

A third objection is whether liability would be useful with an insurance market.
Cybersecurity insurance covering damages and fines for loss of and unauthorized
access to personal information has become popular. A concern is that deterrence
wouldn’t happen if all corporations were insured. If the insurance market worked
well, premiums would reflect risk, so insurance wouldn’t impede deterrence.** But,
based on cybersecurity insurances’ performance, there are good reasons to be skepti-
cal of how efficiently privacy liability insurance would work.

There are three regulatory options. The first option is banning insurance for pri-
vacy liability, a solution suggested for GDPR fines as a reaction to the non-rising
levels of cybersecurity after the insurance market appeared.® Insurance exacerbates
the individualization of informational exploitation victims under an administrative
regime while benefiting harm-doers from collectivized protection.

An alternative is to do nothing. Insurance is problematic for causation-problem-
ridden consequential harms. But, for privacy harm, victims could be compensated
by insurances at least as well as by they would by corporations in a scenario of
liability with no insurance. Further, liability with insurance sets better deterrence
for corporations than no liability does. The evolution of insurance will depend on
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the evolution of technology. If insurers learn what measures reduce risk — shifting
information costs currently placed on legislators — they may be able to model pre-
miums.*" If they can’t anticipate risk-reducing measures, insurers have incentives to
establish scoring systems with premiums depending on riskiness, such as through
history of harm. Insurers may not do this in the short term, but it would be difficult
for them not to go bankrupt if they absorbed all harm from informational exploita-
tion at an inflexible premium.

An in-between alternative is to regulate the insurance market to maintain deter-
rence by establishing a cap on insurance amounts. For example, by establishing that
insurers can cover a maximum of 6o percent of any claim. An alternative but less
effective option is only allowing insurers to cover claims over a minimum individual
amount, increasing deterrence for individually low but widespread harm that’s less
likely to appear in court. These measures would be difficult to implement for con-
sequential harms due to their temporal issue, but they're possible for privacy harm.

A fourth objection to outcome-based liability is that privacy harm is often dif-
ficult to determine. Relying on liability implies facing difficulties in determining
compensation — and the indeterminacy of privacy harm could worsen them.** For
example, people incur monitoring costs to prevent threats of data leaks and courts
don’t usually see those costs as compensable.

Two things are certain in response to that objection. To the extent that privacy lia-
bility doesn’t preempt public enforcement, investigation, and penalties, a lower-than-
efficient level of liability is an improvement over no liability at all. Believing that few
would sue is a reason to be less worried about implementing liability, not more.

Moreover, for any privacy harm indeterminacy, privacy harm is easier for courts
and enforcement authorities to identify after-the-fact than it is for people (and legis-
lators) to anticipate and prevent before-the-fact. Any objection to establishing liabil-
ity based on the difficulty of estimating privacy harm also applies to the standard
alternative to extracontractual liability provisions: liability for breach of consent
provisions. The estimation problem is worse for consent provisions than for extra-
contractual liability because any indeterminacy is greater before-the-fact than after-
the-fact. It’s also because experts, such as courts and regulators, are better equipped
to deal with such indeterminacy than people are while they go about their daily
lives. If courts have a difficult time seeing privacy harm after it happens, how can
one expect people to see it before it happens? Courts and regulators can use frame-
works to assess privacy and data harms from past behavior.* It's more difficult for
people to assess them for future behavior, particularly when combined with uncer-
tainty and moral hazard.

Three further objections, difficulty in determining a standard, too few incentives
to sue, and difficulties in assigning a monetary value, are examined in the next
chapter on implementation.*
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Establishing accountability in the information economy requires overcoming the
consequences of the privacy fallacy. Problematically, courts often require plain-
tiffs to prove consequential harm, such as financial harm, to give privacy victims
remedy. As a misguided remedy to the ill, courts have looked toward procedural
breaches while skipping loss and harm, thus missing harms that legislators couldn’t
anticipate. As a result, victims of privacy harm lack a legal remedy, while those who
are similarly situated (but can show other types of harm) have one. Harmful behav-
ior, likewise, goes undeterred.

To identify harmful data practices, one must ask whether someone was exploited
based on their personal information, impeding privacy’s social value. That value
is embedded in informational social norms. One way to evaluate it is by asking
whether the data practice that produced a privacy loss violated social norms consid-
ering the type of information, the people involved, and the way the information was
transmitted or processed. Courts could capture privacy harm under existing doc-
trinal concepts by conceptualizing it either as harm stemming from a violation to
one’s dignity or emotional harm under a reasonable person standard. Privacy harm
must be built on a concept of loss that overcomes the binary view. Examining loss
as probabilistic information gains is key, as it captures all-important Al inferences
and relational data.

To identify privacy harm, we're left with a three-step inquiry. First, was there an
information gain in the statistical sense, making it a privacy loss? Second, did it
interfere with a socially recognized value of privacy, making it unjustified? Third,
did the perpetrator derive any form of private gain, making it exploitative?

To be effective at reducing harm, privacy law needs outcome-based liability. The
next chapter explores how to implement it.
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Privacy as Corporate Accountability

Some of the clearest privacy and data harms happen as a result of data breaches.!

In 2019, Canadian financial conglomerate Desjardins revealed that 9.7 million of
its current and former clients might have had their data disclosed, but it wasn’t sure
which ones.> As a “remedy,” Desjardins gave each of its clients two options. They
could continue as if nothing had happened, or they could agree to give their per-
sonal and banking data to a third party of Desjardins’ choice to assess whether they
had been a victim of fraud. The third party that Desjardins selected was Equifax, the
credit rating agency notorious for its own massive data breach in 2017 that affected
roughly 143 million people. If Equifax found fraud or identity theft, Desjardins
promised to reimburse those clients up to $50,000 (CAD).3 People’s options were
to give away more data to a third party to perhaps be compensated, or receive no
compensation and ignore whether financial harm happened. If the reimbursement
required exceeded the limit, they would still be undercompensated. Victims had
only one option: to agree. Most of them did. After the story became public and
victims filed a class action, the bank settled for up to $201 million to be distrib-
uted among class members who could prove material harm independently of what
Equifax determined.*

One victim, who asked to remain anonymous, happens to be an expert in civil
liability. She recounted to me her one-year nightmare of fraudulent charges to her
bank accounts, constant robocalls, and harassment from credit collection agencies.
She received $9o (CAD) for the time she lost mitigating these consequences and,
by the time this book is published six years after the breach, is waiting to see if she’ll
get any other compensation.

The Desjardins case highlights the need for meaningful accountability. Without
it, even those with knowledge, like the victim who works on civil liability, are pow-
erless. Liability for harm is one such mechanism that can pressure companies to
minimize harm. As it stands, it isn’t a guarantee in privacy laws. But it should be.

For liability to be effective, laws must allow people to sue when there’s informa-
tional exploitation. These situations include data practices and data breaches that
produce privacy harm or other data harms, such as financial and reputational. This

138
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change would produce enormous long-term consequences for corporate account-
ability and people’s redress.

Outcome-based liability can work under individual or collective claims and
under negligence or no-fault (strict) liability. Liability is most effective under forms
of collective redress such as class actions because privacy claims are often individu-
ally small and widely dispersed. For consequential harms, the most effective basis
for liability is no-fault, as the likelihood and magnitude of harm depends on the
actions of corporations that collect, process, and share information, rather than
users. When it comes to privacy harm, one should require intention for data prac-
tices and negligence for data security. Liability for privacy harm is most effective if it
covers unintended and unforeseeable harm when those requirements are fulfilled.

A HARM-BASED PRIVACY LIABILITY

Fquifax had a similar problem to Desjardins’. In 2017, a data breach led to 147 mil-
lion taxpayers’ financial information held by the company to fall into the hands of
unknown recipients.> This breach caused privacy harm to millions of people, as
well as an indiscernible amount of financial harm, largely to accrue in the future
to an unknown subset of those people. In a settlement with the FTC and the US
Consumer Financial Protection Bureau, the company agreed to pay up to $425
million, which is less than $3 per victim.® The Equifax breach was an enforcement
action, not a lawsuit. But, leaving millions of victims undercompensated and the
company underincentivized to avoid data breaches in the future, it illustrates the
importance of having accountability tied to harm.

Equifax illustrates the privacy harms in data breaches to be countered by the protec-
tion of personal data: public exposure of personal details, insecurity as to who knows
what about one, and being instrumentalized by an entity that chose to slack on security
for data that creates profit for it and risks for others. It also highlights the problems of
determining compensation without a viable harm framework. Further, the case under-
scores the unsuitability of the contracts model to structure needed duties not to harm,
as these duties must go beyond the corporations with whom we have agreements.
Privacy and data security have historically been dealt with separately. By treating them
together when it comes to harm, one can get to the root of informational exploitation.

Legal Pathways

Liability can be brought through three legal pathways. First, when a data practice
breaches a privacy or data protection statute (for example, breaching someone’s
right to know). Second, through a violation of data security law (for example, failing
to notify a data breach). Third, through privacy torts in common law jurisdictions or
the law of obligations in civil law jurisdictions (for example, intrusion upon seclu-
sion). These legal pathways aren’t mutually exclusive.
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The GDPR and some US privacy laws give rise to the first legal pathway: private
rights of action when a statute is breached.” These statutory violations, which occur
during a corporation’s ordinary course of business, are often data misuse, but they
can also be wrongful collection or sharing. In these “business as usual” situations,
a corporation knows how it collects, uses, and shares the data. Recent examples of
their application are lawsuits against Clearview Al for building one of the largest
facial recognition databases in history,® against Zoom for allegedly sharing data with
Facebook,? and against Facebook for tracking its users” location without their con-
sent when they turned off their location history.*

The right to sue for privacy is largely absent in US federal law." Some federal
laws contemplate it.”? But the Supreme Court gutted federal law’s ability to provide
redress in the TransUnion case, shifting the responsibility of doing so onto state laws
and state courts.”> Comprehensive private rights of action, while available in many
sector-specific state laws, are absent from all state data protection statutes passed to
date: California, Colorado, Connecticut, Utah, and Virginia.'"t In California, they
exist in limited form, available in case of a data breach caused by unreasonable
security practices.”

In Europe, the Court of Justice of the EU ruled on the importance of private
enforcement for data protection before the GDPR. The court said that the right to
remedy data protection infringements is part of the fundamental right to a judicial
remedy."® The GDPR stipulates private rights of action, contemplating the possibil-
ity of people initiating actions to obtain redress for material and immaterial harm."
The GDPR’s private right of actions clauses improve the previous system, where
some countries (for example, Greece and the UK) allowed for compensation for
moral damage, while others (for example, Germany) only allowed compensation for
material (called “pecuniary”) loss."® Material harm tracks to what I call “consequen-
tial harms,” and immaterial harm tracks to what I call “privacy harm.™

EU cases based solely on statutory privacy are infrequent. In theory, the GDPR has
a private rights of action system that the US lacks. In practice, the primary method
of enforcement is still public, carried out by national data protection authorities.*
More importantly, the provisions are limited to statutory breaches, which replicates
for liability the disjuncture between procedural rules and harm that many regula-
tions have.

In many countries that model their data protection laws after Europe, laws make
it difficult for people to bring statutory privacy claims. For example, in Canada, one
must first file a claim to the Office of the Privacy Commissioner, wait for the office
to investigate and release a report, and then start a new application in court.* A few
jurisdictions have comprehensive and directly applicable private rights of action.
The GDPR provides a template: private rights of action cases stemming from GDPR
breaches don’t need a prior declaration from a data protection authority.*

Data breaches, the second legal pathway, are different. Data breaches involve mali-
cious actors. Corporations are often unaware of who accessed the data, what specific
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data was compromised, and what the intruder’s intentions are. Their difference from
a corporate perspective matters for deterrence, as a corporation gains nothing from a
breach itself; it gains in cost savings on security measures that increase its likelihood.
From victims’ perspective, the outcomes are the same: they gave their data to a party
who was a poor custodian and faced privacy loss (possibly privacy harm) as a result.

Data breach claims often arise from hacks, but they also come from breaches pro-
duced by insiders, whistleblowers, or disseminators.” For example, they can arise
from employees stealing data or misplacing physical devices. Most commonly, data
breach claims arise when a company has insufficient protections against hacking
in violation of a cybersecurity statute or fails to meet its duties to notify individuals
affected by a data breach 2

The CCPA creates a private right of action for violations of the statute related to
data breaches, giving consumers some ability to bring a lawsuit.*” As a result, claims
from data breaches have been brought forward in California.® The GDPR (as well
as the CCPA) makes breach notifications to affected individuals mandatory.*

Tort law is the third legal pathway that can trigger a privacy claim. One recent
example is Perrin Davis’ claim against Facebook. Representing a group of users,
Davis sued Facebook for collecting those users’ personal data after they logged off.
The court held that the plaintiffs showed harm to privacy interests and therefore
established a sufficient claim for relief.3°

In the US, the common law privacy tort has four facets: appropriation of one’s
name, image, or likeness; false light; intrusion upon seclusion; and public disclo-
sure of private facts.> Appropriation protects people from others using their name
and picture for commercial purposes. False light is implicated when someone uses
true facts to create a false impression. Intrusion upon seclusion is what Perrin Davis
established. It protects people from anyone who deploys intrusive means to obtain
information about them. Public disclosure of private facts protects people from any-
one who publishes intimate facts about them.3* Intrusion upon seclusion and public
disclosure of private facts most directly connect to privacy losses, as discussed in the
last chapter.?3 Intrusion and disclosure claims have helpfully expanded since pri-
vacy torts were originally formulated.3* However, because successful claims against
companies based solely on privacy torts are infrequent, scholars consider that, in
their current state, they're ill-equipped to address harms to privacy in the informa-
tion economy.? Likewise, there’s little court precedent on use of privacy torts for
corporate privacy harm in the EU absent a GDPR violation.3°

Privacy torts can be used as support in claims for violation of a privacy statute,
merging two pathways. Tort-and-statute-based privacy claims are possible when a
breach of a privacy statute is also a privacy tort. Local tort law has been success-
fully used to secure redress for data practices that fall under a tort and a statute by
channeling victims” harm under traditional causes of action.3” In the US, courts
sometimes refer to privacy torts to assess whether someone suing under a privacy
statute was sufficiently affected.3® In some EU countries, privacy claims pairing
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tort law with GDPR violations have been successful, such as in Germany and the
Netherlands - including for nonpecuniary damages.>

A New Private Right of Action

Incorporating liability for privacy harm can be achieved by creating a separate pri-
vate right of action in privacy laws. This would be functionally similar to a statutory
privacy tort applicable to corporations in the information economy. It would create
a new standard that merges privacy’s legal pathways, allowing for a more effective
way of holding corporations accountable.

The British case Vidal-Hall on browser data is an example of what private rights of
action based on the consequences of data practices can look like. Judith Vidal-Hall
and two others sued Google for collecting their Safari browser information through
cookies without their knowledge, aggregating it, and using it for advertising.** They
claimed damages for anxiety and distress without claiming financial loss. The court
granted their claim based on their fundamental right to an effective remedy.* The
court argued that, because data protection law chiefly protects people’s privacy and
not their financial interests, “it would be strange if the Directive could not compen-
sate those individuals whose data privacy had been invaded by a data controller so
as to cause them emotional distress (but not pecuniary damage).”+ The case recog-
nized misuse of personal information as a tort in the UK, allowing people to recover
damages for nonpecuniary losses by combining this new tort and British data protec-
tion law.® The case fits one way to categorize intrinsic privacy harm discussed in the
last chapter: emotional harm suffered by a reasonable person.

The centrality of intrinsic harm extends outside the UK. In Canada, for example,
Deborah Douez sued Facebook for using her name and profile picture without her
knowledge under “sponsored stories” to advertise products to her friends and others.
The Supreme Court ruled that “the legislature’s creation of a statutory privacy tort
that can be established without proof of damages reflects the legislature’s intention
to encourage access to justice for such claims.”# By “without proof of damages,” the
court meant without consequential harm.

Privacy law can likewise learn from cybersecurity law. Data security law has ben-
efited from being built on principles, embodied in flexible standards that operate
after the fact, which work as an accountability mechanism.#> The duties contained
in American data security law form an overarching rule of reasonableness.#® The
last twenty years have seen individual and collective cases of people suing when
companies failed to implement adequate data security leading to a breach.#” US law
provides a corporate duty to provide security for the data that corporations hold and
profit from, which William McGeveran calls “data custodians.”#

The common harm of informational exploitation shows that this duty should
cross over between data security and privacy law. Protection from exploitation war-
rants a duty that crosses doctrinal areas on the basis of the special relationship of
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profiting from people’s data while exposing them to harm. By adopting a similar
standard, making corporations responsible for protecting personal data, privacy law
can provide accountability.

The standards approach to liability that has been applied to data security law’s
private rights of action is also characteristic of privacy torts. It ought to be expanded
to include other ways of inflicting privacy harm. Currently, this approach is missing
from privacy and data protection law, as they fail to contemplate material and imma-
terial harm that happens absent a breach of procedural rules.# It should apply to
situations where there’s informational exploitation regardless of whether a specific
interaction is covered by privacy law, cybersecurity law, or tort law. In situations
where the offending party has more information, holding them to a standard that
accounts for what they know and should know makes sense. The broadening of this
standard, creating a duty not to exploit people for profit based on their personal
information, would fit the common risks that are created by companies holding
people’s data for profit in the information economy.>®

In an ideal world, the importance of outcome-based accountability for privacy
protection would lead to expanding redress for privacy harms. Under current law,
countless hurdles prevent people from obtaining redress.”” These hurdles are the
absence of private rights of action, strict requirements to sue when the right exists,
and narrow material compensation.>* The hurdles are connected by only conse-
quential harm being considered. The uncompensated harms from Desjardins and
Equifax, among hundreds of others, show the insufficiency of the current system to
compensate victims or deter harm. By contrast, Vidal Hall highlights how courts
can evaluate what constitutes an inappropriate degree of immaterial harm caused
by a privacy intrusion to ground redress moving past the privacy fallacy. It provides
a starting point for a standard that considers privacy harm.

Improving Existing Law Absent a Standard

Absent this proposed standard, laws could improve outcome-based accountability
with two changes. First, they should provide a comprehensive private right of action
for breach of statute. They should clarify, though, that the right to sue doesn’t hinge
on material, consequential harm, helping overcome questions of legislative intent.>
An explicit private right of action of this type exists in the GDPR and many data pro-
tection laws outside Europe, such as in Argentina, Brazil, Singapore, and Canadian
provinces.”*

Second, statutes should make an explicit choice against preclusion. Statutes
should make explicit that they don’t preclude other lawsuits, such as through local
tort law.5> They should likewise make explicit that they don’t preempt more spe-
cific statutes that may provide a better standard. In many jurisdictions, the extent
to which publicly enforced laws preclude people from suing based on privacy torts
is unclear.* When conduct is regulated by a privacy statute and falls under privacy
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torts without breaching the statute, there’s not always case law establishing that the
tort suffices. Likewise, privacy activists in the US are concerned that an eventual
federal bill that preempts state laws may reduce protection.5

Courts can better capture privacy harm absent legislative reform in several ways.
In line with the proposed legislative change, courts can and should interpret exist-
ing privacy laws as not precluding tort law claims, integrating tort law as a comple-
ment to statutory privacy.?® In the UK, for example, the Vidal Hall court ruled that,
besides falling under data protection regulations, Google’s misuse of information
was also a tort.>¥ UK courts generally allow private rights of action without them
being precluded by British data protection law.%

For any form of liability to be effective, courts can’t allow for consent provisions to
curtail liability, such as by restricting forms of recoverable harm, arbitration clauses,
or forum selection clauses. Currently, corporations rely on terms and conditions
to limit their liability. Reducing informational exploitation requires ensuring that
corporations can’t use people’s extracted agreement to limit their responsibility for
harms generated by misuse or leakage of data.

Courts can expand privacy torts to adjust them to the current social and eco-
nomic reality.”" They can do so by building on the notion of probabilistic privacy
losses. Courts can expand intrusion upon seclusion by considering that a privacy
intrusion falls under the tort if it's offensive to a reasonable person, as opposed to
highly offensive.> When Naomi Campbell was photographed leaving a rehabilita-
tion clinic, modern English cases did away with the “highly offensive” requirement
common in Australia, Canada, and the US, which inappropriately narrows privacy
tort law.® The resulting reasonable person standard is a better fit with how social
norms define the contours of privacy’s social value.® Courts can likewise expand
public disclosure of private facts by relaxing the requirement that the information
is published, including situations where information is harmfully shared with a few
people, expanding the information’s audience. Common law courts, occasionally,
can even create new torts that align with tort law’s normative values.> Courts in
Canada and New Zealand did so as late as the 2000s by developing a general privacy
tort.° Identifying the type of probabilistic privacy loss that relates more closely to
each tort facilitates expanding them so they can adapt to technological change.®”

Courts can likewise expand torts related to privacy, such as breach of confidential-
ity.68 Breach of confidentiality relates to breaches of trust, which scholars identify as
an element of privacy invasions.® Trust encourages us to share information with oth-
ers and, when people inappropriately reveal it to third parties, they breach our trust.”
In the common law, breach of confidence requires misusing information to another
person’s detriment.”" Detriment includes the “emotional or psychological distress
that would result from the disclosure of intimate information.”” A categorization of
privacy harm as emotional harm suffered by a reasonable person can help ground
this expansion. This tort fits doctrinally and normatively with inappropriate data shar-
ing, and it may be possible to expand it to insufficient security leading to a breach.”
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Most importantly, courts can and should focus on privacy harm, rather than con-
sequential harms, produced by data practices that breach statutory rules or privacy
policies, — that is, taking the opposite direction of the US Supreme Court in the
TransUnion case. The GDPR has variable success on this front. Almost all cases
stem from tangible, consequential data harms — which the GDPR calls material.
Immaterial harm, such as privacy harm, received little recognition in private sector
litigation, mostly in Austria, Germany, Portugal, and The Netherlands.7* British
small claims courts have also incorporated it, particularly for information collected
absent a lawful basis.”> Doing so is essential for capturing inferences, as illustrated
by the cases of wrongly collected partial credit card information discussed in a pre-
vious chapter.”® By dismissing privacy harm based on isolated data points, courts
divest people of protection from inferential harm.

An lllustration: Grindr’s Oversharing

In 2021, Grindr faced a historic fine for selling its users’ personal information to
third parties, which included sexual orientation and HIV status — an investigation
mentioned in a prior chapter.”7 As a defense, Grindr’s lawyers argued that “sexual
orientation, a specially protected category of data, wasn’t exposed by selling its users’
data, since some of them may be straight.””® In other words, because not every man
who has sex with a man identifies as gay, they argued that exposing those who were
considering having sex with a man they may find on Grindr didn’t reveal their sex-
ual orientation. A stretch, to say the least.

Examining Grindr’s argument through the lens of probabilistic privacy loss
explains why the argument is misleading. While having a Grindr account certainly
doesn’t provide conclusive evidence of sexual orientation (rather, only of potential
interest in a sexual activity), it profoundly matters probabilistically. Someone with
a Grindr account is more likely to be LGBTQ than someone without one. So every
Grindr user who had their information shared with third parties faced a statistical
privacy loss about their sexual orientation to those third parties. Grindr’s argument
is incorrect because people don’t lose privacy only when someone produces conclu-
sive evidence about them: their loss of privacy is probabilistic because privacy isn’t
binary. Probabilistic beliefs affect privacy because probabilistic knowledge (such as
improving estimations of whether someone is likely LGBTQ) is also knowledge.””
Information inferred probabilistically is both powerfully privacy-eroding and highly
profitable.

Users’ privacy loss, coupled with a GDPR breach, is sufficient for a data protec-
tion authority to sanction the company. What would happen if users sued can follow
two of the three pathways.

One path courts could take is basing liability on statutory breach. This option
makes courts enforce the regulation like data protection agencies do, and it makes
Grindr’s responsibility dependent on a procedural breach. Under laws that make
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individual agreement a legitimizing basis for data practices, the company’s liability
then becomes largely dependent on whether it collected agreement from its users.
The Norwegian authority considered that Grindr didn’t, but it easily could have
gone the other way. For example, according to some sources, the company has been
selling user information since 2017 based on those agreements without regulatory
authorities objecting to it.%

The second path is tort law. However, none of the common law privacy torts as
currently considered apply to these users. Public disclosure of private facts requires
publishing the information to the public, not just selling it. The tort, as currently
interpreted, can’t adequately deal with the problems of the information economy. If
users sued in Norway, the civil code has a provision that protects private life, but it
would be challenging to argue it in court if the data practice falls under the GDPR
and a GDPR violation is absent.

A better alternative is to make liability dependent on the harm that the com-
pany caused through a new-found standard. If users sued under this standard,
for example in a class action, they would have to show privacy loss and privacy
harm. Having established statistical loss, privacy harm requires interference with
privacy’s social value.

Grindr users who had their sexuality and HIV status shared had their intimacy
violated. The type of information shared (sexuality and HIV status) required confi-
dentiality that the company didn’t keep — particularly considering that many users
live in countries where the information could put them in physical danger. Most
Grindr users share their sexuality with other users. In doing so, inadvertently or
not, they also share such information with the app. But the reason for users to share
information with each other doesn’t extend to the app, and much less to third par-
ties. Privacy interactions involve building relationships of trust, and some level of
social trust is implied when sharing sensitive information with other people on dat-
ing apps.®* Users choose with whom to share their information and with whom to
interact based on the information the other users share — a reflection of reciprocity
discussed earlier in the book that the company exploited when it shared that infor-
mation with third parties.®3

The company’s decision to share the information with third parties harmed its
users’ privacy. It affected their intimacy, contravened social expectations, inhibited
trust, and obstructed communications that LGBTQ people may want to have with
each other.* Courts should acknowledge the consequential data harms that these
users may have faced, such as reputational and discriminatory harm. But these
harms are difficult to prove and they vary from user to user. T'o provide systemic pro-
tection, the law must remedy Grindr’s informational exploitation, which all users
whose information was illegitimately disclosed shared.
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The law would improve protection and internal coherence by focusing account-
ability on the consequences of data practices, rather than its methods. One way to
do so is with a new legal standard that imposes civil liability for privacy harm. Once
a private right of action based on privacy harm standard is established, the next ques-
tion to address is what liability covers.

B THE BASIS FOR PRIVACY LIABILITY

A question raised by realities such as Equifax’s data breach and Grindr’s data misuse
is which basis for liability works better for privacy: negligence or no-fault. Negligence
allows companies to engage in data practices without incurring liability as long as
they comply with a certain level of care. Under no-fault liability, they can’t: people
can recover damages for data practices that caused them harm regardless of whether
fault was involved. Given the social and economic factors underlying the informa-
tion economy, the most suitable basis depends on whether the harm is a consequen-

tial data harm or privacy harm, and on whether the harmful activity is data misuse
(like Grindr’s) or a data breach (like Equifax’s).

Statutory No-fault Liability for Consequential Harms

To determine the most effective basis for liability, considering who can minimize
the likelihood and magnitude of harm is crucial. Effective liability regimes deter
harm by placing responsibility on those who can prevent or mitigate it.% The like-
lihood and magnitude of harm chiefly depend on two factors: levels of care and
levels of activity. The level of activity refers to how much of the potentially risky
behavior one engages in, such as the number of hours spent driving. The level of
care refers to how much effort one puts into preventing harm, such as driving care-
fully. For data harms, “level of activity” is the amount of data collection, processing,
and sharing. “Level of care” is corporate efforts to prevent data misuse, such as how
the information is used and shared, and to prevent data breaches, such as effective
security measures.

Liability has a trade-off when it comes to its ability to deter. Negligence doesn’t
encourage adequate levels of activity from perpetrators, while no-fault liability
doesn’t encourage adequate care or activity from victims.*® In other words, negli-
gence incentivizes both parties to act with an adequate level of care, but not neces-
sarily an adequate level of activity, while no-fault liability incentivizes perpetrators
to act with an adequate level of care and activity, but not necessarily victims.®7

Which liability basis is most appropriate given that tradeoff depends on the type
of harm. It depends on whether its likelihood and magnitude are equally deter-
mined by both perpetrators’ and victims behavior or mostly by one of them.®
Imagine a factory that emits pollutants into a river every month where the owner
knows they won’t be liable because they satisfy requirements to keep contamination
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at a specified level per unit of production (level of care). Why would they try to
reduce them further? On the other hand, under no-fault liability, perpetrators must
remedy harm no matter how it took place. Perpetrators are more likely to reduce
harm under no-fault liability than under negligence, where only under certain
circumstances they're held responsible for the harm.* No-fault liability better
reduces harm in cases like this one, when perpetrators can control the probability
and magnitude of harm better than victims can.9 This incentive-aligning happens
because no-fault liability turns the externalities that perpetrators can impose on
victims into a cost for those perpetrators.?' The right type of liability for the factory
would be no-fault.

The factory situation is unusual. For example, looking both ways when crossing
the street helps us prevent being hit by a car, even if we only cross when the light is
green. In Montreal, where [ live, walking carefully over the icy sidewalks in winter
helps us not slip when the city and homeowners fail to de-ice them properly. When
biking, watching for cars opening their doors and wearing a helmet reduces our
chances of getting injured. In these situations, victims can mitigate the amount of
harm by taking precautions. Accordingly, they're governed by negligence.

The prevention of data harms is dissimilar. They're closer to the factory that pro-
duces pollution harm with a probability that people living next to the river can’t
affect. Data harms are different from most others because victims can’t prevent
them from happening by taking precautions. People can’t control the probability or
size of harms stemming from data practices that companies choose.%* Similarly, self-
protection measures after data are disclosed have a negligible influence on the like-
lihood and magnitude of data breaches compared with the security measures that
companies can implement.”® Corporations have control over how they use and how
they protect people’s personal information.? Only they can significantly change the
likelihood and magnitude of data harms, for example through types of processing
and level of database security.”> Negligence’s benefit of optimizing victims” behavior
isn’t helpful for data harms because these harms depend on corporate data practices
much more than on anything people can do.

Further, both the levels of care and activity of corporations determine the likeli-
hood and magnitude of data harms, making it important for liability to capture
both. As the amount of financial data collected by any company rises, so does
the risk of fraud.%° For example, the risk of social security numbers being leaked
depends on third parties’” and data brokers” data practices.”” As Chris Hoofnagle
explains, “[t|he relationship is so asymmetric that the individual is literally at the
mercy of the risk preferences of companies with which no relationship has even
been established.”® The amount of data collection and number of data transfers
(activity levels) affect the likelihood of those whose information they hold being
harmed — and the magnitude to which they are. Far from the costs of activity levels
being fully internalized, for some consequential harms, such as financial harms
stemming from identity theft, corporate costs from data harms are socialized. For
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example, in the US, banks can write down losses from fraud against taxes. So the
amount of identity theft for its clients that a business decides to tolerate is subsi-
dized by taxpayers.

No-fault liability may do more than deter. It may provide incentives for com-
panies to prioritize data protection and improve security measures, ultimately
reducing data harm, in a context where they know how to do it better than regula-
tors do.99 A no-fault liability regime puts the economic onus of profitable activi-
ties on those that profit from and understand data and security practices. No-fault
liability incentivizes companies to prioritize data protection and implement mea-
sures to reduce harm that are compatible with their business models.* For data
practices, it provides incentives for appropriate privacy measures to be built into
products’ design.

No-fault liability has an additional advantage: the cost of searching for the opti-
mal level of care is taken by the entity with most information about it. In the infor-
mation economy, where there’s an information imbalance between injurers and
injured parties, injurers have a better understanding of the activity that can cause
harm and the precautions needed to prevent it."”" No-fault responds to information
asymmetries between companies and regulators or courts on risk-reduction depen-
dent on each technology and business model. Relieving difficult-to-meet proof of
fault in a context of no information also makes recovery more feasible, reducing
the uncertainty of engaging with the information economy.'* It removes the onus,
significant under privacy’s moral hazard, for people to monitor data practices that
comply with negligence to know when they can sue.

An objection to no-fault liability is that it might overdeter valuable data prac-
tices.'*3 No-fault liability is appropriate when an activity has expected harm and the
company internalizes all benefits. According to the objection, data practices often
produce little harm and they benefit many people. The objection is mistaken in two
ways. If it’s true that data practices create little harm, the cost of no-fault liability
would be low.** Further, as long as companies internalize benefits, no-fault liability
doesn’t overdeter, absent punitive damages, because it merely internalizes harm,
concentrating data practices’ costs and benefits in one party.” Socially valuable
activities are compatible with no-fault liability for harm.’® The only data practices
that would shut down under no-fault liability would be those that produce more
harm than profit. The objection is correct in one way. Some data practices have
social benefits that companies don’t capture. Most of these, although not all, exist
outside the information economy, which is the focus of this analysis — companies
in the information economy are successful at internalizing benefits through data-
driven profit.*7 To capture all others, courts can introduce an exception to no-fault
liability for socially beneficial data uses and sharing, which Yafit Lev-Aretz refers to
as “data philanthropy.”*® Laws (and courts) can establish burden of proof of demon-
strating data philanthropy that moves a corporate data practice from no-fault liability
to negligence, avoiding overdeterrence.
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Tortious Strict Liability

No-fault liability for consequential harms can be achieved through tort law with the
doctrine of strict liability. Strict liability holds a person or entity responsible for any
harm they cause. In common law jurisdictions, strict liability is typically applied to
inherently dangerous activities and products liability. The rationale for inherently
dangerous activities is based on principle, while the argument for defective prod-
ucts is based on incentivizing appropriate precautions. Both rationales apply to data
practices.

The head of the legal department of an airline once told me: “the question isn’t
who’s going to be hacked; the question is when each company will get hacked.”
Collecting and holding enormous amounts of personal data invites security
breaches.” So the principle-driven argument for strict liability applies to the con-
sequential harms of corporate data practices and data breaches. Tort law uses strict
liability for inherently dangerous activities or things, such as storing fireworks or
owning wild animals. Those cases share an understanding that perpetrators do
something inevitably dangerous, though not necessarily wrongful. The inevitabil-
ity of data breaches justifies applying the doctrine of strict liability for abnormally
dangerous activities because it makes data practices an inherently dangerous activ-
ity."° The inevitability of data harm and corporations’ knowledge advantage extends
to deliberate data practices.” Similar to dangerous activities, the harm that results
from data practices and breaches is potentially severe. It affects people’s personal
and professional lives daily.

Traditional strict liability doctrine provides a related analogy. The doctrine is that
someone who brings and keeps in their property anything that’s likely to do a mis-
chief if it escapes must pay for all damage produced by its escape — such as a flood.
This doctrine can and should be applied to situations beyond physical property. The
high-risk and high-profit nature of “cyber-reservoirs” — where security breaches are
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inevitable and where data leaks cause profound, widespread damages — lends itself
to strict liability."3 People whose data are leaked aren’t unlike those whose land is
flooded: they're victims of an event outside their control and for which they couldn’t
have been expected to prepare. Addressing the constant and inevitable risk of data
harm with strict liability ensures a remedy.

Another form of well-recognized strict liability is products liability. Products lia-
bility has a strict liability regime because manufacturers have more control over the
safety of their products than consumers do, so manufacturers’ behavior is what’s
most important to regulate through liability. It establishes solidary liability (also
called joint and several) for the supply chain because it would be difficult for con-
sumers to identify which part of the supply chain caused the harm and sue entities
they haven't interacted with. Data are analogous to these products in both dimen-
sions."™ Data misuses and hacks are vexing incidents that victims can’t predict well;
corporations have a better understanding of what they do with data and how much
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security they put in place. For data breaches, corporations could attempt recovery
from hackers after compensating victims, as they’re in a better position to do so than
victims are.

Products liability’s reasoning tracks with policy arguments in favor of no-fault
liability, allowing courts to better achieve tort law’s aims to compensate victims and
deter harmful behavior. Providing redress without having to prove corporations’
negligence internalizes the costs of data practices.”s Strict liability for data harms
doesn’t create significant risk of reckless victim behavior. Even if there were a risk
of people misbehaving under strict liability because they could be compensated for
any harm (there isn’t), that risk would be lower than the risk of having companies
misbehave because they have limited liability for their products’ harm — both in
products liability and data harms."®

Profit matters as well as principle and policy. In other areas of law, such as envi-
ronmental law, the argument that the polluter should be strictly liable is made on
the basis that they benefit from their polluting undertaking."7 For-profit data prac-
tices and profitable lack of data security fall under this consideration. Strict liability
doesn’t imply that collecting, processing, or sharing data is wrongful. It just concen-
trates risks and benefits of an activity on the same entity.

Tortious strict liability, like statutory no-fault liability, responds to information
asymmetries. It simplifies liability analyses by removing the need to determine
fault."® Negligence introduces problems for data security because the correct level
of due care may be uncertain."? In data breaches such as Desjardins’ and Equifax’s,
it can be challenging for courts and victims to determine whether companies were
negligent. In corporate data practices, determining fault is even more difficult given
the context-dependence of precautions. For instance, it may be unclear for outsiders
whether it was risky for a company to share certain data.

A strict liability regime for data harms stemming from data practices and data
breaches would induce appropriate levels of care and activity more effectively than
would negligence. It would force companies to consider the risks they create while
profiting from people’s data, incentivizing corporations to reduce harm, rather than
on finding the level of care to get away with it. The alternative to strict liability is
that victims bear the harms of data practices that they didn’t choose, they couldn’t
anticipate, and they didn’t profit from, when neither they nor companies behaved
negligently. That's what’s truly strict.

Intentional and Negligence Liability for Privacy Harm

Privacy harm is also closer to pollution from a factory than to a car accident. It's
ubiquitous and inescapable, for example with mass facial recognition. It's mostly
harmful in aggregation, such as when inferences are made. And its systemic aspects
are invisible.*® As discussed in a previous chapter, informational exploitation and
data harms often occur as a result of the abuse of permitted activities.”” Perfect
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compliance with procedural rules wouldn’t eradicate all harms.”** Victims can’t do
much to prevent or mitigate it either.

Exploitative data practices require intention (or recklessness) over the data col-
lection, processing, or sharing. Although the behavior itself must be intentional or
reckless, the outcome doesn’t need to be.' This framing makes it consistent with
privacy tort law and other information torts.** Damages for defamation, for example,
amount to liability for the outcomes of publishing false information, even though the
act of publishing false material is intentional or negligent: damages are not capped
at how much reputational harm the wrongdoer tried to inflict.”” Intentional inflic-
tion of emotional distress requires intention for the distress-inflicting behavior, but
produces liability for its consequences because damages aren’t capped if a victim is
distressed more than a wrongdoer could foresee.*® The requirement would broadly
increase consistency between what we require from each other through tort law and
what we require from corporations through statutory privacy and security law.

Exploitation through lack of data security requires, instead, negligence over the
security measures that led to a breach. This form of negligence works best as a
standard of best industry practices, consistent with the standard many jurisdictions
follow for data harms. Absorbing industry best practices to inform standards when
creating legal duties has been effective in countless areas of the law, and seems to
be emerging in US data security law.”*7 For data security’s negligence basis, courts
should shift the burden of proof to defendants. Corporations being sued for privacy
harm would have to provide evidence of their security measures, as they have better
information than victims or courts about them.

Data security outcomes that weren’t foreseeable while engaging in exploita-
tion should likewise be included. This distinction follows the difference between
excuses and justifications in private law. One uses excuses when one did something
that didn’t meet a standard of conduct, but one shouldn’t be blamed for all its con-
sequences.128 One uses justifications to say that one’s behavior met the standard
of conduct, even if it caused harm." Considering informational exploitation, data
security law should accept justifications, but not excuses. It should have a standard
of sufficient measures to exempt hacked companies from responsibility for privacy
harm, but not free them from responding for consequences they couldn’t antici-
pate that resulted from wrongful behavior. Not taking excuses increases consistency
between data security law and privacy tort law, which is fitting for the harms they
share.

An adherent of the traditionalist paradigm would object to this line of argument.
They may say that there’s inherent risk to having your personal information online,
s0 it’s unfair to place the risk on corporations and not the people who use a service.
Corporations would argue that some risks from digitized data should be borne by
users. Why shouldn’t one think of privacy harms as risks people accept in exchange
for services? The answer is the unknowability of the risks involved discussed earlier
in the book.°
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Incentive-setting is crucial to curbing informational exploitation. Companies tak-
ing security into consideration from the beginning, and how they should do the
same with privacy, is at the core of modern accountability proposals such as privacy
by design and information fiduciaries. Further, the fairness theory of tort law justi-
fies the proposed approach. It stipulates that corporations should compensate indi-
viduals fully whenever they engage in profitable activities that are risky for others for
which those others don’t derive the same amount of benefit as the corporation.’'
Privacy harm falls in this scenario.’>

Since the gos, corporate accountability has expanded in various areas of the law
to increasingly hold corporations responsible for types of harm they create and were
previously unaccountable for, including health hazards and environmental harm.'33
Under current laws (and with current courts), similar liability claims for intangible
privacy harm would be mostly unsuccessful. The hope is that, with a fuller notion
of the pervasive immaterial harms that the information economy creates, this dis-
sonance among legal areas may eventually subside.

Mixed Private—Public Enforcement

In 2022, the Director of the Federation of German Consumer Organizations, Jutta
Gurkmann, stated in response to a case against Meta: “It is no secret that some
Furopean data protection authorities have difficulties to combat the rampant data
collection by big technology companies. In the past, the lack of enforcement has
increasingly weakened the acceptance of the GDPR .34

Enforcement is necessary for any privacy or data protection legislation to be
effective.®® The EU has been successful at converging public and private enforce-
ment to the benefit of individuals by having neither of them depend on the other.'3°
Enforcement would work better yet if private and public enforcement shifted to
increase complementarity.

Both public and private enforcement mechanisms are needed in practice to over-
come the information and power asymmetries that exist in data collection, process-
ing, and sharing.3” Lawsuits allow individuals to have a say about which cases are
brought, bring out facts about blameworthy security practices, and provide redress
to victims while acting as a deterrent against rule-breaches.3® Lawsuits can be a
bigger deterrent than administrative fines if compensation is estimated adequately,
particularly in jurisdictions without large fines.'®” Private rights of action alleviate
regulatory burden on administrative agencies, reduce the risk of agency capture,
and pressure companies to comply with the law."° This dynamic has been called
hybrid enforcement.

Mixed public—private enforcement, where liability is based on a harm standard,
would go a step further. In existing hybrid enforcement systems, private rights of
action and public enforcement both sanction breaches of data protection rules.
Mixed enforcement departs from them because it doesn’t add public and private
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enforcement to statutory violations. Instead, the two mechanisms take different
roles. It avoids duplicated (private and public) damages for a single wrong and it
covers gaps that hybrid enforcement doesn’t cover: harmful behavior that complies
with data protection law. Private enforcement based on a harm standard would
maximally complement the proposed public enforcement focused on reducing
systemic risk.'#

Regulators and courts have different institutional advantages. Public enforce-
ment is better positioned than courts to address systemic problems. If coupled with
investigatory and sanctioning powers, public enforcement can address widely dis-
persed externalities and harms to public goods, such as the harms to democracy seen
with Cambridge Analytica."#* Public enforcement can take a proactive approach to
risk that courts can’t take. For example, regulatory proposals have suggested that
the FTC should regulate the use of the word “free” when companies use it for
monetizing our data and the use of “privacy policy” when no baseline protection
is offered."® The court system can’t appropriately deter widespread, systemic social
risks, even with mechanisms of collective redress.'# It’s impossible, for example, to
constitute a class for the harms to democracy of Cambridge Analytica.

Courts, on the other hand, can address harm to individuals or groups. Courts are
better positioned than regulators to deter unpredictable harm. Governments don’t
always know how to effectively determine procedures made in advance, so it’s pro-
ductive to make (outcome-based) private enforcement align corporations’ capacity
to address risk with incentives for them to do so. Inevitable budget constraints, in
addition, render it impossible for public enforcement authorities to investigate every-
thing, making it wise for them to focus resources on aspects courts can’t pick up.

Mixed enforcement responds to comparative asymmetric information.'#
There’s an often-overlooked information problem in public—private enforcement
dynamics. Because informational exploitation is difficult to detect, enforcers and
victims necessarily have different types of information about different privacy vio-
lations. Consider cases of viral nonconsensual distribution of intimate images.™+°
It's impossible for administrative agencies to detect when someone’s pictures are
plastered across websites. But at some point, victims may. Even if agencies found
the images, it would be difficult for them to know whether they were shared with-
out consent. The victim would know. Many instantiations of data harms are most
salient to their victims.

The process of discovery is an information benefit of private rights of action. Fact-
finding, in particular, often uncovers data practices that differ from what companies
declared they do. It helps increase transparency for the public and for enforcing
agencies."¥’ Prohibited physical behavior, such as material dumping or driving with
a broken light, can be seen by administrative officers. The outcomes of data prac-
tices, on the other hand, are opaque. Most of the time, we learn the details of how
our personal information was being processed after harm occurs. This invisibility
makes administrative sanctions for harm difficult to enforce.
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A mixed enforcement system wouldn’t be unique to privacy. It's common for
administrative and tort law to be combined. For example, traffic authorities sanction
individuals for driving with a broken light even if they didn’t get into a car accident;
and one can sue based on tort law when injured in a car accident even if the driver’s

lights were working

Countless regulations don’t rule out compensation when
harm occurs absent a procedural violation. And they keep public enforcement
when a risk-creating violation occurs without harm materializing. For example,
the US Congress partially relies on private enforcement for public environmental
law objectives."* While environmental law is far from perfect in addressing harms
to the environment, it has consistently benefited from compatible public—private
enforcement.'s°

Compatibility can be improved with minor legal reforms. In the US, courts
interpreting privacy laws should make room for FT'C sanctions for statutory breach
while giving people a remedy for harm. In countries with similar data protection
law to the GDPR, national tort law should complement data protection authorities’
sanctioning power by operating independently of it, as it does in many parts of the
EU. Similarly, enforcement authorities themselves would increase compatibility by
focusing efforts and resources on prioritizing systemic aspects of their laws aimed
at risk-reduction, such as privacy by design and data minimization, deprioritizing

procedural aspects or individual control rights.

Privacy harm liability should include liability for all negative consequences of
engaging in informational exploitation: profiting from an intentional or reckless
data practice or a negligent lack of data security. The proposed harm-based standard
with negligence or intention for privacy harm and strict liability for data harms can
unify statutory privacy law (in Europe, data protection), tort law, and data security
in curbing exploitation in the information economy. It would capture the main
appeal of other popular accountability proposals, such as information fiduciaries
and privacy by design.

C PROCEDURAL ASPECTS OF HARM-BASED PRIVACY LIABILITY

Imagine trying to sue Equifax or Desjardins individually, investing years and thou-
sands of dollars to get a small amount in return. Litigation can be uncertain and
expensive, and the recoverable amounts can be paltry. Low awards and infrequent
lawsuits limit liability’s power to constrain exploitation, like they did when Ford
made the business decision to allow its Pinto cars to explode. Many who object to
privacy liability argue that it's not worth bothering with. This common objection is
the direct opposite of another common objection, discussed in the last chapter, of
risking a flood of meritless lawsuits.”'
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The lack of incentives to sue problem requires a two-step institutional response.
First, it requires legal actors to recognize privacy harm together with consequential
data harms to develop better frameworks for evidence and compensation. Second,
class actions, which group together similar harms experienced by several people,
can address harms in the information economy, which frequently affect large groups
of people. For most people, it’s either impossible or impractical to litigate privacy
harms individually. But a group can.

Evidence and Compensation

Think of Perrin Davis, who sued Facebook because it kept tracking him after he
logged off.’>* Once the facts were established, the court didn’t require Davis to prove
reputational, financial, or discriminatory harm based on privacy torts. These harms
aren’t elements of the tort of intrusion upon seclusion because they aren’t privacy
values. They're other important social values that may be harmed when people’s
personal information is wrongfully collected, processed, or shared. The same value
distinction applies to statutory privacy cases.

Privacy statutes can take elements from privacy torts to build a harm-based
compensation system. Compensating immaterial harm has historically been an
uphill battle in common law countries.' But, over time, immaterial harm started
to be recognized. For example, many courts consider medical and psychological
diagnoses as useful but not necessary for their recognition, compensating for sor-
row and emotional distress.>* Today, courts distinguish privacy torts from related
torts, such as defamation, in one important way: privacy torts don’t require the
plaintiff to prove a consequential harm other than a harm to their privacy.’s> This
evidentiary evaluation mirrors those of other torts. People must prove psychologi-
cal harm in a claim of intentional infliction of emotional distress and must prove
reputational harm in an action for defamation, but not financial or physical harm
in either.

Privacy claims outside tort law shouldn’t require an additional element either.
Privacy harm isn’t an intrinsic element of privacy torts. Rather, it’s a characteristic of
the privacy values that privacy torts protect. Like privacy torts, privacy laws protect
privacy values by regulating data practices. To consider that a nonprivacy value
must be violated to ground a legal action on a privacy statute implies misunder-
standing the purpose of a privacy statute — to protect people’s privacy. Requiring it
mischaracterizes what harming privacy means.

Identifying relevant social values sheds light on evidence questions. Applying the
proposed new standard in a statutory privacy case, courts shouldn’t assume that pri-
vacy harm is present. Yet courts shouldn’t require consequential harms. Instead,
courts should examine whether there was a probabilistic privacy loss and determine
whether the plaintiff's privacy loss is harmful. They can do so by examining whether
the data practice that produced the privacy loss was appropriate or it constituted
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informational exploitation.’s® Their determination should be guided by whether the
loss violated privacy’s values, like Grindr did.

Distinguishing between privacy loss and privacy harm, which is the cornerstone
of the proposed liability regime, guides compensation. In these claims, courts should
require evidence of informational exploitation by showing the intentional or negligent
violation of the proposed standard, rather than relying on evidence of financial or physi-
cal harm. Although evidence rules differ jurisdiction to jurisdiction, courts can apply
the local evidence requirements of either of the two doctrinal categories that align with
intrinsic harm: those for emotional harm as suffered by a reasonable person or those for
dignitary harm. By using these categories, courts can provide compensation in recogni-
tion that people’s privacy warrants protection while avoiding damage awards that are
disproportionate to their jurisdiction — and mitigating frivolous litigation.

Two factors can further inform the appropriate quantum of compensation. In
quantum determinations, courts across jurisdictions should consider contextual fac-
tors that are relevant to the level of interference with social values: whether the
privacy harm is intentional or negligent, whether it’s severe, whether it's persistent
or a one-time occurrence, and whether it was motivated by victims’ identity or char-
acteristics.™ Although the precise quantum ranges will differ among jurisdictions,
the doctrinal category under which privacy harm is considered would provide direc-
tion. They provide, at least, three avenues for estimating damages.

A first option is for each court to grant amounts they normally grant for emo-
tional harm. For example, that would be the approach of British courts following
Vidal-Hall. Courts recognize that emotional distress is sufficient to establish harm

158 Common law courts have awarded as much as $100,000 for

in nondigital contexts.
emotional distress claims."” Courts can also base compensation on other forms of
intangible harm to which they're receptive, such as those for assault and battery.
Similarly, liability for failure to notify data breaches in the US, while specific in

its cause of action, can include emotional distress — something not yet extended to
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other data breach compensations.

A second option is for courts to grant amounts they normally grant for digni-
tary harm. For example, outside the information economy, the European Court
of Human Rights developed case law on nonpecuniary harms for privacy claims
against state actors.'® The court, focused on the dignitary value of privacy rather
than on material consequences, awarded dignity-based nonpecuniary damages with
an average individual amount of €16,000 in about two-thirds of the cases where it
found a privacy violation, in addition to other damages.'*3

A conservative third option is to establish a set amount of damages, either by stat-
ute or precedent.’® For example, when the Court of Appeal of Ontario in Canada
developed its privacy tort, it set individual damages for up to $20,000.1% This amount
may seem low, but it could pair with compensation for consequential harms. Absent
evidence of consequential harms, it adds to build a deterrent effect if considered as
part of a system of collective redress.
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Group Privacy Harms

To delineate the scope of harm-based liability, one should distinguish between data
practices (including the practice of establishing insufficient security) that harm
groups and data practices that produce systemic effects, undifferentiated between
all members of society. Doing so is correlative to focusing public enforcement on
systemic (undifferentiated) effects to increase its effectiveness.

Legal systems usually require that harm is attributable to anyone seeking remedy
before a court.® Privacy-reducing data practices where everyone in society faces
their effects in an undifferentiated way are thus a bad candidate for lawsuits.**7
However, not all widespread privacy losses are undifferentiated. Many data practices
harm a large group of people, sometimes by small amounts, in a way that they don’t
harm the general population. The task is to differentiate between systemic (privacy)
effects, which produce undifferentiated privacy losses, and mass interferences with
privacy values, which produce group privacy harms.'®

Dismissing mass privacy harms as undifferentiated effects is inappropriate.
Widespread harms are socially relevant precisely because they're pervasive.' The
lack of a reliable way to distinguish between widespread privacy harms and undif-
ferentiated effects leads to a two-sided problem. It makes it difficult for courts to
consistently identify cases that warrant redress and makes it difficult for political
actors to identify undifferentiated effects that will escape courts. Courts are well
positioned to take on mass harms to compensate victims and deter harmful behav-
ior.'7° Regulators are well positioned to address systemic effects, such as anti-privacy
design, overcollection of data, and lack of algorithmic transparency.

In analogous areas of law, courts consider widespread harms in their determina-
tions of the right to sue and compensation. In environmental law, courts recog-
nize harm to people’s environmental interests without separate physical or financial
harm due to the enormous social interest in quality of life and the difficulties to pro-
vide individual proof.”” Plaintiffs suing to protect the environment in the US some-
times do so on the basis that the harm is to an aesthetic or recreational interest that
they hold.'” The US Supreme Court has, for example, noted that “environmental
well-being, like economic well-being, are important ingredients of the quality of
life in our society, and the fact that particular environmental interests are shared
by the many rather than the few doesn’t make them less deserving of legal protec-
tion through the judicial process.”73 US courts have considered people’s reasonable
concerns about environmental degradation sufficient.'” Similarly, some Canadian
courts in environmental law cases deem proof of general harm to society, such as
harm to the atmosphere, sufficient.’”> Those harms are more dispersed than mass
privacy harms that are dismissed.

Environmental harm is analogous to algorithmic privacy harm.'”® Widespread
privacy harm negatively affects people’s well-being like environmental harm does.'7?
Although privacy harm and environmental harm have countless differences, they're
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similar regarding their pervasiveness, their importance for social life, their unpre-
dictability for victims, and the difficulty in quantifying their long-term harm.'7®
Leaving data practices that produce mass privacy harm unaddressed by writing them
off as undifferentiated leaves large groups of victims uncompensated and fails to
internalize significant social harm.

The enormity of social privacy interests and the difficulty in providing proof in a
networked society are two significant challenges for privacy law.'” Both challenges
benefit from a notion of intrinsic privacy harm based on statistical information gains.
A new standard fits this continuous view of privacy because standards allow the
application of force proportional to the gravity of harm.® Consistent with a social
norms analysis, such a standard can incorporate relevant contextual considerations
such as the cost of precautions not taken and the type of information involved.™

Widespread harms aren’t a bad candidate for redress. They're just procedurally
challenging because, without adequate mechanisms in place, people have insuf-

ficient incentive to sue.’

The Importance of Collective Redress

The harms caused by corporations in the information economy often impact a large
number of people. They often affect larger groups than the economic harms that the
law is used to addressing. In individual interpersonal relations, most interferences
with privacy happen when someone discloses the personal information of just one
person to the wrong source or misuses the information of just one person. In the
information economy, harm comes from the fact that corporations collect, process,
and share personal information from many.

The lack of cost-efficient options to bring individual privacy claims disadvantages
victims. Claims for mass privacy harms are worth little on an individual basis. In the
US, for example, financial data harms litigated under federal law entitle people to
recover between $100 and $1,000 per violation.™ The hassle and expense of litigat-
ing meritorious causes doesn’t always exceed their benefit. Even under the GDPR,
cases have mostly reached small individual amounts.’** Only grave data harms pro-
vide people with enough reason to individually go through a costly and lengthy
judicial process. Only those who can afford it litigate harms that aren’t debilitating.
Individual private actions poorly address data harms that uniquely affect the most
disadvantaged, such as unfair insurance premium increases or algorithmic discrimi-
nation in securing housing.

The lack of cost-efficient options to bring privacy claims presents a systemic prob-
lem too. Insufhcient private enforcement is also ineffective at ensuring deterrence,
since corporations aren’t deterred from harmful data practices if liability is hypo-
thetical.'®s Because of their low compensation coupled with the costs of litigation,
private rights of action in privacy law work best as part of a mechanism of collective
redress, such as class actions.
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By aggregating similar individual actions, class actions increase the number
and types of claims that can be litigated.'®® They reduce the legal cost for each
individual, which improves affordability and therefore the number of meritori-
ous victims who can bring claims. Collective mechanisms provide redress that
would otherwise be unavailable to people who are harmed but can’t afford litiga-
tion, either because of the cost of litigation or the low potential rewards. In most
cases, lawyers are paid on a contingency fee basis with no upfront cost for class
members.™®7 Affordability is of particular importance in privacy claims, where suc-
cess is uncertain and the remedy is likely to be low on a per-person basis. Class
actions are additionally helpful for informational reasons. Individuals who are
harmed may not have the resources or knowledge required to seek legal recourse
in privacy.

Laws and courts across jurisdictions began to certify privacy class actions, both
based on tort law and regulatory breaches. For example, when activist Max Schrems
sued Facebook to prevent it from sending his data to the US, the Austrian Supreme

Court ruled that claims based on the GDPR can be pursued through class actions.'®

Davis” lawsuit against Facebook, similarly, was a class action.’®

Collective private rights of action in privacy and data security, however, so far fail
on two fronts. First, they frequently fail to recognize harm required for people to
sue, leaving victims’ claims unrecognized.'°® Second, awards tend to be so low that
they don’t compensate victims, making individual litigation not worth the hassle.’"
This dynamic undermines their usefulness.

The first hurdle class actions need to overcome is adequate compensation. In
the Equifax breach, compensation worked out, as previously mentioned, to $3 per
victim. In Canada, a case that reviewed class actions found that the maximum indi-
vidual payout was $500, with some of them being under $14."9 When based on con-
sequential harms alone, class actions may provide insufficient incentives to sue for
meritorious claims. Those amounts may be sufficient for a mass harm class action,
but they're insufficient to motivate small to medium groups. Consequential harms’
causation problems partly drive those low amounts. These difficulties result from
judicial skepticism over harm in privacy claims. Adequate compensation requires
an added notion of privacy harm.

Growing privacy class actions numbers parallel prior developments in environ-
mental law and competition law, where private rights of action now often manifest
in collective redress. If the trend in privacy law continues, coupled with a recogni-
tion of privacy harm, class actions could change how people find redress in the
information economy.

Why Privacy Claims Fit Class Actions

To increase access to justice, privacy class actions must overcome a double obstacle.
Together with the difficulty in proving compensable harm (a difficulty from privacy
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law), they must overcome the difficulty of obtaining class certification (a difficulty
from civil procedure).

Class actions are often undermined because individuals in the group suffer dif-
ferent data harms that prevent courts from unifying their claims. This problem
is caused by identifying only consequential data harms (or risk thereof), while
neglecting privacy harm, which is the unifying element between class members.
Information unjustly sold, released in a data breach, or misused is poised to have a
similar effect on each user’s privacy. It would be common that, in addition to that
harm, a subset of victims suffer consequential harms. For example, some could be
subjected to identity theft as a result of a data breach, but not all, as was the case
with the Equifax breach. These consequential harms don’t erase the privacy harm
they have in common.

Intrinsic privacy harm provides identification over commonality needed to sue
as a class. Recall the TransUnion case, where thousands of people were mistakenly
flagged as terrorists. Their privacy loss caused consequential data harms for some
of them in the form of reputational and financial harms.'93 What plaintiffs had in
common was the privacy harm that TransUnion caused them.'* That central com-
monality justifies their grouping in a class. The US Supreme Court failed to see this
common element, noting that some but not all class members suffered reputational
harm equivalent to defamation.”> In the Equifax and Desjardins data breaches,
focusing on consequential harms would undermine their grouping: some but not all
victims had their credit card copied and their identities stolen.®® Richard Lloyd lost
against Google at the UK Supreme Court because the court failed to see any harm
the 4 million users had in common."9

The loss and harm distinction similarly applies to distinguishing among groups of
plaintiffs. It may be difficult to identify whether people share a privacy harm or they
suffered different privacy harms, particularly when people are harmed in different
magnitudes. But losing something by different magnitudes is dissimilar from suffer-
ing different harms. Privacy loss is the remaining piece of the puzzle, as a notion
of privacy loss uncovers unifying aspects. Privacy loss is the cause of privacy and
data harms that plaintiffs can claim. Identifying commonality through loss applies
to both data breaches, such as the Equifax incident, and data practices, such as the
TransUnion case. For example, class members in the TransUnion case shared an
inferential privacy loss from TransUnion’s mislabeling them as terrorists, based on
their (unjustified) loss of control over their information.’®

Certification requires a common privacy harm, rather than just a shared privacy
loss that led to disjointed harms. However, a shared privacy loss resulting from the
same data practice or breach should be seen as establishing a presumption that
their harm is shared. For example, in the hypothetical Grindr class action discussed
above, all class members suffered privacy harm resulting from the unauthorized
disclosure of their information, in addition to different consequential harms.*?
They share this harm because they shared the unjustified loss that constituted it.
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Traditional class actions address equivalent group harms linked by a single misbe-
havior, such as when the US National Football League was sued for failing to protect
players against head injuries and when Volkswagen was sued for misrepresenting its

diesel emissions.**°

Identifying shared privacy harm through a recognition of losses
provides consistency in allowing people to sue as a group.

Collective action based on intrinsic privacy harm better responds to the reality of
inferences.* Because synergies among collected data points from different people
lead to harmful inferences, fragmenting redress into individual lawsuits leads to rep-
licated efforts from plaintiffs, defendants, and the court system. Harms produced by
probabilistic privacy losses due to relational data share this concern. Inferential and
relational privacy harms (and data harms) are often group harms, so grouping their
claims is more fitting than dividing them into individual actions.

In an ideal system, encouraging class actions would be coupled with a departure
from the contractual paradigm. A consequence of such a departure is deeming any
clauses compelling arbitration or forbidding claim aggregation as unenforceable.
These clauses impede deserving compensation, thwart deterrence, and stifle the
development of the law.***

Overcoming Objections through Representative Actions

There are two implementation concerns with privacy class actions. The first is that
class actions can create a misalignment of incentives between lawyers and clients.
Class action attorneys may prioritize quick settlements to obtain a contingency fee,
rather than engaging in the private costs of a litigation process.*> As a second con-
cern, one might worry that class actions impose administrative burdens on people
similar to those of individual control mechanisms.

Equipped with a notion of how to quantify intrinsic privacy harm, courts can
moderate lawyer-client misalignment because it provides a basis to evaluate the
reasonableness of settlement amounts. Courts can then reject settlements if they
significantly undervalue their claim.*** Absent that possibility, although this mis-
alignment can result in lower than optimal settlement amounts, it's unclear whether
class actions disadvantage any individual with the right to sue.** A class action
mechanism with an incentive misalignment is worse than one without it, but it’s
better than having only individual actions — or no right to sue.

While class actions place some onus on people, the class action mechanism
removes the onus of anticipation of harm and self-protection imposed by control
mechanisms, such as data rights, and the lowered onus of individual action imposed
by individual litigation. Further, if private rights of action depend on privacy harm,
individuals who sue aren’t reacting to an abstraction but to being unfairly disad-
vantaged, so liability would avoid much of the information-finding administrative
burden on people that procedural rules impose. Moreover, this mechanism would
better deter harm than existing ones. By improved deterrence, in the long term,
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there may be less need for litigation than there currently is. This would further
alleviate the burden.

These concerns are specific to class actions, not to all forms of collective redress.
The GDPR provides an alternative form of collective redress through represen-
tative actions. These are opt-in collective redress, meaning that plaintiffs have to
actively choose to join them.>*® For example, the Federation of German Consumer
Organizations sued Facebook for how it hosts third-party apps and games in its App
Center — the mechanism that led to the Cambridge Analytica scandal.

Representative actions brought by interest groups are helpful in bringing collec-
tive claims. Private rights of action for privacy harm gain effectiveness when struc-
tured under any form of collective redress. The procedural benefits of collective
redress and their fit with privacy harm apply to different types of collective claims
that group harmed victims. Representative actions, such as those recognized in the
GDPR, provide many benefits of class actions while avoiding both objections.

The GDPR clause has a weakness: procedural law is local, so each country can
decide whether and how to incorporate the mechanism.*7 The Court of Justice of
the European Union ruled that consumer groups can file representative actions, but
only as long as national law allows it.**® One helpful form of GDPR-stipulated repre-
sentative action, allowing people to join after the court issues its judgment, is absent
in most countries’ procedural laws.* A 2023 EU directive addresses this weakness,
allowing qualified nonprofit groups in all EU countries to launch collective redress
claims.*® Representative actions, while overcoming both implementation concerns,
face equivalent obstacles of compensation and grouping than those identified for
class actions, requiring an equivalent solution.

A cohesive view of privacy values provides further reason to group privacy claims
in class and representative actions. A policy goal of class actions is to increase access
to justice.” Obstacles to private rights of action lead to a tension between the right
of access to justice and the rigid right to sue in the information economy.*? The ten-
sion can be mitigated by reforming laws to have a clear standard that reckons with
privacy harm or by encouraging courts to identify, among data practices without
(yet) materialized consequential harms, those that cause privacy harm.

Private rights of action in the information economy, in sum, are most useful as
part of a collective redress mechanism. Class actions and representative actions can
provide redress to group harms and mass harms in a way that complements public
enforcement targeted at high-risk, systemic privacy losses. For them to be effective,
a notion of intrinsic privacy harm is needed, so courts can address access to justice
obstacles specific to the collection, processing, and sharing of people’s information.

%ok ok

Liability can introduce meaningful accountability in the information economy
with new laws that incorporate private rights of action based on a standard to avoid
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immaterial privacy harm. An incremental alternative, without major legal reform, is
for courts to expand the scope of private law liability to develop such a standard and
apply it in parallel to statutes.

What separates this proposal from calls for liability in law reform circles and pub-
lic policy is the basis for liability. Crucially, liability shouldn’t depend on breach of
procedural rules established in advance or broken promises in privacy documents
that people agreed to. It also shouldn’t hinge on negative material consequences
that happen years later. For liability to reduce informational exploitation, private
rights of action must depend on the creation of privacy or other data harm. The
cause of action must be one that courts apply on a standards basis, where liability
depends on intrinsic privacy harm.

The proposed liability system applies to both corporate data practices and
breaches. Both activities produce privacy harm for profit, as both involve the inten-
tional collection of personal information with resulting harmful exploitation, either
through misuse or exposure. Despite their doctrinal differences, liability, particu-
larly in the form of class actions, can address harm in both domains. Ideally, people
who suffered the same privacy harm should be able to scale up their claims to a class
action because this is the most effective way to seek redress. It's also the most socially
efficient way to grant it.

Companies that collect, process, and distribute personal information are in a bet-
ter position to understand their potential for harm and how to prevent it than their
users and regulators are. Currently, corporations have little incentive to minimize
the likelihood and magnitude of privacy harm. A regime where corporations are
responsible for the cost of those harms responds to the pervasive harms that they
must take accountability for and to the power they currently hold to avoid it.



Conclusion

Privacy law needs an update. It’s older than the Internet — let alone Al But the issue
isn’t that there are new technologies that it didn’t foresee. Rather, the issue is that it’s
built on rules for a society that no longer exists. Privacy in the information economy
is about regulating relationships of power.! And, to regulate power, one needs mean-
ingful accountability for the powerful .?

When you log into your social network of choice, you're likely aware that it tracks
what you “like” or “share” to form a profile about you for advertisers who wish to
spend their budgets targeting those they're most likely to influence. What you're
likely unaware of is the sheer amount of collected and inferred information that the
social network and other corporations it trades with already have about you. Parts of
it you expressly or inadvertently provided, and parts of it were inferred using algo-
rithms and behavioral tracking. You also have no idea what the future uses of your
data may be. Some pieces of data that appear innocuous today will be significant
and harmful in the future, but you can’t know which ones.

Personal data exchanges occur second by second and their consequences never
leave you. They're different from traditional two-party consumer experiences, where
a transaction begins when you approach the cash register and ends when you leave
it. Every time we use a new app, we quickly click “I agree” to its privacy policy. In
an instant, we're taken to have consented to the collection of countless data points
for various corporate actors, who will go on to create detailed profiles of us that they
may subsequently sell to marketers and to each other.3 This process is inordinately
opaque. And it certainly doesn’t provide us with an opportunity to realistically assess
the risk of each “I agree” click. Under these circumstances, privacy law can’t rely on
even the most sophisticated versions of individual consent provisions.

Privacy law is built on false behavioral assumptions that treat it, for the most part,
like traditional two-party commercial exchanges. The rules that dictate what hap-
pens with our data are thus built on a misguided understanding of the social and
economic interactions that involve those data. These assumptions lead to major mis-
understandings: that people don’t care about their privacy anymore, that they have
nothing to lose if they have nothing to hide, and that they can take other options if
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dissatisfied with how their data are handled. I call this the traditionalist approach.
Modern economists moved past the simplified nineteenth-century paradigm that
inspired it. But privacy law hasn’t. When people click “I agree” to data practices
that yield them little benefit and expose them to great harm, contrary to what laws
assume they’ll do, individual users aren’t to blame. Our regulatory landscape is,
perpetuating constant agreement without a clear sense of what harm can follow the
data practices that people agree to.

As long as the traditionalist approach acts as the cornerstone of privacy law, our digi-
tal landscape will perpetuate a dynamic where tech companies garner tremendous
profits and power at our expense. Companies have perverse incentives to misuse our
personal data in ways that create risks and harms for us. Data aggregators, for example,
are risk amplifiers.# Their business model is based on accumulating as much data
as possible from as many people as possible.’ Traditionalist regulations focus on giv-
ing people individual control over their data and establishing procedural safeguards.®
These safeguards, though, provide marginal improvements over a free data market. In
their worst forms, they perpetuate corporate profitability while forgetting the people
they're supposed to protect. As a result, people receive little more than expensive lip
service through a discourse of control and rights they can rarely use.

Harms fall through the cracks. “Move fast and break things” was an internal
Facebook motto abandoned in 2014 that turned into a Silicon Valley mantra, taken
as synonymous with innovation and tech disruption.” The motto made it to a letter to
shareholders when Facebook went public, where Mark Zuckerberg clarified: “The
idea is that if you never break anything, you're probably not moving fast enough.”®
It shows how data profiteers had and continue to have impunity for the harms they
create — the “things” they break. Making them responsible for these harms is at the
core of accountability.

Informational exploitation is pervasive. To exploit someone is to take advantage
of their vulnerability or weakness for one’s own benefit.” Wrongful exploitation
adversely affects the dignity of the exploited person because they're treated as an
object for someone else’s ends.* This exploitative dynamic is reflected when cor-
porations misuse our personal information for profit or profit from our information
without keeping it safe, exposing us to data harms for surveillance dividends.”

Philosophers explain that exploitation entails exerting power over others for self-
enrichment.”? This dynamic is perceptible in the information economy. In it, power
relationships exceed asymmetric bargaining or information. They extend into shap-
ing the systems through which we communicate and into making decisions about
our lives based on our data — such as our credit score to determine loan opportunities
and what options of housing and employment we're exposed to.3 And corporations
that take, infer, and share our data are ever-present. This dynamic widely exceeds
contractual or consumer relations. Some of these are companies we've never heard
of."* There’s an incongruity in applying contract law remedies, such as defaults and
unconscionability, to address abuse of power and discretion.
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The dynamic of power and discretion is one in which entities that profit from us
have the ability to unilaterally inflict harm on us. Corporations in the information
economy have the power to exercise harms with significant impunity. Traditionalist
laws, by establishing procedural, box-ticking compliance divorced from conse-
quences, entrench this power.” So do traditionalist regulators when they defer to
these symbolic compliance mechanisms, performing privacy without protecting
people.’® The unenviable result is socially costly mechanisms that don’t rein in
harms created by the information economy’s business model and don't effectively
curb corporate power. Procedural measures and sanctions for eventual noncompli-
ance lead to large compliance costs that big players can withstand but small players
can’t7 In that way, they keep power in the information economy unaccountable.™
The only way out is for legislators, regulators, and courts to shift attention toward
individual and social privacy harms.

The privacy fallacy results from such a misunderstanding, where we see the
intrinsic value of privacy but not the possibility of harming it. We fall prey to it
when we believe that, while privacy is valuable in itself and it’s worth protecting,
that value can’t be harmed in and of itself and we only need to be protected from
tangible consequences. Saying that if there’s no tangible harm from a data practice
there’s nothing to worry about (“If you have nothing to hide, you have nothing to
lose”) runs into the problem of being systemically exposed to exploitation.

Duties that survive “I agree” moments, such as those established by the GDPR,
are crucial to enhanced protection. But procedural rules paired with reinforcing
individual control tend to replicate, rather than resolve, the information economy’s
moral hazard that enables exploitation. On the books, consent is a minimum thresh-
old in most regulations, under which people have other rights after consenting. But,
in practice, you can agree to data practices that override almost every substantive
protection, and most remaining data protection rights you can’t waive depend on
you being able to exercise them.' Abandoning individual consent provisions is the
first step in creating accountability for privacy harm. Consent provisions should be
removed from our privacy laws because, in practice, consent provisions swallow
everything else.* An arbitration clause, for example, can undo much of the good
that liability does.™

These provisions aren’t merely a relic from the past. They play an outsized role in
emerging privacy legislation too.”> Google’s former CEO Eric Schmidt once con-
fessed to The Atlantic: “The average American doesn’t realize how much of the laws
are written by lobbyists ... and it’s obvious that if the system is organized around
incumbencies writing the laws, the incumbencies will benefit from the laws that
are being written.”” The numbers add up. There are almost twice as many Amazon
lobbyists registered in the US as there are senators in the US Congress.* In 2021,
Alphabet (Google), Amazon, and Meta (Facebook) spent $50 million just in their
Washington DC lobbying efforts.* The tech industry together spends about €100

million per year in lobbying EU institutions.*®
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For the most part, people feel that their privacy is protected with the options
afforded by individual control rights. This feeling of protection makes us trust the
system, makes us navigate the Internet comfortably, and gives us a (false) sense of
wellbeing guarantees as we engage in the economy. The false feeling of protection
is beneficial to regulated companies: we're online more than we otherwise would
be, we create more ad revenue, we spend more money, we use more products, and
we embed the system in our social life more, making it more difficult to escape from
it for others.

Part of the traditionalist approach’s perpetuation takes place because providing
people with control and autonomy has an intuitive appeal.*” So people may accept
control-based measures even if they're bad for them. Framing privacy and data pro-
tection as questions of formal autonomy in a context of power imbalance and ease of
manipulation is, in itself, a successful exercise of power and manipulation.®

A significant achievement of the traditionalist paradigm is successfully present-
ing itself as the natural way of running things. People are told that they deserve
to have control over their information — that it belongs to them — as a gold stan-
dard.* Politicians talk about patching market failures as if it were a novel and tough
approach to big tech.3* When someone asks why a regulatory framework isn’t work-
ing, legislators often think it’s because the framework isn’t neoclassical enough. If
people are clicking “I agree” too easily, then regulators often think it must be that,
to solve the problem, one needs to tack on the word “meaningful” or “informed”
before “consent” in the statute as a harbinger of individual control.3' Or, if corpora-
tions offer extractive and extortive terms of service that are eerily similar to each
other, then one should use antitrust law because it must be simply a manifestation
of abuse of market power and, if we split them up, we would solve the problem.

Protecting people from exploitation, though, preserves their autonomy.
Exploitation is marked by impaired consent and unfair distributive outcomes.3?
Protecting people’s autonomy means sheltering them from exploitation even when
they would agree to it.3* People are also harmed by exploitation, online and offline,
when they formally agree to how they’re treated, much like thousands of sweat-
shop workers do because they have no better options.3s Exploitation harms also take
place when choices exist but people can’t evaluate the harm involved.3® Under such
conditions, it’s still exploitative when someone agrees to — or even is content with —
the treatment they receive.3” Recognizing people’s autonomy means considering
people capable of living their lives in ways that assume some risks. It doesn’t mean
taking their blanket before-the-fact agreement to an activity to mean they accepted
all resulting harm and are immunized from being exploited by it.3* Even if one
believed that individual control over personal information is what privacy law ought
to protect because decisional autonomy is the only relevant value, the tradition-
alist paradigm crumbles under the power dynamics that make individual control
impossible. Protecting people’s autonomy when they can’t understand what they
agree to means protecting them from the moral hazard of the growing influence of
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corporate actors that shape how we communicate and have the power to manipulate
an increasing number of aspects of our lives.

Mark Zuckerberg thinks that “[i]n a lot of ways Facebook is more like a govern-
ment than a traditional company.” Tech giants hold so much power in the informa-
tion economy that scholars also believe they have equivalent powers to state actors.+°
One reason is size. These are some of the largest companies in the world, with bil-
lions of users, enormous resources at their disposal, and more money than some gov-
ernments.# Their size includes an actual airline (Prime Air), airports (Air Hubs), and
spacecrafts (SpaceX, technically owned by Elon Musk, not Twitter). Another reason
is control over interactions. Designing the platforms that we use to communicate,
access information, and share information grants influence over private behaviors
and public opinion.# Meta brags about its ability to nudge democratic outcomes.®
They even have systems of dispute resolution — some call it a “Supreme Court.”# A
third reason is reach. Tech giants operate globally, with the ability to exert influence
across almost all national borders.# On one occasion, they influenced those very bor-
ders. 4% These factors combined bestow an amount of power that's unprecedented 47
Not even the Dutch East India Company could do this much.

Reckoning with informational exploitation explains why tech companies can be
similarly powerful to state actors. The source of their power is our data. Tech giants
hold power over us based on the data they have about us, even independent of their
market position.# They exercise this power not through money but through data.
Because they collect and infer vast data about their users and others, they can turn
our personal information against us. They can, for example, use data about activi-
ties and preferences to manipulate behavior in ways that benefit the company but
aren’t in its users’ best interests, with consequences as varied as inflating purchasing
behavior, enabling discrimination, and swaying presidential elections.* Their grow-
ing power, crystalized in their ability to produce harms with significant impunity,
leads to a growing need to curb the harms that it causes.

Privacy law needs accountability for the consequences of data practices. At the
center of accountability, there should be liability based on duties not to harm,
including harms of informational exploitation and the consequences that accrue
from them. To achieve accountability, laws need to redirect back to the corporations
the cost of the harms that they produce while making a profit. This proposal aligns
with broader accountability efforts advanced by various scholars, which include
information fiduciaries, privacy by design, and relationships of trust.>® It departs
from existing liability regimes and proposals, which are unhelpfully triggered by
breach of procedural rules or promises in privacy policies. Anchoring liability on a
concept of intrinsic privacy harm, such as informational exploitation, can overcome
problems of standing, causation, class certification, and damages that liability provi-
sions face under current law.

Accountability efforts have ample precedent. The FIPs document from the FTC,
which inspired much of today’s privacy law, discussed corporations’ responsibility
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to prevent data misuse.5' The GDPR has a declared focus on accountability.> The
Canadian FIPs also include accountability.®* The idea of accountability, however,
weakened as it slowly faded into responsibility to comply with procedural rules and
corporate promises. Laws shouldn’t ignore the data misuse that takes place under
these rules. Because of the information economy’s moral hazard, “responsibility”
must mean accountability for the outcomes of how corporations use (or misuse)
people’s personal information.

This proposal doesn’t impede other forms of regulation. It reinforces other forms
of accountability, such as information fiduciaries and privacy by design. These
accountability mechanisms provide a duty not to exploit (fiduciaries) and mecha-
nisms to prevent exploitation (privacy by design); they're reinforced by liability based
on a notion of what it is to exploit. This proposal can operate absent legislatures
mandating these other mechanisms because it creates structural economic incen-
tives for corporations to implement them. Due to being tethered to a theory of harm,
it avoids critiques issued to other accountability mechanisms, such as risk of becom-
ing too crystalized into specific rules,5 risk of impeding working business models,
and risk of becoming too expansive or vague for courts to apply.® This proposal also
doesn’t impede the existing data protection rights and procedural system — as long as
these mechanisms don’t pull resources away from meaningful changes.

Law reform is needed on multiple fronts. Accountability requires new legal stan-
dards, rather than procedural rules. Liability for individual and group harms should
be combined with regulatory standards for systemic risks. Publicly enforceable
legal standards are well suited to address systemic privacy problems, complement-
ing civil liability. A combination of procedure-independent duties and prohibitions
can reduce systemic risk and mitigate widespread social harms. Harm identification
can’t be done by legislators in advance, so the best regulatory regimes are those that
minimize risk and make room for harm to be identified after the fact.

The reform extends to enforcement. Data protection authorities are best posi-
tioned to address systemic issues for which liability is ineffective — undifferentiated
privacy losses that don’t produce individual or group harms but produce widespread
risk. Group harms can be addressed through privacy class actions. But class actions
can’t deter widespread, systemic social risks.” In countries where, by contrast,
authorities focus on enforcing individual control rights, they extend consent prob-
lems and remove attention from systemic effects.5® Enforcement systems with that
focus fail to equip people with tools to pursue common interests, obscure systemic
harm, and perpetuate conditions for widespread exploitation.”®

Accountability for data practices’ consequences requires distinguishing between
losses and harms. Tyler Clemente, the teenager mentioned in the Introduction
who died by suicide after being secretly filmed during an intimate encounter and
outed, faced a privacy loss (data collection) that constituted privacy harm because
his identity was exploited for amusement. His humiliation and death were con-
sequences of this harm. His story illustrates privacy’s distributional effect, as the
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same information (intimate encounters) is often more harmful to Queer people and
women than to others. Monica Lewinsky, whose well-known story was also men-
tioned in the Introduction, faced a privacy loss (data sharing) that constituted pri-
vacy harm because her intimate life was exploited for clicks and used for profit. Her
public humiliation and harm to her career were consequences of the informational
exploitation she was put through. Often, harmful losses such as these are probabilis-
tic, when based on inferred or group data.

To achieve meaningful accountability, liability must include more than the
financial or physical consequences of data practices. It must also include privacy
harm. If the only problematic aspect of the information economy were its tangible
consequences, it would follow that we would have a better society with no privacy
at all, provided that it could be achieved without causing negative financial and
physical consequences. In that hypothetical society, we would allow people to be
manipulated and exploited based on their personal information for profit, while
protecting their finances and physical integrity. If this doesn’t sound desirable to
you, it’s because you see some intrinsic value in privacy.

The intrinsic view of privacy explains why privacy is a human right in so many
countries. Reducing privacy to its negative tangible consequences implies, by exten-
sion, that privacy can be overridden by desirable tangible consequences such as
economic gain. Breaking the binary in which privacy is often put by distinguish-
ing between losses and normative harms leads to a better framework. Privacy loss
can be subjected to cost-benefit analyses, where appropriately acquiring and using
information for economic gain is acceptable — and even desirable. Privacy harm
shouldn’t. Legitimate data practices should be pursued while avoiding privacy harm
and including accountability for harm when they create it.

Liability for data practices” outcomes would preserve the information economy.
It would even improve it. It wouldn’t halt innovation or the tech industry because
it creates space for the industry to engage in any data practice that produces more
profit than harm.® Creating liability for the consequences of their data practices
provides needed incentives to develop data practices that are high-profit and low-
harm. Conversely, it makes low-profit and high-harm activities more expensive. To
be fair, companies that produce harm would be less profitable with liability than
without it. Yet profitability at all costs is unacceptable from a public policy perspec-
tive.%! Focusing regulatory costs on consequences rather than tying corporations to
procedure-focused regulations may even present lower costs for those companies
that carry the safest data practices for those whose data they profit from. Unlike
procedural rules, which have high regulatory costs and introduce entry barriers that
disadvantage new, small players to the benefit of incumbents with large legal and
compliance departments, liability has lower costs for those with lower risk. With
the current system, privacy-protective services need the same safeguards as privacy-
invasive services. Shifting attention to liability would help nonexploitative services
to flourish.
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The surge of Al in our daily lives accentuates the need to curb privacy harm. Al
inferences facilitate significant influence over our daily lives by making decisions
about us in areas as diverse as finances, employment, health, housing, and speech.
In a society where our information can be used to exploit us and where our wellbe-
ing is influenced by how our information is turned into credit scores, risk assess-
ments, and employability, developing functional protection against privacy harm
is urgent. To fix it, we need to hold corporations responsible for the consequences
their data practices create. That's what legal systems do for any other valuable activ-
ity that produces pervasive intended and unintended harm to others.
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