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Dedication

For Mom, Dad, and the boy who lived




Epigraph

It was a game and we lost, because we didn’t do several simple things: we didn’t create our own class of capitalists, we didn’t give the capitalist predators on our side a chance to develop and devour the capitalist predators on theirs.

—Gleb Pavlovsky, longtime confidant of Vladimir Putin, on why the Soviet Union lost the Cold War
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Introduction

A virus is the smallest unit of life. Or it would be if scientists agreed that viruses are actually alive. Viruses are more like rogue strands of genetic code. They can’t make their own proteins, they lack a cellular structure, and they can’t reproduce without hijacking and then destroying a host cell’s metabolic infrastructure.

There are more viruses on earth than there are stars in the universe. At a particular moment in late 2019, one of these viruses—measuring around one hundred nanometers in diameter and crowned with a halo of spikes—infected its first human being. At the time, no one noticed.

This tiny, unmarked moment sparked a chain reaction that would give the world its first taste of the People’s Republic of China as a true superpower. The most populous country in the history of humanity would make its conclusive global debut through the auspices of the tiniest unit of existence known to man.

* * *

At first, Wei Guixian thought she was coming down with a cold. Her symptoms began on December 10 and were mild at first. The Wuhan seafood seller first sought treatment at a local clinic, returning each day for an IV drip of antibiotics, she later told the Wall Street Journal. But, within days, her condition worsened, and she struggled to breathe. Her daughter got her an appointment with a specialist, and by December 18, she was in a hospital, fighting for air. She soon lapsed into unconsciousness. Her daughter worried she would die.

Wei wasn’t patient zero, a term referring to the first person to be infected with a new disease. But hers was among the earliest suspected cases of the novel coronavirus. We would soon learn of others. On December 16, a sixty-five-year-old man was admitted to Wuhan Central Hospital with an infection in both lungs. Doctors treated him with antibiotics and anti-flu medication, but his condition didn’t improve. He, like Wei, had worked at the Hua’nan Seafood Market. By the next week, according to a study released the following month by the Chinese Center for Disease Control and Prevention, about three dozen people were showing similar symptoms. Doctors began to see connections among patients with the mysterious new illness.

Toward the end of December, health officials in Wuhan learned that the new illness was caused by a coronavirus, much like the pathogen responsible for SARS. Doctors and scientists sought to understand the new virus and spread the word, but they were repeatedly stymied by local government and security officials—a delay that would ultimately have immense consequences.

On December 30, Ai Fen, a top doctor at Wuhan Central Hospital, read a lab report that included the words “SARS coronavirus.” Alarmed, she posted information about the illness on WeChat. But after she was reprimanded by superiors at the hospital, Ai started to keep her views to herself. Weeks later, as the death toll from Covid-19 in China mounted, she expressed regret for not speaking out more forcefully. “If I had known what was to happen, I would not have cared about the reprimand,” she said in an interview with a Chinese magazine. “I would have fucking talked about it with whomever, wherever I could.” The interview was eventually removed from the web.

Ai wasn’t the only person to face consequences for speaking out. On December 30, eight doctors were called in for questioning after sharing scientific information about the virus on WeChat. On January 1, Chinese state media outlets reported that police in Wuhan had arrested eight people for “spreading fake news online” about the proliferation of “viral pneumonia” in Wuhan.

The following day, the World Health Organization’s China office was alerted about this unknown illness that had infected twenty-seven patients with viral pneumonia in the city of Wuhan. Chinese scientists mapped the virus’s full genome by January 5 and posted it on a public website less than a week later. Officials in Hong Kong and Taiwan—still mindful of the risks associated with the SARS scare of two decades earlier—began to screen passengers arriving from Wuhan.

But a simultaneous cover-up was already well under way. On January 1, an official at the Hubei Provincial Health Commission ordered laboratories to stop testing and destroy samples. Chinese president Xi Jinping began directly managing China’s Covid-19 outbreak on January 7; this fact was kept from the public for several more weeks. The World Health Organization announced on January 14 that Chinese officials had found “no clear evidence” of human-to-human transmission of the virus.

While Chinese Communist Party officials held an important meeting from January 11 to 17 in Wuhan, the city’s health commission asserted that there were no known cases—announcing fresh ones only minutes after midnight on the eighteenth. The Spring Festival holiday loomed just days ahead, a weeklong holiday in which hundreds of millions of people travel back to their hometowns across the country. It was the worst possible timing for a new viral outbreak to occur, but life carried on as normal. Local officials in Wuhan permitted forty thousand families to gather for a celebratory banquet on January 18, driving a further spike in cases.

“Everything was down to not collecting cases, not letting the public know,” Dali Yang, a prominent scholar of China’s governance system at the University of Chicago, told the Washington Post. “They were still pushing ahead, wanting to keep up appearances.”

But soon, the virus ceased to be solely a Chinese concern. On January 13, a patient in Thailand tested positive for the virus, becoming the first known person outside China to have contracted Covid-19. Two days later, a person infected with the virus traveled to the United States, thus spreading the disease there.

China’s central government decided it could no longer keep Wuhan’s virus under wraps. On January 19, Beijing dispatched epidemiologists to the provincial capital. On January 20, Zhong Nanshan, a leading pulmonologist assigned to coordinate the virus response, reversed WHO’s earlier declaration by stating that human-to-human transmission was indeed occurring. On January 23, Chinese authorities announced lockdowns in Wuhan and three other cities, and by the following day, more than 36 million people were ordered to remain largely in place—unprecedented restrictions that would be implemented repeatedly for the rest of the pandemic throughout the country.

But it was too late. More than five million residents had already fled the city out of fear of the mysterious new disease—many of them likely carrying it back to their hometowns for the upcoming holiday. The damage had already been done. “I think we have passed the golden period of control and prevention,” Guan Yi, an expert on viruses at Hong Kong University, said on January 24.

In a study published in March 2020, researchers at the University of Southampton found that if Chinese authorities had acted three weeks earlier than they did, Covid cases could have been reduced by 95 percent and the virus’s geographic spread limited. The Chinese government cover-up had lasted, as fate would have it, precisely three weeks.

* * *

In retrospect, we can all remember where we were and what we were doing at the end of January 2020, when the die foretelling the end of the world as we knew it had already been cast. We were, most of us, oblivious.

I was in Switzerland. The World Economic Forum at Davos that year kicked off on January 21, and I was among the small contingent of reporters Axios had sent to cover the annual gathering of the global elite.

Davos is always a monstrosity, known by the factual cliché as a conference where rich people fly in on their private jets to discuss climate change over expensive wine and hors d’oeuvres. The small Alpine ski resort town, temporarily overrun with summit attendees, was plastered with mindless slogans like “Liquid democracy has arrived” and “The view from the top should be more than the bottom line.” We had rented an actual Swiss chalet, and my bedroom had furs on the floors, a bathroom with black pebbles and artistically placed granite stepping-stones for flooring, and—I kid you not—a custom-built sauna. I bumped elbows with Facebook’s chief operating officer, Sheryl Sandberg, at the coat check and snapped photos from a distance of Prince William descending an elegant flight of stairs.

But, looking back, I see the 2020 forum as an almost-intentional exercise in the grotesque. On January 21—the same day the United States announced its first case of Covid-19—Davos attendees piled into crowded rooms to hear World Health Organization director general Tedros Adhanom Ghebreyesus, soon to become a controversial household name, to speak not about pandemics but about mental health stigma. On January 22—the day CNN started featuring live coronavirus updates—Richard Hatchett of the Coalition for Epidemic Preparedness Innovations mentioned the novel coronavirus in passing on a panel called “The Next Super Bug,” only to then warn of “social reactions that are probably going to be disproportionate to the current threat.” Another panel hailed the successes of Gavi, a major global vaccine alliance. China’s senior vice premier, Han Zheng, gave a speech defending globalization and vowing that China would work closely with multilateral institutions, saying, “Openness is a trademark of today’s China.” Of course, he did not mention the new virus already ravaging Wuhan. On Friday, January 24, the forum’s final day, the Chinese government implemented the strictest lockdown in history, freezing 36 million people in place.

At Davos, the conference rooms and the lobbies beyond were cramped, humid, and stifling as we all breathed the same recirculated air. The wine flowed freely. No one wore masks. We boarded planes, trains, and buses, inhaling and exhaling all the way back to the dozens of countries from whence we had come.

The 2020 summit now reminds me, rather horribly, of Edgar Allan Poe’s short story “The Masque of the Red Death,” in which a prince sequesters himself and a thousand of his peers inside a castle to drink, dance, and make merry while contagion rages outside the walls. Eventually, the pestilence comes for the guests as well.

Davos would be canceled the next year, and the next.

* * *

No individual represented the tragedy and transgression of China’s early pandemic response better than Dr. Li Wenliang, a young ophthalmologist in Wuhan. In December, he had noticed several patients exhibiting SARS-like symptoms. He decided he needed to warn colleagues, and on December 31, he posted about the illness in a WeChat group.

Not only did local authorities avoid acting on these early reports of a mysterious new illness, but they punished the doctors who were reporting it. Li thus became one of the eight doctors who were called to the local police bureau, where officials berated them. He was made to sign a letter accusing him of “making false comments” that “severely disturbed the social order.”

“The police believed this virus was not confirmed to be SARS. They believed I was spreading rumors,” Li later said in an interview. “They asked me to acknowledge that I was at fault. I felt I was being wronged, but I had to accept it. Obviously I had been acting out of good will.”

Li began coughing on January 10 and soon contracted a fever. He was hospitalized just days later, and on January 30, he was diagnosed with the disease later to be known as Covid-19. From his hospital bed, he posted information about his case and of the other patients he had seen. He continued to give media interviews and posted a now-famous selfie as he lay in a hospital bed with an oxygen mask strapped to his nose and mouth.

Facing intense domestic and international criticism for its early cover-up, the Chinese government knew that it had to act fast. So, in late January, officials decided to bring daily life to a screeching halt. In Wuhan, authorities completely closed off transportation into and out of the city, even for emergencies. The school holiday for the Spring Festival was extended indefinitely. All shops in the city, except for those selling food and medicine, were shut. Only one member of each household was permitted outside every other day; in some places, residents were required to have any food and supplies delivered. Security guards at apartment complexes took the temperature of anyone entering, while officials went door-to-door to enforce compliance with quarantine rules.

Citizen journalists in Wuhan, such as Zhang Zhao and Wuhan native Fang Fang, who kept an online diary, chronicled daily life under the unprecedented lockdowns. Soon, all other major cities in Hubei Province were locked down as well, extending the mass quarantine to a historically unprecedented 60 million people. The entire country was transfixed. Soon cities in other provinces around China began to implement varying degrees of restrictions on travel, schools, and businesses.

But Li’s condition worsened. On February 7, 2020, the young doctor died. He was thirty-three years old.

At the news of Li’s death, China’s heavily censored social media platform Weibo exploded with anger. To Chinese people, Li felt like a martyr. He had embodied the courage, heroism, and selflessness the Chinese government lacked in what felt all too much like SARS 2.0.

The grief and rage were irrepressible. With hundreds of millions already under some form of lockdown, people took to the virtual streets to lodge their protest. The hashtag #LiWenliangDies was viewed more than 670 million times. Despite the Chinese government’s expert social media censorship, #IWantFreedomOfSpeech almost instantly became the most-viewed hashtag on Weibo. Some people quoted Soviet dissident Aleksandr Solzhenitsyn: “We know they are lying, they also know they are lying, they know we know they are lying, we also know they know we know they are lying, yet they continue to lie.” When censors managed to remove the viral hashtag after a fewhours, a second hashtag, #WeWantFreedomOfSpeech, rocketed to the top of the list. It had been years since I’d seen this kind of national outpouring surpass the ability of Weibo censors to repress it. It was as if the entire country had taken to the internet all at once to register their anger.

The death of Dr. Li Wenliang marked one of the Chinese Communist Party’s most vulnerable moments in years, perhaps even decades. It was a moment of profound crisis for the party. Its governing philosophy of social stability and top-down control had backfired spectacularly. Local officials, striving perhaps to keep their own personal governance records clean and to avoid dealing with any troublesome social disturbances, had silenced medical personnel and prevented an effective response in the crucial first several weeks. Hospitals were full, and people who couldn’t get beds were dying in their homes and even in the streets.

Internationally, the crisis was dragging the CCP’s reputation through the mud. Within a few weeks of Dr. Li’s death, outbreaks in South Korea and Iran transfixed the world. On March 11, the World Health Organization declared a pandemic. Case counts soared in Europe and the United States. Economies around the world ground to a halt. Deaths began to rise.

“The delay of China to act is probably responsible for this world event,” Howard Markel, a professor at the school of public health at the University of Michigan at Ann Arbor, told Nature magazine in March 2020. Some commentators speculated that it might be the party’s “Chernobyl moment,” revealing its inner weakness and foretelling its downfall.

It was first and foremost a crisis of public health, but to the party, so much more was at stake: its domestic legitimacy, its global reputation, the governance model it was offering to the world as an alternative to liberal democracy. With the party’s egregious failure to stop the virus, all this was poised to crumble.

* * *

The party’s response to this moment is where this book really begins. A less confident and less effective regime might have spiraled further into disaster. But the Chinese Communist Party doubled down. Domestically, it determined to wage a total “people’s war” on Covid-19, implementing measures seen nowhere else in the world to bring the case count down to zero and keep it there. Globally, the party reached for a toolkit of influence and coercion it had honed over the past three decades to change the global narrative—by force if necessary—about where the pandemic had started and China’s role in it.

In the first goal, the Chinese government was wildly successful. The measures it had pioneered in Wuhan (mass lockdown, strict contact tracing, mass testing) were repeated around the rest of China. Chinese construction companies were ordered to build massive new centralized quarantine facilities. The government developed smartphone apps to monitor citizens’ health and assist with contact tracing, a testament to the power of China’s surveillance state. Neighborhood party committees proved to be a fast and effective conduit for communicating and implementing quarantine rules and other vital health measures to all residents. When new cases were detected, authorities would immediately seal off apartment buildings, neighborhoods, or whole cities until testing and quarantine ensured that the virus was gone. At their peak, the extreme lockdowns saw some 760 million Chinese people confined to their homes or neighborhoods.

The measures worked. Though official reporting of the country’s true number of Covid-19 cases was somewhat questionable, it’s clear that by the end of February 2020, cases had dropped dramatically. A delegation from the World Health Organization that toured China in February expressed astonishment at the virus’s virtual disappearance from the country. “China has rolled out perhaps the most ambitious, agile, and aggressive disease containment effort in history,” the WHO report read. Government actions set the stage for the effective response, but the report also gave credit to the dedication and sacrifice made by Chinese people themselves. “Achieving China’s exceptional coverage with and adherence to these containment measures has only been possible due to the deep commitment of the Chinese people to collective action in the face of this common threat,” the report stated.

Winning the public health war wasn’t enough, though. The party also wanted to stamp out the memory of its initial failures, both domestically and around the world. Zhang Zhao and other citizen journalists who had documented the early weeks of the Wuhan outbreak were arrested. After Dr. Li’s death, China’s army of censors went into overdrive, scrubbing social media comments, deleting articles chronicling the Wuhan outbreak, and paying internet users to post pro-party content. Media outlets were directed to tell positive stories about the struggles of Chinese people to fight the virus. The effort involved an extraordinary mobilization of the systems and bureaucracies China had established over the previous decade as Xi Jinping waged his war for information control.

What stood out as even more extraordinary, however, was the party’s attempts to rewrite the global narrative—attempts that soon began to unfold in real time through economic coercion, overt propaganda, and disinformation. It all began with the CCP’s ability to mobilize the country’s economy for geopolitical influence abroad.

As China’s star rose, Beijing determined that it faced a short window of strategic opportunity to pull ahead of a distracted West—putting it on a collision course with a dysfunctional but belligerent United States and showing the world, definitively, the kind of superpower China was set to become.

* * *

By late March 2020, the party was back on its feet, projecting an image of confidence and success that at first felt forced but soon gained momentum as the country’s Covid-19 case count plummeted, lockdowns were lifted, and the economy came roaring back—just as the United States and much of Europe descended into a sort of pandemic hell, with botched government responses, hundreds of thousands of bodies piling up, and growing domestic turmoil.

The United States, meanwhile, had never looked so dysfunctional. By the end of March, it would have the highest case count in the world and, by mid-April, it was reporting more than 2,200 deaths daily, with more than 2,700 deaths on April 15 alone.

The rest of the world looked on in horror throughout 2020 as the U.S. president refused to wear a face mask and ridiculed people who did, made bizarre and misleading claims about Covid-19 treatments, withdrew the United States from the World Health Organization, and repeatedly disparaged his own top adviser leading the U.S. pandemic response, Dr. Anthony Fauci of the National Institutes of Health, calling him a “disaster” and an idiot.

“We used to look to the U.S. for democratic governance inspiration,”  said Eduardo Bohórquez, the director of Transparency International Mexico, summing up the perspective from abroad. “Sadly, this is not the case anymore.”

The United States’ absence left an opening for China to exploit. The 2008 financial crisis was a “decisive moment emboldening Beijing and altering global perceptions of relative power between U.S. and China,” Ely Ratner, a former deputy national security advisor under Vice President Joe Biden who would later be tapped to lead a new China task force at the Pentagon after Biden became president, wrote on Twitter at the time. “I worry now we’re at risk of another decisive moment for the U.S.-China competition as the Trump administration badly mishandles coronavirus.”

Back in Beijing, it was clear by late spring that the immediate danger to the regime had passed. In late May, the party more or less declared victory over the domestic epidemic, and its efforts received international praise as well, including from unlikely sources such as the American rapper Cardi B, who said with admiration that “when they quarantined people, they were spraying shit in the streets,” a reference to disinfectant.

It was a success the Communist Party didn’t hesitate to tout. “Daring to fight and daring to win is the Chinese Communist Party’s distinct political character, and our distinct political advantage,” President Xi Jinping exulted in March 2020. Even if the reports of minuscule case numbers strained credulity, it was clear that China’s decision to impose rigid controls during the initial weeks of the crisis had paid off, particularly in saving lives. By year’s end, more than three hundred thousand Americans and a roughly equal number of Europeans had lost their lives. China, by contrast, had reported fewer than five thousand fatalities in spite of its much larger population. Although this number is likely somewhat too low, casualty counts in the hundreds of thousands would have been impossible to hide. It’s clear that many fewer people in China died of Covid in 2020 than in many other countries.

The rage and fear so many Chinese people felt in February and March began to turn to pride. Inspired by the country’s genuine successes in getting the domestic outbreak under control and by the mile-high wall of propaganda and censorship presenting China’s efforts as superior to those of the rest of the world, many Chinese people began to feel a strong sense of superiority in their nation’s response to Covid-19 and pity for the residents of Western nations whose government failures had led to so many deaths. One poster on Weibo, China’s Twitter, lamented foreigners’ being “unable to copy the homework that China has already done for them.”

When top CCP leaders met in Beijing in October 2020 for the Fifth Plenum, the country’s most important planning meeting that sets policy for the next five years, they declared that the world was undergoing a “profound adjustment in the international balance of power.” Though Xi had previously spoken of trends working in China’s favor, this appeared to be the first time a top-level party document had declared that a “profound adjustment” was under way.

China was the only major economy in the world to expand in 2020. Amid the unprecedented lockdowns, travel bans, and business closings, the global economy contracted 4.3 percent, with the U.S. economy shrinking by 3.6 percent and the EU economy by 7.4 percent. But China’s economy grew—and not just by a hair, but by a relatively robust 2.3 percent. There is perhaps no better modern example of a nation’s leaders snatching victory from the jaws of defeat.

A widely shared WeChat post captured this sentiment well: “The Western media said that the coronavirus would be China’s Chernobyl, and at that time it really felt that way. But in the end, it was not China’s Chernobyl, but the West’s.”

* * *

Against this backdrop, it’s small wonder Xi seems to have determined that China’s time had come. With the West flailing, he saw a window of opportunity to go on the offensive. The Chinese Communist Party used the conditions of the pandemic to push its national interests, often in a manner incompatible with open democratic values. Its long-term ambitions and strategies, sometimes veiled or hard to read in the past, now became explicit.

Beijing took bold, even brazen measures to block scientific inquiry into the origins of the pandemic. In May 2020, China slapped tariffs on a swath of Australian goods after the Australian prime minister called for an independent inquiry into the origins of the novel coronavirus. This wasn’t the first time that the party had used economic tools to pursue illiberal geopolitical interests. But it was the first time it had deployed its economic toolkit on an issue directly related to the health and well-being of quite literally every person in the world. It marked the global debut of the cornerstone of the Chinese Communist Party’s power in the twenty-first century—what, in this book, I refer to as authoritarian economic statecraft.

China’s authoritarian economic statecraft comes in the form of a clearly communicated set of rewards and punishments based on gatekeeping access to China’s huge markets, capital, and investments—access that companies and countries around the world increasingly see as vital to their prosperity. In short, China is shaping global markets to incentivize adherence to its most fundamental geopolitical objectives. It’s a system that the CCP is continuing to hone, codify, and, in some cases, enshrine into law whose extraterritorial reach grows along with the reach of China’s economy. Beijing uses this leverage not just to stifle global dissent but also to shape the behavior of companies and governments, legitimize its political model as a superior alternative to liberal democracy, support its expanding military and defense objectives, weaken U.S. alliances, expand its surveillance state, and gain sway over international institutions.

Observers have termed China’s growing ability to shape behavior that occurs beyond its borders as “influence,” “interference,” and “sharp power,” among other terms. These terms are useful in describing the visible effects of Beijing’s actions, but they don’t identify the primary foundation of this type of power: China’s economy. A more precise frame through which to understand the pressure China puts on foreign organizations and governments to avoid certain behavior is that of economic statecraft, a concept that American political scientist William Norris defines broadly as “state manipulation of international economic activities for strategic purposes.”

Over the past two decades, CCP leaders have tested and honed remarkably innovative forms of economic statecraft and are using these methods not simply to pursue neutral national interests but also to achieve illiberal political goals. It’s the international extension of what some scholars now call China’s “party-state capitalism,” referring to the leading role that the party now takes in directing vital sectors of the economy at key political moments.

China’s leaders used their gatekeeping control over the economy and their rapidly expanding security state to bolster Beijing’s influence in other ways during the pandemic. The Chinese government took advantage of the skyrocketing number of Zoom users during the pandemic—and the company’s dependence on China, where its research and development team was located—to spy on global users and even to shut down U.S.-based meetings that Beijing determined to be against its national interests, without the company’s knowledge.

Chinese authorities directed the country’s enormous manufacturing base to mass-produce personal protective equipment, which Chinese authorities then sold to other countries struggling with outbreaks, an important global contribution that Beijing also used for maximal propaganda value. Government leaders all over the world woke up to discover that their countries did not have the manufacturing capacity to produce face masks and were thus largely dependent on China. This sudden collective realization brought to center stage the previously fringe debate over industrial policy and the national security risks of supply chain dependence on China. Later on in the pandemic, the Chinese government sometimes used its vaccines as leverage, at times handing over vaccines to other countries when certain political conditions were met and withholding them when they weren’t.

Beijing also took advantage of the West’s total preoccupation with Covid-19 to impose authoritarianism in Hong Kong, breaking a treaty China had signed with Britain in 1984 and attempting to weaponize Hong Kong’s status as a global financial hub in an attempt to repress dissent anywhere in the world, a worrying trend toward extraterritoriality.

The CCP flexed other channels of influence during the pandemic as well. Chinese state–backed online disinformation operations conducted on foreign social media platforms, which first drew attention during the 2019 pro-democracy protests in Hong Kong, really took off during the pandemic, as the Chinese government sought to deflect blame for the spread of the virus onto the United States, or Italy, or cold chain storage, or supposed U.S. biolabs in Ukraine—anyone or anything at all besides itself.

It’s not all bad news, of course. The Chinese government’s extremely effective Covid-19 response, after its initial failures, unquestionably saved the lives of millions of Chinese people by preventing Covid from sweeping the population until most were vaccinated. Chinese-made vaccines, a product of the dedication of Chinese scientists and of the government’s massive investments in science and technology, also saved millions of lives in developing countries that weren’t able to buy up doses of Western-made vaccines. 

But in the end, the party’s lack of political restraint brought things full circle, hobbling its soft power and reversing its stunning mid-pandemic triumph to make China once again the object of global pity. Xi Jinping insisted on maintaining a strict zero-Covid policy far longer than other countries like Taiwan and Australia did, even as the lockdowns became more and more extreme to stop the spread of the highly transmissible Omicron Covid variant. At the same time, Xi also refused to green-light the import of Western-made mRNA vaccines, even after China’s domestic vaccines proved less effective at combating infection. This left 1.4 billion people less protected against a deadly virus—a decision almost certainly made out of the party’s perceived need to preserve face by not relying on Western-made vaccines. Pandemic restrictions battered the economy, separated families, disrupted educations, and prevented people from accessing lifesaving medical care. Some people, trapped for too long in buildings chained shut from the outside, reportedly jumped from windows or even starved.

By wedding the reputation of China’s government model, and even his own political legitimacy, to the zero-Covid policy, Xi Jinping boxed himself in. It became politically impossible to scrap the harsh policy until the Chinese people themselves had had enough, and rose up in the largest nationwide protests since Tiananmen to demand an end to lockdowns, quarantines, and even the reign of Xi himself.

By the end of the pandemic, Beijing had shown itself clearly to the world, in both the height of its power and the depth of its weakness.

* * *

The rise of an authoritarian style of state capitalism seems to have caught many Americans off guard. But it shouldn’t have. It is not difficult to understand that money, like any form of power, is morally neutral; it projects the values of those who have it. Similarly, a market economy, without a regulatory framework in place to guide it in one direction or another, is also morally neutral; it projects the values of those who command its resources.

Milton Friedman didn’t envision a world in which an authoritarian foreign government could hold sway over a U.S. company’s profits and, thus, its decisions. He honed many of his ideas in the late 1960s and early 1970s, when China’s gross domestic product was a mere $92 billion,  compared with the United States’ $1 trillion. While the Soviet Union during that era enjoyed considerable economic heft, its economy and that of its satellite states were largely separate from that of the United States, due to a sweeping economic embargo between the Eastern and Western blocs that lasted until the end of the Cold War. What antidote might Friedman have recommended for a situation in which U.S. companies took action in support of a Communist Party’s social and political goals in order to maximize profits for their shareholders?

The rise of neoliberalism in the West over the past four decades has equated democracy—a political system focused on protecting fundamental human rights—with privatization, deregulation, and minimal government intervention in markets.

President Bill Clinton’s speech in March 2000 upon China’s accession to the World Trade Organization made this clear. China hadn’t become any more democratic since Clinton delinked human rights and trade back in 1994, but that didn’t seem to discourage his faith in the power of open markets to bring liberal change. “By joining the WTO, China is not simply agreeing to import more of our products; it is agreeing to import one of democracy’s most cherished values: economic freedom,” Clinton said. “The more China liberalizes its economy, the more fully it will liberate the potential of the people . . . And when individuals have the power not just to dream, but to realize their dreams, they will demand a greater say.”

But when global wealth became concentrated in the hands of an expansive Communist Party, the fallacy of equating open markets with political freedom became painfully clear. The U.S.-led global embrace of a too-lightly regulated capitalism allowed the party to develop and deploy its toolkit of economic coercion.

While Beijing’s ambition to shape the world in its own image arose from the party’s logic, the United States is deeply complicit in creating the conditions that have allowed China’s authoritarian economic statecraft to flourish. In the United States, a systematic dismantling of the state, years of deregulation, free trade without democratic guardrails, and less corporate accountability, combined with a political culture that eschews government involvement in business decision making, means there are fewer tools available to counterbalance the pressure the Chinese Communist Party is placing on U.S. organizations. And it means more opportunity for that pressure to shape not just the decisions of individual businesses but also our political system, and even the individual freedoms of speech and assembly that we so cherish. It’s an economic system that has granted vastly disproportionate power to the wealthy, whose interests have little to do with protecting human rights.

Our collective belief in a diminished role of government in the economy has also blunted our national imagination, shutting off entire lines of inquiry as to how to respond to the weaponization of China’s economy, with a self-imposed inner dialogue replaying the constant refrain That’s not something the government can do. As a result, we have floundered in our attempts even to envision, much less carry out, adequate responses. “Today, people often speak in the language of markets, not the language of politics or morality. We talk more about consumers or taxpayers than about citizens,” Ganesh Sitaraman, a legal scholar at Vanderbilt University and a longtime adviser to Senator Elizabeth Warren, observed in his 2019 book The Great Democracy.

China’s economic statecraft thrives in this environment and, indeed, has been crafted to take advantage of these conditions. If China’s markets are the largest in the world, and if China has both weaponized access to those markets and successfully conveyed its rules to all who would profit from that access, then China is simply playing by the rules established by neoliberalism. If we speak in the language of markets, to channel Sitaraman, then China hasn’t just learned that language. It has learned to speak it louder than anyone else.

Both Democrats and Republicans have contributed to this state of affairs. Since Reagan, Republicans have promoted the idea that government should have as little involvement in the economy as possible and have systematically dismantled mechanisms of corporate accountability. Democrats, too, were ineluctably drawn in, with Bill Clinton declaring in 1996 that the “era of big government is over.” American society has largely come to believe that there is simply nothing the government can or should do about a phenomenon like China’s authoritarian economic statecraft. If U.S. companies self-censor to please China, the thinking goes, only consumers—not governments—can respond, with hashtags, personal decisions to avoid purchasing affected products or services, or organizing a coordinated boycott. And if a U.S. company chooses to defy Beijing and suffers market losses as a result, the thinking remains the same—only consumers can respond, by choosing to reward that company with personal purchases or social media campaigns.

This is a losing strategy. If the United States and other major economies continue to pursue the same policies, both domestically and abroad, that they have for the past fifty years, China’s authoritarian state capitalism could push the world toward an era of “embedded illiberalism”—an international trade system dominated by enforced political loyalties and international institutions severed from their liberal democratic roots, beholden to China’s support and to de facto economic sanctions levied without rule of law, transparency, or a means of appeal.

But three trends have now emerged that suggest that the era of morality-free trade in the international sphere and the blind veneration of corporate profits in the domestic sphere may not continue indefinitely.

The first trend resulted from the economic and political shock of the novel coronavirus pandemic. Americans experienced firsthand the real-world consequences of a hollowed-out government’s inability to provide basic health protections readily adopted elsewhere in the world, and every single U.S. household also personally experienced what it was like to be completely dependent on China for a scarce but absolute necessity: face masks. The concept of industrial policy—long a near-taboo term more recently come to be seen as the domain of far-right Trumpian nationalists—suddenly took on mainstream urgency as people in countries around the world faced a shortage of personal protective equipment, manufactured largely in China.

The Trump administration began to overturn decades-long assumptions about what kinds of actions the U.S. government could take, repurposing existing mechanisms such as the Commerce Department’s federal Entity List for the first time to blacklist companies for human rights violations. As the Biden administration continued these policies and even built on them after Biden took office, some progressives who had viewed the previous administration’s China-related actions as yet another rogue Trumpian endeavor began to change their minds. As a senior Biden administration official said in early February 2021, “We looked at what the Trump administration did over the last four years and found merit in the basic proposition of an intense strategic competition with China.”

The second trend is China’s own overreach. Like sanctions, China’s economic statecraft worked best when it was deployed only occasionally. Used too often, and it gives companies and governments sufficient motivation to diversify their supply chains to less politically risky markets—as the United States, Europe, and other nations are now beginning to do. Growing awareness of the political demands of China’s party-state capitalism has also fostered suspicion among foreign government officials toward any economic dependence on China at all. The party’s failure to guide the country safely out of the pandemic also made Beijing’s audacity look more like hubris than wisdom.

The third trend, meanwhile, is the growing movement to take on U.S. tech monopolies and, more broadly, the growing belief since the Great Recession that the economy as currently structured is siphoning more and more resources into the hands of those who already wield great economic and political power, hollowing out the promises of democracy and leaving more and more Americans struggling to get by. Overall, American society seems to have stopped believing that an economic structure without democratic guardrails, either domestically or internationally, is worth perpetuating.

This offers a glimmer of hope that U.S. society and liberal democratic societies elsewhere might be able to formulate a set of responses to China’s authoritarian economic statecraft that neither carve the world into mutually exclusive economic blocs nor scapegoat people of Chinese heritage, but that, instead, embrace the solution: the belief that markets and economic structures need democratic intervention, both domestically and internationally.

Building a democratic economic statecraft is the most effective response to the challenge of China’s authoritarian economic statecraft. It is neoliberalism’s resistance to democratic intervention in economies that continues to stymie robust action to counter Beijing. The actions of the Chinese Communist Party are only one side of the coin. For the United States to challenge China’s capitalism-powered authoritarianism, Americans will have to come to terms with the chameleon that is capitalism—and, in doing so, come to terms with ourselves.

* * *

There are now numerous books on the threat posed by a rising China led by the Communist Party. But that literature is largely theoretical, examining how Beijing is covertly moving chess pieces to position itself for a future triumph. This book shows how those chess pieces, put into place years or even decades ago, were actually deployed during a major global crisis to serve the CCP’s narrow interests and in ways that affected just about every person in the world.

Throughout this book, I aim to bring a perspective that steers clear of partisanship and simplistic China bashing. Many, though certainly not all, right-wing politicians in the United States have relied on careful research by respected analysts to sound the alarm about the Chinese Communist Party’s activities and goals. They had to face down the pro-business interests within their own party to do so, and that took courage. But conservative leaders have also used inflated threat language and dismissed the legitimate concerns of Chinese Americans that some U.S. policies and rhetoric could victimize their communities. The deadly danger of such rhetoric became tragically clear as anti-Asian violence in the United States spiked during the Covid-19 pandemic, including the March 2021 mass shooting in Atlanta in which a white man killed six women of Asian heritage.

Conservatives also tend to cast the U.S.–China rivalry too strongly in black-and-white terms, in which the United States can do no wrong and China can do no right. That is a distortion. The Chinese government has accomplished many positive things; that’s a simple fact. And the United States has made many grave mistakes, both domestically and on the world stage. Any effective, predictive foreign policy paradigm must take both these realities into account.

But I also aim to avoid the simplistic America bashing and “what-aboutism” that sometimes masquerades as nuance among progressives. During the Trump administration, and persisting to a lesser extent into the Biden era, there was a persistent belief in left-of-center circles that the Chinese Communist Party couldn’t really be trying to supplant the United States or overturn the liberal rules-based world order; that nothing Beijing did could possibly be as bad as Western imperialism; and that concerns over China’s covert political influence in democracies around the world were simply racism by another name. These beliefs do not hold up to fact-based scrutiny.

U.S. progressives are often motivated by a desire to avoid repeating the previous excesses of U.S. foreign policy and to make the United States look at itself in the mirror before going on the offensive against perceived foes. Both these characteristics are admirable. But when taken too far, such an obsession with self-criticism can result in dangerous policy paralysis, or even absolving autocratic regimes of their crimes. The Chinese Communist Party also preys on confusion and racism to discredit fact-based arguments, complicating U.S. domestic narratives further. But there is a true north by which to orient oneself: At the end of the day, Beijing has agency and is responsible for its own behavior. No U.S. action has forced the CCP to make the choices it has made.

* * *

The pandemic gave the world a clear look at how the People’s Republic of China acts in a moment of global crisis. From this, we can draw five conclusions about China’s behavior as a superpower. First and most important, the Chinese government is willing to expand, at least implicitly, its conception of “core interests” to include major global issues that affect people far beyond China’s borders. This means that the party is willing to draw on its full arsenal of leverage, influence, charm, deception, and coercion to achieve narrow geopolitical goals that intersect with and may be detrimental to the national security and interests of many other nations, and to liberal democratic values at large. This point is the subject of much of this book’s inquiry.

Second, this extension of power comes with reputational costs that the party so far seems to have underestimated. In 2020, negative views of China and its leaders reached historic levels. Sixty-one percent of respondents in fourteen advanced economies, including Australia, Canada, Japan, and Spain, a Pew survey published in October 2020 found, said that China had done a poor job at handling the coronavirus. Only the United States fared worse, with 84 percent of respondents saying the U.S. government mishandled the pandemic. This sense of disapproval also extended directly to the person of Xi Jinping. The same survey found that 78 percent of survey respondents across the same fourteen countries had little or no confidence in Xi to act correctly in world affairs, a dramatic rise in negative sentiment from previous years. The fact that China also saw a rise in xenophobia against foreigners living in the country didn’t help. Negative views of China have only continued to intensify. In a survey published in September 2022, the Pew Research Center found that unfavorable sentiment toward China under Xi Jinping had risen “precipitously” in advanced economies around the world.

Third, the Chinese Communist Party has created a model of domestic governance that can effectively achieve meaningful goals, sometimes in ways that outperform the United States’ own ailing political system. In order to fully understand both China and the direction the world may be heading, Western political leaders must preserve space within domestic debates for this fact to be discussed openly without accusing one another of being Communist sympathizers on the one hand or Cold War–mongers on the other.

Fourth, the United States and Europe cannot meet the public health needs of the entire globe. China’s recent advances in medicine, science, and technology and the country’s resulting ability to swiftly manufacture and export vaccines in large quantities saved many lives. But these invaluable contributions were undermined by the Chinese Communist Party’s worst impulses—to withhold information and deny facts about the relative ineffectiveness of Chinese-made vaccines and, occasionally, to use the vaccines as a form of geopolitical leverage, not just as passive and well-earned soft power. Xi Jinping’s zealotry in enforcing the zero-Covid policy long past the period of its public health necessity also underscores how political logic can easily trump science in a dictatorship, with little recourse if the strongman cannot be convinced to change course.

Finally, all these conclusions offer lessons for future cooperation on major global issues such as climate change. If our species is to survive the catastrophic effects of global warming, the world needs all of China’s best qualities—its emerging leadership in science and technology, its unparalleled ability to mobilize its population to overcome a crisis, and its ability to swiftly mass-manufacture essential supplies. But the Chinese Communist Party’s worst impulses—hiding failures, rebuffing inquiry, punishing loyal critics, and putting politics before science—could also be our undoing. Only the Chinese people themselves can determine if the better angels of their government’s nature will shine through. 
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The Rise of China’s Authoritarian Economic Statecraft

Chester Osborn doesn’t exactly fit the profile of a prosperous winemaker. He has a long mop of unruly curls, a penchant for wearing outrageously multicolored shirts, and a boyish playfulness that belies his sixty-one years; he once dressed for a photo shoot as a very convincing Willie Wonka.

But winemaking is in Osborn’s blood. He is the chief winemaker at d’Arenberg, a storied winemaker in McLaren Vale, one of Australia’s premier wine regions. The company was founded by his great-grandfather Joseph Osborn in 1912 and has been run by four generations of the Osborn family. Osborn’s mother carried him around the winery at age two, and he knew from a young age that he would continue the family business. In 1984, he became its chief winemaker.

Known in the Australian wine world for his ebullient personality, Osborn tends to project a preternatural confidence about his professional endeavors. In 2016, as he was building a five-story restaurant in the shape of a giant Rubik’s Cube on the d’Arenberg estate, he told The Drinks Business that it would become “the best restaurant in Australia.” The restaurant, opened in 2017 and known simply as “the Cube,” has certainly achieved national prominence, if not exactly universal admiration, and has even hosted a multimillion-dollar Salvador Dalí art exhibition.

Osborn felt a similar optimism about d’Arenberg’s prospects in China. “China was our biggest market. We got up to about thirty importers, growing fast, with more wanting to come on board,” he said in a phone interview. 

His confidence seemed well placed. Imported wine had first started to become popular in China in the late 1990s, as newly affluent urban Chinese saw it as a more sophisticated choice than the traditional baijiu, made from fermented sorghum. That’s when d’Arenberg first started selling in China, occupying the premium end of the market. By 2019, China’s wine market had become the fifth largest in the world, even though just 3 percent of the population consumed wine—meaning the already huge market had enormous growth potential.

Australia’s wine exports to China had exploded following the signing of a free trade agreement between the two countries in 2015, which kicked off a gradual elimination of wine tariffs on both sides. According to data from the Australian Bureau of Statistics, wine exports increased from approximately 70 million liters that year to more than 160 million liters in 2018. By 2020, the Australian Bureau of Agricultural and Resource Economics and Sciences reported that the China market comprised 40 percent of the total value of Australian wine exports that year, easily surpassing the U.S. market, which comprised just 16 percent.

The possibilities offered by China’s huge wine market seemed limitless for d’Arenberg. In 2020, according to Osborn, the company made 11 percent of its sales, 20 percent of its revenue, and 30 percent of its profit in China. “There are a lot of thirsty people there,” Osborn said.

But in November 2020, Australia’s wine exports to China collapsed almost overnight, shaking even Osborn’s effusive confidence. It wasn’t because Chinese winemakers had started outcompeting foreign brands or because a change in people’s disposable incomes meant fewer people were buying wine that year. It wasn’t the pandemic-related lockdowns or supply chain backlogs that did it, either. It wasn’t even a genuine trade dispute.

Rather, hundreds of Australian wine exporters like Osborn suddenly found themselves gazing into a revenue abyss because the Chinese government was trying to prevent independent scientific inquiry into the origins of the coronavirus pandemic—and Australia’s wine industry was caught in the middle.

* * *

In mid-February 2020, after the initial government cover-up in the earliest stages of the pandemic, the Chinese government permitted a team of WHO scientists to enter China. The earliest moments were still obscure. Typically, in the case of a zoonotic spillover event—meaning a virus that jumped from animal to human—epidemiologists search for “patient zero” because that person can provide invaluable information about the virus and, crucially, how to prevent the next outbreak. The world had yet to learn how the virus that causes Covid-19 had infected humans.

“If we don’t know the source then we’re equally vulnerable in future to a similar outbreak, and understanding that source is a very important next step in the strategy,” Michael Ryan, an Irish epidemiologist serving as the World Health Organization’s emergencies director, said that month.

But, at every turn, the team was blocked from doing independent research. In the following months, the Chinese government continued to stymie researchers, hoard samples, and refuse to share complete data with the global scientific community.

By April 2020, the pandemic had already spread to dozens of countries, with 2.5 million infections and 177,500 deaths. It was then that Australian prime minister Scott Morrison decided to put his foot down. On April 23, he publicly called for an investigation into the origins of the coronavirus and recommended that WHO be given “weapons inspector” powers so that, in the case of future pandemics, it could enter countries forcibly without having to wait for an invitation. “We will need an independent inquiry that looks at what has occurred here,” he said at a press conference in Canberra. “We’d like the world to be safer when it comes to viruses . . . I would hope that any other nation, be it China or anyone else, would share that objective.” Australia sits on the World Health Organization’s executive board, and Morrison vowed to push for the investigation at the organization’s assembly meeting the next month.

It shouldn’t have been a controversial suggestion, but his announcement went off like a bomb in Beijing. “The so-called independent inquiry proposed by Australia is in reality political manipulation,” Chinese foreign ministry spokesman Geng Shuang retorted the very same day. “We advise Australia to give up its ideological prejudices.”

Chen Jingye, China’s ambassador to Australia, implied a few days later that a boycott of Australian goods might be forthcoming. “Maybe the ordinary people will say ‘Why should we drink Australian wine? Eat Australian beef?’” he said in an interview published in the Australian  Financial Review on April 26. Australian foreign minister Marisa Payne immediately denounced the statement as “economic coercion.”

Two weeks later, that coercion materialized: China banned meat from Australia’s four largest slaughterhouses. Then it placed 80 percent tariffs on Australian barley, effectively banning that import. Soon, more import barriers followed, targeting sugar, lobster, coal, copper ore, and cotton, with wine listed as another possible target. In November, China’s Ministry of Commerce announced preliminary anti-dumping tariffs ranging from 107 percent to 212 percent on Australian wine. The tariffs were later confirmed by Chinese authorities in a final decision in March 2021.

These moves were widely understood to be retribution for Australia’s calls for an independent inquiry. China justified the tariffs by saying that Australian exporters were dumping products at below-market prices and that the Australian government was subsidizing them. But there’s no evidence for this. In any case, Ambassador Chen had already telegraphed the real reason for the actions. They were in essence a form of authoritarian sanction, aimed not at upholding multilateral interests or the integrity of international institutions but, rather, intended to shut down scientific inquiry and legitimate criticism related to global public health.

On November 3, three days before the wine tariffs were announced, Beijing made that connection even clearer. The Chinese foreign ministry listed Morrison’s call for an independent international inquiry into the pandemic origins as one of China’s “Fourteen Grievances” against Australia, alongside Canberra’s criticism of China’s repression in Xinjiang and the ban on Huawei and ZTE from Australia’s 5G networks.

The tariffs decimated Australia’s wine exports to China, its biggest market. By December 2020, Australia exported just $9 million worth of wine to China, down from around $240 million year-on-year. By the end of 2020, China’s tariffs were estimated to have cost Australia $19 billion. And that was just the start. The value of wine exports to China remained at nearly zero throughout 2021.

Beijing responded to Morrison’s push for a coronavirus inquiry with such economic force because that push had collided with the Chinese Communist Party’s new core interest: to ensure that the party could not be blamed for the pandemic and to deter other countries from making that claim. China’s leaders had seemingly decided that the best way to counteract blame was to attempt to control the global narrative about  the virus’s origins and to establish political control over the public health processes used to uncover basic scientific facts.

* * *

For more than two decades, as China’s economy has become increasingly intertwined with the international system, the Chinese Communist Party has studied how to leverage its rapidly expanding domestic market for geopolitical gain. In what could be viewed as a kind of de facto sanction, Chinese authorities at first started blocking market access to companies and organizations that promoted speech the party viewed as harmful to its core interests. One early visible result of China’s economic statecraft, thus, was pervasive censorship and self-censorship among those who desired access to China’s markets—leading some Western analysts to overlook or dismiss the trend as one merely affecting speech rather than other, more tangible forms of behavior. But as Beijing’s power and confidence have grown along with its economic and financial heft, China’s leaders have increasingly used market access and denial to shape state behavior, security outcomes, legal regimes, multilateral institutions, and performative allegiances on the global stage.

This strategy wouldn’t work for almost any other country. Deploying sanctions on a global scale to enforce a wide-reaching set of norms requires an economy large enough that companies and governments around the world determine they have little choice but to pay the price of entry. Only the United States and now China currently gatekeep enough of the world’s riches to weaponize their economies in this way. But it’s a power that runs the risk, at least in theory, of becoming weaker if used too much. If the price of entry becomes too exorbitant for too long for too many parties, those parties may eventually band together to create alternatives.

To be sure, critics of Western sanctions abound. Some view Western sanctions as a violation of national sovereignty and have pointed especially to how the United States approached the “war on terror” by drawing on its international financial and economic dominance to enforce its domestic laws abroad, extending its extraterritorial reach. A total sanctions regime, such as that targeted at Iran, can harm innocent civilians without resulting in the desired change in government behavior. The U.S.  government has sometimes even been guilty of the very same behavior for which it has sanctioned others—the U.S. military invasion of Iraq without the United Nations’ approval comes to mind.

It may seem counterintuitive to claim, then, that U.S. economic statecraft has been characterized by a degree of political restraint. Nonetheless, this is the case. Generally speaking, the United States has used sanctions extensively but only for a limited number of reasons: to combat abuses of the international financial system such as terrorism funding, money laundering, and corruption; to combat weapons proliferation; to punish those who commit violent regime change or aggression against other countries that is illegal under international law; and to punish those who perpetrate gross human rights violations.

U.S. sanctions, in theory and largely in practice, are intended to uphold the integrity of the international financial system and certain multilateral red lines, not the raw “realpolitik” national interests of the United States. Generally speaking, the United States does not levy sanctions on foreign people or groups for criticizing U.S. policies in nonviolent ways, for organizing anti-U.S. protests, or even for diplomatic efforts to reduce U.S. influence abroad. There have been exceptions, such as during the U.S. war on terror, when the definition of what comprised harboring terrorist sympathies became at times fuzzy and overly expansive. This is also not to say that the United States has never sought to push back against nonviolent anti-Americanism abroad; the CIA’s history of political interventions proves otherwise. Rather, the point made here is that the United States has largely avoided direct economic coercion for basic acts of nonviolent political speech or organizing abroad.

The U.S. Treasury Department, in other words, does not freeze the assets of foreign citizens because of a tweet comparing the U.S. president to a cartoon character. The U.S. Commerce Department does not put a foreign pharmaceutical company on the federal Entity List because company executives comply with European sanctions prohibiting the export of drugs used for lethal injection in U.S. state executions, which in Europe is considered a human rights violation. The U.S. State Department does not systematically deny visas to foreign academics due to the ideological content of their research. The Committee on Foreign Investment in the United States does not make a habit of blocking foreign investment deals by companies whose executive leadership has criticized systemic racism in U.S. society. All these are examples of political restraint.

Under Trump, some of these norms did experience a degree of erosion. In September 2020, the U.S. Treasury Department levied sanctions against International Criminal Court chief prosecutor Fatou Bensouda and head of jurisdiction Phakiso Mochochoko, who were leading an investigation into potential war crimes committed by U.S. troops in Afghanistan. The two were added to Treasury’s “Specially Designated Nationals” list, which means that any of their assets in the United States or subject to U.S. law would be frozen. (In April 2021, the Biden administration ended these sanctions, calling them “inappropriate and ineffective” and reaffirming U.S. support for rule of law and accountability for mass atrocities.) But, largely, the exception proves the rule—this kind of sanction is rare.

In contrast, China’s authoritarian economic statecraft is overtly and intentionally “politics first.” It is the opposite of political restraint. The primary purpose of its growing state control over both domestic and international economic activity is not to achieve purely economic goals but, rather, to promote the political bottom lines of the Chinese Communist Party, as narrowly defined by the party’s self-interest rather than by a set of universal principles it believes will make the world a more decent place.

But China does not enjoy dominance of the international financial system, and the renminbi (RMB) is not the world’s reserve currency, as is the dollar. Instead, what China has is its markets, its companies, and its capital. The party is using China’s markets to create what is, in essence, its own heavily political sanctions regime.

Beijing views the dominance of the U.S. dollar, as well as the international banking system, as a key source of U.S. power and hegemony. But leaders in Beijing know that China won’t be able to overtake the U.S. dollar anytime soon. And, indeed, they don’t necessarily want to. For the RMB to become one of the world’s great reserve currencies, they would have to relinquish their control of it, and they don’t want to.

Without massive influence over the international banking system or control of the world’s most important currency, China can’t use the international financial system to enforce its own laws abroad, as the United States has done to fight terrorism and, especially under Trump, to enforce its sanctions on Iran. So China’s leaders have instead used gatekeeping power over the country’s economy to accomplish a similar end.

Beijing typically reserves the sharpest tools of its economic statecraft for what it defines as its “core interests,” a once-static list that included the basic legitimacy of the Communist Party and the three taboo Ts: Taiwan, Tibet, and the Tiananmen Square Massacre. But in recent years, the concept of core interests expanded to include any issue of territorial sovereignty, including Hong Kong, Xinjiang, at times the South China Sea, and now, at least informally, the narrative surrounding the origins of the novel coronavirus pandemic—the first time the party has appeared to treat as a core interest an issue with direct implications for everyone in the world. Though there are many examples in human history of rulers using economic coercion to force their political will on others, such a project has never been attempted in such a systematic and global way and to explicitly subvert existing liberal democratic counter-norms.

The party’s turn toward economic statecraft as a global strategy did not occur in a vacuum. It was carefully calibrated to take advantage of the vulnerabilities resulting from the U.S.-led global advent of neoliberal policies—and, more broadly, to make use of China’s full membership in an ever-developing global order not originally intended to accommodate a powerful illiberal peer. A system in which the “primary regulator of social interests is the marketplace,” as Sitaraman has described neoliberalism, has few defenses when the marketplace itself has become a mechanism for direct political influence by an authoritarian superpower.

* * *

When did China first grasp how effectively it could flex its economic power against the West? As early as the late 1990s, even before China’s entry into the World Trade Organization dramatically amplified its global economic engagement, the party had already used the promise of its market to tame Hollywood, one of America’s preeminent instruments of soft power projection.

The last time major Hollywood studios made movies that presented a vulnerable group as the victim of Chinese government aggression was in 1997, with two films about Tibet. With the first, Seven Years in Tibet, starring Brad Pitt, the Chinese government responded by imposing a five-year ban on Columbia TriStar, the production company that made the film. The second film, Disney’s Kundun, directed by Martin Scorsese and portraying the life of the Dalai Lama, resulted in a ban on Disney films until CEO Michael Eisner traveled to Beijing to apologize for the film, telling party officials that it had been a “stupid mistake.” There have been no further motion pictures from major studios featuring Tibet or its exiled spiritual leader. These responses from Chinese authorities broadcast a clear message that cast a chill over the U.S. movie industry.

The allure of the Chinese box office has only grown since. The number of Chinese cinemagoers grew rapidly in the 2010s and was projected to soon surpass the U.S. market. That moment arrived in October 2020, as American movie theaters were shuttered due to Covid-19 restrictions while China’s effective coronavirus response saw Chinese cinemas packed with moviegoers.

Beijing has wielded this power skillfully, rejecting all films that don’t portray China as the party wishes. The result has been silence from Hollywood on the realities of Chinese Communist Party rule and, increasingly, a requirement that China’s government, military, and territorial claims be featured in a proactively positive way.

“For 10 years, you haven’t seen any bad Chinese guys” in films from major U.S. studios, Schuyler Moore, a partner at Los Angeles–based law firm Greenberg Glusker, which focuses on the entertainment industry, observed. “If I saw a script with an anti-Chinese theme, I would advise my client that that film would never be released in China.”

In an eerily prescient precursor to the events of 2020, the makers of the 2013 zombie flick World War Z changed the location of the origin of the zombie epidemic from China, as portrayed in the original book, to North Korea. The book’s author, Max Brooks, who had long been interested in infection and disease, had written the book in part as a warning about the dangers of China’s Communist Party; in the novel, the CCP covers up the early zombie outbreak, enabling it to spread globally. “When I was thinking up an origin story for my fictional pandemic, it wasn’t enough to choose a country with a massive population or a rapidly modernizing transportation network,” Brooks wrote in February 2020, after the Covid-19 pandemic had begun. “I needed an authoritarian regime with strong control over the press. Smothering public awareness would give my plague time to spread, first among the local population,  then into other nations. By the time the rest of the world figured out what was going on, it would be too late.”

“Sound familiar?” Brooks added.

This isn’t all bad news. Hollywood’s frequent portrayals of Russians, Muslims, and others as antagonists have resulted in harmful stereotypes and contributed to pervasive Islamophobia. “From my perspective, the fact that we don’t have Chinese villains in Hollywood films is a good thing,” noted Aynne Kokas, assistant professor of media studies at the University of Virginia and author of the book Hollywood Made in China. “It’s deeply dehumanizing when certain groups become the target of villainy.” The Soviet Union, modern-day Russia, and Middle Eastern nations have lacked the ability to prevent U.S. film studios from associating their citizens with evil. In that sense, China’s economic statecraft, when exercised in this manner, provides a tangible example of how government power can be wielded to protect its citizens.

Hollywood is a particularly prominent case study of how the party has used denial of market access to control the speech of private corporations in democratic countries, but there are many others. In the past twenty years, company after company has succumbed as Beijing has dangled in front of them the glittering riches of a market size of 1.4 billion. Google, LinkedIn, Apple, Marriott, Mercedes-Benz, Zara, United Airlines, and the National Basketball Association—all have acceded to censorship demands or apologized with great contrition after the release of a tweet or a survey or a map that didn’t fully align with the Chinese Communist Party’s priorities, swearing to avoid such “mistakes” in the future.

China’s messaging on this has been so clear and so consistent, and the punishments so harsh—the NBA is estimated to have lost two hundred million dollars in revenue after Houston Rockets manager Daryl Morey tweeted in support of the 2019 Hong Kong protests—and the financial rewards of access to the Chinese market so great that acquiescence to Beijing’s red lines is now automatic for many corporations with business interests there.

But it’s a misunderstanding to view the taming of Hollywood and other corporate speech as simply extraterritorial censorship. A more predictive framework is to see censorship and self-censorship as an early manifestation of China’s growing ability to use market access to change behavior of many kinds—a process that is gradually coalescing to form a comprehensive and codified foundation of China’s international power.

For more than a decade, Beijing has used tariffs, de facto bans, and other economic measures to punish foreign governments for political actions that displeased China’s leaders. After the Norwegian Nobel Committee awarded Liu Xiaobo the Nobel Peace Prize in 2010, salmon exports to China, an important market for a key Norwegian industry, fell dramatically as fish shipments rotted at Chinese ports for weeks, denied entry due to sudden and unexplained bureaucratic red tape. Chinese authorities never formally acknowledged this block, but Norwegian salmon exports did not return to pre–Nobel Prize levels until the two countries resumed diplomatic ties in 2016, when Norway stated that it “attaches high importance to China’s core interests and major concerns” and “will not support actions that undermine them.” An article in the Global Times published at the time wrote explicitly about the Chinese government’s behavior, even referring to the block on salmon exports as “sanctions,” writing, “The sanctions on Norway that lasted for six years have demonstrated China’s firm determination against any external intervention into China’s internal affairs.”

The Chinese government has used economic measures to punish governments for defending their territorial claims against incursions by Chinese-flagged vessels in the South China Sea. In 2012, China blocked banana imports from the Philippines and limited Chinese tourism there amid a standoff between Chinese fishing vessels and the Philippine Navy over the contested Scarborough Shoal, a resource-rich reef located within the Philippines’ exclusive economic zone, where international law gives the Philippines the right to exploit maritime resources. China claims the Scarborough Shoal and most of the expansive South China Sea in which it is located. Chinese authorities said the bananas had an insect infestation, though the customs authorities in Japan and South Korea reported no such issue with banana shipments from the Philippines.

The lesson that Philippine government officials learned from this experience was to avoid becoming overly reliant on economic ties with China. “We need to intensify our efforts to diversify our trade with other countries,” Arsenio Balisacan, the country’s economic planning secretary, told reporters at the time. “Whether or not this event with China occurred, we should have been diversifying our exports.” 

Beijing used a panoply of similar measures to punish numerous sectors of the South Korean economy for the country’s deployment of THAAD (Terminal High-Altitude Area Defense), a U.S. missile defense system first announced in 2016. Both the United States and South Korea said the advanced missile system was intended to deter North Korea, but its technical capabilities could be used against China as well—a fact that led Beijing to vehemently oppose the system’s deployment. For much of 2017, Chinese authorities shuttered most of South Korean retail conglomerate Lotte Mart’s 112 retail stores in China due to what they claimed were fire safety concerns after a U.S. missile defense system was installed on what had been Lotte-owned land. Retaliations against Lotte weren’t the only economic measure Beijing implicitly used to punish South Korea for installing the missile defense system. K-pop bands were denied entry to China to perform at their own concerts, streaming platforms blocked the popular music, and Chinese tourist companies froze group travel to South Korea.

The South Korean government provided some tax relief for companies that sustained financial losses due to economic pressure from Chinese authorities and state-fanned boycotts, but no other assistance, leaving companies to deal with the Chinese market largely alone. This failure suggests that, in the future, South Korean firms may assess an even higher level of political risk for engaging in any action that might be perceived to challenge China’s core interests—and possibly lobby their government to avoid taking future actions that could engender a similar response from Beijing.

The CCP has also pushed international corporations to continue buying and selling products made through Uyghur forced labor, an attempt to bestow international legitimacy to the Chinese government’s colonial and genocidal aims in Xinjiang and to erode the power of existing human rights laws and conventions. But after H&M, Nike, and other companies began to issue public statements disavowing their use of Xinjiang cotton—an industry especially tainted by coerced labor—China’s heavily censored internet erupted in outrage. H&M products disappeared from e-commerce platforms, and H&M stores were removed from navigation apps. Chinese celebrities cut ties with H&M; one stated that “the country’s interests are above all.” In the following months, H&M’s sales in China dropped 23 percent from the previous year. The boycotts of Nike, Boss, H&M, and other international clothing retailers in 2021 further demonstrate that Beijing increasingly demands actions, not just speech, that are in line with its core interests.

China’s coercive policies even extend to the skies. The Chinese government has threatened to physically close off its airspace to airlines if they don’t comply with certain demands. In August 2019, the Civil Aviation Administration of China, the country’s airlines regulator, warned Hong Kong–based carrier Cathay Pacific that any employees who “support or take part in illegal protests, violent actions, or overly radical behaviour” would not be permitted to enter China’s airspace—resulting in a spate of terminations. By October 1, 2019, according to one tally, at least twenty-six Cathay Pacific employees were fired for support of the protests.

Taiwan, as one of the party’s longtime core interests, remains a top target of China’s evolving economic statecraft. Beijing has sought to use economic tools to stave off international political engagement with Taiwan, including visits by politicians to the self-governing democracy. Klavir Petrof, a Czech piano company founded in 1864, found itself facing de facto Chinese sanctions for this reason. In a diplomatic letter dated January 10, 2020, China threatened retaliation against Czech companies if a senior Czech politician carried out his stated plans to travel to Taiwan. After a second Czech official visited Taiwan in August, China made good on that threat. A Chinese company suspended a $23.8 million order of the Czech-made pianos, which was reported in the Global Times as a “natural business response” to the “provocation of the Czech senate speaker’s visit to China’s Taiwan in August.” This was potentially devastating for the company, which relies heavily on the Chinese market; in 2020, Klavir Petrof sold around five thousand pianos in China, producing revenue that comprised 38 percent of its annual profit. A Czech billionaire intervened and bought the pianos himself.

China is also using its economic heft to construct a sphere of influence through its Belt and Road Initiative, in which it offers infrastructure loans and investment to numerous countries in tacit exchange for their support of Beijing’s geopolitical objectives. A good example of this is how, in a set of opposing letters sent to the UN Human Rights Council regarding China’s imposition of a draconian national security law on Hong Kong, forty-three of the fifty-three countries that had expressed support for Beijing were included in the Belt and Road Initiative, while the twenty-seven countries that had criticized China’s repression in Hong Kong were almost without exception not involved. This initiative is global, complex, and sweeping, though less innovative than the party’s weaponization of market access; trading aid for influence or local resource rights is hardly new.

These examples of China’s economic statecraft all share one key feature: They were deployed to defend what the CCP sees as its core interests, which traditionally included issues of national or territorial sovereignty—anything relating to Tibet, Taiwan, the South China Sea, or Xinjiang, for example—or very nearby issues of obvious military security, such as the deployment of THAAD systems in South Korea.

For years, people whose work intersects with China’s core interests have observed this phenomenon and sounded the alarm. In 2016, Mongolia hosted the Dalai Lama but publicly distanced itself from the Tibetan spiritual leader shortly thereafter when China closed a key border crossing and halted loan negotiations with its capital, Ulan Bator. Tibet historian Robert J. Barnett called the incident “part of a near-global collapse in diplomatic capacity to handle certain kinds of pressure from China”—a warning that predated by several years Washington’s recognition of this type of pressure.

But warnings about China’s growing ability to translate economic power into political and diplomatic heft went largely unheeded by the international community because it was believed that the party’s core interests, while obnoxiously defended, would remain narrowly defined. It was certainly unfortunate for the small number of Tibetans, or Uyghurs, or Taiwanese, or Hong Kongers, or Chinese pro-democracy activists in the world, the thinking went, but it simply wasn’t an issue of global concern.

Western ethnocentrism may have played a part in our collective blindness as well. To many people in Washington, London, Brussels, and elsewhere, it simply felt impossible to believe that any non-Western government could actually succeed at imposing its geopolitical interests through such means, and thus, there was little cause for concern. Who would have believed, twenty years ago, that Hollywood could no longer make movies that China’s party censors nixed? Or that Hugo Boss, facing a nationalist backlash in China, would hastily reassure its Chinese customers that it would absolutely continue using Xinjiang cotton despite European laws against forced labor in supply chains? 

The Covid-19 pandemic, and the party’s sensitivity over the origins of the coronavirus becoming what effectively amounted to a new core interest, shattered these illusions, shaking the world into a belated awareness that China’s economic statecraft could pose a direct threat to anyone, anywhere. During a truly global emergency, with millions of lives hanging in the balance, the Chinese government deployed the same channels of leverage previously reserved only for issues like Taiwanese sovereignty and the Dalai Lama. The Chinese government punished people, organizations, and countries for repeating the basic scientific fact that the pandemic had originated in China.

Winemaker Osborn experienced this directly. China’s wine tariffs in November 2020 immediately choked off d’Arenberg’s largest export market at a time when the winery was already seeing reduced foot traffic due to the ongoing pandemic. These dual threats left Osborn unnerved. “With Covid, we didn’t know how it would turn out, we were pretty worried, so we went to the bank to increase our facility,” he said in an October 2021 interview.

Even so, he had it relatively easy. D’Arenberg had increased the prices of its wines in early 2020, and the pandemic-driven shift of wine consumption from restaurants to stores played to the winery’s strengths as an established label. D’Arenberg also benefited from Australian government stimulus during the pandemic. In March 2020, the Australian government announced its JobKeeper program, which paid wage subsidies to Australian employers for each employee they continued to employ during the pandemic.

Major Australian wineries with footprints in multiple countries have also been able to diversify their exports into other countries. In particular, there has been renewed interest in the historically large U.S. and UK markets. Tony Battaglene, the chief executive of industry group Australian Grape and Wine, told Australia’s ABC News that the UK market grew by 30 percent between April and June 2021. Australian wineries have also explored expansion into markets as diverse as Canada, South Korea, and Sweden. According to Tyrrell’s Wines managing director Bruce Tyrrell, in the twelve months prior to the end of June 2021, the winery, based in New South Wales’s Hunter Valley wine region, made up 80 percent of its former revenue from China through diversification.

For some Australian wine producers, however, the tariffs proved fatal. Battaglene stated that approximately a thousand producers—primarily wine traders with Chinese cultural ties—shut down in 2022 after they were unable to shift to other markets. “We will never rely as much on an individual market as in the past . . . we need to be diversified for when these shocks come,” he said. According to Tyrrell, “China turned the whole thing political” by backing Chinese domestic winemakers’ claims of Australian dumping, despite the high prices for Australian wine in China.

Even for producers who have been able to diversify, the China market is so large that diversification can’t fully replace it. The Australian Bureau of Agricultural and Resource Economics and Sciences expects that by 2025, the Australian industry will make up 60 percent of its previous exports to China through diversification to other markets, but that still leaves a 40 percent shortfall. While the tariffs have awakened the Australian wine industry to the dangers of over-reliance on a single market, this reality still gives China enormous leverage in its relationship with Australia.

Osborn can see the challenges on the horizon for d’Arenberg. China lifted numerous tariffs on Australia in early 2023, after the new prime minister Anthony Albanese—the head of the first Labor government the country has had in almost a decade—met with Xi Jinping on the sidelines of the G20 summit in Indonesia the previous November. But as of March 2023, the tariffs on Australian wine remained. “Now there’s a lot of uncertainty,” he said.

“We were victims of a bigger game,” said Battaglene. To China, that game means advancing its agenda from simply batting away human rights criticisms to a much bolder and proactive use of its power.
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The Global Rush for Masks

A global pandemic creates a set of collective memories that transcends borders, languages, and culture. This was true, albeit in slow motion, during the 1918 Spanish influenza pandemic, as cases were first reported among soldiers in Kansas, then in Germany and France, and gradually around the world. The common memories from that pandemic, in which up to a third of the world’s population eventually contracted the virus, were rather more dire in an age before modern medicine: Bodies piled up on city streets. People fell dead off their horses. Families were afraid to leave their houses. Almost everyone lost someone.

Collective memories are even more common in the era of the internet and globalized supply chains. No matter where you are in the world, you know what it’s like to first hear rumors of the virus; then to see it dominate headlines; then to see news of the first cases in your country; and, finally, to live through unprecedented lockdowns and border closings.

By February 2020, this shared experience generally entailed trying and failing to locate a surgical mask. Medical workers in Wuhan were the first to beg for more personal protective equipment (PPE). Mask shortages meant that doctors and nurses had to use tape to repair disposable face masks for reuse. It was a matter of life and death; by February, hundreds of medical staff in Wuhan had contracted the virus, and six had died, according to official Chinese government figures.

But everyone would soon be clamoring for a mask. As cities around the world descended into lockdown, pharmacies were sold out. In the United States, Amazon offerings were out of stock. Wear a mask! government health offices urged. Don’t buy masks! the same government health offices also urged, in order to preserve the limited supply of masks for frontline health workers, who needed them more. Confusion reigned, but one thing was clear: there simply weren’t enough masks.

Randomly select any group of humans from almost any location on earth, and you could probably swap stories with them about the inability to find masks during this time and of having to fashion them from pieces of fabric lying around. We all graduated at the same time from the same global crash course in scarcity, supply chains, and industrial policy. Given the sudden skyrocketing global demand, the scarcity of masks was inevitable. What wasn’t inevitable, government officials and policymakers around the world soon realized in a terrible collective aha moment, was that few countries in the world had the capacity to mass-produce masks—and that most of the world’s masks, and the factories that made them, were located in China.

The realization that the populations of countries with advanced economies were heavily dependent on China for basic lifesaving medical supplies was a shock to the system. The global rush for PPE revived the debate over industrial policy, bringing what had for decades felt like a fringe idea to the mainstream in both the United States and Europe. It was a realization that very quickly spread to other critical industries. For the first time in decades, Americans from all walks of life had a tangible example of what it meant to lose control over a vital industry—an experience that made concerns over China’s growing dominance in telecommunications, solar panels, and artificial intelligence no longer seem like right-wing paranoia but, rather, common sense.

* * *

As demand for masks, medical goggles, and protective garments spiked in Wuhan and surrounding localities, the Chinese government acted quickly to meet that demand. On January 30, 2020, the State Council ordered governments at every level to quickly bring local manufacturing facilities up to full capacity following the Chinese New Year holiday lull and orient them toward producing PPE.

The government also required some state-owned enterprises to shift to producing PPE. Xinxing Cathay International Group, an offshoot of the People’s Liberation Army that had primarily manufactured pipes and textiles for military use, began manufacturing protective garments for healthcare workers for the first time. Government ministries aided them in this by expediting the provision of equipment and raw materials and the required certifications so they could begin production.

As a result of these state-led efforts, PPE production increased dramatically. In the early stages of the pandemic, Chinese factories were producing 20,000 protective garments and 200,000 N95 masks per day. By early March 2020, the country’s arsenal of factories was putting out 500,000 protective garments and 1.6 million N95 masks per day.

But something else was going on, too. While China’s domestic production of PPE increased in the first quarter of 2020, its exports of PPE to the rest of the world fell noticeably. According to Chinese customs data, exports of masks and respirators declined by 12.5 percent during this period, while exports of protective garments fell by 22.1 percent.

This matters because China had long been a major source of PPE for other countries. In 2018, it provided more than 50 percent of world imports of many types of PPE, including masks, medical goggles, and protective garments. Many developing countries were almost totally reliant on China for certain types of PPE.

China’s outsize role in the global PPE supply chain, combined with the Chinese government’s tight control over the country’s domestic economy, meant that when it came to getting PPE, other countries were at Beijing’s mercy. Medical suppliers based in the United States and Canada said that the Chinese government had instituted a de facto export ban on PPE. “Overnight it was 80 percent of the world supply [of masks] which was cut,” Guillaume Laverdure, the COO of Canadian medical supplier Medicom, told CNN in early March; according to Laverdure, the Chinese government had requisitioned all production from the company’s three factories in China.

It makes sense that the country at the epicenter of an outbreak would want to do everything it could to reduce infections, including by ensuring a supply of PPE for its population. But the lack of transparency around PPE supply, combined with the Chinese authorities’ early cover-up of the pandemic, contributed to an overall sense that Beijing was engaging in deception. The Chinese government denied reports of an export ban and insisted that the decline in exports was due solely to market forces. In some cases, that decline appears to have been closely linked to the pandemic; Hubei Province, the epicenter of the pandemic in China, had been the largest producer of protective garments prior to the outbreak. But PPE exports declined even in areas that were relatively unaffected by the pandemic, such as Shanghai, Guangdong Province, Jiangsu Province, and Zhejiang Province. This suggests that the Chinese government played an active role in keeping PPE in China.

In a May 1 intelligence report, the U.S. Department of Homeland Security assessed that there was a 95 percent probability that the Chinese government had intentionally reduced the export of PPE and increased its import during January while simultaneously publicly denying the severity of the epidemic. The report also proposed a link between these behaviors: that Beijing dismissed concerns over the virus in order to buy the country more time to obtain protective gear from abroad. This is an unlikely scenario, as it would have involved perfect synchronization of many moving parts and because it assumes a greater plan for what was more likely panicked behavior by myriad government bureaucrats.

But this particular assertion in the report was part of a larger phenomenon that would quickly become apparent in the earliest months of the pandemic: Very few people really trusted the Chinese government. As a result, behavior that was innocuous or even bumbling often came under suspicion as being part of a nefarious grand plan. During this time, this suspicion would taint the activities of overseas Chinese diaspora groups, who responded with remarkable speed and efficacy to the Chinese government’s calls for PPE donations.

* * *

On January 27, 2020, Wei Chengbing landed in Nagoya, Japan, after spending some time in his hometown of Fuqing, Fujian Province, prior to the Chinese Lunar New Year holiday. Wei was fifty-two years old with thinning hair parted down the middle. Like many Fujianese families, members of the Wei clan had immigrated to a range of countries over the years and established successful businesses, including a chain of supermarkets in Toronto and a food manufacturing company in Hong Kong. Wei’s cousin Wei Chenghui (Sam Goi Seng Hui) had built a business empire selling spring roll skins in Singapore, becoming the country’s fourteenth richest person and its ambassador to Brazil. 

Wei Chengbing was well established in Japan. In 2003, he had established J & C Corporation, an import-export company that leveraged connections to Wei family business ventures around the globe.

But Wei had never forgotten his roots. Born in October 1967, at the height of the Cultural Revolution, he had witnessed his country transform from isolationist and poverty-stricken to cosmopolitan, globe-trotting, and prosperous. He had played his own small role in his motherland’s rise to prosperity. The J and C in his company’s name stood for “Japan” and “China,” chosen to emphasize his connection to his home country. “Let’s become a bridge between Japan and China,” Wei states on the company’s website. In Japan, Wei was the honorary vice president of the Fuqing Huaqiao High School Alumni Association and president of the Fujian Economic and Cultural Exchange Association. These organizations bring together Fujianese people living in Japan for social and cultural activities and promote Chinese patriotism based on their shared heritage.

During his visit home, Wei had originally planned to make a stop in Ningbo, on China’s eastern coast, but he rushed back to Japan after hearing about the mysterious new virus now raging in the Chinese city of Wuhan.

The epidemic had already caused a massive nationwide PPE shortage. In addition to increased demand, the People’s Daily attributed the shortage to manufacturing slowdowns following the Lunar New Year holiday and a lack of necessary raw materials. The shortage was particularly severe in Wuhan; Voice of America reported that medical personnel there were being asked to wear diapers over their faces instead of protective suits.

Wei and the Fujian Economic and Cultural Exchange Association enjoyed a positive relationship with the Chinese government and were part of a constellation of party-affiliated groups with ties to Fujian. China’s consul general in Nagoya had attended the Fujian Economic and Cultural Exchange Association’s founding ceremony in November 2019 and would later attend the organization’s annual meeting in July 2021. On January 18, during his visit to Fuqing, Wei had met with members of the Ōbaku Cultural Promotion Association, ostensibly a nonprofit organization dedicated to promoting Japan-China ties with a focus on the Ōbaku school of Zen Buddhism, brought to Japan from Fuqing in the seventeenth century. But it also has close ties to local offices for Overseas Chinese Affairs and for the All-China Federation of Returned Overseas Chinese (ACFROC), both of which are overseen by the United Front Work Department (UFWD).

On January 25, the Overseas Chinese Affairs and ACFROC offices in Fuzhou, the municipality in which Fuqing is located, issued a call for all overseas Chinese to donate funds and medical supplies to combat the pandemic. The Fujian Economic and Cultural Exchange Association responded to the call, and on the same day that Wei landed in Japan, the Fuzhou ACFROC office issued a statement noting that the Fujian association was raising funds to purchase two hundred thousand masks to send back to Fuzhou, one of many such donation drives carried out “under the joint efforts of the municipal Overseas Chinese Affairs and ACFROC offices.”

Upon arriving in Nagoya, Wei immediately organized a group of thirty-six Fujian association members to gather the masks. The small group soon swelled to more than four hundred overseas Chinese from Fujian, who set aside their day jobs to scour pharmacies in Nagoya for any available masks. When pharmacies attempted to enforce limits on mask purchases arising from Japan’s own Covid-19 outbreak—the first known Covid-19 case in Japan had been documented on January 16, 2020, in Kanagawa Prefecture, south of Tokyo—the Chinese mask hunters begged them to sell more. According to China News Service, some association members even visited twenty-four-hour convenience stores in the dead of night in the hope of finding more masks.

Their efforts were successful. Between January 28 and February 2, Fujian Economic and Cultural Exchange Association members gathered a total of seven hundred thousand masks, which they sent in three shipments to Wuhan, Fuzhou, and the rest of Fujian Province. According to a local news report, Wei credited branches of the United Front Work Department, Overseas Chinese Affairs, and ACFROC in Fujian with facilitating the shipments. The Fujian association also donated about $73,000 to fight the pandemic in China, and Wei himself donated about $14,500.

During February, the scene in Nagoya was replayed in cities across the globe as United Front–linked groups abroad heeded the call to gather PPE and send it back home. Chinese state media provided glowing coverage of similar efforts by overseas Chinese organizations in countries around the world, including Argentina, Australia, Canada, and the United States. By the end of the month, according to an estimate by Bloomberg,  overseas Chinese individuals and organizations had sent to China 2.5 billion items of PPE valued at $1.2 billion. The global rush for PPE had begun.

As the novel coronavirus pandemic spread abroad and PPE became scarce, however, these efforts by overseas Chinese to send aid back home became highly controversial. In January and February, Australian media outlets reported that local branches of multiple Chinese state–owned companies sent hundreds of thousands of masks and other PPE back to China even as they were desperately needed by residents caught in bushfires raging in eastern Australia. The Sydney Morning Herald reported on internal communications showing that the Australian headquarters of Polygroup, a Chinese state–owned arms trading and real estate conglomerate, organized employees to search local pharmacies and stores for masks to send back to China. These incidents led the Australian Medical Association to warn that the country needed to protect its stocks of PPE from being exported.

Jorge Guajardo, a former Mexican ambassador to Beijing, called these PPE shipments back to China a “surreptitious” effort that left “the world naked with no supply of PPE.” An article in Canada’s Global News described it as a successful attempt by Beijing to “quietly corner the world’s supply of PPE in a state-level operation” while maintaining that China’s domestic outbreak was nothing to worry about.

Diaspora communities have long pooled resources and raised money to send aid back home in times of famine, natural disaster, or conflict. After the devastating Tangshan earthquake of 1976, which killed more than 240,000 people, Chinese restaurants in the United States served as hubs for collecting community donations, which were sent to China. In 2008, Chinese community groups in the United States raised money to help with relief efforts after an earthquake in Sichuan killed around seventy thousand people, including many schoolchildren. In 2021, Indian student groups in the United States raised hundreds of thousands of dollars for Covid-19 relief in India. None of these efforts was controversial.

The global rush for PPE was perhaps the first time the full impact of highly motivated Chinese diaspora communities could be felt in such a tangible way—both to the grateful recipients of lifesaving masks back in Hubei and to people in cities in Japan, Canada, Australia, the United States, and elsewhere who could not find masks in their local pharmacies. In January and early February, it was difficult for anyone to foresee that the entire world would soon be starving for PPE and that the individual efforts of people in overseas Chinese communities, when spurred by the top-down guidance of globe-spanning party organizations, would result in $1.2 billion worth of PPE sent back to China within a period of less than two months.

Usually, this kind of organizing doesn’t attract suspicion. The many overseas Chinese who participated in the PPE drive during the early months of the pandemic saw their activities as perfectly legitimate. But in this case, it was the United Front’s involvement that drew outside scrutiny, making this a perfect case study of how China’s dual-function strategy could backfire, casting suspicion on genuine humanitarian activities and breeding resentment toward and feelings of alienation among diaspora communities—a topic I will explore further in the next chapter.

The backlash also likely involved an element of scapegoating. While it is a fact that large quantities of PPE were shipped back to China, increased domestic purchasing of masks was certainly under way as people who had previously never bought face masks began to stock up just in case. Usual supply couldn’t accommodate this spike in demand. The enormous rise in anti-Asian attacks that would soon begin as the pandemic spread around the world demonstrates that many people had the capacity to blame their fear and uncertainty on anyone around them who happened to look Chinese.

Before Covid-19, face masks were not considered a particularly strategic industry. Certainly, the Chinese government hadn’t thought of them in that way; it would be outrageously conspiratorial to suggest that Beijing had purposely sought to dominate global PPE manufacturing to prepare for the day when a global pandemic would give them an opportunity to shut off exports and bring Western governments to their knees. But what is most certainly true is that, in the span of a few months, the Chinese party-state had used its influence over its domestic economy and international supply chains and its established links with overseas Chinese groups to reshape the global PPE landscape. Regardless of intentions, the results point to an exercise of power that shook the world. 

* * *

On January 29, as Wei and his team were scouring Nagoya for PPE and the Chinese government was ramping up domestic production, White House trade adviser Peter Navarro sent a memo to the U.S. National Security Council warning about the potential human and economic costs of the pandemic. He would follow this with a second memo on February 23, which forecast urgent needs for PPE as the pandemic spread.

Despite warnings from the World Health Organization; intelligence agencies; his acting chief of staff, Mick Mulvaney; the secretary of health and human services, Alex Azar; and economic adviser Peter Navarro, President Trump failed to take action. The consequences would be fatal. One investigation found that, in the first year of the pandemic, 3,607 healthcare workers died across the United States from Covid-19, including many who lacked adequate PPE.

The seventy-year-old Navarro had had a long career in academia, where he had written about a range of economic subjects since the 1980s. His first book, published in 1984, criticized the influence of special interest groups over the American political process. In the 2000s, Navarro turned his attention to China, writing three books that were strongly critical of Chinese economic policy. His stance led The Economist to describe him as a “China-bashing eccentric,” and he was widely considered one of the Trump administration’s leading anti-China hard-liners.

As a result, it was easy for some of Navarro’s colleagues in the administration to dismiss his two memos as agenda-driven posturing; Axios quoted a senior administration official describing the January memo as “an alarmist attempt to bring attention to Peter’s anti-China agenda.” President Trump’s subsequent behavior seemed to reinforce this idea. Navarro’s January 29 memo also recommended cutting off travel from China, and the president immediately did so, issuing his first pandemic travel ban—a move that drew criticism from abroad and from Anthony Fauci, the top U.S. health official overseeing the pandemic response. Trump critics tended to view the move as part of the president’s anti-immigrant agenda rather than as a legitimate public health measure, even though such travel bans quickly became standard measures enforced by many countries over the course of the pandemic. Trump’s subsequent refusal to take public health warnings seriously and his active undermining of basic measures such as the wearing of masks only served to reinforce this interpretation of the China travel ban. The day after Navarro sent his first memo, Trump said in a speech that the pandemic would have “a very good ending for us.”

PPE distributors in the United States saw a different picture. The nation’s healthcare system had not been fortified with additional beds, staff, or—most shockingly—medical devices like ventilators and face masks, gloves, and gowns. While the United States had domestic manufacturing capacity for certain types of PPE, it was woefully insufficient to meet the challenge of the pandemic. Rear Adm. John Polowczyk, the head of the Trump administration’s Covid-19 Supply Chain Stabilization Task Force, in place from March to November 2020, later said that “we made about 500 million nitrile gloves [a year] in America, pre-pandemic. [During the pandemic] we were using 1.8 billion a week.” These gaps in production were too large to fill simply by expanding production at existing facilities.

The trade war between the United States and China had also imperiled PPE supplies in the United States. The Trump administration had imposed tariffs on multiple categories of PPE in September 2019. As a result, U.S. imports of PPE from China declined in the months before the pandemic, and U.S. distributors may have ended business relationships with Chinese suppliers.

Another reason for the United States’ dire shortage of PPE was that the federal government under both the Obama and Trump administrations had allowed its national supply of important equipment like highly protective N95 respirators to remain depleted—according to some reports, since the swine flu outbreaks in the early 2010s. Ernest Grant, president of the American Nurses Association, told PBS’s Frontline, “When you stop and think that we send soldiers into battle with the equipment that they need, yet we were asking nurses to do the exact same thing, but without the equipment that they needed. There’s a failure in the system. I think those who are in position to ensure that the supply chain was being maintained, they failed us big-time.”

Alarmed at the prospect of PPE shortages, distributors pushed for meetings with the administration. The Health Industry Distributors Association organized at least four calls between private PPE distribution companies and Trump administration officials. In discussions with the House Committee on Oversight and Reform, company representatives described these meetings as largely informational, with administration officials declining to provide specific policy guidance on meeting anticipated PPE demand. AdvaMed, another industry group, sent a letter to the Trump administration in late January urging it to remove the trade war tariffs; the administration did not act to grant temporary tariff exceptions for PPE until mid-March 2020.

The distributors made clear that their preferred approach was for the federal government to directly procure PPE, which would then be distributed by the private sector. But the administration opted not to pursue this course, believing that procurement was the responsibility of the states and the private sector rather than the federal government. “We’re not a shipping clerk,” President Trump said at a daily press conference on March 19. This decision forced state and local governments and hospitals to compete to acquire PPE through Chinese brokers, creating opportunities for fraud and price gouging. In mid-March, instead of directly procuring PPE, the Trump administration launched Project Airbridge. This effort, managed by the Federal Emergency Management Agency, was intended to expedite PPE shipments by providing free air freight to private PPE importers. Project Airbridge was also highly dependent on China: the majority of PPE transported through the initiative came from China, and U.S. diplomats coordinated with Chinese officials to secure the shipments. At the same time, the Trump administration sent out feelers in search of more PPE. On March 22, Undersecretary of State David Hale sent an urgent email to embassies in Europe and Asia requesting that they appeal to host governments to sell PPE to the United States.

By mid-June, when the administration phased out Project Airbridge, the program had facilitated 249 shipments of PPE, including nearly 1.5 million N95 respirators, more than 2.5 million face shields, and 937 million gloves. However, this was a fraction of the country’s need; the state of Michigan alone requested 20 million N95 respirators in late March. The United States found itself in a race against time to secure the PPE it needed.

Like their U.S. counterparts, EU officials initially viewed the pandemic as a Chinese problem. As a result, EU member states, aside from restricting flights to and from China, would take little concrete action in January and February to address the risk of a pandemic in Europe.

The European Union’s domestic stockpile of PPE was woefully insufficient. In early March, member states began restricting the export of medical equipment and supplies, choking off the distribution of PPE in Europe. On March 15, the European Commission instituted a ban on PPE exports to outside the bloc, in part to encourage PPE circulation within the European Union. At the same time, European countries began individually contacting Chinese PPE manufacturers. Like their U.S. counterparts, EU officials were forced to turn to China for needed PPE.

As Raphaël Glucksmann, a French member of the European Parliament, would later tell me, “In France, we discovered that we could no longer make masks ourselves.”

* * *

The shortage of lifesaving medical equipment, the resulting scrutiny of supply chains, and debate over invoking war powers that would soon follow brought the concept of industrial policy into the limelight. In late February, U.S. health secretary Alex Azar told reporters that if the government was unable to procure sufficient stores of N95 masks and other protective gear, he would consider invoking the Defense Production Act, a Korean War–era law that gives the federal government the power to direct private companies to produce materials vital for the national interest. At a congressional hearing, Azar said that China has control over “a lot of the raw materials as well as the manufacturing capacity” for masks, making it difficult for the United States to ramp up production.

But to invoke the Defense Production Act to produce millions upon millions of masks for use by the general U.S. public would represent a more dramatic use of the act than in any recent decades. On March 27, Trump finally did, ordering General Motors to produce ventilators. The next week, he issued another directive, requiring additional companies to produce ventilators and directing the procurement of N95 masks from U.S. multinational 3M.

Meanwhile, calls for the United States to adopt an industrial strategy to counter more broadly China were getting louder. “The COVID-19 pandemic, with its disruptions of supply chains, has put U.S. dependency on China in the news on an almost daily basis,” wrote Rob Atkinson, a Canadian American economist and founder of the DC-based Information Technology and Innovation Foundation, in an April 2020 report. “It is time for the federal government to put in place a national industrial strategy that focuses on supporting key industries critical to America’s economic vitality, public health, and national security: in other words, industries that are ‘too critical to fail.’”

The United States had previously directed critical industries to great effect during the Civil War, when Northern factories were able to outfit Union Army troops with a great quantity of weapons and supplies; during the rapid wartime mobilization for World War II; and, famously, during the technology and arms races of the Cold War. But the difference between those eras and the current challenge, Atkinson wrote, was that “neoclassical economics now dominates U.S. policymaking.” Across society, politics, and the government, it was widely believed that markets on their own could buoy the United States to continued economic dominance, that government intervention in economic structures would only result in corruption and inefficiency, and that only companies could drive sustainable innovation and economic leadership. It was as if the United States were using the “neoliberal shock therapy we proposed for former communist states on ourselves,” Atkinson wrote. As a result, there was enormous resistance to the idea that the U.S. government should take action to boost the nation’s competitive edge in the growing technology rivalry with China.

In May, the Semiconductor Industry Association, a U.S. trade group, proposed $37 billion in subsidies, billing this as a vital step toward preserving the United States’ competitive edge against China, which provides extensive state support for its own growing semiconductor sector. Commerce secretary Wilbur Ross expressed support for the general idea behind the proposal, and a State Department spokesperson told the Wall Street Journal that the department was “working closely with Congress and industry to ensure that the future of the semiconductor industry remains in the United States.”

“Debates like this weren’t happening two years ago,” said Eric Sayers, who had served as a special assistant to Adm. Harry Harris at Indo-Pacific Command headquarters in Hawaii, in May 2020. He described the shift under way as a “generational alignment of political interest on investing more federal dollars into critical industries to compete with China.”

In June 2020, U.S. senators Marco Rubio and Elizabeth Warren, ideological opposites in many ways, co-sponsored a bill that would require the Committee on Foreign Investment in the United States to conduct a study examining the “overreliance” of the U.S. pharmaceutical and DNA analysis industries on “foreign countries” and the impact of foreign direct investment on those industries. “To defeat the current COVID-19 crisis and better equip the United States against future pandemics, we must take control of our supply chain and rely less on foreign countries for our critical drugs,” Senator Warren said at the time.

A more interventionist industrial policy has traditionally faced opposition from both the right and the left in the United States. Those who lean right of center have opposed industrial policy out of the belief that open international markets free from government intervention are most efficient and produce the best economic outcomes. For those left of center, who may not be ideologically opposed to government action to reshape economic structures, opposition has arisen from the view that industrial policy aimed at securing supply chains and critical industries represents a counterproductive overreach by national security analysts fearful of foreign adversaries.

* * *

Debates over U.S. industrial policy at large are nothing new. It’s long been easy for right-of-center opponents to dismiss industrial policy as “central planning,” a term that conjures up the inefficiencies and shortages of Soviet-era planned economies. It’s an example of the unfortunate U.S. tendency to conflate a greater role for government in the economy, as has long been practiced in democratic capitalist societies in Europe and Japan, with “socialism” or “communism” as implemented in the Soviet Union, North Korea, and China.

“Industrial policy has been the Lord Voldemort of terms. You can’t say it,” said legal scholar Ganesh Sitaraman during an October 2020 virtual talk he gave at the DC-based German Marshall Fund of the United States. “But every country has an industrial policy. When you give tax breaks to sectors like oil, that is an industrial policy.” 

Government guidance in strategic investment is, of course, a far cry from a group of technocrats sitting down and deciding how many clothes hangers, cars, widgets, and tubes of lipstick should be produced for the next five years. In reality, the United States has often employed industrial policy, both explicitly during wartime mobilizations and less explicitly through defense procurements, subsidies, and tax policy. For the United States, World War I was a sobering lesson in the realities of military mobilization. When the United States entered the conflict in April 1917, unclear lines of authority and conflicts between industrial advisory committees with overlapping jurisdictions delayed the effective mobilization of wartime production. One study noted that the U.S. government ordered 50,000 artillery pieces from domestic manufacturers in 2017, but only 143 were completed in time to be used before the armistice in November 1918.

On the eve of World War II, as the specter of war was clearly visible over Europe, the United States sought to avoid the mistakes of two decades earlier. On September 8, 1939, President Franklin Delano Roosevelt proclaimed a limited national emergency and called for national defense mobilization. In December 1941, less than two weeks after the Japanese bombed Pearl Harbor, the United States passed the First War Powers Act, which was followed in March 1942 with the Second War Powers Act, which built on the first. These acts made it possible to quickly ramp up wartime production and allowed for seizures of land for military purposes, among other measures. The War Powers Acts formed the foundation for the 1950 Defense Production Act, which the United States rather belatedly invoked in its Covid-19 response.

Following World War II, U.S. economic policy generally followed the macroeconomic theories of John Maynard Keynes. Keynesian economics, with its focus on government investment to increase demand, went hand in hand with active government planning. In February 1960, President Dwight Eisenhower organized the President’s Commission on National Goals. The commission’s final report, issued in November 1960, proposed national goals in fifteen areas of domestic and foreign policy.

U.S. industrial policy during the 1950s and ’60s was predominantly Keynesian, with some tariffs protecting certain industries that lessened over time. During the 1970s, the United States experienced economic turmoil in the form of rising inflation and an energy crisis. At the same time, Japan rose as a new economic competitor. These twin pressures led to renewed calls for a U.S. industrial policy.

Lester Thurow, an MIT economist, was emblematic of the new promoters of a U.S. industrial policy. Tall and blond, Thurow was a prolific writer who became a fixture on television and the lecture circuit in the late 1970s. He believed that inflation and unemployment would not resolve automatically and that, to keep up with a rising Japan, the U.S. government needed a hand in the coordination of major investment decisions. “Japan Inc. needs to be met with U.S.A. Inc.,” he wrote in The Zero-Sum Society in 1980.

Industrial policy proposals also became the subject of discussion in Congress. In May 1975, Democratic senator Hubert H. Humphrey and Republican senator Jacob Javits introduced the Balanced Growth and Economic Planning Act, which would have created an economic planning board within the Executive Office of the President with the responsibility to create a balanced economic growth plan and assure adequate national supplies of raw materials and energy. Humphrey cast economic planning as a necessity for avoiding economic catastrophe.

While the bill had support from academics and union leaders, it was opposed by the incoming Carter administration and did not receive a vote. Congress ultimately passed the Full Employment and Balanced Growth Act of 1978, also known as the Humphrey-Hawkins Act, which required presidential administrations to set employment and inflation goals, but created no new institutions to achieve them.

In a 1982 article, Robert Reich, an economist who later served as secretary of labor under Bill Clinton, made an impassioned call for an industrial policy to restructure the U.S. economy to fit the era of globalization. The piece could easily have been written in the United States during the 2016 presidential election season or the years following:

Today, in the public mind at least, unemployment lines in Detroit have replaced the traditional belching smokestack as the symbol of the nation’s economy. Fueled by this grimness of mood, discussions of industrial policy in America have finally lost their innocence. Or perhaps it is fairer to say that the nation itself has lost its economic innocence—the genial assurance that American industry would, without government intervention, provide an unfailing engine for bettering the American standard of living. 

Under these changed circumstances, we can no longer afford the luxury of easy or painless answers to the problems of industry . . . Instead, we must face the fact that wrenching structural changes will have to be made in the economy if America’s industrial base is to regain its full international competitiveness. And these changes will, in turn, require a carefully drawn industrial policy both to encourage the flow of capital where it is needed and to ease the inevitable dislocations of the labor force.

Reich offered a vision for how the United States could adapt to globalization and technology. He suggested that the emphasis on strategic investment, rather than stimulating demand, was the key to structural economic change. He compared industrial policy to a more large-scale version of how companies plan their futures: by strategically choosing where to invest their resources for maximal growth.

But Reich’s plan was never adopted. The election of Ronald Reagan in 1980 had presaged a hard turn toward supply-side economics and the end of the abortive moves toward industrial policy that characterized the 1970s. In a sense, the United States has not had an intentional industrial policy since the beginning of the Reagan era. It has continued to push free trade through agreements like NAFTA, under the assumption that the free market is the best way to ensure prosperity.

In 1992, Bill Clinton promised to convert military resources to fund civilian infrastructure and research projects. To this end, he selected Laura Tyson, an industrial policy advocate at the University of California at Berkeley, as the chair of the Council of Economic Advisors. However, it was not Tyson but conventional free-market economists Robert Rubin and Lawrence Summers who ended up driving economic policy during the Clinton administration. Clinton abandoned the conversion policy and pursued an economic policy focused on liquidity, limited spending, and free trade. That basic policy continued during the Bush and Obama administrations.

* * *

It took three powerful new forces to make U.S. policymakers rethink these assumptions. First was the rise of China, second was the rise of Trump, and third, as just outlined, was the novel coronavirus, which served as a catalyst.

Since the 1990s, China has pursued a strategy of civil-military fusion designed to remove barriers between the country’s civilian and military sectors so that technological advances can strengthen both China’s economy and its military. President Xi has particularly emphasized this strategy, which, since 2010, has led to major increases in the capabilities of the People’s Liberation Army.

Civil-military fusion has effectively blurred the line between the commercial behavior of Chinese companies and the goals of the Chinese state. The Chinese telecommunications company Huawei is one of the most prominent examples of this phenomenon; although Huawei is nominally owned by its employees, its CEO, Ren Zhengfei, was a member of the PLA prior to founding the company in 1987. The United States and other Western countries have implicated Huawei in multiple instances of espionage and intellectual property theft.

The newfound acceptance, at least in theory, that industrial policy might not be merely a relic of the United States’ wartime past had immediate implications for several other areas of U.S.-Chinese competition, from investment in critical industries such as telecommunications and artificial intelligence to shutting China out of the semiconductor industry and even to pharmaceuticals.

Huawei again provides a good example. National security analysts had sounded the alarm for years about the risk the Chinese telecommunications giant would pose if it were allowed to dominate global 5G network rollouts—potentially gaining access to information highways the world over. That’s a lot of power for any company to have, but it’s especially concerning given Huawei’s close ties to the Chinese government and to Beijing’s explicit and increasingly strict policy of requiring total political loyalty from private companies. Though Huawei has claimed it would rebuff any requests by Chinese government officials to hand over data, it doesn’t seem to have any legal standing to do so. China’s 2017 National Intelligence Law requires that “any organization or citizen shall support, assist, and cooperate with state intelligence work according to law.”

Huawei didn’t rise to global prominence purely out of the sheer brilliance and hard work of its executives. Since 2008, as a December 2019 investigation by the Wall Street Journal revealed, the company had received up to $75 billion in government support in the form of favorable loan terms, tax breaks, grants, and other discounts. This sum dwarfs any state support received by Nokia and Ericsson, its primary competitors. The massive financial support had allowed Huawei to grow into a global behemoth that could undersell competitors by up to 30 percent, making it nearly impossible for firms from other countries to compete.

As early as 2012, the U.S. House Intelligence Committee had pushed to block Chinese telecommunications firms from expanding in the United States and winning major infrastructure contracts. That block was put in place, but in subsequent years, no efforts were made to address the market failures that had prevented U.S. telecommunications firms from becoming 5G competitors or that were allowing Huawei to undersell competition and achieve global dominance.

These measures were defensive at best. They didn’t address the underlying problem because it was a problem that neoliberal leanings in the United States had predetermined could not exist: market forces alone were unable to resolve the challenges that China’s economic and political rise was creating.

That’s because there were at least three kinds of market failures under way: the Chinese government’s own intervention in international markets through state support provided for Chinese companies; the distortion of markets through the addition of often illiberal political incentives; and the overwhelming tendency of private firms to pursue profit over any other, larger social objective unless forced by law to do so.

Thus, debate over Huawei stalled for years. Politicians and business leaders in the United States and Europe suffered from an ideological handicap. It was impossible to believe that Chinese government industrial policy had buoyed Huawei to global success, because that would imply that massive government intervention worked. It was easier to believe that either Huawei posed no real risk and that any warnings were simply a result of the national security complex’s overactive imagination; or that Chinese state support for Huawei would ultimately backfire, as state intervention always must, and thus there was nothing to worry about.

Huawei was, in some ways, a case of extremes. The company was the clear global champion of 5G—Nokia and Ericsson are too expensive to be able to compete in almost any developing market—and the risk it poses is extremely high. Imagine a world powered by 5G that is more or less directly accessible by the Chinese government.

* * *

Enter President Trump. His presidential campaign and election had already turned the traditional left-right divide over free trade on its head. Republicans had long opposed government intervention in the economy or overly cumbersome regulations on free trade. Democrats, for their part, had supported trade regulations that protected labor rights, making them less supportive of free trade agreements. But Trump drew the Republican Party in a heavily protectionist direction and spent much of his campaign railing against Chinese trade policies that he said harmed U.S. workers. Though he was widely scorned on the left, mainstream U.S. news outlets still sent scores of reporters to cover the difficulties of life in hollowed-out former industrial towns. Trump consistently framed China as an existential threat that required breaking old norms. In May 2016, in response to concerns over his proposed tariffs on Chinese imports, he said, “We’re losing $500 billion in trade with China. Who the hell cares if there’s a trade war?”

Almost through sheer force of personality, Trump succeeded in convincing most of the United States that China’s trade policies were in fact harmful to Americans and that the U.S. government needed to take action, even if what actions those should be remained highly controversial.

After more than a year of China policy doldrums, Trump finally launched a trade war on Beijing in the summer of 2018 by levying tens of billions of dollars in tariffs on Chinese-made goods. Beijing soon reciprocated, prompting a downward spiral of mutual tariffs.

Trump’s trade war with China was a watershed moment that scrambled traditional political coalitions. Some Democrats in Congress praised the president’s actions, while some Republicans were more apt to warn about the potential economic impacts of the tariffs. At its core, the trade war was the first expression of a new bipartisan consensus that policymakers could no longer rely on free markets alone to curb China’s policies.

The trade war more or less ended in a stalemate in early 2020 with the signing of the Phase One Trade Agreement, which removed some but not all of the tariffs without accomplishing the significant structural  change Trump had promised. There was never a Phase Two. The Phase One Trade Agreement is not viewed as a success, and few are interested in reviving it. But Biden maintained many of the tariffs Trump first levied, and the vast controversy this created resulted in extensive public debate over the U.S. economic relationship with China and close scrutiny of whom the status quo was actually benefiting.

While Trump’s actions initially focused on the economic impact of China’s policies, policymakers and U.S. officials soon began to see the protection of U.S. industries as a national security imperative as well. The transformation was relatively swift. In January 2018, U.S. Air Force Brig. Gen. Rob Spalding was removed from a detail at the National Security Council for pushing a plan under which the U.S. government would partner with private industry to construct a 5G network. Axios has reported that the draft plan cited China’s “dominant position in the manufacture and operation of network infrastructure” as a rationale for its creation. At the time, Gary Cohn, director of the National Economic Council and Trump’s chief economic adviser from 2017 to 2018, thought the plan was, simply put, nuts.

But in February 2018, the Trump administration approved a U.S. Strategic Framework for the Indo-Pacific region as part of its National Security Strategy. The framework, which was declassified in January 2021, laid out some elements of a China-focused industrial strategy, though these were often couched in language that made them less off-putting to those concerned about government intervention in market forces. Four objectives in particular called for a government role in reshaping America’s economic ties with China and with other countries in the region. These objectives included: to “incentivize the U.S. private sector to reignite an expeditionary spirit so that it expands two-way trade and investment in the Indo-Pacific”; to “assign strategic purpose to the combined financial resources and economic power of the United States”; to “create a task force on how best to use public-private partnerships”; and to “promote the U.S., ally, and partner-led development of energy, telecommunications, and logistics standards and infrastructure.”

“The pandemic has certainly highlighted the prescience of this strategy,” a senior White House official whose work focused on China told me in early January 2021, on the day the administration declassified the Strategic Framework. “A lot of countries are talking about ‘How do we diversify from overdependence on the Chinese market?’ The pandemic revealed things that accelerated that trend.”

Throughout 2018 and 2019, U.S. officials began pushing allies and partners to give 5G contracts to Norway’s Nokia or South Korea’s Samsung, to cancel contracts with Huawei and ZTE, and even to remove existing Huawei equipment already in their telecommunications infrastructure. In 2020, U.S. secretary of state Mike Pompeo launched “the Clean Network,” an initiative aimed at garnering international commitments to avoid China’s 5G makers and, more broadly, to support data privacy and cybersecurity. By the time the Trump administration ended, a public-private partnership to ensure that China stayed out of U.S. 5G networks would seem like a moderate proposal.

* * *

Global mask scarcity in the early days of the Covid-19 pandemic landed right amid this transformation, turning a problem largely within the purview of economists and national security wonks into one right in front of the noses of every American.

The supply chain shock had a powerful and lasting impact on industrial strategies in both the United States and Europe. Policymakers concluded that they could no longer trust that the free market would speed needed supplies to them in times of need. As a result, there has been growing support for stockpiling medical equipment, reshoring production domestically, and diversifying supply chains.

The European Commission endorsed the concept of a medical stockpile in March 2020, and since then, the European Union has established six separate stockpiles—in Denmark, Germany, Greece, Hungary, Romania, and Sweden. These “rescEU” stockpiles have delivered more than one million masks to EU member states since their creation. The European Union has also considered policy measures to reshore production. In a March 2021 study, the policy department of the European Parliament’s Directorate-General for External Policies of the Union recommended that the bloc establish minimum domestic manufacturing capacities for critical products like PPE.

In the United States, policymakers showed a new willingness to use the levers of government to encourage domestic PPE production. Between April 2020 and June 2021, the U.S. Department of Defense provided $1.2 billion in subsidies to domestic manufacturers of PPE and to domestic suppliers of key raw materials used in PPE production. In a July 2020 letter to White House chief of staff Mark Meadows, Senator Lindsey Graham—previously an opponent of protectionist industrial policy—proposed requiring that PPE for the U.S. national stockpile be supplied by U.S. producers, describing it as “an issue of national security.”

However, the long-term sustainability of these policies remains an open question. The March 2021 European Parliament study found that global supply chains for PPE are centered on lower-income countries and that high-income countries cost producers more and lack the necessary economies of scale and regional supplier networks. In addition, domestic stockpiles of PPE can be neglected and not replenished, just as they were in Europe prior to the Covid-19 pandemic. Nonetheless, the pandemic was a wake-up call for policymakers, exposing China’s ability and willingness to manipulate global supply chains in its favor.
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Dual-Function Strategy and China’s Core Interests

There are now around 60 million people of Chinese heritage living around the world—a figure roughly equivalent to the entire population of Italy. Concerted actions of overseas Chinese communities can have far greater impact than ever before.

The diaspora’s efforts to buy up face masks at the start of the Covid-19 pandemic didn’t just see billions of items of PPE sent back to China. Their efforts also ended up bringing unprecedented international scrutiny to United Front work. Researchers soon noticed that many of the groups helping to organize the shipments had links to the Chinese government’s Overseas Chinese Affairs Office and to the party’s United Front Work Department and that these offices—both tasked with political guidance of overseas Chinese groups—had issued calls for PPE shipments back to China.

The United Front Work Department, after spending decades virtually unknown outside China and Chinese-speaking communities, has recently achieved a degree of international notoriety. It’s a party bureau and, really, an entire way of thinking, one that played an instrumental role in the party’s eventual triumph over the Nationalists during the Chinese Civil War that ended in 1949. The department is tasked with reaching out to all levels of Chinese society that aren’t already incorporated into the party bureaucracy in some other way and ensuring that everyone is working toward the party’s goals or, at the very least, not actively working against them—hence, a “united front.”

United Front work, on a grassroots level, harnesses the organizing power of what would otherwise be an independent civil society. By no  means is this all sticks; there are plenty of carrots. In contemporary society in China, United Front work often involves party cadres identifying up-and-coming members of society—youth activists, prominent members of ethnic minority groups, successful entrepreneurs, rising journalists—and offering them positions in related party-affiliated organizations such as the All-China Women’s Federation, the All-China Journalists Association, and local and provincial bodies of the Chinese People’s Political Consultative Conference. This gives the emerging leader a platform, recognized social status, and a clear upward trajectory through the ranks of that organization’s bureaucracy; in return, the emerging leader brings their activities in line with the organization’s goals, representing their community upward and representing the party’s goals and interests downward and back to the community from which they came.

Party-affiliated organizations in China can offer a meaningful outlet for community building and social organizing. They can facilitate business development and international exchange. You could call United Front work a kind of consensus building with Leninist characteristics, offering party outsiders a path to representation, success, and prosperity—as long as they agree to conduct their activities within party parameters and to participate when needed in various party initiatives. A less flattering way to put it would be that United Front work co-opts true civil society and independent community leaders in China by giving them a position that carries prestige and opportunity, but that also places their work under the direct oversight of the party, commandeering their successes and making their continued prestige dependent upon their obedience to the party. This is precisely the kind of relationship that the Chinese Communist Party wants to have with overseas Chinese groups.

The Qing dynasty, which fell in 1911, did not establish this oversight—and that was its downfall. Chinese reformist and revolutionary groups were crushed inside imperial China but flourished beyond its borders, with communities of like-minded intellectuals and activists networking everywhere from Japan to the United States to Britain. Chinese revolutionary leader Sun Yat-sen, later to become the father of modern China, founded the Tongmenghui, or the United League, in 1905, to unite far-flung Chinese secret revolutionary societies. The United League expanded quickly, with three dozen offices in Southeast Asia alone and chapters in Boston, Chicago, Havana, Honolulu, Montreal, New Orleans, New York, San Francisco, Vancouver, and Wellington, New Zealand. From abroad, the United League masterminded a series of rebellions inside China, with one final rebellion, the Wuchang Uprising, eventually leading to the fall of the Qing dynasty and the creation of the Republic of China in 1912.

The Chinese Communist Party is often quite good at learning from history, and the danger of Chinese dissidents abroad is one lesson it learned very well. The party’s United Front Work Department and those who do its work regardless of their official title have long operated beyond China’s borders. In the early decades of the People’s Republic of China, the department’s primary overseas target was Taiwan’s Nationalist Party (also known as the Kuomintang), which hadn’t been exterminated after its defeat in 1949; it simply fled to Taiwan, where it continued its rule as a government with embassies and supporters around the world enabling its continued existence, supplanting the diplomatic recognition and international power the CCP viewed as its own. The party wouldn’t view its civil war triumph as complete until it had replaced the Kuomintang—and, later, the government of Taiwan—as the sole recognized ruler of a complete and unified greater China.

The United Front Work Department’s “work” abroad began, then, as a struggle against Kuomintang supporters in Taiwan itself and within diaspora communities in leading cities around the world. From the 1950s until the ’80s, United Front work abroad was limited primarily to tiny turf wars within Chinatowns, as people aligned with Beijing sought to supplant local opportunities for pro-Taiwan groups.

After the 1989 Tiananmen pro-democracy movement was decimated by the party’s military crackdown, pro-democracy Chinese fled abroad in droves. The fear of overseas pro-democracy organizing set off the party’s most urgent internal alarms. So leaders in Beijing made a huge new push, pouring resources into United Front work abroad to co-opt overseas Chinese community organizations; keep tabs on dissidents; co-opt or shutter independent Chinese-language community newspapers; and establish new, well-funded pro-Beijing organizations to drown out independent groups.

The effort has been incredibly successful. There are now thousands of chapters of various Beijing-aligned organizations in cities all around the world—from party fronts such as “peaceful reunification” societies, now located in more than seventy countries, to Chinese business associations and other community groups founded with the party’s blessing. Chinese students abroad have been a particular target; foreign universities once served as fertile ground for Qing dynasty–era Chinese reformers and even, ironically, for China’s earliest Communists.

Under President Xi Jinping, United Front work has increasingly become a critical component of China’s foreign policy, a type of shadow diplomacy that operates outside official channels. In October 2018, the United Front Work Department was reorganized to place greater emphasis on targeting overseas Chinese, and the Overseas Chinese Affairs Office, a government office, was put under the direct supervision of the department, a party bureau, suggesting that greater political control would be exerted over Beijing’s relations with the Chinese diaspora. In other words, the party ate the state.

The Chinese government has downplayed the importance of the United Front Work Department, but the way it allocates resources to the department suggests otherwise. The Ministry of Finance doesn’t publish the budget of the central UFWD, though it does for many other government and party departments. But one clever American researcher, Ryan Fedasiuk, compiled budget documents for key organizations affiliated with the central UFWD and found that its combined annual budget circa 2019 amounted to at least $1.4 billion and perhaps as much as $1.8 billion. “There is a universal truth known to government bureaucrats in every country: budgets speak louder than words,” Fedasiuk wrote.

On an organizational and strategic level, the United Front Work Department sometimes acts more like an intelligence agency. This is particularly true in its operations abroad, where, as a party bureau, it can’t operate aboveground. The UFWD sometimes works directly alongside, or even competes with, the Ministry of State Security and the PLA’s political intelligence arm. Party cadres who hold an official position in the United Front Work Department may “double-hat” as government bureaucrats, such as diplomats posted to Chinese embassies abroad who also hold publicly undisclosed positions in the department.

To be clear—by no means is every ethnic Chinese person or group around the world linked to the Chinese Communist Party, and to perpetuate this idea would result in harmful profiling and discrimination. “This isn’t necessarily representative of Chinese diaspora communities,” Alex Joske, a researcher at the Australian Strategic Policy Institute, said in a September 2020 interview with Bloomberg. “Only a small number of overseas ethnic Chinese might be tied to United Front groups, but the groups can be highly effective at mobilizing and getting their message out there.”

The key to understanding groups that do at times throw their lot in with the Chinese embassy or the party’s United Front is that they are, the vast majority of the time, real community organizations that also engage in meaningful and genuine community activities, such as children’s educational events, Chinese New Year celebrations, elderly support, and local political engagement. At the same time, they are careful never to cross any of the party’s red lines and may also respond to the party’s calls for assistance from time to time. It is thus very difficult to parse from the outside which overseas Chinese community groups are truly independent and which fall somewhere along the spectrum of alignment with Beijing.

* * *

This explains why researchers raised alarms when organizations as benign-sounding as the Fujian Economic and Cultural Exchange Association started shipping masks back to China. Researchers who focused on Chinese Communist Party–linked organizations abroad had never seen so much activity all at once, in so many places around the world, to accomplish the same goal. Because the United Front Work Department’s efforts in Chinese diaspora communities have so often focused on pushing the party’s political goals and silencing dissent, a global humanitarian campaign involving these groups attracted scrutiny and suspicion.

This is the essence of what I call the party’s “dual-function strategy.” Party leaders choose to use—abuse, in fact—legitimate organizations for their own political purposes. Dual-function strategy goes hand in hand with United Front work, both inside China and beyond its borders, and stems from the party’s fundamental belief that its power belongs everywhere. The strategy has obvious ill effects. It casts suspicion on community organizations and fans fears of a “fifth column,” the idea that a significant number of members of a society are secret sleeper agents loyal to a foreign power.

Organizations that are either formally part of the party bureaucracy (such as government-run organizations and party committees) or informally guided by the party (such as some overseas Chinese organizations, “sister city” relationships, and, increasingly, private enterprises) frequently work toward goals that could universally be considered good. Neighborhood party committees in cities across China served as pandemic response teams in the early days of the Covid-19 pandemic, informing local residents about swiftly evolving government policies, delivering food and medicine to people in lockdown, and helping identify which residents needed to be hospitalized. In January and February 2020, while Hubei Province was still buried in unprecedented lockdowns, overseas Chinese groups under the United Front umbrella collected masks and other PPE to ship to Wuhan and other Covid-19 hot spots. By April and May, as China began to get control of its domestic epidemic, masks began to flow in the other direction; Chinese cities began facilitating donations and sales of PPE to their sister cities around the world, including numerous cities across the United States.

But these same structures can and have been used as levers of coercive party power. Party committees can relay political directives downward to local residents and report on any potentially subversive political activities just as effectively as they can deal with public health–related directives. United Front–linked overseas organizations often work to suppress dissent in Chinese diaspora communities. Sister city relationships have been used to block, or attempt to block, U.S. municipal-level engagement with Taiwan. In one example from Rockville, Maryland, pro-Beijing members of the board overseeing Rockville’s “friendship city” relationship with a Chinese city tried, unsuccessfully, in 2018 to prevent Rockville from also forming a sister city relationship with Yilan, Taiwan—a story I will explore further in the next chapter. As Xi Jinping has extended party guidance to private enterprise, business ties too have become a means of Chinese party-state political coercion abroad.

Dual function is one important manifestation of the party’s lack of political restraint in its diplomatic, economic, and people-to-people exchanges with other countries. As a strategy, dual function was highly effective as long as Beijing was able to implement it quietly and without being noticed. It allowed China’s leaders to claim they were engaging openly with the democratic world while simultaneously maximizing their access to political, economic, and social targets around the globe. But as democratic societies have become more aware of the party’s actions, the dual-function strategy has begun to backfire, bringing greater, not less, attention to party activities.

The dual-function strategy is incredibly divisive within host societies. People who focus on defending the rights of Chinese immigrant communities often believe that suspicion targeting them is racist and McCarthyist fearmongering, while those who focus on uncovering the party’s influence abroad often deride pro-immigrant, anti-racist work as naive at best and complicit at worst.

Overseas Chinese communities are the first and the last victims of this dynamic. They are caught in the middle, between a powerful Leninist state with expansive global aims on the one hand and the legitimate fears and illegitimate fearmongering and racism that simmer in host countries on the other. If the Chinese government truly cared about the well-being of ethnic Chinese abroad, as it claims to, it would immediately cease its decades-long efforts to control, harass, surveil, and influence them. It would prioritize their freedom and well-being over its own geopolitical ambitions.

Without a change of heart in Beijing, however, its dual-function strategy is unlikely to cease anytime soon. The best approach for democratic societies to blunt Beijing’s strategy while preserving the civil rights of Chinese diaspora communities is three-tiered: to increase public awareness of the dual-function strategy; to ask Chinese communities what they need in order to feel safe and welcome in their homes; and to offer extra attention and support to members of the Chinese diaspora who are the primary targets of United Front pressure—namely, activists, political and religious refugees, Uyghurs, Tibetans, Hong Kongers, and Taiwanese.




4

Spies and Sister Cities

One of the most egregious examples of the Chinese Communist Party’s abuse of otherwise legitimate organizations is the case of Christine Fang, a suspected Chinese intelligence operative who used a friendship city relationship as a launching pad for a yearslong operation targeting U.S. politicians and government officials from coast to coast. She initiated sexual relationships with between ten and fifteen mayors in states across the country and had other sexual encounters with California officials—including an up-and-coming young Democrat named Eric Swalwell. And she did this, U.S. intelligence officials believe, while under the direction of the Ministry of State Security, China’s intelligence agency.

Fang’s operation was part of a twofold strategy, U.S. intelligence officials believe. The first was a long game of cultivating close ties with up-and-coming U.S. politicians and officials, knowing that today’s mayors and city councilors are tomorrow’s governors and members of Congress. If Fang could build trusting relationships with even just a few officials who ended up in the upper echelons of power a few years down the line, that would be espionage gold. She very nearly succeeded; Swalwell did not learn of her true motives until the eve of his appointment to the House Intelligence Committee, whose members are privy to some of the United States’ top state secrets.*

The second element of her strategy was what is known as subnational engagement, which refers to direct outreach to state and local governments instead of to the federal government—or, as the Chinese Communist Party calls it, “using the local to surround the center” (以地方包围 中央). The party views subnational engagement as a backdoor channel of influence with interlocutors who often lack the knowledge and leverage to deal with the party in a fully informed way. These ties can be used for purely economic reasons, such as to help Chinese companies win local U.S. contracts. But, more important, by building up close relations with local and state governments and shaping their views of China, the party can rely on them to support policies that are friendly to Beijing—an especially important lever of influence when the national government itself is hostile.

In Christine Fang’s aggressive pursuit of both strategies, her case was among the most sensational that U.S. intelligence officials had ever seen. Rodney Faraon, a former CIA analyst who had helped lead a major investigation into a covert Chinese state–backed attempt to influence the 1996 presidential election, described the Fang case as a new classic in the canon of espionage cases. “It’s got everything. It’s got politics of the highest stakes. It’s got the Chinese government, the U.S. government, it’s got sex,” Faraon said. “Usually things are much more mundane. There are times when truth is far more interesting and exciting than fiction.”

* * *

Christine Fang is almost a mirage, both prominent and elusive. Next to nothing is known about her life before she set foot on U.S. soil or what she has done since she left. Despite the wide circle of high-powered acquaintances she accumulated during her years in California, no one really seemed to know her well. She never spoke of her family. No one knew what city in China she was from, though one person referred to her on social media as “Beijing Christine.” There is no known video footage of her; there are no publicly available court documents or government indictments laying out her alleged actions.

There’s certainly one part of her background that Fang’s Bay Area friends could never have guessed. Fang met on multiple occasions with a man named Zhang Weiwei, a diplomat at the Chinese consulate in San Francisco who, U.S. intelligence officials believe, was a Ministry of State Security official under diplomatic cover. (Placing intelligence agents under diplomatic cover in embassies abroad is a common practice among many governments, including the United States.) Later, FBI counterintelligence officials would come to suspect that Fang’s parents worked for the Ministry of State Security, China’s main civilian spy agency. In China, working for the Ministry of State Security is often a family affair.

My colleague Zach Dorfman and I spent more than a year tracking Fang down, interviewing twenty-two people who knew her personally and diving deep into archived corners of the internet to retrieve long-deleted photographs and social media posts. Despite all the unknowns that remain with regard to Fang’s background and her life in China, we were able to uncover a wealth of information about what she did, both openly and secretly, while in the United States.

Fang is beautiful. Photos of her show a confident young woman with a cascade of hair and a sweet smile. She looks very young in photos, but most people we spoke to said she was in her late twenties or early thirties and that she seemed mature. Bay Area acquaintances said she dressed well, carried designer bags, and drove a white Mercedes. Several acquaintances said she seemed to come from money; there is no evidence that she held any paid positions during the years she lived in the United States. Fang told one acquaintance that she had previously worked as a flight attendant, but that is scarcely more than a working-class job in China and seems inconsistent with her expensive, job-free lifestyle in California.

(The crews of some Chinese airlines have a history of alleged involvement in espionage-related activities. Most recently, in November 2021, the U.S. Department of Homeland Security noted in an internal memo that it had “observed instances of possible assistance with foreign intelligence collection being conducted by Air China airline employees” at Los Angeles International Airport.)

Fang enrolled as a student at California State University, East Bay, as early as fall 2011. CSU East Bay is a commuter school. Much of its undergraduate and graduate population comprises nontraditional students who hold full-time jobs while going to school or who have enrolled in college at a later age, meaning that students ranging in age from eighteen to forty and above may be in classes together. The university declined to confirm Fang’s enrollment or what degree she was pursuing, but several acquaintances said that she spoke of wanting to work in the hotel industry. CSU East Bay offers both a bachelor’s and a master’s in hospitality.

It’s unclear how Christine Fang chose CSU East Bay. There are numerous major universities in the Bay Area—Stanford, Berkeley, San Francisco State University, and UC San Francisco, to name a few—and dozens of smaller schools and community colleges. Though the prestige that a major university would have conferred could have given Fang easier access to the halls of power, it would also have come with a greater degree of scrutiny—from the university itself, from world-wise classmates, and from well-placed alumni. She would have had to compete for leadership positions on campus and gradually work her way up. In 2020, for example, the Chinese Students and Scholars Association at Berkeley had almost five thousand registered members.

But at CSU East Bay, Fang was the unopposed queen. Within weeks of enrolling, she was already the president of the school’s Chinese Student Association. The group didn’t seem to exist before her arrival; it’s likely she founded the organization herself as soon as she arrived, with the blessing of the Chinese consulate in San Francisco.

Politically speaking, the 2011/12 academic year was Fang’s quiet year. Very few people we spoke to in Bay Area politics knew her back then. Her Facebook profile includes hundreds of photos showing her at local political events, but few of these date as far back as 2011. Rather, she seems to have spent that year getting her bearings and building up the Chinese Student Association (CSSA). Under her leadership, the CSSA organized basketball tournaments, Chinese New Year celebrations, and other student events. Participants in these events described Fang as busy and enthusiastic. In 2013, the university awarded her a campus pride award for her work with the CSSA.

Fang also began making some initial connections in the local Asian American community. One of those early connections was C. C. Yin, the Chinese American founder of Asian American Pacific Islander American Public Affairs (APAPA), a Bay Area–based civic organization dedicated to helping Asian Americans, a traditionally underrepresented group, get involved in politics. Yin, who was in his mid-seventies when Fang arrived in the United States, owned more than two dozen McDonald’s restaurants in the Bay Area and used his considerable wealth to support Asian American political candidates. 

Fang soon became president of the campus chapter of APAPA, which she used, alongside the CSSA, as a platform for attracting local politicians and government officials to campus events. In October 2012, the APAPA national organization sponsored the Chinese Student Association’s annual member gala, which Fang organized. Yin was a featured speaker at the event, as was Mark Green, the mayor of Union City. Another was Eric Swalwell, then still a Dublin city council member. This event would mark the first documented meeting between Swalwell and Fang—perhaps, for both of them, a fateful meeting. The next month, Swalwell would win his campaign to serve as U.S. representative from California’s Fifteenth Congressional District, unseating a longtime progressive Democrat.

Fang’s political activity began to take off during this period. As her star rose, she left behind an ever-widening set of footprints in Bay Area society, and it became easier for Zach and me to fill in the details of her life. In 2012, she organized a town hall with Representative Judy Chu, the first Chinese American woman to serve in the U.S. Congress; in a group photo taken at the time, Fang stands next to Chu. In 2013, Fang cohosted a fund-raiser for Representative Tulsi Gabbard, posing for a photo with her and then-U.S. House congressional candidate Ro Khanna and Raj Salwan, a Fremont city council member. In 2014, she volunteered at an on-campus activity supporting Khanna’s campaign for Congress. (The campaign failed in 2014 but succeeded in 2016.) Fang attended fund-raisers and other political events in support of then-San Francisco mayor Ed Lee, according to an acquaintance present at the gatherings. Lee passed away in 2017.

Throughout 2014, Fang interacted frequently with Swalwell’s office. That year, she bundled donations for Swalwell’s reelection campaign. She often sent the résumés of young Chinese students to be considered as interns in his office; at least one of these students was given an internship in his office in Washington. In May 2014, Fang organized a “Miss China University” student beauty pageant and invited local politicians to attend; Swalwell did not attend, but he sent the Chinese Student Association a signed “certificate of special congressional recognition” for the event. One local elected official told us that, during this period, they had seen Swalwell and Fang arrive at political events together on at least three occasions.

Fang’s bundling activities caught the attention of one local political operative, who made some quiet inquiries to ensure that the donations were legitimate and weren’t “straw donations,” a form of illegal donation in which a person is compensated for their contribution. The political operative told us that the Katrina Leung case in the early 2000s had had a chilling effect on the involvement of Asian Americans in California politics. Leung, a prominent California-based socialite and Republican activist, had served as an FBI informant—until the U.S. government charged her with serving as a double agent for China. Leung had championed the participation of Asian Americans in U.S. politics; her fall had compounded the reservations that many Asian Americans in California had about getting politically involved. The political operative wanted to ensure that no such scandal again damaged the ability of Asian Americans to participate in politics without suspicion. The person found no evidence that the donations Fang brought to Swalwell’s campaign were illegal, easing their concerns.

By 2015, Fang’s list of acquaintances was a veritable who’s who of prominent Bay Area figures, including current and former mayors, city commissioners, state representatives, and many staffers and local donors. “She was everywhere,” Raj Salwan told my colleague Zach. “She was an active student. I was surprised at how active she was and how she knew so many politicos.”

* * *

During this time, Fang also expanded her network across the United States, first through a position as an intern in the office of Fremont mayor Bill Harrison. She then led the creation in September 2013 of a friendship city relationship between Fremont and Yiyang, a city in China’s Hunan Province. In a photo taken at the signing ceremony, Fang is standing behind Harrison and the Chinese official from Yiyang, with the U.S. and Chinese flags on either side.

Harrison told me in a phone call that he first met Fang through events hosted by the Chinese Student Association. “She was interested in learning more about politics,” he said. As she became more involved with the mayor’s office, and with the Fremont-Yiyang city relationship, she began to travel with Harrison and other colleagues when they attended meetings of the U.S Conference of Mayors, held twice each year, once in Washington, DC, and once elsewhere in the United States.

Mark Stodola, who served as the mayor of Little Rock, Arkansas, from 2007 through 2018, told me in a phone call that he saw Fang on at least two different occasions at the U.S. Conference of Mayors. He did not recall what years or in what cities he saw her. Little Rock has a sister city relationship with the northeastern Chinese city of Changchun. Stodola told me that Fang was “very personable” and that she was “greeting lots of different people.” He said he has no other recollection of her and that they had no further contact.

Fang’s affiliation with sister cities and a mayor’s office was all the access she needed. It was during this time that she began to initiate sexual relationships with mayors from around the United States—as many as fifteen. On one occasion, she met a mayor in a parked car, where they had a sexual encounter. Unbeknownst to them both, however, the car was under FBI electronic surveillance. The elected official seemed to understand that it was almost unbelievable that such a beautiful young woman would be interested in him. When he asked her why, she told him she wanted to spend time with him in order to improve her English. On another occasion, according to one former U.S. intelligence official, the FBI intercepted a phone call between Fang and a local official that started out as a coded conversation and then turned into sexually explicit banter.

In March 2014, Fang flew to Washington, DC, to attend the U.S.-China Sister Cities Conference. The event was hosted by the Chinese embassy and jointly held by Sister Cities International and the Chinese People’s Association for Friendship with Foreign Countries (CPAFFC). It brought together mayors from across the United States and China, including the mayor of Shenzhen and the mayor of Cupertino, and other U.S. elected officials, including U.S. Representative Mike Honda. That weekend, the Chinese embassy also hosted a celebration of the thirty-fifth anniversary of the establishment of diplomatic relations with the United States. Fang posed for photos with various dignitaries, including Judy Chu, and also snapped a photo of Swalwell, Judy Chu, and the Chinese ambassador to the United States, Cui Tiankai, as they posed together for a group photo. (Fang would later send two other photos taken at this event to a student journalist in California, who captioned them as Fang together with Nancy Pelosi and Fang together with Swalwell and Ambassador Cui; while the captions remained in an archived version of the article, the images themselves were not saved.)

Gilbert Wong, at the time the mayor of Cupertino, told us that he saw Fang at the Sister Cities Conference and also at a hotel, where she was accompanied by an older white mayor from the Midwest. The mayor told Wong that Fang was his girlfriend, emphasizing that their relationship was genuine despite the large age difference between them.

Wong had met Fang at several events in California but was stunned to see her at the Chinese embassy in Washington, DC. “I saw her as a young, attractive Chinese lady who is an international student,” he said. He had noted her very forward behavior but thought that she was perhaps trying to secure a husband and a green card to have a better life in the United States. It “never crossed my mind that she was involved in any espionage,” he said.

* * *

To understand how profound an abuse of sister city relationships Fang’s behavior represents, it’s helpful to jump back in time seventy years, to the early days of rivalry between the democratic West and the Communist East.

The Cold War often brought out the United States’ worst impulses. But the creation of sister cities represents a time when it brought out our best. In 1956, the Iron Curtain seemed vulnerable. A series of popular uprisings in Poland and then Hungary made international headlines as people protested their Soviet-led governments. The protests renewed discussion in Western democracies of pushback against Soviet dominance.

In September of that year, U.S. president Dwight D. Eisenhower offered a new proposal to “widen every possible chink in the Iron Curtain”—an international people-to-people program that would bring together students, professors, business executives, tourists, doctors, and labor unions from different countries.

This new program, Eisenhower said in a speech at the White House, would be “based upon the assumption that no people, as such, wants war—that all people want peace.” Lack of understanding of other peoples and societies was a major barrier to peace, he said, because ignorance made it easy to believe the worst of one another. And governments were making it difficult for people from different countries to have the chance to get to know each other. The solution, then, was to find a way to “evade governments, to work out, not one method, but thousands of methods by which people can gradually learn a little bit more of each other.” Eisenhower hailed the “great promise of people-to-people and sister city affiliations in helping build the solid structure of world peace.”

That’s how the U.S. nonprofit Sister Cities International, which facilitates international local-to-local partnerships, was established. U.S. cities first began partnering with cities in Germany and Japan, aiming to strengthen ties between these former enemies. The program gradually expanded to include many other countries. As of 2019, Sister Cities International counted more than 1,800 partnerships across 138 countries.

If you speak to people involved on both sides of sister city relationships and who attend local meetings, you’ll find that they are usually far more motivated by ideals than by politics. The original goal of sister cities as laid out in the postwar period remains a driving principle: to form grassroots friendships between people of two different cities without the strain of politics getting in the way. Typical activities coordinated between sister cities include high school student exchanges, cultural celebrations, music festivals, community lecture series, and reciprocal delegations between local officials.

The people-to-people exchanges that sister relationships foster are local, genuine, beneficial, and, generally speaking, free of the international political tensions that might inhibit higher-profile exchanges. Many sister cities have student programs that bring high school students from the partner city for short-term homestays. These programs are part of a healthy multilayered fabric of civil society organizations that help expand international opportunities to students who may not have access to elite programs such as the National Security Language Initiative for Youth, which is funded by the State Department, or to private student exchange programs that may charge thousands of dollars in fees.

China also has sister cities. Since the normalization of Sino-American relations in 1978, it has established hundreds of sister city and provincial-level relationships with U.S. states and municipalities. The first relationship was created in 1979, when Nanjing and St. Louis became sister cities, followed soon after by Shanghai and San Francisco. By 2005, China maintained friendship relationships with 1,247 cities and 405 provinces in 129 countries. The lion’s share of these friendship cities and states were in the United States, followed by Europe, then East Asia and Southeast Asia. Africa and South America had relatively few.

A sister state relationship played an important role in Xi Jinping’s early ties to the United States and, later, as part of his debut as China’s top leader. In 1980, Xi’s father, Xi Zhongxun, led a group of Chinese provincial governors to Iowa, where they met with the state’s governor. Three years later, Iowa governor Terry Branstad and the governor of China’s Hebei Province formed an official sister state relationship between Iowa and Hebei.

In April 1985, a young Xi Jinping led an agricultural delegation to Muscatine, Iowa, among the earliest delegations from Hebei Province to Iowa after the sister state relationship was established. It was the future CCP general secretary’s first visit to the United States. As Sarah Lande, who served on the Iowa Sister State Friendship Committee board at the time and, later, as the executive director, recalled, “I was eager for them to come to Muscatine. Muscatine industries and friends gave a warm welcome with potluck meals, home stays, industry visits, and a Kent Feeds boat ride on the Mississippi River.”

On February 12, 2012, Xi—now vice president and soon to become China’s top leader—paid another visit to Muscatine. Lande hosted Xi at her home, before a big fire kindled in the family’s hearth, along with Branstad and other “old friends,” as Xi referred to the people he had known years ago. “Coming here is really like coming back home,” Lande recalls Xi Jinping saying during the visit. “You cannot even imagine the deep impression I had from my visit twenty-seven years ago, because you were the first Americans I came in contact with. My impression of America came from you. For me, you are America.”

But as much as we would like to believe otherwise, the U.S. and Chinese governments have always approached sister city relationships differently. U.S. cities and states typically decide for themselves whether to engage in diplomacy with their counterparts in foreign countries, without any direction by the State Department; Sister Cities International is a nongovernmental organization that provides support and structure. Chinese sister city relations, however, are directly managed by the Chinese People’s Association for Friendship with Foreign Countries (CPAFFC),  a government organization directed by the party’s United Front Work Department.

CPAFFC is a direct extension of the Chinese party-state. It is tasked with “implement[ing] China’s independent foreign policy of peace.” Its leaders are typically taken from among China’s political elites. From 2011 to 2020, the CPAFFC chair was a woman named Li Xiaolin, the daughter of former Chinese president Li Xiannian, who held that position under Deng Xiaoping and then later served as the chair of the Chinese People’s Political Consultative Conference. Li herself spent most of her career holding various positions within CPAFFC, except for two years during which she was a political secretary at the Chinese embassy in Washington, DC. She was also deputy director of the foreign affairs committee of the Twelfth Chinese People’s Political Consultative Conference National Committee.

Since Xi came to power in 2012, CPAFFC has become more aggressively ideological and has itself, at times, pushed Xi’s policies and principles into international partnerships. The efforts to bring sister city relationships in line with Chinese foreign policy goals are evident in the way that Chinese government officials have touted the role of sister cities in the Belt and Road Initiative and that China-based sister cities have themselves frequently promoted the initiative. According to the Guangzhou Foreign Affairs Office, city-to-city relationships should “serve the overall diplomacy of a country.” At a November 2019 conference commemorating forty years of sister city relationships with Guangzhou, the capital of Guangdong Province, CPAFFC vice president Xie Yuan gave a keynote speech hailing the Belt and Road Initiative as a key to “reform and improve the global governance system.”

The 2018 Sister Cities International annual conference, held in Aurora, Colorado, even included an entire parallel track of events on a Silk Road theme, a reference both to the historic network of trade routes across Central Asia and to Xi Jinping’s signature foreign policy initiative, which aims to put China at the center of global diplomacy through extensive infrastructure and investment deals. Now known as the Belt and Road Initiative, China’s “New Silk Road” initiative has been accompanied by years of wall-to-wall propaganda. Countries that sign on to the Belt and Road, either formally through a memorandum of understanding or informally by cooperating on projects and investment, have shown a strong tendency to back China on the international stage. 

People who participated in the conference’s Silk Road track confirmed that the Chinese government initiative was a big focus. As one attendee from Albuquerque described it, the first day of the track “focused on how much of China, Central Asia, India, and Africa—all part of the ancient Silk Road and Water-Ways—is being revitalized. China’s ‘One Belt–One Road’ policy, set into motion by Chinese President Xi Jinping in 2013, is investing over a trillion dollars in building up the infrastructure with its neighbors reached from ‘land and sea.’”

Kathleen Roche-Tansey, a state representative with Sister Cities International in California, has worked with the organization for decades. She has a clear-eyed view of Beijing, describing Sister Cities International’s relationship with China as “fruitful but challenging.” “I can tell you that China is the interesting component in everything we do in Sister Cities,” she told me. “China is very competitive. China wants to surpass Japan and become the premier international program. They have done so much outreach. It’s been a goal for a very long time.”

How a country manages its sister city relationships is very telling, Roche-Tansey explained. The United States has Sister Cities International, but not every country has its own organization. The fact that China has the CFAPPC, directly managed by the government, is indicative of the importance that the central government places on sister city relationships—and its management approach and goals, she said. “They are looking at building opportunities for China. They’re not leaving a stone unturned.”

A decade ago, when Roche-Tansey learned that a U.S.-Chinese sister state relationship had been formative for China’s incoming president, she “was very hopeful about the potential kind of relationship we might have. That maybe it would be more cooperative and collegial rather than competitive,” she told me.

But she had also witnessed firsthand how the Chinese government could view sister city exchanges as a ground for geopolitical competition. In the late 1980s, she served as the chairperson for the International Affairs Board for the City of San Diego. Each year, the board would host an event for incoming university students to introduce them to San Diego’s sister city programs, putting up flags from each of the countries represented by the sister cities. The key detail: San Diego had a sister city relationship both with Yantai, in mainland China, and with a city in Taiwan. 

“Lo and behold, the first time we did this—and we had the flags of both Taiwan and the PRC—the PRC sent a whole team down to San Diego from the consulate in Los Angeles and raised such a ruckus that they forced us to take down the flag from Taiwan and the People’s Republic,” Roche-Tansey told me. The delegation from the Chinese consulate, between four and six people, told the event’s organizers that Taiwan was a part of China and, thus, could not have its own flag.

“We were hosting students. And we did not want to engage in some kind of long, drawn-out confrontation with the People’s Republic. Our obligation was to our students. When they complained, we took down just those two flags,” Roche-Tansey said. The conflict was unfortunate; she had previously visited Yantai and loved the people she met there. “Subsequently, to avoid that, in future events we only put up city flags from the cities where we had relationships,” instead of country flags.

During Roche-Tansey’s decades working with the Sister Cities International network, she’s heard of other, similar episodes. “The conflict has been between Taiwan; any kind of visible attention to Taiwan” from U.S. sister cities tends to attract attention from Beijing in some way, she said. “We have quite a few sister city relationships in Taiwan; they are very good relationships.” Roche-Tansey said that, overall, she is concerned that Beijing might distort opportunities with sister cities and use them for an agenda of power rather than for cooperation and exchange, their true intended purpose.

Unfortunately, the Chinese government seems to have only doubled down on its view of sister city relationships as a tool of its geopolitics. “Friendship city relations have become one of the important channels to implement the BRI,” CPAFCC president Li Xiaolin said in April 2019. “Sister city relations play an important role in boosting cooperation and exchanges among Chinese and foreign cities under the framework of the BRI.” In January 2020, the city of Shanghai canceled its sister city relationship with Prague when Prague’s mayor signed a sister city relationship with Taipei.

In April 2020, a new head of CPAFFC was announced: Lin Songtian, the former Chinese ambassador to South Africa. To anyone following the early months of China’s wolf warrior diplomacy, Lin was an obvious figure. His Twitter account was one of the earliest Chinese diplomatic accounts to be opened in the new wave of Chinese diplomatic Twitter accounts. He quickly drew global attention for his aggressively critical posts attacking the United States, suggesting the coronavirus might not have originated in China, and defending China’s repressive policies in Xinjiang and Hong Kong. When the Twitter account he used as China’s ambassador to South Africa briefly went silent and all prior tweets were scrubbed in early 2020, observers wondered if this was meant to signal a crackdown from Beijing on the new wolf warrior diplomats. It did not. Lin shortly reappeared as CPAFFC president—by no means a demotion.

In a statement posted to the CPAFFC website, Lin said the organization seeks to “contribute to the fostering of a new type of international relations and the building of a community with a shared future for mankind by doing our part in people-to-people diplomacy” in accordance with “Xi Jinping’s Thought on Socialism with Chinese Characteristics in The New Era and his Thought on Diplomatic Work [sic].”

Sister city relationships are yet another example of how China’s dual-function strategy casts suspicion across a wide swath of activities that are very often valuable and beneficial. By putting a wolf warrior diplomat in charge of China’s sister cities, by using city ties to promote Xi Jinping’s global order building, by using the relationships as leverage to crowd out Taiwan, and by using a friendship city relationship as a key platform for an intelligence operation, the Chinese government is putting these hard-won relationships at risk.

* * *

It wasn’t Christine Fang’s participation in sister city exchanges or even her many liaisons with U.S. mayors that first got her on the FBI’s radar, however. It was her regular meetings with a Chinese consular official named Zhang Weiwei.

Fang maintained close ties to the Chinese consulate in San Francisco throughout the years she was in California. There are dozens of Chinese student associations at campuses around the United States, and many of them maintain close contact with their regional Chinese consulate or embassy. But Fang’s relationship to the San Francisco consulate was especially close. She attended several student leadership events held at the consulate for students from universities around the Bay Area. In 2012, the San Francisco consulate presented Fang with a certificate recognizing her “enthusiastic public service on behalf of Chinese students and the local community” and “excellent organizational and leadership skills” during the 2011/12 academic school year as chairperson of the Chinese Student Association. In an April 2015 interview with a student journalist, Fang described herself as a “communication bridge between students and the Chinese consulate.”

It’s common for Chinese students to meet with Chinese officials posted to the education section of their consulate or embassy. Indeed, it is the job of Chinese consular education officials to meet with Chinese students abroad; in the past, these officials were often invited to U.S. campuses to attend Chinese student events and provide information and safety sessions.

But Zhang was no education official. On paper, he was a diplomat posted to the San Francisco consulate and officially registered under the State Department’s registry for foreign diplomats on U.S. soil. But U.S. intelligence officials believe that he was, in fact, a Ministry of State Security official—in short, a true spy. U.S. intelligence officials believe that Zhang’s remit for the Ministry of State Security was subnational engagement and local influence operations, targeting local U.S. officials and prominent community members for hidden purposes beneficial to the Chinese state.

The United States was conducting covert surveillance on Zhang. In the course of that surveillance, around 2014, U.S. officials noticed his repeated meetings with a young Chinese woman and decided to look into her background. What they found raised major red flags. The year 2014 marked the height of Fang’s closest ties to Representative Eric Swalwell and his office. She was bundling donations for his campaign and had access to countless local elected and government officials; everyone knew her. Fang’s activities themselves were soon recorded through covert surveillance authorized through a Foreign Intelligence Surveillance Act warrant over the course of a sweeping U.S. counterintelligence operation.

The FBI’s findings became a matter of urgent national security when it became clear that Representative Swalwell would be appointed to the House Intelligence Committee in early 2015. Members of that committee have access to some of the United States’ most sensitive secrets and have oversight of the Central Intelligence Agency and other U.S. intelligence agencies. This turn of events would be the Ministry of State Security’s dream, the culmination of a yearslong operation—a covert operative with close ties to and a history of sexual contact with a congressman sitting on the House Intelligence Committee.

On the eve of Swalwell’s appointment, U.S. intelligence officials gave the congressman a defensive briefing in which they shared their knowledge of Fang’s activities and her suspected ties to the Ministry of State Security. Swalwell was shocked. He immediately severed all ties with Fang. When we offered Swalwell the opportunity to comment, his office sent us this statement: “Rep. Swalwell, long ago, provided information about this person—whom he met more than eight years ago, and whom he hasn’t seen in nearly six years—to the FBI. To protect information that might be classified, he will not participate in your story.” Swalwell has never publicly denied having a sexual relationship with Fang.

Over the next few months, FBI officials fanned out across California to trace Fang’s steps. By the end of May 2015, she knew something was up. She was supposed to attend the opening ceremony for the new APAPA chapter in Washington, scheduled for early June. But just days before her flight to DC, she told a fellow APAPA member that a problem had arisen at home and that she would have to make an unexpected trip back to China.

And with that, Christine Fang vanished. She did not return to California. She stopped replying to emails and Facebook messages. No one knew what had happened to her. “She disappeared off the face of everything,” remembered Gilbert Wong, the former mayor of Cupertino. “When she left kind of abruptly, we all kind of scratched our heads,” former Fremont mayor Bill Harrison told me.

The FBI-led probe didn’t stop, though. U.S. investigators obtained Fang’s extensive collection of business cards from her abandoned California apartment and began reaching out to her contacts one by one. Agents asked about her activities and background. They asked about her ties to Swalwell and other elected officials. FBI officials spoke with so many of Fang’s former contacts that rumors began to swirl on the CSU East Bay campus and in Bay Area political circles that the FBI was after her.

“There were always people talking about this person who had just disappeared,” Steven Tavares, a local reporter in the East Bay Area, told me. Tavares would spend the next several years collecting bits of information about Fang from people who had known her. He estimates that about two hundred people in the Bay Area knew that the FBI was after Fang and that it was somehow connected to Swalwell. 

Harrison told me that FBI agents had briefed him about Fang’s activities in August 2015. The agents told him that Fang’s activities were part of a “long game play” targeting local politicians and that the Chinese government’s strategy was “to strike up a relationship with you and see if you move up the line.”

* * *

Fang’s case is especially sensational, but it’s just one of numerous known Chinese state–backed attempts to use covert methods and hidden motives to influence the U.S. political system. U.S. intelligence agencies have been tracking and fending off such attempts for decades.

Rodney Faraon worked on China at the Central Intelligence Agency for more than fifteen years before leaving government to work as Disney’s director of global intelligence and threat analysis. The son of Filipino immigrants, Faraon first became interested in China when, one day in the early 1980s, his mother brought in the new issue of Time magazine that had Deng Xiaoping on the cover and told young Faraon, “You know what? I don’t think Russia is going to be our enemy. It’s going to be China in the future.”

Faraon never forgot that. He became fascinated with China, and with spy thrillers, and decided he wanted to join the CIA. He attended Georgetown University in order to be as close to the Agency as possible, and as his graduation date approached, he cold-called the Agency to try to secure a job. He sent in an application and eventually ended up with a position, starting out looking at China’s missile sales around the world, analyzing China’s industrial espionage, and spending several years overseas.

In 1996, Faraon was tapped to serve as the deputy director of a task force set up to investigate an alleged Chinese government attempt to influence the congressional and presidential elections that year. Chinagate, as the scandal became known, involved Chinese government efforts to buy influence in elections and in Clinton’s reelection campaign. The subsequent Department of Justice investigation found that Chinese government officials had tried to get campaign donations sent to the Democratic National Committee in advance of the 1996 presidential campaign. Through the use of electronic surveillance, U.S. investigators also found that Chinese government officials had used the Chinese embassy in Washington, DC,  as a headquarters for planning the donations scheme, the Washington Post’s Bob Woodward and Brian Duffy reported in 1997.

In 1996, one DNC fund-raiser, Yah Lin “Charlie” Trie, had leveraged his political connections to secure a White House meeting between President Clinton and Wang Jun, who ran a Chinese military–owned weapons trading company, the Washington Post reported. In 1999, former DNC fund-raiser Johnny Chung admitted before a House committee that he had received $300,000 from Gen. Ji Shengde, the chief of China’s military intelligence, who intended the money to be used to influence the 1996 presidential election. Chung denied acting as an agent of the Chinese government. He pleaded guilty to tax evasion and campaign finance violations, charges that could have led to up to forty years in prison, but Chung agreed to cooperate with the investigation and, in exchange, received five years’ probation.

Faraon was long gone from the CIA by the time U.S. counterintelligence officials were investigating Christine Fang. When I first told him about what we had found out in California, he was openly shocked. Holy fuck. They did it was his first thought when I told him about Fang, he later told me. He described the operation as “aggressive.” “The use of honeypots and kompromat”—techniques used particularly by the Russians and Chinese, who learned a lot of their intelligence techniques from the Russians during the Cold War—“that’s pretty classic,” Faraon said. “The fortunate thing in this case is that it was discovered. Now what I worry about are the cases that haven’t been discovered.”

Chinagate helps explain why the FBI took a strong interest in Chinese American donors to Swalwell’s 2012 and 2014 campaigns. As part of a different investigation, one that began in 2014, the FBI interviewed dozens of Chinese Americans who gave money to Swalwell’s campaigns from those two election cycles, according to court filings from this separate investigation.

In October 2019, James Tong, a well-known East Bay real estate developer and prominent early supporter of Swalwell’s, was found guilty in a Northern California federal court of engaging in an illegal straw donor scheme. According to U.S. prosecutors, Tong bundled donations but reimbursed the donors (at least one of whom was not a U.S. citizen), whose checks he collected in order to evade the limits placed on individual donations, providing tens of thousands of dollars to Swalwell’s 2012 and 2014 political campaigns.

Filings by Tong’s lawyer, based on documents provided to the defense during the discovery process, indicate the investigation into him was one part of a wider probe by federal investigators into donations to Swalwell’s campaign. “The investigation that precipitated the current case appears to be just a smaller part of a larger investigation into improper campaign contributions,” Tong’s lawyer wrote in a court filing, adding there was an “earlier and much more sweeping investigation into the campaign contributions solicited and received by a certain Bay Area congressman.”

Swalwell, who was not accused of any wrongdoing in the Tong case, testified during the trial. Tong died in March 2020, aged sixty-five.

* * *

Christine Fang’s activities, suspicions about whom she was really working for, her ties to Swalwell and other local politicians, and the FBI investigation into her have long been an open secret in Bay Area political circles. At least five people I spoke with in California who knew Fang personally told me that they had heard rumors back in 2015 that she was “probably a spy” or that the FBI was after her. Swalwell’s relationship with Fang was another widely shared rumor; three people told me he was believed to have a “thing” for Asian women.

I did not mention the existence of these rumors in the Axios article. But two days after we published our story, a local Bay Area news outlet, East Bay Citizen, did. “The undercurrent of local buzz about Fang over the past five years almost always suggested romantic dalliances with Swalwell, and perhaps other elected officials,” the December 9 article stated. “Almost every Fremont and Tri-Valley elected official and political insider seems to hold the same vivid memories of Fang. Many remarked that she appeared to have come out of nowhere and was suddenly meeting every local official and seemingly showing up at every event. Others also described holding deep-seated suspicions about her intentions.”

When I came across this article, I was immediately intrigued. I had heard these exact sentiments from numerous people I had interviewed in the Bay Area. Whoever wrote the article had clearly spent a significant amount of time looking into Christine Fang’s background, which means they became aware of her activities long before Axios published the story.

I contacted the reporter who wrote the article, Steven Tavares, who at the time ran East Bay Citizen, essentially, as a one-man local reporting shop. He told me he had been working on the story bit by bit for years. “At least two hundred people know this story in Swalwell’s district,” Tavares told me. “That’s a conservative estimate.”

There were also rumors swirling of Fang’s romantic rendezvous with numerous local politicos. Each circle of people seemed to suspect that at least someone they knew was involved with her. One person I spoke with said that, even in 2014, people would say, only half-jokingly, that Fang was “probably a spy.” But that person and others said they just shrugged it off and continued to associate with her.

Fang was able to parachute into these upper echelons of Northern California local politics by establishing herself within several organizations or even founding some herself, which she then used as a platform. This highlights an uncomfortable and even dangerous paradox: that the Chinese government has at times supported the creation of legitimate organizations and institutions it occasionally used for illegitimate purposes. It’s the most extreme example I know of the party’s dual-function strategy at work.

The organizations that Fang, Katrina Leung, and other prominent Chinese agents in the United States often worked through were founded by and for Asian communities in the country. By its very nature, this strategy recklessly endangers Chinese diaspora communities. The U.S. Central Intelligence Agency, for example, does not permit its officers operating abroad to pose as journalists or missionaries without explicit case-by-case authorization by the president, because U.S. intelligence officials know that doing so would cast real journalists and missionaries under a cloud of suspicion and thus endanger the well-being of groups of people who are already vulnerable.

Chinese American fears about racial profiling by the U.S. Department of Justice have a long history, and some of the Trump administration’s actions and rhetoric caused deep alarm in Chinese communities, which were targeted in a spate of hate crimes during the pandemic. But the Chinese government’s own choice to abuse these communities by embedding intelligence operatives within them, without their knowledge or permission, is a key source of U.S. government suspicion. If Beijing truly cared about the well-being of overseas Chinese communities, it would scrap its dual-function strategy once and for all.

* * *

As cases of Covid-19 fell in China within a few months of the outbreak in Wuhan, freeing up China’s huge supplies of PPE, Chinese sister cities began to send donations of face masks to their partner cities in the United States and around the world. In many cases, this local-to-local assistance demonstrated the enormous potential for Chinese society, when it is less encumbered by the political strictures of a one-party state, to make positive contributions during global crises. It also demonstrates the best of what United States–China engagement was envisioned to be.

As many U.S. cities grappled with a mask shortage in March and April 2020, their sister cities in China sprang into action. The sister city relationship between Norfolk, Virginia, and Ningbo, in China’s Zhejiang Province, is a representative example. The relationship between the two cities was formally established in April 2013, at a signing ceremony in Ningbo. The two cities held several joint activities over the next few years, and in early March 2020, before U.S. lockdowns began but after Chinese high schools were already transitioning to virtual classrooms, high school students in Norfolk video-chatted with students in Ningbo about their experiences during lockdown.

Just a few days later, however, Virginia, too, shut down its schools, and people scrambled for personal protective equipment. Chinese officials in Ningbo offered to help. “They read news stories about how serious the situation has gotten in the United States, so they reached out and asked whether we needed masks,” said Harry Zhang, chairman of the Ningbo-Beilun Committee of the Norfolk Sister City Association. The Ningbo-Beilun municipal government donated two thousand masks, five hundred gowns, and five hundred goggles.

These donations occurred across the United States. “We have read stories of sister cities in China and the US helping each other during this time. My own city is an example,” Sister Cities International chairman and mayor of San Antonio Ron Nirenberg said in April 2022. San Antonio has been sister cities with Wuxi, a city in China’s southern Jiangsu Province, since 2012. At the height of China’s outbreak, San Antonio residents raised money to help support Wuxi. Then, just a few months later, Wuxi pledged to provide thirty thousand masks to San Antonio. “These acts of compassionate exchange have been important symbols reinforcing the reality of our common experience,” Nirenberg said.

A few months later, as the pandemic raged across the United States, China conducted mask diplomacy with dozens of local governments there. Using publicly available press releases advertising PPE donations in the first half of 2020, public records requests to dozens of states and local governments that received PPE donations or purchased equipment from China, and hundreds of pages of emails and other internal records, we examined twenty-nine cases where a branch of the Chinese government or an affiliate such as a state-owned enterprise donated or facilitated sales to U.S. state and local governments, although there are almost certainly many more examples. The scope of the donations is remarkable: together, they amounted to more than a million individual pieces of PPE, including hospital gowns, surgical masks, N95 respirators, gloves, and other crucial equipment, sent to individual hospitals and governments in every region of the United States, from New York to San Antonio.

Yet, because of the growing suspicion surrounding the Chinese government’s true intentions in its relationships with U.S. cities, and because of the simultaneous top-down “face mask diplomacy” push, some local-to-local shipments of PPE during the pandemic were received with suspicion in the American public eye.

The Chinese government, in a number of cases, used its mask diplomacy to coerce foreign politicians into publicly praising China on the world stage and to garner support for closer economic ties with the People’s Republic. In March 2020, China sent six doctors on an Airbus A330 plane to Serbia filled with masks, gowns, and respirators to help the country fight the Covid pandemic. In a lavish ceremony at Belgrade’s Nikola Tesla Airport, Serbian president Aleksandar Vučić kissed the Chinese flag. China’s relationship with Vučić and Serbia has remained ironclad ever since; Vučić repeatedly visited Belgrade’s airport in 2020 and 2021 to welcome donations of PPE and, eventually, deliveries of the Chinese-made Sinopharm vaccines. Later, he would become something of an evangelist for Chinese-made vaccines in the Balkans, personally  delivering thousands of doses to neighboring Bosnia and North Macedonia and sending vaccines to ethnic Serbian enclaves within Bosnia and Kosovo.

In May 2020, during a party-to-party summit between the Chinese Communist Party and Bangladesh’s ruling party, Bangladesh Awami League, party officials offered a proposal: establish six sister city partnerships with Chinese cities, and China will offer pandemic assistance to Bangladesh. “If the sister city proposal is approved, China will give all kinds of technical and financial support to combat the Covid-19 epidemic, dengue outbreak, and similar problems in those areas,” the Dhaka Tribune reported one official as saying.

“The Chinese proposal, considered a friendly gesture, is widely appreciated in Bangladesh. Nevertheless, the Chinese offer of sister-city alliances in the time of Covid-19 attracted international attention leading to concerns about China’s intention behind the proposal made,” Joyeeta Bhattacharjee, an analyst of Bangladesh’s domestic politics and foreign policy, wrote at the time. “The Chinese motivation exceeds the promotion of cultural ties and it has a larger geostrategic objective.”

Around that same period, three Swedish cities terminated their relationships with three Chinese cities amid swiftly deteriorating Sweden-China ties. In 2019, after the Swedish government awarded a human rights prize to Swedish citizen Gui Minhai, long detained in China, Chinese ambassador to Sweden Gui Congyou warned Sweden in an interview on Swedish public radio, “For our friends, we produce fine wine. Jackals, we welcome with shotguns.” The implication was that Sweden would get the shotguns.

The PPE donations in the United States had raised the profile of Chinese sister cities at a time when the Trump administration was actively pushing back against activity linked to the Chinese Communist Party. The United States had signed a memorandum of understanding in January 2011 that would establish the U.S-China Governors Forum to Promote Sub-National Cooperation. In October 2020, the United States revoked its participation in that agreement. “Following the signing of the MOU, however, Chinese Peoples’ Association for Friendship with Foreign Countries (CPAFFC) a Beijing-based organization tasked with co-opting subnational governments, has sought to directly and malignly influence state and local leaders to promote the PRC’s global agenda. CPAFFC’s actions have undermined the Governors Forum’s original well-intentioned purpose,” Secretary of State Mike Pompeo said in a statement. “Authentic people-to-people exchanges are crucial for establishing understanding between cultures, but the [United Front Work Department] is not a vehicle for people-to-people exchange.”

With this same action, the United States also designated the peaceful reunification associations a foreign agent. The foreign agent designation does not prohibit an organization from operating in the United States but, rather, institutes mandatory disclosures that it must file with the Department of Justice about its funding and activities.

CPAFFC condemned the United States’ action in no uncertain terms. “Pompeo slandered China-U.S. subnational and people-to-people friendly exchanges and mutually beneficial cooperation as ‘united front work’ and ‘malign influence.’ He obviously underestimated and insulted the kindness, intelligence and wisdom of the American people, only exposing his own inanity and incompetence,” the organization said in a statement posted to its website. “We believe that the insightful people in the U.S. could clearly see and firmly oppose the ‘political virus’ spread by the like [sic] of Pompeo, strengthen friendly exchanges between the Chinese and American people, and drive forward subnational win-win cooperation so as to promote common development.”

Sister city relationships have come under scrutiny from some of the United States’ most outspoken right-wing China hawks, including Marsha Blackburn and Josh Hawley, who wrote a letter to the U.S. Conference of Mayors in October 2020 urging its members to reconsider the 157 sister relationships between U.S. and Chinese cities. They warned that sister city relationships may be “China’s newest political weapon” and “may leave American communities vulnerable to Chinese espionage and economic coercion.”

* * *

Chinese cities weren’t the only sister cities helping to facilitate PPE donations. In June 2020, Yilan, a scenic city on Taiwan’s northeast coast—to which I allude in chapter 3—donated nearly $65,000 worth of personal protective equipment to Rockville, Maryland, a city with a population of around 60,000 that sits on the outskirts of the greater Washington municipal area. Mayor Bridget Donnell Newton presided over a ceremony on June 5 thanking Taiwan for the donations, which were passed on to nursing homes and medical staff in Rockville.

Yilan and Rockville were sister cities, and this was one of numerous donations of PPE that cities near DC had received at that time from their sister cities in China and Taiwan. That same month, Montgomery County, Maryland, where Rockville is located, received 20,000 masks from its sister city, Xi’an, China, and the state of Maryland received 100,000 masks from China’s Anhui Province, its sister state.

But the Yilan-Rockville donation could very easily have not occurred at all. This sister city relationship was very new, officially formed just the year before, and had almost been scuttled by a sustained campaign to block it, one that culminated in a dramatic showdown at an annual meeting at Rockville City Hall, a threat to vote out city officials who didn’t support the “One China” policy, and, finally, an off-the-record visit by Chinese embassy officials to Mayor Newton’s office.

It’s a case study that demonstrates how the party’s political control and dual-function strategy can impact U.S. society on a hyper-local level. Rockville’s Taiwanese American community faced extreme difficulty in establishing a simple people-to-people exchange program. An intentionally nonpolitical organization became heavily politicized, thrusting the small nonprofit board that manages Rockville’s sister city links into controversy it wasn’t accustomed to handling. Only an extraordinary mobilization effort among Rockville’s Taiwanese Americans, one of the largest Taiwanese diaspora communities in the United States, finally ended the drama and allowed the Rockville-Yilan sister city relationship to come into existence.

Kuan Lee of Rockville, Maryland, is tall and outgoing, with a confident smile and a firm handshake. He was born in the United States to parents who hailed from Yilan, Taiwan. Trained as a lawyer, Lee worked as a civil servant in the U.S. Social Security Administration. It was he who had first come up with the idea of forming a sister city relationship with Yilan. About a quarter of Rockville is Asian American; the city is home to both Taiwanese and Chinese diaspora communities of significant size. Lee thought a sister city relationship would be a great opportunity to celebrate Taiwanese culture in Rockville and to strengthen relationships between Americans and Taiwanese. In October 2017, he submitted a proposal to the Rockville Sister City Corporation (RSCC), which oversees international sister city relationships for Rockville, Maryland. The RSCC board was enthusiastic.

But a problem soon materialized. Rockville already had a friendship city agreement with Jiaxing, a city in the mainland Chinese province of Zhejiang, though the relationship between the two cities had been dormant for several years. According to emails, meeting minutes, and interviews with members of the RSCC board, two board members, Ying Chen and Bing-jib Huang, both longtime Maryland residents who had worked to facilitate the Jiaxing-Rockville relationship, were upset by the Yilan proposal and tried repeatedly to block it. Chen also said something that some people present at one February 2018 RSCC board meeting told me they took as a threat. As the minutes from that meeting state, “Ying also suggested that if Rockville elected officials move forward with a Rockville-Yilan relationship, Rockville residents of (non-Taiwanese) Chinese descent will vote to remove such elected officials from office.”

The conflict reached a boiling point in September 2018, with the annual RSCC board election. The anti-Yilan faction on the board tried to put forward an alternate slate of candidates who would be able to gain a majority on the council and kill the proposed Taiwan sister city relationship. But the Taiwanese community in Rockville had mobilized to support the Yilan proposal, with more than fifty local Taiwanese residents applying for RSCC membership so they could vote in the election. The pro-Yilan vote carried the day.

Several months later, Rockville and Yilan formally signed a sister city agreement in a ceremony held in Rockville. Despite the region’s large Taiwanese population, it was the first city in the entire Virginia/Maryland/DC area to form a relationship with a Taiwanese sister city.

The establishment of this sister city tie caught the attention of leaders in both Taipei and Beijing. On July 9, Taiwanese president Tsai Ing-wen sent a letter congratulating both Yilan and Rockville for the successful establishment of their sister city relationship. That same day, Ba Cuicui, a political secretary at the Chinese embassy in Washington, DC, sent an email to Rockville mayor Bridget Donnell Newton, requesting to meet “at her earliest possible date this week” to discuss “subnational cooperation between Rockville and China.” Two embassy diplomats subsequently showed up, expressing “concerns” about Rockville’s new relationship with Yilan and offering to have the embassy introduce other mainland Chinese cities to Rockville for potential new sister city relationships.

Taiwanese Americans in Rockville were participating in a basic foundation of U.S. democracy, which is working with their local government on an initiative they cared about—but their attempt to have their voices heard in their own local government was almost stymied by the Chinese government’s aggressive foreign policy moves, even on U.S. soil, and its promotion among its citizens of the belief that blocking Taiwan’s participation in global society was a virtuous act.

The problem posed by the party’s abuse of sister cities isn’t that “Communist infiltration” is going to cause the collapse of the United States or the end of democracy or anything of such a dramatic nature. To cast the problem in such extreme terms, as some more hawkish U.S. politicians have done, does no one any favors. Rather, the party’s behavior is gradually eroding the hard-earned trust built up over decades by people-to-people exchanges. And that distrust is contagious. When positive and beneficial China-linked activities come under suspicion because other, similar activities have been previously abused, the targets of this suspicion rightfully become angry and believe themselves to have been the victims of McCarthyism and even racism.

In his 1956 speech launching the sister cities program, Eisenhower presaged this problem. “The communist way is to subject everything to the control of the state,” he said. “They do this in every walk of life in everything they do.” The Chinese Communist Party’s reassertion of control over sister city exchanges runs the risk of ruining everything those exchanges stand for.

The same is true of cross-border business and investment, ties that Chinese leaders since Deng Xiaoping have worked hard to cultivate—and which are now suffering from the same abuse overseas that Chinese organizations have long faced.
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Zooming In

On the evening of June 8, 2020, four days after the thirty-first anniversary of the Tiananmen Square Massacre, I received a message from Zhou Fengsuo, a student leader during the 1989 pro-democracy movement who now lives in New Jersey.

“Hi, Bethany, our Zoom account was closed with no explanation,” he wrote. “We have emailed Zoom asking for the reason, but we haven’t received a response.” He wasn’t the only one affected. Numerous other Chinese pro-democracy activists in both the United States and Hong Kong had seen their accounts closed in recent days and their virtual Tiananmen memorials disrupted, with no response from the videoconferencing company.

Zhou and I had known each other for several years through his work in the Chinese pro-democracy movement and the reporting I had done on human rights issues in China. He is gentle and soft-spoken, but he has a will of iron. After the June 4 massacre and subsequent crackdowns crushed the movement, he was thrown in prison for a year and then released but kept under close surveillance for several years. The Chinese government finally permitted him to leave China in the mid-1990s. He came to the United States, where he attended graduate school. He has long served as a leader of the Chinese dissident community abroad, and in 2007, he founded Humanitarian China, a nonprofit organization dedicated to helping political prisoners in China.

The Chinese Communist Party has sought to stamp out the memory of the Tiananmen pro-democracy movement through a smothering veil of censorship. Chinese children do not learn about the demonstrations or the subsequent military crackdown in school; mentions of it are filtered out of movies, television, books, and magazines; and every year on June 4, internet censors instantly delete even cryptic references to the anniversary, including the numerals 64 and references to the date May 35. Tiananmen survivors such as Zhou work to counteract this censorship by holding annual vigils to keep the spirit of the movement alive and to honor the memory of those who were murdered.

And despite the Covid-19 pandemic, 2020 was no different. Humanitarian China, together with several other Chinese pro-democracy organizations, did what millions of others had done amid the lockdowns and quarantines. They moved their event to Zoom.

The pandemic was an extraordinary windfall for Zoom, whose videoconferencing services quickly became part of this shared experience. Zoom was founded in 2011, in San Jose, California, by a China-born engineer named Eric Yuan who moved to the United States to work for Cisco’s Webex and became a naturalized American citizen in 2007. At the end of 2019, the U.S. company had ten million daily users. By April 2020, that number had soared to more than three hundred million. In its April 30 filings, Zoom posted revenues of over $328 million—a 169 percent increase from the year before and nearly double its original projections of $203 million. And net income rose exponentially from a slim $198,000 to $27 million. Companies used Zoom for meetings, families held virtual weddings and reunions, and friends held online happy hours. Even numerous U.S. government agencies and offices, including the Pentagon, used Zoom’s government service, hosted on a special, secure cloud, for official meetings. In May 2020, former Trump national security advisor H. R. McMaster joined Zoom’s board.

But Zoom’s good fortune represented a major opportunity to other organizations as well: China’s security agencies. That’s because, while Zoom is a U.S. company, one particular feature sets it apart from Cisco’s Webex, Google Meet, and similar services from other companies. More than seven hundred of its employees (most of its research and development team) are based in China.

Zhou’s message to me that day set into motion a chain of events that would culminate in a groundbreaking Department of Justice investigation proving that several worst-case scenarios about the reach of China’s security state into U.S. businesses had already become reality—and in an indictment in which the DOJ drew a line in the sand, broadcasting for the first time that it would no longer tolerate Chinese government harassment of dissidents on U.S. soil.

* * *

Zhou Fengsuo’s Zoom troubles began on May 15. He and a group of other Chinese dissidents, mostly based around the East Coast, had begun planning the upcoming June 4 Tiananmen Square Massacre memorial, and on May 15, they held their first planning meeting, hosted through the personal Zoom account of Zhu Rikun, a well-known Chinese independent filmmaker.

They evaluated several options for a videoconferencing platform, eventually choosing Zoom for several reasons. Google Meet was blocked in China, but Zoom wasn’t, and the latter was easy to use. People in China could simply scan a QR to get into the meeting without creating an account, thus limiting their manual input of personal information and reducing their online traceability. “The idea was to try to use an online platform to try to be inclusive, especially for people within China, so that they could have a good opportunity from within China, both as speakers and as listeners,” Zhou told me.

But the dissidents ran into trouble almost immediately. As they tried to start their first planning meeting, Zhu found he couldn’t dial in. It was the first time he had ever had trouble with his Zoom account. He and the other organizers immediately realized something was wrong.

Zhou had known that they might face trouble; he knew that Zoom had significant operations in China. The year before, he had experienced directly how the Chinese Communist Party strong-armed U.S. tech companies with operations in the mainland. In early January 2019, LinkedIn censored Zhou’s profile, rendering it inaccessible in China.

In 2014, LinkedIn had struck a deal with the Chinese government that granted the professional networking platform access to the Chinese market after it agreed to implement state-mandated censorship on its Chinese-language website and after it granted a 7 percent stake of its China-based operation to Chinese venture capital firms.

LinkedIn had made these concessions for one obvious reason: profit. In 2014, there were an estimated 140 million working professionals in China who might be interested in using such a platform. Getting an early start in such a huge market could pay dividends for years to come, while getting shut out could mean falling far behind global competitors. At that time, the Chinese government had already clearly communicated to foreign tech and internet firms that ignoring government internet censorship demands would mean expulsion from the Chinese market, as Google, Facebook, Twitter, and YouTube had already learned. “While we strongly support freedom of expression,” LinkedIn spokesperson Hani Durzy said in 2014, “we recognized when we launched that we would need to adhere to the requirements of the Chinese government in order to operate in China.”

As LinkedIn’s China operations were built up and became more profitable over the next several years, a noticeable shift occurred in how LinkedIn executives talked about their relationship with the Chinese government. By 2019, LinkedIn had 44 million users in China, making it the platform’s third-largest user base, after the United States at 150 million users and India at 52 million. In February 2019, a month after Zhou’s profile was censored, Billy Huang, LinkedIn China’s head of consumer marketing and communication, said in an interview that “the government is a key stakeholder for us. We are always looking for ways to help our stakeholders be successful.”

The shift from reluctant justification to enthusiastic partnership is one that many companies have undergone and that the Chinese government—and Xi Jinping in particular—has actively cultivated. An element of emerging party-state capitalism in China isn’t just growing political control over business decisions but also the understanding among business executives and entrepreneurs that working closely with the government is the key to success and profit.

LinkedIn restored Zhou’s profile on January 4, 2019, just a day after his tweet about the censorship resulted in a media outcry. In a message to him, the company apologized and stated that his profile had been “blocked in error.” Zhou knew, though, that there was no longer any guarantee that using an American platform while on U.S. soil meant the CCP couldn’t censor him.

Even so, Zhu Rikun’s difficulty logging on to Zoom that day in May 2020 wasn’t expected. “It was a surprise that it could come so quick,” Zhou Fengsuo told me. “This was a group of just five or six people.” 

Zhou decided to open a new Zoom account specifically for the purpose of hosting the upcoming June memorial. He and the other dissidents explored the features of the various tiers and, in the end, chose Zoom’s most expensive paid account. “We paid the highest premium available. It was pretty expensive, in the hundreds just for one month. Knowing we might encounter some problem, we wanted to have the highest account,” he said.

With the new account set up, Zhou began to plan in earnest for the June 4 memorial, coordinating with speakers inside and outside China. He knew that the Chinese government would likely try to sabotage the event through a number of widely known tactics, including hacking, denial-of-service attacks, or mobilizing loyal internet users to join the call only to disrupt it by posting or even shouting obscene content. To make sure the group was fully prepared to guard against these possibilities, Zhou held three rehearsals between May 20 and May 31, as the group practiced how to weed out suspicious-looking accounts and block people before they could disrupt the meeting.

Getting people located in China to agree to speak during the event was difficult. Many of the people whom Zhou’s team contacted there declined to speak to them; some were contacted by Chinese police and warned not to participate in the conference. But some people in China displayed remarkable courage. Dong Shengkun, who had spent more than fifteen years in prison for his participation in the 1989 protests, prerecorded his speech despite police warnings and sent it to Zhou to be broadcast at the meeting.

Finally, on May 31, the group held the first-ever virtual Tiananmen Square Massacre vigil. It lasted from 9 to 11:30 a.m. Eastern Time. The online format also made it the first global commemoration. People in Taiwan, Hong Kong, mainland China, the United States, and other countries spoke about their memories of the event and its lasting legacy. One person in mainland China, Chen Yunfei, somehow dodged police and spoke live during the event. One of the Tiananmen mothers—one of the many women who lost a child during the massacre—gave a touching speech. And Zhou said he found Dong Shengkun’s recorded broadcast “very courageous and inspiring because, after all these years, after all he went through, he is still holding on to his ideal.”

The event attracted around 250 Zoom attendees, and more than 4,000 people streamed it on social media. The organizers had seen a few suspicious accounts but had used the paid account’s advanced features to boot them out without a hassle. Zhou soon learned that police detained Chen Yunfei immediately after the conference, but he was released a few days later. Overall, the memorial had gone smoothly.

“After the conference, I was actually quite content,” Zhou told me. “Even though I knew that people in China were paying a very high price for this—there were people arrested—but we were able to let them speak out. We were able to hear each other in a shared platform. This shows what technology can do. If there is such a platform that could penetrate the firewall and really connect people freely, how great would that be? So, I was hopeful.”

This feeling of hopefulness, however, was not to last. On June 5, Zhou tried to log back on to the paid Zoom account to start making plans for an upcoming event in July on Chinese human rights lawyers, but he was unable to log on and soon realized the account had been shut down. After speaking with several other Chinese activists who had experienced the same thing in recent weeks, including U.S.-based activist Wang Dan and former Hong Kong lawmaker Lee Cheuk-yan, he realized that something was terribly wrong. That was when he decided to reach out to me.

* * *

As Zhou Fengsuo and numerous other Chinese pro-democracy activists were preparing to hold their first-ever online Tiananmen memorial, Julien Jin was hard at work thousands of miles away. The thirty-nine-year-old Chinese citizen was a Zoom employee serving as a “security technical leader” based in the company’s offices at a technology park in Hangzhou, Zhejiang Province.

The address of Zoom’s China headquarters is located in a rather nondescript office building known as Shuyu Daxia, or “Digital Entertainment Tower,” in the heart of Hangzhou, just a few residential districts over from the city’s scenic West Lake. The ground floor of Digital Entertainment Tower is home to several shops on the bustling street level; the approximately twelve floors rising above have dark tinted windows surrounded by thick metal beams. From the higher floors, office workers can look out south-facing windows, across a busy boulevard, to the picturesque campus of Zhejiang University of Finance and Economics, with its green lawns and large reflecting pool.

Jin’s official job responsibilities included liaising with China’s law enforcement and security services, including the Ministry of Public Security and the Ministry of State Security, the political security and intelligence arm of the Chinese government. Zoom had first hired him in 2016, but it was in 2019 that his activities began to evolve. That year’s June 4 anniversary was particularly consequential, as it marked the thirty-year anniversary of the massacre. Online censorship was especially stringent, as China’s armies of censors ensured that even the most cryptic of references, such as “May 35” or the posting of a candle emoji, were instantly scrubbed away. Security police made extra efforts to ensure that even small, in-home Tiananmen commemorations were nipped in the bud. In a rare public commentary on the occasion, the Global Times published an editorial calling the 1989 event a “vaccination” that would “greatly increase China’s immunity against any major political turmoil in the future.”

The year 2019 also saw the explosion of massive demonstrations in Hong Kong. The annual Tiananmen candlelight vigil in Hong Kong, which has often attracted thousands of participants to Victoria Park, has long been a fixture of the city’s political freedoms and a sign that pro-democracy sentiment there remains strong. In 2019, the thirtieth anniversary of the massacre coincided with growing anger at a draft law, first proposed in February of that year, that could potentially allow the extradition of Hong Kong residents to mainland China; many in Hong Kong viewed the proposed law as an existential threat to the city’s political freedoms. On June 4, Victoria Park was filled with not thousands, but tens of thousands of participants dressed in mourning black and holding up candles; estimates of the crowd size range from 40,000 to 180,000.

Days later, anger at Hong Kong’s government over the proposed extradition law, and fear of the Chinese government’s creeping political influence in the city, exploded in some of the largest protests the city had ever seen. On June 9, hundreds of thousands marched against the extradition bill. On June 17, 2019, almost two million people, roughly a quarter of Hong Kong’s population, once again hit the streets in protest. It was the largest mass demonstration in the city’s history.

It was right on the cusp of what party leaders in Beijing would come to view as an existential crisis that Julien Jin allegedly made his first known attempt to try to block a group of Zoom users who were planning to hold a Tiananmen-related event. On June 4, 2019, Jin messaged several Zoom employees to tell them he wanted to gather social media information on the users to prevent them from holding the meeting.

His efforts to shut down activities held on Zoom that the Chinese government opposed continued. According to U.S. government documents, in August he asked a U.S.-based Zoom employee to block the account of a Zoom user who Jin said was a member of a religious cult. The account was put into “quarantine” status, which limited its features.

Despite Jin’s efforts to implement censorship at the company and to comply with Chinese government directives, in September 2019 the Chinese government blocked access to Zoom. In an instant, it became impossible for people using both free accounts and corporate paid accounts, the primary source of Zoom’s revenues, to use the platform to communicate in China. Chinese government officials demanded that Zoom submit “rectification plans” to the Ministry of Public Security in Hangzhou detailing how the company would actively surveil activities conducted on its platform for any political or other content the Chinese government deemed unacceptable.

The demands that the Chinese government was suddenly making came as a shock. “Like many fast-growing companies, we were focused on building the best possible product and delighting our customers. We had not, at that point in our evolution, been forced to focus on societal or policy concerns outside of this relatively narrow frame of vision,” the company said of the block in a later statement.

The block put Zoom in an “unfamiliar and uncomfortable position,” the company said. “At that time, we were a much smaller company primarily serving businesses. The shutdown caused significant disruption for many of our multinational customers, who could not effectively communicate with their employees and partners in China. They urged us to take immediate action to get the service resumed.”

The month after Zoom was blocked, Zoom executives flew to China to meet with government officials. The block would be lifted if Zoom agreed to fully abide by Chinese laws and regulations, officials told the Zoom employees.

So, Zoom agreed to the demands. According to U.S. government documents, the company drafted a rectification plan, agreed to proactively supervise and report “illegal” content, granted Chinese security authorities special access to its systems, agreed to migrate the data of one million “Chinese users” from U.S. servers to servers in China—it’s unclear how “Chinese” was defined—and named Julien Jin as the liaison between Zoom and Chinese government authorities.

According to U.S. court documents, Yuan himself was closely involved in many discussions about the details of what would happen in Hangzhou. In late October, he was included in a series of messages in which Jin explained that the Hangzhou public security bureau had demanded that Jin “provide them with some detailed lists of our daily monitoring; such as Hong Kong demonstrations, illegal religions fund-raising, pyramid schemes, etc.” The bureau also wanted to know how much Zoom intended to budget for “safety supervision.”

Yuan was also told that Jin would be creating five Zoom accounts for use by officers affiliated with the Hangzhou public security bureau’s cybersecurity department and that Zoom would exchange “secret” information with the Ministry of Public Security through both the Zoom employee messaging system and WeChat.

Zoom’s efforts to placate Beijing seemed successful. On November 17, 2019, its services in China were unblocked.

* * *

But Chinese security authorities weren’t done with Zoom yet. The dramatic increase in the number of Zoom users in the early months of the pandemic coincided with increasingly stringent controls over the company’s internal workings and with demands from Chinese security agencies to immediately block any activities on the teleconferencing platform, anywhere in the world, that authorities deemed illegal.

The enormous surge of Zoom users around the world also gave the Chinese government an unprecedented opportunity to try to disrupt political activities happening through the auspices of a company it had thoroughly cowed just months earlier.

Starting in April 2020, as the United States was in the early weeks of its first major lockdown, Jin began to go beyond the “rectification” to which Zoom had initially agreed, U.S. government documents allege. The Ministry of State Security (MSS) began tasking Jin to proactively target specific groups based abroad. In a message that month, Jin told one U.S.-based Zoom employee that the “[MSS] asked me to track down a bad organization overseas.”

As Chinese security officials’ demands grew, Jin began circumventing the regulations Zoom had in place to keep its China operations separate from those in the United States. At the Hangzhou public security bureau’s request, he agreed to a “one-minute processing requirement”—the ability to shut down a meeting within one minute of the public security bureau’s making the request. Zoom’s chief compliance officer and U.S.-based chief operating officer told Jin that such a requirement would have to be reported to the U.S. compliance team. But Jin believed that this would violate the Chinese security agency’s requirement that such requests be kept confidential.

The Ministry of State Security was, in other words, asking Jin to keep secrets from his own employer. On one occasion, Jin urged a U.S.-based Zoom employee to avoid putting a security-related request to Zoom higher-ups in an email but instead to convey the request in person. Another time, Jin said he couldn’t document his actions in a company report because the issue had to be handled confidentially.

So, Jin tried to find a workaround himself. Shutting down an account within one minute of the security services’ request required immediate access to the back end, so Jin worked with a U.S.-based Zoom employee to grant him access to U.S. servers. It was clearly Jin’s intent to develop the capacity to shut down accounts based outside China. “Even abroad, political attacks on leaders are not allowed,” Jin told another Zoom employee. “For example, including U.S. users, if the issue of June 4th is being discussed in a meeting, it must be handled within one minute,” or else it would be deemed “security non-compliant.”

The Chinese government and its security services were aware that their attempts to use Zoom for political censorship would be unpopular if they became public. The Shanghai branch of the Ministry of State Security came to Zoom’s offices in Hangzhou and requested that Jin and others sign a nondisclosure agreement. As he explained to another employee, “What the MSS is asking for are mostly politics related, therefore they request that we cannot disclose it otherwise it will greatly impact our country’s reputation.”

The MSS also told Jin that it required the user information for all Chinese participants from the Tiananmen memorial Zhou had hosted the day before. On June 1, Jin sent this request to Zoom employees in the United States. These employees shared with him the account holder’s real name, email address, user ID, account ID, and account number and then closed the account. But that wasn’t all. On Jin’s request, one U.S. employee also shared the IP (internet protocol) addresses used by the account holder in any previous activity on Zoom and the IP addresses of everyone who attended the May 31 meeting, including several users with U.S. IP addresses, according to U.S. court documents. But Jin didn’t have access to this data himself. He had to repeatedly ask U.S.-based Zoom employees to send this information to him. Several readily complied.

China’s Ministry of Public Security told Jin that it wanted the Zoom account information for all users from Xinjiang, no matter where in the world the accounts had been opened or in which country the servers holding that data were stored. On June 1, Jin relayed this message to Zoom employees in the United States. They complied. Later that day, a Zoom employee in the United States sent a spreadsheet to Jin that contained account IDs and user IDs for 23,000 Zoom accounts deemed connected to people from Xinjiang.

* * *

The first pro-democracy activist to run into trouble on Zoom wasn’t Zhou Fengsuo but, rather, the Hong Kong–based Lee Cheuk-yan. In his mid-sixties with salt-and-pepper hair, Lee speaks the perfectly crisp, British-accented English of a lifelong Hong Konger.

He began his life in mainland China, where he was born in 1957. When he was two years old, he moved with his family to Hong Kong, where they settled. Lee studied civil engineering at the University of Hong Kong.

Lee’s political awakening came in 1989, when he was thirty-two years old. He saw the pro-democracy protests unfolding in Beijing, raised money in Hong Kong to support the demonstrators, and flew to Beijing to join them. Three days after the massacre, he felt drained; the experience would shape the rest of his life. “I am of the generation of the Tiananmen Square movement,” he later explained. “I promised the people of China that I would tell the truth about what happened in Tiananmen Square back in ’89.”

Lee has taken full advantage of the political freedoms enjoyed in Hong Kong, dedicating much of his adult life to pushing for full democracy there and keeping alive the memories of the Tiananmen protest movement. He served as an elected lawmaker in Hong Kong’s Legislative Council from 1995 to 2016 and is one of the special administrative region’s most prominent pro-democracy activists and a member of the Hong Kong Alliance. Established in 1989 in support of the Tiananmen protests in Beijing, the alliance has organized annual Tiananmen vigils ever since and also ran the city’s June 4th Museum. (On June 1, 2021, Hong Kong authorities forced the museum to close; the staff then digitized the archives and exhibits and put them online.) “Our mandate,” Lee told me in a phone call in February 2021, “is to keep the memory alive and to support the movement in China for democracy.”

Every year before June 4, Lee and his organization hold a series of talks about the Tiananmen pro-democracy movement and China’s record on human rights. In 2020, due to the pandemic, they decided to hold their event series online. Lee opened a paid Zoom account around February and planned a total of four educational events to be held simultaneously on Zoom and Facebook Live in the weeks leading up to that year’s Tiananmen anniversary.

“The reason we opened our account on Zoom is that we learned that the Chinese people in the mainland can use Zoom,” Lee told me. “Because lots of lectures in Hong Kong can use Zoom. Then those Chinese students in mainland can use Zoom to participate in lectures. The point is to reach out inside China and not just the Hong Kong audience.”

The first event, held on May 15, went off without a hitch; Lee used his Zoom account to host a video meeting. The second event, scheduled for May 22, was about the Tiananmen pro-democracy movement and its relevance for the anti-extradition movement in Hong Kong that had set off protests the year before. But half an hour before the talk commenced, the group’s plans were thrown into chaos when Lee saw that his Zoom account had been suddenly suspended. The organizers scrambled to communicate with participants and to ensure that they could still use Facebook Live to broadcast the event. 

After the event, Lee emailed Zoom to figure out what had happened to his account. For months, he received no substantive reply.

Unbeknownst to him, Jin had been paying close attention to Lee’s activities. He had learned about the May 15 meeting and knew that another, similar meeting would be held on May 22. Jin knew that the meeting would be hosted on Zoom’s U.S. servers. Even so, on May 21, he sent the meeting identifiers and passwords for Lee’s planned May 22 meeting to a Chinese law enforcement official, telling the official that the planned content of the meeting would abrogate Chinese law.

Then Jin messaged a group of U.S.-based Zoom employees about the May 22 meeting, telling them that the company would again be blocked in China if the meeting weren’t stopped and the related account suspended. On May 22, shortly before the meeting began, Jin emailed Zoom’s U.S.-based compliance officers and told them about the May 15 event that had already occurred; then, according to U.S. court documents, the U.S.-based employees discussed the “political” nature of the event.

On May 22, Zoom suspended Lee’s account. Jin didn’t have to fabricate evidence or circumvent Zoom’s existing guidelines; his warning about the platform’s potentially being blocked again had been sufficient. He then emailed his U.S.-based colleagues to thank them for protecting Zoom’s operations in China.

Lee learned what had happened to his Zoom account only after its blocking became international news. Still, according to the email he provided to me, Zoom did not reply to his complaint until August 20, when a Zoom customer service employee apologized for the delay and said they were looking into the issue. Lee demanded a refund, which wasn’t processed until September.

As it turns out, my February 2021 conversation with Lee would be the last time I would talk with him. Six weeks after our interview, he was sentenced to fourteen months in prison for his role in organizing several “unauthorized” assemblies during the 2019 anti–extradition law protests. Then, in September 2021, Hong Kong authorities charged him and two other Tiananmen activists with inciting subversion, a newly designated crime under the draconian national security law forced on the city in 2020—the subject of this book’s ninth chapter. At the time of publication, Lee was still appealing the charges. His targeting by Zoom’s law enforcement liaison shortly before this law was imposed in Hong Kong underscores how Chinese security agencies aim to use every means at their disposal to chase down and silence anyone whom the Chinese Communist Party sees as a threat.

* * *

The Tiananmen vigil that Zhou had hosted on May 31, just over a week after Lee’s event, had gone off without a hitch. Perhaps Jin had learned about the event too late. But he did learn about it and, subsequently, took action.

On June 1, Zoom’s Jin messaged several Zoom employees in the United States and asked them to provide him with details of the account that had hosted the meeting. One of the employees sent Jin the account information, including the real name and email address of the account owner and the IP address used to host the May 31 meeting. Another Zoom employee terminated the account. Jin was also provided with the names and IP addresses of all the participants at Zhou’s Tiananmen memorial—including those in the United States.

Thus, when Zhou tried to log on to the Zoom account on June 5, he found it had been shut down. Jin’s actions to disrupt Tiananmen memorials on Zoom had only just begun. His efforts would soon cross the line into conspiracy and fabrication of evidence.

* * *

On June 4, 2020—the thirty-first anniversary of the Tiananmen Square Massacre—Wang Dan logged onto Zoom from his home in Bethesda, Maryland. In 1989, like Zhou Fengsuo, Wang had been a prominent student activist in the pro-democracy movement, leading a ten-mile march from his university to Tiananmen Square and giving passionate speeches against government corruption. Some of the movement’s most iconic photos feature Wang, with his fashionably shaggy hair and thick-rimmed glasses of the period, standing and clutching a microphone in front of thousands of students sitting cross-legged on the vast promenade of Tiananmen Square.

Wang had been resting in his dorm room at Beijing University when tanks rolled into downtown Beijing and soldiers opened fire. After several weeks in hiding, he was apprehended and spent much of the next nine years in jail. He was finally released in 1998 and permitted to leave China, settling in Boston for several years, where he completed a PhD in history at Harvard. Since then, he has sought to keep the memory of Tiananmen alive and worked to promote democracy in China.

This year, Wang was cohosting an online Tiananmen vigil from his living room, together with several friends who lived in New York City and had gathered in an apartment there. That apartment was located in a district under the jurisdiction of the U.S. District Court for the Eastern District of New York—the federal court where an FBI special agent would eventually file an arrest warrant for Julien Jin.

The organizers had advertised the Zoom memorial online, and several days beforehand, Wang had posted about the event to his two hundred thousand Twitter followers. The organizers were anticipating a large audience.

Just like Zhou, Wang and his fellow organizers expected trouble. They had chosen Zoom specifically because the platform wasn’t blocked in China; they wanted anyone in China who wanted to join to be able to—despite knowing that, by making it open, they would be making it easy for the Chinese government to dispatch people to disrupt the meeting through abusive verbal outbursts, a method Chinese authorities had employed in the past. To guard against this, the organizers upgraded to paid accounts and arranged the settings so that only those called upon would be able to speak, with the other participants muted. They also arranged to screen participants to filter out suspicious-looking accounts.

Even so, Wang ran into problems almost immediately. Around five hundred people joined the call, but almost as soon as it began, Wang unexpectedly found himself kicked off the platform. The organizers scrambled and quickly created a new account, then invited the guests to rejoin the meeting there. Wang also posted the link to the account on Twitter. About three hundred people rejoined the call, and things went smoothly for a little while. But about forty-five minutes later, as Wu’er Kaixi, another well-known Tiananmen student leader, began speaking, Wang again found himself booted off the platform, as did the other organizers. And that was it. They had no choice but to cancel the rest of the event.

This time, to disrupt Wang’s meeting, Jin hadn’t simply asked Zoom employees to shut it down. Rather, he and a group of people—whom the FBI referred to in court filings as “co-conspirators”—allegedly created a set of dummy email accounts, which they used to email false complaints about the meeting to an official Zoom complaint in-box.

The complaints were accompanied by manufactured evidence that was almost laughably fake. One email claimed that the meeting was inciting “terrorism and violence.” According to U.S. court documents, the email included screenshots of fabricated profiles for people who were supposedly participants in the Zoom meeting. One profile was listed as belonging to someone named “Kate Steve,” who had uploaded photos to their Zoom account featuring imagery affiliated with the Basque separatist group Euskadi Ta Askatasuna, which was founded in 1959 and designated a terrorist group after numerous bombings and assassinations; the group accepted a cease-fire in 2010 and voluntarily dissolved in 2018. Another Zoom profile featured a photo of someone in a mask holding a flag that resembled the Islamic State’s; yet another showed people holding guns while standing with Muslim clerics.

More emailed complaints rolled in, with screenshots of Zoom accounts that were supposedly participating in the June 4 meeting. One image featured a card dealer; another showed two naked women; and several others showed more militant Islamic content. Several emails alleged that the meeting was inciting “racial conflicts.”

Anyone doing the slightest bit of due diligence on these complaints would likely have found it odd to see Basque separatists, Islamic State supporters, pornographers, gamblers, and racists joining a Zoom call about a massacre by the Chinese government that had happened more than thirty years before. It was clear that these specific complaints had been chosen not because they made narrative sense but because they ran the gamut of serious violations of Zoom’s user guidelines.

To ensure quick action, Jin flagged the complaints to a group of Zoom employees and asked them to terminate both the meeting and the user account hosting it. His request was carried out.

Wang spent months wondering how exactly the Chinese government had been able to get to him. He thought the most likely scenario was that the account suspensions had come through someone with connections to Chinese authorities who lived in the United States and worked for Zoom. But when he learned later that the Zoom meetings had been disrupted by a Chinese national based in Hangzhou, he was shocked. “I think, Wow. What a world it is,” Wang told me. “Chinese authorities can even do something in the United States from China.” He said it felt almost like a “technological invasion.”

“What Chinese authorities did has already directly damaged the normal life of normal American people in the United States,” he said. “It kind of hurt the democracy in the United States. It’s not only an attack on Chinese dissidents. It’s an attack on American society. Because Zoom is an American company.”

Wang said that this episode impressed upon him that the Chinese Communist Party “can do anything they want to do, no matter where you live. That’s really serious.”

* * *

For a while, it seemed that Jin and China’s security state had won. Tiananmen memorials and subsequent meetings had been shut down, accounts outside China had been closed, and Zoom wasn’t responding to emails from the Chinese activists who had been affected. There had certainly been a media storm, and some members of Congress had sent a letter to Zoom demanding accountability, but nothing had really happened. Zoom’s profits and user base continued to grow.

Then, on August 10, 2020, Zhou Fengsuo’s cell phone rang. It was a number he didn’t recognize. When he answered, he heard a man’s voice. It was FBI Special Agent Joseph Hugdahl, who, after introducing himself, asked Zhou if he would be able to meet him in a few days’ time.

On August 13, on Hugdahl’s instructions, Zhou drove to the Fairfield Inn and Suites just outside Newark Liberty International Airport. The cream-colored six-story building sits on a long strip of other nondescript hotels lining Interstate 78, which skirts the busy airport. With airplanes taking off and landing throughout the day, it was hardly a quiet spot—but it was private.

Zhou met Hugdahl and another agent in a room with two queen-size beds and a table at the front end. The three of them sat around the table for four hours as Hugdahl and his partner asked Zhou to tell them about what had happened in the days leading up to the Tiananmen memorial and what happened afterward. 

Hugdahl and his colleagues at the FBI had, in fact, been busy for quite a while. In June, amid the media outcry, Zoom had received a grand jury subpoena from the U.S. Attorney’s Office for the Eastern District of New York. The next month, Zoom’s offices in San Francisco received subpoenas from both the U.S. Attorney’s Office for the Northern District of California and the U.S. Securities and Exchange Commission. Agents interviewed Wang Dan in Maryland and others in the United States who had been affected by the account suspensions and meeting shutdowns.

As the investigation deepened, the FBI scrutinized thousands of emails, text messages, and other communications from dozens of Zoom employees, U.S. court documents show. Agents examined IP addresses, noted time stamps on emails sent to generic Zoom in-boxes, and compared them with communications to and from Julien Jin.

On November 18, 2020—as chance would have it, exactly one year after the Chinese government unblocked Zoom’s servers in China after the company’s thorough “rectification”—Hugdahl filed a forty-seven-page indictment against Zoom employee Julien Jin. A month later, on December 18, the Department of Justice unsealed the indictment and charged Jin with conspiracy to commit interstate harassment and unlawful conspiracy to transfer a means of identification.

To Zhou Fengsuo, the indictment was groundbreaking. For years, Chinese activists, Uyghurs, Tibetans, and others in the United States whose activities or very existence had attracted the ire of the Chinese government had reported similar incidents to the FBI, often to sympathetic agents, but little action had ever been taken. “This was the first time that law enforcement in the United States was paying attention to our suffering, to the injustice to us happening on U.S. soil,” Zhou told me.

The charges against Jin were quite creative. The common wisdom among people who followed Beijing’s extraterritorial censorship and its digital pursuit of Chinese activists abroad had long been that there was likely no legal or government recourse to stop these actions, given that they were perpetrated by Chinese state–linked actors located in China. Deeming what Jin did as interstate harassment was a “very unique charge under Title 18” of the U.S. criminal code, Joan Meyer, a former federal prosecutor and lawyer who specializes in global white-collar crime, told me. FBI investigators had carefully drawn out every thread tying Jin’s actions to U.S. soil in some way, Meyer said. 

The forty-seven-page document didn’t just lay out Jin’s illegal activities. In the first few paragraphs, the Department of Justice also issued a strong political statement that reads almost as an indictment of the Chinese government. It described China’s government as a “one-party state” that “regards any political dissent as a threat not only to its own political interests, but also to the PRC’s one-party system of government.” The indictment described the way that Chinese authorities had turned access to China’s markets into a highly effective form of political leverage, noting that “service providers who fail to adhere to the PRC government’s censorship requirements risk being excluded from the PRC’s market.” It also acknowledged the extraterritorial censorship that the Chinese government had exerted with growing boldness, stating that Beijing’s “efforts to censor political dissent do not end at the PRC’s national borders.”

The public statements issued by top Department of Justice officials at the time the indictment was unsealed make that position even clearer. “The allegations in the complaint lay bare the Faustian bargain that the PRC government demands of U.S. technology companies doing business within the PRC’s borders, and the insider threat that those companies face from their own employees in the PRC,” Acting U.S. Attorney Seth D. DuCharme said on December 18.

John C. Demers, assistant attorney general in charge of the DOJ’s National Security Division, also said that no company with operations in China could be free from the “coercive power” of Beijing. “The Chinese Communist Party will use those within its reach to sap the tree of liberty, stifling free speech in China, the United States and elsewhere about the party’s repression of the Chinese people,” he said. “For companies with operations in China, like that here, this reality may mean executives being co-opted to further repressive activity at odds with the values that have allowed that company to flourish here.”

Perhaps the most chilling part of the indictment, however, came in the final paragraph, on page forty-seven, right above Special Agent Hugdahl’s signature: “When senior [Zoom] executives asked Jin to provide documentation detailing all of the PRC law enforcement requests he had received in connection with the action taken against accounts hosting Tiananmen Square anniversary meetings, Jin stated that there was no legal documentation for the PRC government requests to terminate the June 4th political accounts.’” Jin suggested that Zoom should give “incites terrorism and violence,” a violation of Zoom’s terms of service, as the reason for the account closures.

In other words, China’s security services communicated with Jin in a manner that allowed certain communications to remain out of the hands of the company and anyone else. And Jin denied that Chinese law enforcement had asked him to censor political content in the United States.

This strongly suggests that China’s security agencies had told Jin to keep their requests to him a secret—even from top Zoom executives and even in the face of a U.S. government investigation. If this is the case, it may be the first known example of the use of Article 7 of China’s National Intelligence Law to obtain the assistance of a U.S. company employee in China.

The National Intelligence Law, enacted in 2017, raised deep consternation among security analysts and foreign businesses with operations in China. The latest in a raft of security laws passed during Xi Jinping’s tenure, it gives legal standing to a wide array of intelligence activities and mandates that organizations and individuals comply with requests from China’s security agencies. Article 7 in particular makes these demands clear: “Any organization or citizen shall support, assist and cooperate with the state intelligence work in accordance with the law, and shall protect national intelligence work secrets they are aware of.” The law’s vague language, meanwhile, allows for broad interpretation of what state requests and activities are permitted.

“Of special concern are signs that the Intelligence Law’s drafters are trying to shift the balance of these legal obligations from intelligence ‘defense’ to ‘offense,’” Murray Scot Tanner, an expert on Chinese law enforcement and internal security, wrote when the law was implemented. In other words, the law seemed to create “affirmative legal responsibilities for Chinese and, in some cases, foreign citizens, companies, or organizations operating in China to provide access, cooperation, or support for Beijing’s intelligence-gathering activities.”

Taken another way, the law requires that private companies or individual employees of those companies become temporary arms of China’s security state whenever and however Chinese authorities require. “Companies are faced with draconian consequences,” Meyer, the former federal prosecutor, told me. “If they want to operate in China, they have to comply with Chinese law, even if [it is] in conflict with their local jurisdiction. And if Chinese law enforcement begins making inquiries and alleging that a company could be in violation of Chinese national security law, what is the company to do? Are you violating a national security law in the PRC by protecting freedom of speech and the privacy interests of your employees and customers? And PRC laws are written so broadly, they can apply to activity and individuals both in and outside China as long as there is a nexus to China. It presents enormous hurdles to a foreign company if it wants to operate in China.”

Jin’s work on behalf of China’s security agencies to obtain Zoom user data and to carry out repressive activities at the agencies’ request, while apparently hiding some of these activities from Zoom executives, is a chilling example of what China’s 2017 National Intelligence Law looks like in practice. The FBI’s work to uncover exactly how Jin operated and at whose instructions, with direct implications for Americans trying to exercise their freedom of speech and assembly, demonstrates that the 2017 law is no longer a theoretical concern.

Meyer believes that the indictment served as a warning to U.S. tech companies with operations in China that “they [had] better monitor their PRC employees.”

* * *

Before the FBI investigation, Zoom executives did not know the extent of Jin’s activities on behalf of China’s security agencies. But they did know that their operations in China entailed a significant security risk.

At the time, Zoom had more than seven hundred employees in China, many of them part of its research and development team. In its January 2020 filings to the U.S. Securities and Exchange Commission, the company stated that its “high concentration of research and development personnel in China” could “expose us to market scrutiny regarding the integrity of our solution or data security features. Any security compromise in our industry, whether actual or perceived, could harm our reputation, erode confidence in the effectiveness of our security measures, negatively affect our ability to attract new customers and hosts, cause existing customers to elect not to renew their subscriptions or subject us to third-party lawsuits, regulatory fines, or other action or liability, which could harm our business.”

Despite this risk, Zoom’s official position was that its China operations presented a “strategic advantage” because they allowed the company to “invest more in increasing our product capabilities in an efficient manner.”

“If we had to relocate our product development team from China to another jurisdiction, we could experience, among other things, higher operating expenses, which would adversely impact our operating margins and harm our business,” Zoom stated in its January 2020 filings. “In addition, we would need to spend considerable time and effort recruiting a new product development team, which would distract management and adversely impact our ability to continue improving our platform’s features and functionality.”

* * *

Since the FBI investigation began, Zoom has taken numerous measures to try to regain trust and establish better protocols to protect its users. The company fired Jin and placed some other employees on administrative leave. It also established what it calls an Insider Threat Program to monitor for signs of suspicious activity by its employees.

“Going forward Zoom will not allow requests from the Chinese government to impact anyone outside of mainland China,” the company wrote in a June 11, 2020, statement posted to its website. Zoom also said it would develop the capability to block users based on geography. “This will enable us to comply with requests from local authorities when they determine activity on our platform is illegal within their borders; however, we will also be able to protect these conversations for participants outside of those borders where the activity is allowed,” the company added.

Zoom has since adopted other measures to increase transparency, including tracking requests from governments and publishing those requests on its website. “Since the beginning of 2021, there have been seven requests from China; all have been denied or withdrawn. Moreover, whether it involves the Chinese government or any other government, we do not facilitate government intercepts for Zoom meetings and webinars. These sorts of requests would be denied as a result, and the request and denial would be included in our transparency reporting,” a Zoom spokesperson told me in December 2022. “Zoom is safe, secure, and protected by sophisticated encryption and data security protocols. We do not monitor our users’ meetings.”

But Zoom has not moved to close its research and development offices in China or to relocate those employees abroad. Zoom announced in May 2020 that it would open research-and-development centers in Phoenix and Pittsburgh, and in December 2020 added Singapore to that list. But when I asked in December 2022 if Zoom was planning to phase out its research-and-development team in China, the company provided no response.

* * *

On January 13, 2021, I rounded the corner of the Department of Justice headquarters in downtown Washington, DC. It was a chilly Wednesday morning, a week after the insurrection at the U.S. Capitol on January 6, and the streets surrounding the National Mall were still closed to traffic for blocks in every direction.

I was scheduled to meet with John Demers, who at the time was the head of the National Security Division at the Department of Justice. He had overseen a shift in the department’s priorities and had made China’s economic espionage and other forms of covert operations a top area of focus.

Some career officials in the department viewed this move as long overdue. For years, people who worked on the department’s China portfolio had seen the Chinese government’s operations in the United States become ever more frequent, brazen, and consequential. But the resources dedicated to the issue did not grow apace, and the number of Chinese-speaking agents tasked to investigate remained pitifully small, particularly in FBI field offices but even in the Bureau’s central headquarters. Even for those cases that were pursued, the department’s goal was to disrupt the covert activity, not to make the nature of China’s activities public. When operations were successfully disrupted, indictments were not issued, arrests were not made, and, thus, court documents were not filed. Whatever covert activity the Chinese government had attempted remained a secret.

As a result, there was a growing gap between what the U.S government knew China was attempting on U.S. soil and what the U.S. public knew—which was almost nothing. This was cause for increasing alarm within the department’s ranks, especially because much of China’s activities weren’t traditional espionage, such as theft of state secrets like missile defense plans. Rather, Chinese party-state actors or proxies were increasingly involved in different forms of economic espionage and the use of economic leverage for political purposes (such as coercing companies into censoring content), activities that often take place in the private sector and don’t lend themselves to prosecution with traditional espionage charges. The best defense against such activity isn’t to prosecute it to death but, rather, to foster widespread awareness throughout society that such activity is taking place. But when most of the information about China’s covert operations on U.S. soil remained classified, ensuring that awareness became impossible.

These two problems—lack of resources dedicated to countering China’s covert activities and lack of public awareness—were addressed in the U.S. Strategic Framework for the Indo-Pacific, approved in February 2018 as part of the Trump administration’s National Security Strategy. The Strategic Framework stated that the U.S. government should “expand and prioritize U.S. intelligence and law enforcement activities that counter Chinese influence operations” and “strengthen defensive and offensive counter-intelligence functions across the public and private sectors to neutralize China’s growing intelligence advantages.” The framework also called for “educating governments, businesses, universities, Chinese overseas students, news media, and general citizenries about China’s coercive behavior and influence operations around the globe.” The China Initiative, launched in November 2018, was aimed in part at accomplishing these objectives.

Sitting far across from each other at a large conference table, Demers and I wore masks for the duration of the hour-long interview. The U.S. national security community has tended to focus on questions of military power and traditional intelligence, but Demers displayed a clear grasp of China’s economic statecraft. “Whenever I get asked what makes China different from Russia, from Iran, from North Korea, it’s that they have a tremendous amount of economic power that those other countries don’t have. And they are not hesitant to use that economic power to further their political goals,” he told me. 

The indictment of Julien Jin was another example of how difficult it is to do business in China without getting pressured to help the Chinese government, Demers said. (The Justice Department has never publicly confirmed that Zoom is the “Company-1” listed in the indictment, and neither did Demers.)

“One of the things we always try to do in these cases is educate,” he explained. “We were concerned about people who might continue to be using this product, and making sure that they understand what the risks are when they use that product, whether the risk is surveillance or disruption. In some ways, if you’re lucky, all they’re doing is disrupting your meeting. If you’re unlucky, they’re surveilling it and then taking some action down the road that you may not even be able to link back to that surveillance.”

I asked Demers if the Zoom case was representative, if it was just one of numerous similar cases the department might be working on. He didn’t answer directly, saying instead that general statements about what Chinese law demands—in this case, providing assistance to Chinese intelligence agencies and keeping that assistance a secret—don’t really penetrate the public consciousness. “What our indictments do,” he replied, is “tell a story. As human beings, it’s the stories that stick with us.”

* * *

Every government in the world is facing the new and growing challenge of digital governance and national security in the internet age. It’s no surprise that the Chinese government has also sought to beef up its cybersecurity and internet governance laws. Some of these measures address universal concerns of digital governance, privacy, and rights, such as China’s push to prevent private actors from illegally obtaining and abusing internet user data.

But Beijing’s approach here goes farther than what democracies have so far pursued and, in some ways, is fundamentally different. Chinese government regulators require electronic service communications providers operating within China’s borders to monitor live communications, to block content deemed politically sensitive or illegal, to suspend accounts transmitting such content, and to hand over any related data and personal information upon request by a Chinese law enforcement or national security agency. The Cybersecurity Law that took effect in June 2017 required companies to store data for Chinese users on servers in China, strengthening Chinese state control over this information.

Beijing’s approach to managing digital spaces is another manifestation of the Chinese Communist Party’s emphasis on “rule by law.” The phrase used in Chinese, fazhiquan, is also the translation for “rule of law,” but scholars of Chinese law, such as Jerome Cohen, have long used the phrase “rule by law” to distinguish between what the party means by fazhiquan and what liberal democracies mean by “rule of law.” “Rule by law” means using law to impose the government’s will on society, whereas “rule of law” confers rights on citizens and, as often as not, means using the law to restrain the power of the government.

Written, codified law also conveys a sense of legitimacy and even pride. Two decades ago, the Chinese government, like plenty of its illiberal counterparts in other regions of the world, sometimes gave lip service to democracy and would deny that it was doing some of the clearly repressive things it was doing. Xi Jinping’s push for rule by law, however, has enshrined into law many of the authoritarian practices Chinese government officials were already implementing—by definition, making those practices public and giving them the government’s official stamp of approval. This change represents the confidence that party members now often have toward China’s model of governance and a true belief that what they are doing is the right path.

Such restrictive laws would have backfired if they had been spearheaded by a country with a small economy. Foreign companies simply wouldn’t bother. But China’s economy is massive, and it’s still a key growth market. Any foreign company that fails to comply with China’s laws is shut out of the Chinese market. Facebook has refused to agree to these surveillance and censorship demands; as a result, its website has been blocked in China since at least 2009, and aside from an ad sales office in Shenzhen, it has little presence on Chinese soil. Zoom, like LinkedIn, saw what happened to Facebook and chose to take Beijing’s proffered path.

As the Chinese government enshrines censorship, surveillance, and data usage into law, it provides foreign multinationals and U.S. tech companies with a ready-made excuse they can give their audiences back home when the companies censor on behalf of the Chinese government. Company after company has excused its behavior in this way. “Just like any global company, we must comply with applicable laws in the jurisdictions where we operate,” a Zoom spokesperson told me in a statement in June 2020. “When a meeting is held across different countries, the participants within those countries are required to comply with their respective local laws. We aim to limit the actions we take to those necessary to comply with local law and continuously review and improve our process on these matters.”

LinkedIn trotted out similar language after its concessions to the Chinese government in exchange for market access eventually got it into hot water. In February 2014, the company had agreed to China’s demands for a filtered version of its professional networking platform, and in exchange, LinkedIn became one of the few U.S. social media companies with significant operations in that country. In March 2021, China’s internet regulators punished LinkedIn, which had been acquired by Microsoft in 2016, for failing to censor political content on its China-based platform, suspending new sign-ups for a month and requiring the company to submit a review to the Cyberspace Administration of China. Three months later, LinkedIn began aggressively censoring the profiles of prominent academics and journalists outside China that mentioned politically sensitive topics, including the Tiananmen Square Massacre.

LinkedIn even encouraged users to censor their own profiles—though the word the platform chose to use was update, rather than censor. In emails to affected users, LinkedIn stated, “We will work with you to minimize the impact and can review your profile’s accessibility within China if you update the Education section of your profile. But the decision whether to update your profile is yours.” It was shocking to see a U.S company offering to assist American users—in one case, a congressional staffer—in making sure their profiles were sufficiently edited to fall in line with Chinese government censorship demands. It’s an example of how organizational infrastructures are being built up in the United States to accommodate and proactively implement Chinese Communist Party censorship and to “help” users outside China implement that censorship, too.

“It’s clear to us that in order to create value for our members in China and around the world, we will need to implement the Chinese government’s restrictions on content, when and to the extent required,” LinkedIn said in a statement amid media scrutiny of its behavior. Despite the extensive media coverage, the censored profiles were not restored. 

After the passage of China’s Cybersecurity Law in 2017, Apple agreed to Chinese government demands to store Chinese user data domestically. Prior to that, much of this data, including contacts, messages, and photos, had been stored outside China. The company built a new facility on the outskirts of Guiyang, the capital city of the historically impoverished inland province of Guizhou. The personal data of Chinese users was stored on a server run by a Chinese state–owned company, with Chinese government employees staffing the data center. Apple’s encryption keys are also stored in that facility.

It’s illegal for U.S. companies to hand over data to the Chinese government, but Apple took a wide berth around that law by ceding ownership of its data center in Guiyang to a Chinese company owned by the Guizhou provincial government. It also created an internal, U.S.-based bureaucracy for removing apps from its Chinese App Store that the Chinese government might consider sensitive or illegal.

Apple, too, cited China’s laws to justify its behavior. “In China, the law stipulates that iCloud data belonging to its nationals must remain in the country. We comply with the law . . . We abide by the laws in all of the countries where we operate, including China, and our teams must remove apps that fail to comply with them. These decisions are not always easy, and we may not agree with the laws that shape them. But our priority remains creating the best user experience without violating the rules we are obligated to follow,” the company said in a May 2021 statement.

Data localization laws are a growing trend everywhere, particularly among authoritarian countries, including Indonesia, Russia, Turkey, and Vietnam. Though most European countries and Australia and the United States have not passed such laws, in 2015, Germany updated a data storage law to add requirements that user data be stored domestically and automatically deleted after a period of time. In a 2016 report, the U.S.-based Information Technology and Innovation Foundation (ITIF) criticized Germany’s law as “mercantilist” and compared it to laws in China, Russia, and Turkey. “Fully half of all global trade in services now depends on access to cross-border data flows,” ITIF’s Nigel Cory said. “Inhibiting the flow of this data, for both modern and traditional businesses which increasingly rely on data undermines their ability to leverage economies of scale in global markets to use to invest in further research and development.” 

But there’s an important distinction. In Germany, the data localization law is intended to protect the user, and when local government access to their data is used for investigations, the country’s strong rule of law means the government can’t easily abuse that access for corrupt or politically coercive reasons. In China, data localization is primarily intended to strengthen the state, granting it direct access to the private user data of political targets or for any other purpose of its choosing. The prioritization of innovation and “economies of scale” over basic user protections in the face of expansive authoritarian regimes is an example of the distortions that can occur when profits are divorced from political values.

“Only inside Germany can high demands be comprehensively guaranteed and regularly checked,” the German economy ministry said in a statement in 2017. “By storing data abroad it can’t be ruled out that the foreign state will gain access to the data by dint of its interior law.”

The statements that Apple, LinkedIn, and Zoom have made justifying their implementation of Chinese government security measures and censorship provide a clear look at what happens when companies are incentivized to put their public relations spin capabilities to work on behalf of an authoritarian government. Neither the Chinese government nor U.S. companies look good when their activities in support of political repression are revealed; thus, both Chinese authorities and the U.S. companies implementing their demands are incentivized to lie, deceive, spin, and cover up.

* * *

Several broader lessons can be drawn from Zoom’s experience in China. First, by establishing a relationship with China’s Ministry of State Security and cybersecurity authorities, any U.S. or foreign company is putting its operations and reputation at risk, even if, on paper, the relationship has clearly delineated boundaries. Julien Jin was a Zoom employee who was appointed by the company itself to be the liaison between Zoom and the Chinese government. But the secretive and ever-expanding demands of China’s security police turned him from a Zoom employee first and foremost into a de facto embedded government agent in the company, with access to its systems and an unofficial ability to draw on company relationships to secretly expand his limited access. Jin’s initial role wasn’t a secret. According to U.S. government documents, even Zoom CEO Eric Yuan had direct knowledge of it and was in direct communication with Jin about the role.

Zoom has chosen to deal with this risk not by dismantling its China operations and cutting off all ties to Chinese security police but, rather, by doing the opposite: developing the capability to prevent China-based users from logging on to meetings outside China that China deems “illegal” or, as one Quartz headline put it, promising to “be better at censoring global calls at Beijing’s request.” Such a capability would involve working even more closely with the Chinese government and its security police to establish exactly how and where Chinese user data should be stored, exactly how fast Chinese authorities require responses, and what exactly those responses should be.

Zoom’s Insider Threat Program is more a kind of doublespeak than a meaningful policy response. There is no insider threat; the threat comes directly from the government that Zoom has bent over backward to mollify and from the local laws Zoom has repeatedly and publicly promised to follow.

The second lesson from the Zoom-China case is that the Chinese government will take everything it can until clear boundaries are drawn—and even then, those boundaries must be defended against encroachment. When Chinese security officials asked Jin to transfer the Zoom user data of numerous U.S.-based individuals, this action was already illegal under U.S. law. Jin’s actions to disrupt Zoom meetings held outside China violated the company’s terms of service, but he was still able to accomplish what he wanted in spite of that. It was media coverage and a sweeping FBI investigation that finally got Zoom to fire him.

Beijing has articulated a vision of “internet sovereignty,” a model that supports its right to remove any content from the internet within China’s borders. This articulation of internet sovereignty is primarily defensive, a communication to the democratic world that its freewheeling information ecosystem isn’t welcome in China. That iteration of an internet governance model would seem to suggest that Chinese authorities wouldn’t try to extend their reach beyond the borders of China’s own internet. But the Zoom case demonstrates that Chinese security authorities don’t view themselves as bound by the concept of internet sovereignty to act only within China’s digital borders. Rather, it was the forceful intervention of U.S. federal law enforcement that stopped the local Ministry of Public Security bureau and Ministry of State Security bureau from using a Zoom employee to extend their reach into the United States’ digital borders.

Third, journalism and civil society action increasingly will only have efficacy in halting the Chinese Communist Party’s expanding authoritarianism to the extent to which those efforts result in U.S. government action. In the face of extremely compelling incentives in the form of market access and profits to simply ride out U.S. media storms related to China—and with the risk of a media counter-storm in China and state-fanned boycotts by Chinese consumers should the U.S. company do something to “hurt the feelings of the Chinese people”—U.S. companies have become less likely to reject Chinese government demands in response to popular scrutiny in the United States alone.

Zoom is a good example of this: the June 2020 media storm over its suspension of several accounts connected to Tiananmen memorials resulted, eventually, in the company’s reinstating those accounts but also resulted in its decision to develop the capability to block Chinese users from attending meetings beyond China’s borders, a further entrenchment of the Chinese government’s desired model. It was the Department of Justice’s decision to launch an investigation, the individual dedication of Special Agent Hugdahl and his colleagues, and the unprecedented decision to pursue creative charges and issue a public indictment that finally turned the screws on Zoom.

But even public knowledge of how China’s security services could infiltrate Zoom meetings did not seem to significantly dent American enthusiasm for the teleconferencing platform. In June 2021, the company reported huge earnings and sales growth of 191 percent in the first quarter of that year. The U.S. government continued to use Zoom. As of March 2021, the Biden White House was still using Zoom’s more secure government services for unclassified meetings. Universities and companies across the country still use it. “Even Harvard University is still using Zoom as a teaching platform. They all know Zoom is unsafe,” Wang Dan told me in June 2021. “Most American people or companies aren’t aware that this threat can be real. Maybe they think this only happens between Chinese dissidents. I think it’s kind of naïve.”

Sunlight and civil action work only as a means to an end: to try to force action on the part of those who hold real power. When national debates are focused on unrelated issues such as domestic political controversies; and when China’s actions have become so common as to seem normal, media scrutiny, if it even exists, may have little effect. Concerted legal action by numerous democratic governments and sustained enforcement are the only ways to hold the line against the Chinese Communist Party’s attempts to change the global narrative through coercion and to force government and private actors to behave in alignment with its illiberal and harmful goals.

Beijing is sensitive to public scrutiny and knows that anytime its secret activities become public, it takes a reputational hit. The Chinese Communist Party attempts to ameliorate this situation in several ways. In the short term, it tries to hide its behavior, using deception, coercion, and various covert means. If it can’t hide its behavior, it will change its behavior to more closely comply with the established boundaries. But, in the long run, the Chinese Communist Party aims to slowly change the values that make such behavior considered beyond the pale. Beijing wants the world to accept its jurisdiction over ethnic Chinese living outside China. It wants the world to accept that criticizing Chinese government behavior is always a violation of China’s sovereignty and, thus, a form of meddling in its domestic affairs. And Beijing wants its demands to be normalized on a global scale—for it to be widely known and accepted as an unavoidable reality that any action or activity outside China that the Chinese government strongly opposes will come at a high price—whereas preemptively halting these activities and accommodating the CCP’s demands will reap rewards in the form of company profits or other incentives.

* * *

U.S. tech companies with operations in China are increasingly facing one of two paths. They will either have to choose between the Chinese market and the U.S. market or they will have to create a firewall, isolating their China operations from their operations elsewhere. Companies that faced China’s ax the earliest, such as Facebook, Twitter, and Google, who left the market or were blocked around 2009 and 2010, took the first path, choosing to stay out of China rather than reworking their operations to comply with the government’s censorship demands. Companies that were later to the game, such as LinkedIn and Zoom, acceded to Beijing’s demands, not just for censorship but increasingly for a much deeper integration with Chinese government security and surveillance institutions. (Chinese tech companies, by comparison, have only one possible path—doing everything the Chinese government says. Chinese tech company Bytedance, which as of March 2023 still owns the short video platform TikTok, has no democratic home base to retreat to.)

But Google seemed to regret its earlier decision to leave the market. Former Google CEO Eric Schmidt, who ran the company at that time, said in 2019 that he had disagreed with Google’s exit from China in 2010. “I believed they would be better to stay in China, and help change China to be more open,” he told the BBC in a 2019 interview.

In 2018, Google began a secret project to develop a bespoke search engine for the Chinese market. Code-named “Dragonfly,” it was designed with a local Chinese company and would have Chinese government censorship baked right into it. To avoid scrutiny and keep the project a secret, project management circumvented Google’s usual oversight mechanisms. The search engine would automatically have banned key Chinese-language search terms such as “Nobel Prize,” “human rights,” and “student protests.”

After the news website the Intercept revealed the existence of Project Dragonfly, more than 1,400 Google employees signed an open letter calling on the company to cancel the project. “Dragonfly in China would establish a dangerous precedent at a volatile political moment, one that would make it harder for Google to deny other countries similar concessions,” the employees wrote. “Dragonfly would also enable censorship and government-directed disinformation, and destabilize the ground truth on which popular deliberation and dissent rely. . . . Many of us accepted employment at Google with the company’s values in mind, including its previous position on Chinese censorship and surveillance, and an understanding that Google was a company willing to place its values above its profits,” the employees wrote. “We no longer believe this is the case. This is why we’re taking a stand.”

In October 2018, Google CEO Sundar Pichai was still defending Dragonfly proudly. He said at a public event that the program would be able to respond to “well over 99 percent” of queries, indicating that less than 1 percent of users would be blacklisted. And Dragonfly would be able to provide better information to Chinese users than they currently had access to, such as more reliable information about cancer treatments. “People don’t understand fully, but you’re always balancing a set of values,” Pichai said. “But we also follow the rule of law in every country.”

But later on in the interview, he provided a rather more honest answer for why Google had pursued the project: “Given how important the market is and how many users there are, we feel obliged to think hard about this problem and take a longer-term view.”

In an October 2018 speech delivered at the Hudson Institute—the administration’s opening salvo against China in what would become the defining foreign policy legacy of the Trump years—Vice President Mike Pence demanded that Google scrap Project Dragonfly, warning that such a product would “strengthen Communist Party censorship and compromise the privacy of Chinese customers.” He also said that U.S. businesses were increasingly aware that operating in China could mean “turning over their intellectual property or abetting Beijing’s oppression.”

A Google executive confirmed in July 2019 that Dragonfly had been canceled—meaning it took over a year, through multiple internal leaks, wall-to-wall press coverage, an open letter signed by more than 1,400 employees, a threatened employee walkout, public urging from the U.S. vice president, and grilling in front of a U.S. congressional committee to get the project canceled. That kind of full-court mobilization of civil society resources can’t and won’t happen every time a big U.S. company tries to integrate Chinese government censorship into its operations. A stronger regulatory environment is required.

Zoom, for now, is pursuing the firewall approach, trying to split off its China operations from the rest of the world. But Jacob Helberg, who previously led Google’s internal efforts to combat foreign interference and who worked, briefly, on Project Dragonfly, told me that is most likely a losing battle. “You have these global companies that are trying to straddle doing business in the free world and doing business in the autocratic world. And when we’re talking about the autocratic world, we’re really talking about China. Because they’re the ones with the wherewithal to set rules,” Helberg said.

The dilemma that companies like Zoom, Google, and Apple are facing is “how to be a company that has company values, and then trying to build products that are value agnostic,” he said. “It’s really hard to articulate and defend that. And it’s even harder over time when you try to gerrymander the same product, where you make one version for one market, and another version for another market.” What happens eventually, Helberg added, is that one system wins out over the other.

LinkedIn eventually made an about-face—one in which I was peripherally involved. On the morning of Tuesday, September 28, 2021, I received an email from LinkedIn customer support stating that due to “prohibited content,” my profile could no longer be viewed in China, though it could still be viewed anywhere outside China. After I wrote about the block on Twitter, it became a national controversy. The LinkedIn profiles of two other journalists, Melissa Chan and Greg Bruno, had also been blocked in China. Members of Congress weighed in, calling on LinkedIn and its owner, Microsoft, to answer key questions about how our profiles had been blocked. Had the company taken it upon itself to implement a regime of self-censorship, tasking its own employees with reading through profiles and making educated guesses about which ones contained content the Chinese government might view as illegal? Or had Chinese government officials directly provided our names to LinkedIn? If so, which Chinese government office or bureau had communicated this to LinkedIn, and who at LinkedIn had been tasked to be their liaison? The answers to these important questions remain unknown.

My profile was not restored in China, but just over two weeks later, LinkedIn announced that it would shut down its app in China, citing “a significantly more challenging operating environment and greater compliance requirements in China.” What the announcement didn’t say was that LinkedIn hadn’t lived up to its revenue expectations in the Chinese market; in 2020, less than 2 percent of its revenue came from that market. This suggests that, at least by LinkedIn’s calculus, the political and reputational risks of complying with Chinese government demands had outpaced the rewards of doing so.

* * *

It is popular to blame Zoom, Apple, Google, and LinkedIn for implementing Chinese government repression, or to view them as complicit. But these companies are simply behaving according to the rule that U.S. society has laid out over the past several decades: maximize profit wherever you can without breaking laws. This behavioral expectation is embedded in an environment where corporate social responsibility, rather than concerted government action, is viewed as the appropriate path to better social values and outcomes. If a company fails to act rightly, then, it is the company’s fault alone—not that of an inherently flawed social-political system that expects profits and markets to somehow create virtuous power structures.

But the Chinese Communist Party has learned how to game this system. Through consistent application of law, coercion, and rewards, it has forcibly changed the market experience to incentivize profit-seeking organizations to do whatever it says. If we continue to place blame at the feet of corporations, rather than examining the political ideas that have put corporations on a moral pedestal, we will simply be perpetuating the vulnerabilities and blind spots that the CCP has learned to exploit.

Market analysts tend to dismiss long-term concerns about this trend by suggesting that the Chinese government simply won’t be able to keep up this kind of pressure without chasing away foreign businesses—i.e., overregulation in the form of political control will chase away capital and incentivize Beijing to change its policies—thus providing reassurance that market incentives will have the final word. But this simply isn’t what has happened. Rather, the Chinese government seems to have recognized, long before Western observers caught on, that the potential riches at its command are so great that it can push almost as much as it wishes, and foreign business will still come knocking. If there is some loss of investment, China’s leaders seem to view this as a political control “tax”—a small price to pay for a long-term investment in shaping global business, internet, and governance values in the CCP’s favor.

The single most important takeaway from Zoom’s experience in China is that there is no market-based solution to the problem of Chinese government coercion of U.S. businesses with operations on Chinese soil. Democratic societies cannot look to companies to fix this. The only alternative to a market-based solution is one of government action. All markets are shaped by government regulations; as any student of economic history knows, maintaining truly free markets requires a strong government hand.

At a minimum, the United States must better defend its “digital borders.” No U.S. company can withstand China’s security state on its own. Only the U.S. government has the ability to defend the rights of U.S.  companies and the freedoms of American citizens on U.S. soil and to provide the tools to allow U.S. companies to defend these rights. The United States must communicate clearly both to companies and to the Chinese government what is legal and what is illegal under U.S. law—and then impose consistent consequences when those laws are broken. So far, the U.S. and other democratic governments are still scrambling to figure out how to create a democratic digital governance framework for their own societies and have spent little energy on trying to create a more proactive and even offensive push to establish global democratic norms in digital and tech spaces.

Some top tech executives are coming around to this position as well. “China plays by a different set of rules that allow it to benefit from corporate espionage, illiberal surveillance, and a blurry line between its public and private sector,” stated a January 2021 report—authored by, among others, Eric Schmidt, Jigsaw CEO Jared Cohen, and Center for a New American Security CEO Richard Fontaine—that circulated in the Biden administration and among National Security Council officials in 2020. The report’s authors called for “bifurcation” between the United States and China tech sectors, and for closer cooperation between Silicon Valley and Washington.
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WHO and the Party Man

At first, World Health Organization director general Tedros Adhanom Ghebreyesus appeared to be Beijing’s man in WHO. On multiple occasions, he made clear choices to help protect China’s core interests, sometimes in ways that damaged global trust in the organization.

The Trump administration certainly viewed him that way. On April 14, 2020, after weeks of intensifying criticism of the organization, President Trump announced that the United States would halt funding of WHO, accusing it of “severely mismanaging and covering up the spread of the coronavirus.”

But the former health minister of Ethiopia, a scholarly looking man with glasses and graying hair at his temples, proved to be more independent than he had at first appeared. Over the course of the next two years, he went from effusively praising the Chinese government’s pandemic response and repeating Beijing’s rhetoric, to directly stating that Beijing needed to be held accountable, to finding his words censored on China’s internet—and finally, to directly criticizing China for withholding important data on the pandemic’s possible origins.

To understand why Tedros acted the way he did, we must look not to his experience as health minister but rather to the powerful position he subsequently held for four years: as Ethiopia’s foreign minister, in charge of shepherding the country’s crucial relationship with China. The strategic partnership between Beijing and Ethiopia’s former ruling party, the Ethiopian People’s Revolutionary Democratic Front, reached its pinnacle during Tedros’s tenure as foreign minister, as China sought to secure Ethiopia’s friendship as the diplomatic gateway to Africa. 

Tedros the health minister led WHO’s global response, which public health experts generally agree he did with skill. It was Tedros the politician, however, who dealt with China. Tedros’s career was forged in Ethiopia’s authoritarian one-party state, which he learned to navigate with political savvy and an eye to achieving goals without stepping on the toes of party leaders. He was, in that sense, a party man. Tedros drew on those skills, and on the relationships he had built up in Beijing, as he tried to coax an authoritarian regime to open up to WHO.

His is a high-stakes case study that tested the efficacy of the Chinese Communist Party’s decades-long attempts to cultivate African leaders and to impress upon them the sanctity of upholding China’s core interests. The CCP has long sought to build close ties with African nations, at first as a revolutionary party joining hands with other revolutionary non-Western governments to throw off the yoke of imperialism and, then, decades later, as a pragmatic rising world power looking to scoop up natural resources and strengthen its geopolitical standing. Beijing has made vast inroads using economics, trade, politics, and diplomacy to construct networks of influence across developing nations. These efforts were particularly successful with Ethiopia’s former ruling party, which one Chinese scholar has described as China’s “best student.”

But these investments don’t always pay off the way the party hopes. Its foreign interlocutors have their own goals and loyalties and their own means of achieving them. Tedros demonstrated that, despite his years of commitment to preserving good ties with Beijing, his first loyalty as WHO chief was to public health. When Chinese leaders repeatedly showed that reputational damage control, rather than public health, was their top concern, Tedros stopped giving them the benefit of the doubt. It was a hopeful, if imperfect, outcome.

* * *

WHO followed normal protocol during the days after it first received initial reports of a new viral illness in Wuhan. On January 1, 2020, the organization activated incident management protocols and put regional offices on alert, and on January 5, it published its first disease outbreak report, stating that there were forty-four known cases in Wuhan.

But in the weeks to come, WHO public communications about the virus exhibited a notable deference to Beijing. On January 14, in a now-infamous tweet, WHO claimed that “preliminary investigations conducted by the Chinese authorities have found no clear evidence of human-to-human transmission of the novel #coronavirus.” The statement amplified Chinese government misinformation more than two weeks after local authorities in Wuhan had arrested doctors who were trying to warn of a dangerous new virus they had seen in their patients. On January 29, following his visit to China, Tedros announced that he was “very encouraged and impressed by [President Xi Jinping’s] knowledge of the outbreak and his personal involvement in the outbreak. This was for me a very rare leadership.”

The next day, Tedros declared an international public health emergency and, in the same announcement, praised China’s “commitment to transparency”—despite the cover-up, well known by that time, that had likely allowed the Wuhan outbreak to become an international public health emergency in the first place.

“Let me be clear: this declaration is not a vote of no confidence in China. On the contrary, WHO continues to have confidence in China’s capacity to control the outbreak,” the WHO chief said. “We would have seen many more cases outside China by now—and probably deaths—if it were not for the government’s efforts, and the progress they have made to protect their own people and the people of the world.” But his praise didn’t stop there: “The speed with which China detected the outbreak, isolated the virus, sequenced the genome and shared it with WHO and the world are [sic] very impressive, and beyond words,” he said. “In many ways, China is actually setting a new standard for outbreak response. It’s not an exaggeration.” For many onlookers, it was hard to reconcile Tedros’s obvious omissions with what the world already knew to be true. It seemed as if he were simply reading from a script handed to him by Beijing. Of course, he wasn’t alone. At this time, Trump, too, was praising Xi prematurely for having the situation under control.

As it turns out, in its negotiations with its Chinese interlocutors, the WHO team in China had made numerous compromises. They agreed not to interrogate China’s early response to the virus and to “augment, rather than duplicate” the investigating that Chinese scientists and officials had already done up to that point.

The novel coronavirus emergency in Wuhan had receded enough by mid-February to allow WHO officials to visit, in a joint mission with Chinese participants. The organization’s subsequent five-page report avoided the sensitive subject of the virus’s origin, instead focusing on basic facts about the virus and how to combat it. Also absent was any mention of arrests of doctors, lab data destroyed, or other features of China’s cover-up. In the five recommendations that the report offered to China, none included improving freedom of the press, removing restrictions on information flow, or improving the lack of civil society protections that had enabled the cover-up and the unchecked spread of the virus in the first place.

One thing the report didn’t lack was an outpouring of praise for China. “In the face of a previously unknown virus, China has rolled out perhaps the most ambitious, agile and aggressive disease containment effort in history,” the authors wrote, adding that “achieving China’s exceptional coverage with an adherence to these containment measures has only been possible due to the deep commitment of the Chinese people to collective action in the face of this common threat.” While all this was certainly true, the omissions were glaring.

This deference to Beijing was a clear departure from WHO’s previous behavior. In 2003, after the Chinese government waited three months to report the outbreak of SARS and then withheld access and information from the organization, then director general Gro Harlem Brundtland criticized Chinese officials’ cover-up of the outbreak. “It would have been definitely helpful if international expertise and WHO had been able to help at an earlier stage,” she said. “I’m saying as the director-general of the World Health Organization: Next time something strange and new comes anywhere in the world, let us come in as quickly as possible.”

But there were other reasons to think that Tedros had already submitted himself to Beijing’s leadership. He had previously seemed willing to use WHO as an institution to flatter an authoritarian leader. One of his first moves after he became WHO chief was to nominate Robert Mugabe, longtime dictator of Zimbabwe, as a WHO goodwill ambassador. Tedros said that Mugabe had made Zimbabwe “a country that places universal health coverage and health promotion at the centre of its policies.” In reality, Zimbabwe’s healthcare system had collapsed under Mugabe and his economic policies, hospitals often lacked basic supplies, and healthcare workers sometimes went unpaid; Mugabe and other Zimbabwean leaders would leave the country to seek medical treatment. Beijing, too, had a special fondness for Mugabe: in 2015, the Chinese government had awarded him the Confucius Peace Prize, its human rights–neutral alternative to the Nobel Peace Prize.

In 2017, Tedros gave a speech hailing the creation of the “Health Silk Road,” the international public health arm of China’s Belt and Road Initiative. “President Xi’s proposal for a Health Silk Road, which strengthens and renews ancient links between cultures and people, with health at its core, is indeed visionary,” Tedros said. “If we are to secure the health of the billions of people represented here, we must seize the opportunities the Belt and Road Initiative provides.”

Some who knew Tedros ascribed his almost fawning public remarks about China’s leaders as part of a strategy for dealing with China, a country particularly sensitive to external meddling, rather than a capitulation to Beijing’s demands. “His strategy is to coax China to transparency and international cooperation rather than criticizing the government,” Lawrence Gostin, a professor of global health law at Georgetown University, told the BBC in May 2020. “I do worry quite a bit however that his effusive praise for China could in the long term tarnish the WHO’s reputation as a trusted scientific authority willing to speak truth to power.”

Unfortunately, Gostin’s worry over a loss of trust in WHO materialized. Trump’s April 14 announcement that the United States would halt its support of WHO elicited grave concern that the removal of U.S. funds would imperil the global effort to combat the pandemic. But Trump would not budge. On May 29, he proceeded to withdraw the United States from WHO, explicitly citing China’s “total control” as the rationale. (The withdrawal was made official on July 6, but it wasn’t to take effect until the following year. After defeating Trump in the 2020 presidential election, President Joe Biden reversed Trump’s decision.)

It wasn’t just the Trump administration that had lost faith in WHO. Many analysts felt the same. “Tedros’ permanent and forceful endorsement of Chinese actions throughout the crisis has, of course, created a counter-reaction: the organization itself is now accused of having missed the opportunity to forestall a global pandemic,” wrote François Godement, a French expert on Chinese and East Asian strategic and international affairs at the Carnegie Endowment for International Peace, in March 2020. The Chinese government “succeeded from the start in steering the World Health Organization,” Hinnerk Feldwisch-Drentrup, Berlin-based founder of the magazine MedWatch, wrote in April.

“It might be easy to dismiss this move as trademark Trumpian blame deflection or saber-rattling or shortsighted isolationism,” wrote Kristine Lee, an associate fellow in the Asia program at the Center for a New American Security, in Washington, DC, in Politico on April 15, the day after Trump announced that he would halt WHO funding. “But for people who’ve been watching China’s growing activism in the United Nations closely, the WHO’s deference to China is no surprise.”

As Gostin suggested, it’s not unreasonable to think that Tedros preferred to avoid publicly criticizing governments. But in at least one situation in the early months of the pandemic, he harshly and publicly criticized one government: that of Taiwan.

Here’s how it unfolded. The pandemic exacerbated underlying racism in China. Some Chinese people, viewing African countries and their populaces as dirty and “uncivilized,” believed wrongly that Africans were more likely to transmit the novel coronavirus. The week that Tedros criticized Taiwan, a nearly unprecedented wave of anger was rising across the continent of Africa, as Africans living in Chinese cities faced race-based discrimination from police, landlords, and medical authorities. African residents in Guangzhou were subjected to discriminatory coronavirus testing, forced into quarantine, and even evicted without cause. A Mc-Donald’s franchise in Guangzhou posted a notice reading, “We’ve been informed that from now on, black people are not allowed to enter the restaurant.” McDonald’s later apologized.

The scenes created an international uproar. About a dozen African governments summoned their respective Chinese ambassadors to express outrage over the treatment of their citizens in China. “The singling out of Africans for compulsory testing and quarantine, in our view, has no scientific or logical basis and amounts to racism towards Africans in China,” wrote African ambassadors in Beijing in a joint letter sent to China’s foreign ministry. The speaker of Nigeria’s House of Representatives posted a video on Twitter of him showing the Chinese ambassador a viral clip of Nigerians being mistreated in China, then urging the ambassador to raise this issue with Beijing and report back “by Monday.”

Chinese government officials responded by denying that anything serious was happening in Guangzhou. “It is harmful to sensationalize isolated incidents,” the Chinese embassy in Zimbabwe wrote in an April 11 statement posted to Twitter. “To misrepresent this as tensions between nations and races is dangerous.” The denials likely stemmed from fears that the incidents would undermine Beijing’s attempts to rehabilitate its global image after its early handling of the coronavirus outbreak. “If they acknowledge the racist treatment that they have for Africans in Guangzhou, this would hurt the campaign to improve their image,” said Guangzhi Huang, an assistant professor at Massachusetts College of Liberal Arts who researches anti-Black racism in China.

Tedros made no public comment about any of these events. He did not criticize the Chinese government for failing to protect the rights of Africans in China, nor did he urge Chinese diplomatic officials in Africa to listen more respectfully to the concerns of African citizens. What he did instead was blame Taiwan for racist attacks against him.

That week Taiwan, which is blocked from WHO membership by China, had accused the organization of ignoring its December 31 email warning of a mysterious new illness in Wuhan and withholding vital information about the pandemic, a claim WHO denied. In public remarks given in early April 2020, Tedros said he had been the subject of racist attacks, and he singled out Taiwan as the source. “This attack came from Taiwan. We need to be honest. I will be straight today. From Taiwan,” he said. “And Taiwan, the Foreign Ministry also, they know the campaign. They didn’t disassociate themselves. They even started criticizing me in the middle of all that insult and slur, but I didn’t care.” Taiwan called the comments “imaginary,” reiterated its opposition to discrimination, and invited Tedros to visit.

Given the unprecedented wave of anger across Africa toward racism in China, it was yet another example of Tedros seeming to succumb to willful blindness over what was happening in China. The remarks also felt strikingly inappropriate, given Taiwan’s extraordinarily rapid and effective domestic response to the novel coronavirus—as of April 2020, despite its proximity to China and the large volume of cross-Strait travel, it had recorded just 380 cases and 5 deaths—and its role in sending medical aid to other countries early in their fight against it. In fact, Tedros’s criticism came just as Taiwanese officials were making their case that Taiwan should be admitted to WHO—a contention that, if implemented, could cross one of Beijing’s major red lines—and that if they had already been members when the outbreak began, the world would have been better prepared.

* * *

Behind the scenes, however, WHO was deeply frustrated with China. According to an investigation by the Associated Press, officials at the organization bristled when China sat on releasing the genetic map of the virus for more than a week and then stalled for at least two more weeks before providing WHO information on cases and patients. “It’s obvious that we could have saved more lives and avoided many, many deaths if China and the WHO had acted faster,” Ali Mokdad, a professor at the Institute for Health Metrics and Evaluation at the University of Washington, told the Associated Press.

WHO’s effusive praise of China could charitably be understood as a necessary strategic maneuver: a tougher approach might not have yielded any cooperation at all. If that’s what it was, however, it’s safe to conclude that the strategy didn’t work as intended. China’s tardiness had deadly consequences for the rest of the world and greatly damaged the credibility of the organization best positioned to address the crisis.

“Did [Tedros] go too far?” Adam Kamradt-Scott, a global health professor at the University of Sydney, told the AP. “I think the evidence on that is clear . . . It has led to so many questions about the relationship between China and WHO. It is perhaps a cautionary tale.”

WHO’s frustration would only grow. In January 2021, a year after the outbreak in Wuhan and after numerous delays, a WHO delegation returned to China on a fact-finding mission. Tedros himself offered his first public criticism of Chinese authorities during this time, saying he was “very disappointed” when the WHO team was at first not permitted to enter China on the eve of the planned trip. Once they were admitted for a visit that lasted just under a month—two weeks of which were spent under strict quarantine—the participants encountered resistance from Chinese officials who urged the visitors to adopt Beijing’s perspective. The Chinese government refused to hand over raw data and detailed patient records that might have shed light on the virus’s origins. In an interview with Science magazine following the delegation’s return, WHO program manager Peter Ben Embarek, who led the mission, noted that “politics was always in the room” during their collaboration with Chinese counterparts.

WHO, though, still appeared willing to play along. In a February 9 press conference concluding the mission, the organization claimed that it was “extremely unlikely” that the virus had emerged in a Chinese laboratory and added that it may have, instead, arrived via frozen food—a theory that dovetails nicely with Beijing’s preferred theory of the virus’s origins.

Meanwhile, WHO received welcome news from the United States: Joe Biden, who had replaced Donald Trump as president on January 20, had reversed his predecessor’s decision to withdraw from the organization. Still, it soon became clear that the new administration was deeply suspicious of China’s influence on WHO. In March 2021, shortly before WHO published a report on the coronavirus’s origins, Secretary of State Antony Blinken said that the United States had “real concerns about the methodology and process that went into the report, including the fact that the government in Beijing [had] apparently helped to write it.”

China’s evasions cost it one admirer: Dr. Tedros. At the press conference upon the release of the WHO-China joint report in March, he elaborated: “In my discussions with the team, they expressed the difficulties they encountered in accessing raw data,” he said. “I expect future collaborative studies to include more timely and comprehensive data sharing.” He also refused to rule out the controversial hypothesis that the novel coronavirus had emerged from a laboratory, a clear rebuke to China. “As far as WHO is concerned, all hypotheses are on the table.”

Bill Bishop, a longtime China watcher and author of the influential Sinocism newsletter, wrote on March 30 that the WHO chief’s remarks were “surprisingly critical of China and gave life to the lab leak hypothesis,” which Tedros surely knew would drive leaders in Beijing absolutely crazy. “The WHO report is out, no one is happy, and we will probably never know the origins of COVID-19,” Bishop wrote. To date, the answer to how, exactly, the coronavirus emerged remains elusive. In this sense at least, the Chinese government may have achieved its desired outcome.

Tedros’s criticism of the Chinese government did not stop there. In May 2022, he said that China’s zero-Covid strategy wasn’t “sustainable.” Chinese censors removed the video clip of these remarks from China’s internet, and searches for Tedros’s name on Chinese social media were temporarily disabled. In March 2023, after new information emerged suggesting a possible genetic link to raccoon dogs at the Wuhan wet market, Tedros accused China of withholding important data about possible origins of the pandemic. “This data could have, and should have, been shared three years ago,” he said. “We continue to call on China to be transparent in sharing data and to conduct the necessary investigations and share results.”

Tedros’s refusal to criticize or even publicly mention the Chinese government’s early cover-up of the novel coronavirus outbreak, while he evinced a perfect willingness to criticize other governments for a variety of reasons, was likely due to a combination of factors. His rise to political power in Ethiopia hinged on his ability to operate within an authoritarian context and to get things done behind the scenes. That experience is no weakness when dealing with an authoritarian government like China.

But for years, if not decades, Tedros had also had to abide by all the diplomatic rules that the foreign minister of a country dependent on China must follow in order to preserve the relationship. At the top of the list are: never criticize the Chinese government publicly and never side with Taiwan. During the decade or so leading up to 2020, not one African government with diplomatic relations with China commented negatively on any of China’s core interests, including Taiwan, Hong Kong, the treatment of Muslim minorities, the South China Sea, and human rights.

Ethiopia is no exception. How Addis Ababa’s top officials came to support Beijing requires a deeper look at the party that ruled Ethiopia from 1991 to 2018—as chance would have it, these years also mark the approximate span of Tedros’s domestic political career—and its ties to the Chinese Communist Party. Ethiopia’s experience reveals not only China’s diplomatic ambitions for Africa but also its long-term strategies for establishing regional power bases, which Beijing can then use at crucial moments to support its global agenda.

* * *

Chinese officials have long publicly touted their kinship with African nations, which were some of the earliest in the world to recognize the newly formed Communist government in Beijing. In 1956, Egypt, under the nationalist leader Gamal Abdel Nasser, became the first country in Africa to establish ties with Beijing. Chinese premier Zhou Enlai first visited Ethiopia in 1964, during his famous December 1963–February 1964 trip to ten African countries that came to be known as his “safari.” Zhou met with Ethiopian emperor Haile Selassie, though the East African nation had not yet established diplomatic ties with Beijing. Unlike some of his contemporaries among the continent’s more left-leaning governments, Ethiopia’s emperor was not fond of Communist governments. And Beijing had given support to the militant independence movement in Eritrea, a state in Ethiopia’s north.

Within a few years of Zhou’s visit, the Chinese government agreed to uphold Ethiopia’s claim to Eritrea, in exchange for the government in Addis Ababa’s recognizing China’s claim over Taiwan, thus paving the way for the establishment of diplomatic ties between China and Ethiopia in 1970. In 1971, Ethiopia supported China’s bid for a seat in the United Nations, displacing Taiwan. In October of that year, Selassie visited Beijing. In 1974, however, a military junta known as the Derg overthrew the emperor and established a Marxist-Leninist state. This could have been great for China-Ethiopia relations, except that the Derg threw its lot in with the Soviet Union, putting Ethiopia on the other side of the Sino-Soviet split. The year 1991 was a major turning point for Addis Ababa and Beijing. That year, the Ethiopian People’s Revolutionary Democratic Front (EPRDF), headed by Meles Zenawi, overthrew the Communist government of the People’s Democratic Republic of Ethiopia and ruled Ethiopia for the next twenty-eight years. The EPRDF was still a Marxist party, even if it was less Communist than the government that preceded it. It comprised four main, smaller parties. Its vanguard party, the Tigray People’s Liberation Front (TPLF), was founded in 1976 and, by 1991, had become a powerful armed force, dominating the coalition that formed the EPRDF. The fall of the Soviet Union, and of the pro-Soviet military dictatorship in Ethiopia, removed a major barrier that had kept China and Ethiopia at arm’s length.

Still, it would be several years before Ethiopia’s leaders made a clear move toward Beijing. The EPRDF was strongly anti-Western, but it didn’t want to jeopardize its new hold on power by publicly committing itself to unsustainable ideological positions or partnerships. Prime Minister Meles wanted economic development, but not from the neoliberal model pushed through U.S.-led institutions like the International Monetary Fund and the World Bank. “The neoliberal paradigm is a dead end incapable of bringing about the African renaissance,” Meles wrote in an academic article published in 2011. “Historical practice has shown that state intervention has been critical in the development process. Economic theory has shown that developing countries are riddled with vicious circles and poverty traps that can only be removed by state action.”

Meles viewed state control over important sectors and strong private-sector regulations—anathema to the developmental model championed by the IMF and the World Bank—as important tools of a developmental state. This made China’s state-driven development model, and its tendency toward anti-Western posturing, an ideal fit for him. In 1995, EPRDF leaders began to move toward China as a counterweight to Western pressure, and in October of that year, Meles flew to China. In 1996, Chinese president Jiang Zemin returned the visit. The reciprocal visits marked the start of what would become one of the closest relationships between China and an African nation. An economic agreement the two countries inked that year was structured to renew every three years, and in 1998, the two countries created a joint economic commission that granted most-favored-nation status to Ethiopia. In 2000, Ethiopia joined the first Forum on China-Africa Cooperation, and in 2003, it became the first African nation to host the forum.

Ethiopia is not rich in natural resources, a typical target of Chinese interest in the continent. Seifudein Adem, a professor of political science at the State University of New York in Binghamton who previously taught at Addis Ababa University, wrote in 2012 that the reason for China’s increased activities in Ethiopia lay in “Ethiopia’s perceived diplomatic usefulness.” The headquarters of the African Union is located in Addis Ababa, as are the offices of numerous regional and multilateral organizations.

Ethiopia was China’s diplomatic door to the continent. “If China’s relations with many African countries could be described as one of ‘infrastructure for natural resources,’” Adem wrote, “the Sino-Ethiopian relationship can be described as ‘infrastructure for diplomatic support.’”

We often think of China as a party-state—a government and a party inextricably intertwined. “Beijing” and “the Chinese government” and “the Chinese Communist Party” are used interchangeably to refer to the country’s decision makers. But the Chinese Communist Party isn’t the same thing as the Chinese government, and it often engages in activities around the world as a political party, not necessarily as a government. Nowhere is this clearer than in Africa, where for decades the party has led party-to-party events and training sessions with political parties across the continent.

In 2000, the Chinese Communist Party began pursuing close and direct party-to-party ties with the EPRDF. Dai Bingguo, who served as the director of the party’s International Liaison Department at this time, visited Addis Ababa in February of that year, and numerous exchanges between party officials of both countries would occur over the next fifteen years or so. The two parties signed a memorandum of understanding in 2010, after which EPRDF officials began to participate in regular delegations to Beijing, including a training session at the Central Party School in Beijing.

“Party-to-party relations were the bedrock of China-Ethiopia relations,” said Joshua Eisenman, a political scientist at the University of Notre Dame whose work focuses on China-Africa ties. Tsinghua University scholar Tang Xiaoyang has referred to Ethiopia’s ruling party as China’s “best student.”

During these years, the EPRDF was solidifying the authoritarian state over which it presided, betraying hopes that it might bring to fruition the revolutionary democracy it had offered. In 2005, protests swept the capital amid concerns over the integrity of the May elections that kept Meles and the EPRDF in power. Meles cracked down. Security forces fired on protesters, the government banned demonstrations, and, outside the capital, human rights groups estimate that at least ten thousand people were arrested amid the protests. Over the course of the year, the government extended its campaign of political repression and arrested opposition figures, journalists, and elected politicians. Later, the country’s leaders would go on to block websites and opposition blogs, crack down on independent journalism, and commit raids in rural areas.

As Meles detained and murdered the citizens of his own country, the international community shunned Ethiopia, driving the EPRDF more fully into China’s sphere as leaders in Beijing threw Ethiopia an economic and diplomatic lifeline. Addis Ababa knew how to repay Beijing for its support. In 2005, Ethiopia publicly backed China’s new Anti-Secession Law, which explicitly authorized the Chinese government to use military force against Taiwan if the island declared its independence. In 2007, Ethiopia, as a member of the UN Human Rights Council, was one of the governments that helped shield China from criticism as Beijing backed the Sudanese government despite the genocide it was committing in Darfur. Before his death in 2012, Meles visited China four times while serving as Ethiopia’s leader.

Economic and trade relations between the two countries blossomed after 2005. According to a 2012 World Bank study, Chinese foreign direct investment in Ethiopia grew from almost zero in 2004 to $74 million in 2009. In 2011, China was Ethiopia’s largest trading partner. “The economic cooperation between the two countries has also been facilitated by the strong political support from both governments,” the World Bank study found. “It appears that China is now looking to anchor its African investment in Ethiopia,” while “the Ethiopian government is very keen on looking for insights from the East Asian development model.”

By the late 2000s, evidence of the close trade and diplomatic relationship between China and Ethiopia was everywhere. “There is no aspect of the life of people in the city which was untouched by China, mostly positively,” the scholar Adem wrote of a trip he took to Addis Ababa in 2008:

If one had boarded an Ethiopian Airlines flight from the Far East, one would eventually notice that the Ethiopian hostesses speak Mandarin Chinese. After arriving at the Bole International Airport in Addis Ababa, chances are that the taxi waiting to take the visitor to the downtown is made in China. If one uses a vehicle made in another country, one would certainly have to use a road constructed or renovated not just by China’s loans but by Chinese construction workers. Driving through the city to a hotel, one would see conspicuous clusters of condominiums financed by Chinese loans and built by Chinese contractors. As the visitor proceeds to a hotel, s/he would likely come across a traffic signal where a middle-aged Chinese person, a member of the Chinese team doing road maintenance on that spot, gives hand signals for vehicles to pass in an orderly manner.

It was at the height of these flourishing economic and political ties that Tedros became Ethiopia’s top foreign policy official. During his tenure,  he would oversee the upgrading of Ethiopia-China relations to a “fully-fledged strategic partnership.”

* * *

Tedros has always been a party man. He was twenty-seven years old when the EPRDF overthrew the previous regime, and he was already set up to go far: he had already joined the Tigray People’s Liberation Front, the most powerful party within the EPRDF coalition. In the years that followed, he dedicated himself to climbing the ranks of the government.

The EPRDF governed in a top-down, authoritarian manner. Its leaders selected members from its four coalition parties to install in key positions around the bureaucracy, to give the party control over the functioning of government mechanisms. The EPRDF would keep these officials in line by punishing or firing them if they strayed too far from party policies. The top-down control was far weaker than that practiced by the Chinese Communist Party, and in Ethiopia, there were fewer of these party-instated officials and less party discipline. There was, in other words, more room to maneuver.

Tedros did this well. By the time he was forty, he had been appointed Ethiopia’s health minister, a position he held from 2005 to 2012. It was during this time that former U.S. ambassador to Ethiopia David Shinn got to know Tedros. The ethnic Tigrayan was certainly a “party person,” Shinn told me, “but he had an excellent reputation as health minister.” As a member of the TPLF, Shinn explained, Tedros was in a much stronger position to influence the health ministry than if he had been a member of one of the weaker coalition parties. He left the health ministry with a very good reputation.

In November 2012, Tedros was appointed Ethiopia’s foreign minister, a position he held for four years. It’s clear that Ethiopian foreign ministers have been key to the maintenance of the country’s close ties to China. Seyoum Mesfin, Ethiopia’s long-serving foreign minister, who held the post from 1991 to 2010, became the country’s ambassador to China in 2011 and held that position until 2017. (Seyoum was one of the founders of the Tigray People’s Liberation Front. He was killed by the Ethiopian national army in 2021, during the civil war that pitted ethnic Tigrayans against the government in Addis Ababa—a fate that could have befallen Tedros had he remained involved in Ethiopian politics instead of moving to Europe.)

The years 2012 to 2016 were the “height of relations” between Ethiopia and China, researcher Daniel Kibsgaard told me. In 2014, Tedros and Chinese foreign minister Wang Yi released a joint statement celebrating the advances made in Chinese-Ethiopian political and economic relations over the past decade and a half. They announced that the two countries would pursue “deepening and upgrading of our relationship.”

Shinn’s next encounter with Tedros was at the foreign ministry. “I felt that when he got to that position, he was much more political, that he had adopted the politics of the EPRF and TPLF,” Shinn said.

This is evident from Tedros’s public statements, which were very pro-EPRDF and sometimes quite anti-Western. At this time, he was at the height of his political power. He was a member of the EPRDF central committee. In 2013, he served as chairman of the African Union’s executive council. That year, he accused the International Criminal Court of “targeting Africa and Africans.” In 2014, he posted on Facebook that “EPRDF’s strategies and policies are right for our country. That’s why our Ethiopia is on the March.”

* * *

In 2017, Tedros became the first African to head WHO. It’s important to note that, in rising to this position, he enjoyed the support of the United States as well as China. It would not be accurate to claim, as some have, that he was “China’s candidate” alone. There have been showdowns at multilateral institutions in which a Chinese-backed candidate challenged a Western-backed candidate, but the 2017 selection of the WHO director general was not one of them.

“It is a fact that he had a good relationship with China,” Shinn told me. “I was not surprised when it was suggested early on in the Covid-19 crisis that he might have been a little bit gullible in terms of what the Chinese were telling him—that he might have been more willing to be more accepting of their version of events in China than perhaps the facts merited. And perhaps he didn’t ask some of the tough questions of China . . . But to go so far as to suggest that he was a puppet of China is going too far.” 

Tedros displayed a learning curve over the course of the pandemic—a learning curve different, perhaps, from what Beijing would have hoped for the Ethiopian foreign minister who had previously championed his country’s strategic partnership with China. He started with the traditional diplomatic playbook of effusive praise. When that did not work, however, he eventually transitioned to open and public criticism of Chinese authorities for denying crucial access to WHO. “He was trying to use his connections to get him what he wanted, and they were trying to use their connections to keep him quiet,” said Eisenman. “It got to the point where he had to choose between being a friend of Beijing and his credibility as head of WHO.”

At the end of the day, though perhaps belatedly, Tedros chose his credibility as a public health official. Despite the Chinese Communist Party’s efforts and its long cultivation of close ties with Addis Ababa, it was Tedros the health minister who emerged on the other side of the pandemic tussle with Beijing.

This suggests the limitations the CCP faces as it tries to win global leaders and bureaucrats to its side. Domestically, the party can force cadres and business leaders to put party loyalty over facts. That is a major motivation behind Xi’s drive to revive the party’s dominance over every government, business, and social institution. And it’s a major reason that, in Xi’s China, any higher calling that could supersede party loyalty is suspect—whether that is religion, ethnic identity, or even commitment to the pursuit of truth, transparency, or knowledge.

But beyond China’s borders, it’s much more difficult to stamp out higher loyalties. Chinese leaders can offer trade deals, investment funding, and protection from human rights criticisms as carrots to bring foreign governments over to their side. They can also threaten to take these things away if those governments step out of line. Chinese leaders can even draw on anti-Western, anti-imperialism sentiment to find ideological common ground with people in formerly colonized nations. But what party leaders cannot control is the reality that some people with power on the international stage choose their jobs and their careers because they are committed to something higher than themselves. In some cases, their final loyalty simply cannot be bought.
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China Adopts Russia’s Disinformation Playbook

Common wisdom once held that Beijing simply wasn’t in the business of disrupting information ecosystems abroad. Beijing was no Moscow. While the Chinese government projected stilted propaganda globally, its obsession with online information control more or less stopped at its own borders.

Russia’s successful efforts to sow chaos and distrust amid the 2016 U.S. presidential election, and its similar campaigns across Europe, seem to have changed Beijing’s calculus, however. The Kremlin showed the world that the online information space is a realm perfectly fit for asymmetric warfare, in which one side does not have the ability to control the information flow and must find other ways to tilt narratives in its favor. Putin and his officials perfected a playbook of power projection that Beijing simply couldn’t resist.

The Chinese government debuted this playbook in a big way during the Covid-19 pandemic. Seeking to deflect blame for a global catastrophe that originated within its borders, Chinese officials and propaganda outlets began pushing a conspiracy theory that the U.S. military had planted the virus in Wuhan. On March 12, 2020, Chinese foreign ministry spokesperson Zhao Lijian, the original “wolf warrior” diplomat, made this mainstream, tweeting in English, “It might be US army who brought the epidemic to Wuhan.” His words, which were retweeted more than four thousand times, marked the debut of China’s “big lie” on the novel coronavirus pandemic—that it did not begin in China—which swiftly became a sweeping global disinformation strategy. It prefaced the joining of wolf warrior diplomacy with brazen disinformation—“big lies” that,  in recent years, had characterized Russian government officials but that more demure and camera-shy Chinese diplomats had avoided.

Chinese diplomats, government officials, Beijing-aligned content farms and social media accounts, and state media outlets soon began touting Covid-19 origin conspiracy theories, even when they contradicted one another. Chinese state–and Russian state–linked social media accounts increasingly quoted and tweeted one another, amplifying one another’s messages and demonstrating growing convergence between their ideologies and information strategies—a result, in part, of a secret agreement signed between Moscow and Beijing in July 2021 to cooperate on news coverage. Coordinated inauthentic behavior on Twitter and Facebook also promoted alternative theories for where the virus might have originated or how it might have entered China. Later on in the pandemic, Chinese state media headlines cast doubt on the efficacy and safety of Western-made vaccines, as Chinese-made vaccines, on which Beijing’s soft power hopes were riding, failed to achieve comparable levels of efficacy. In the three years since Zhao’s tweet, Beijing has made Russian-style online disinformation campaigns a standard weapon of its foreign policy.

China is now playing an even more ambitious game. Within a matter of just a few years, Beijing has copied and successfully used many of Russia’s information warfare techniques. But unlike Russia, the Chinese government believes it has the ability and even the mandate to turn its domestic online surveillance apparatus outward, to disrupt and, perhaps eventually, even control global narratives in real time.

The Chinese state’s big lie on Covid-19’s origins, and its use of external-facing online disinformation to promote that lie, seemed like a striking departure from precedent. But the seeds of the Chinese government’s propensity to use foreign social media platforms to engage in disinformation campaigns were planted years before, as was evident to anyone who cared enough to pay attention. As with so many of its influence tactics, Beijing’s earliest online disinformation campaigns related to its core interests: in this case, public remembrance of the Tiananmen Square Massacre.

* * *

It was early June 2014. In Hong Kong, thousands of residents would soon be converging to commemorate the twenty-fifth anniversary of the crackdown on antigovernment protests in Beijing’s Tiananmen Square that killed hundreds or perhaps thousands of student protesters. This would be the only public memorial on Chinese soil, where the ruling Communist Party had worked tirelessly for a quarter century to wipe the event from the historical record.

Unbeknownst to the participants, however, the commemoration was about to be infiltrated by dangerous Islamic terrorists—at least, according to Twitter. Six “terrorists hoping to participate in jihad” had just escaped police in the southern metropolis of Guangzhou and slipped into Hong Kong, read a widely shared Chinese-language Hong Kong police report posted on Twitter. It said that the terrorists “will probably dress in dark clothing and mingle at the candlelight vigil.” Apparently seeking to warn participants, the user who posted the report wrote in Chinese that “brothers attending the activity tonight” should be careful. Shortly after the police statement appeared on Twitter, another user purporting to live-tweet from the vigil wrote that he had just glimpsed a man “five feet ten inches tall, weighing around 154 pounds, wearing a black headband just like us; a knife with jagged edges is protruding from his bag.” In March of that year, a group of Uyghurs wielding knives had killed 31 civilians and injured 141 during a terrorist attack in the southwestern city of Kunming. The user concluded, “This is absolutely terrifying.” That post was retweeted 315 times.

But there was one problem: the Hong Kong police report wasn’t real. Nor did any mainstream media outlets report on the allegedly escaped Guangzhou terrorists. The Twitter account that posted the police report closely resembled the 138 accounts that retweeted it. The handles were either random numbers or letters, or two English names followed by numbers—such as with the accounts “ericashley1231” and “drewserenity10,” both of which posted related tweets. The accounts were barely active, often with fewer than fifty tweets and fewer followers. Writing exclusively in Chinese, most of these accounts had posted their first tweet between March and June 2014. The 315 accounts that retweeted the report of the supposed knife-carrying terrorist fit a similar mold.

This was an early example of a coordinated, inauthentic attempt to disrupt a real-world event using a foreign social media platform that wasn’t even accessible in mainland China. Though it’s difficult to definitively attribute online disinformation campaigns to a state actor, this campaign was clearly aligned with Beijing’s interests. This demonstrates the sensitivity of pro-democracy protests in Hong Kong, even before the “Umbrella Movement” that would occur later that year. But it wasn’t until the 2019 protests that would engulf the city, when Chinese state–backed information operations debuted in a big way on major foreign platforms to target Hong Kong protest supporters, that Twitter, Facebook, and Google put resources toward tracing, attributing, and then, for the first time, publicly revealing that these campaigns were backed by Beijing.

The Tiananmen anniversary in 2014 was not the first time similar inauthentic Twitter accounts made what looked like a coordinated attempt to influence the site’s China-focused community. In March 2012, a cybersecurity blogger named Brian Krebs had documented a case in which Twitter bots inundated a pro-Tibet hashtag with so many junk tweets that the pro-Tibet activists said the hashtag was no longer useful for tracking pro-Tibet tweets. In March 2014, a number of newly opened accounts with pro forma handles let loose a cascade of Chinese-language tweets denouncing New York–based Chinese blogger Wen Yunchao, an anti-censorship activist with 124,000 Twitter followers, as a “traitor” and the “degenerate of all degenerates.” Wen was again targeted in early June, with posts calling him “Traitor Wen” forwarded by the same set of accounts. Another burst of activity came in May 2014, after the U.S. Department of Justice had issued arrest warrants for five Chinese military hackers accused of cyber espionage against U.S. firms. August 2014 featured a smear campaign against Chinese dissident author Murong Xuecun, in which a series of Chinese essays assailing his character and sex life were collectively retweeted more than a thousand times by around one hundred accounts with matching characteristics.

In all these incidents, hundreds of nearly identical accounts attempted to influence Twitter’s Chinese community in a direction that bolstered party interests. Wen told me in an email at the time that he had been the target of multiple cyberattacks in the two years leading up to that online campaign. He felt their goal was to “exert pressure” and force him to “shut his mouth” and to reduce his credibility in the public eye. Wen said he felt certain the assaults had “come from government-organized activity.”

Another campaign that year targeted perceptions of Tibet. In July 2014, the London-based advocacy group Free Tibet identified close to one hundred accounts that regularly posted material presenting Tibetans as a contented and flourishing people, often linking to Chinese government-sponsored propaganda websites. The accounts, written primarily in English, paired English names with profile pictures that used stock images and photos of models. Twitter closed many of these fake accounts within twenty-four hours after the New York Times reported them.

At the time, these targeted attempts to shift Twitter’s Chinese-language narrative seemed anomalous. The vast majority of China’s internet users were not on Twitter—the platform was blocked in China—and common wisdom held that party repression was primarily aimed at ensuring domestic stability. But how could a social media platform that was unavailable to the average Chinese internet user be considered a political threat?

In retrospect, the answer is clear, as is the trend line: the Chinese party-state, which already did everything it could to shut down its real-world critics beyond its borders, was now trying its hand at translating that kind of interference into the virtual world. As we have seen with so many of Beijing’s attempts to censor, control, and disrupt behavior beyond its borders, these efforts also seemed restricted to China’s core interests: Hong Kong, Tibet, Uyghurs, and Chinese pro-democracy voices.

Twitter was a logical target. As censorship of mainland Chinese social media had become increasingly restrictive, Twitter became a kind of Chinese social media underground, concentrating many of the dissident and activist voices that Chinese authorities wished most strongly to suppress. Chinese dissidents were largely the stars of Chinese-language Twitter. In 2014, well-known artist Ai Weiwei’s Twitter account had more than 250,000 followers; outspoken lawyer Teng Biao had 76,000 Twitter followers; and blind activist lawyer Chen Guangcheng had 17,000. Other well-known Chinese Twitterati included Tiananmen movement leader Zhou Fengsuo, Beijing-based dissident Hu Jia, U.S.-based activist Yaxue Cao, and anonymous bloggers who espouse support for freedom of speech and other democratic ideals. By comparison, some Chinese celebrities had Twitter accounts, but they commanded only a tiny fraction of the followers they had on Weibo. Fan accounts for mega-celebrities like best-selling author Han Han and Taiwanese singer Jay Chou had only relatively small followings, ranging from 4,000 to 17,000 followers.

In those days, official Chinese state–linked accounts had just a tiny sliver of the narrative pie on Twitter. Almost no individual Chinese diplomats had their own Twitter accounts. Chinese state media accounts  made barely a blip. In 2014, state broadcaster Xinhua’s Chinese-language Twitter account, first opened in 2012, had around 2,200 followers. The Chinese-language account of the People’s Daily, the party’s flagship newspaper, had around 3,300 Twitter followers in 2014.

But sometime around 2019, the Chinese government seemed to make a major recalculation regarding its policy of officially ignoring international social media platforms. This wasn’t entirely a shock. Over the past several years, the follower counts of English-language Chinese state media accounts on U.S. social media had mysteriously skyrocketed. A 2015 snapshot of the Facebook fan base of Chinese Communist Party mouthpiece People’s Daily reveals an inexplicably dramatic surge. The People’s Daily Facebook page had around 3 million fans on April 6, 2015. By early July, just three months later, that number had almost doubled, to 5.7 million fans. “Either China is the new master of journalism or what we are seeing is evidence of something not quite right,” Italian cybersecurity researcher Andrea Stroppa, author of a 2013 report on click farms, said at the time.

By 2021, the number of followers of the People’s Daily English-language account was more than 6 million. That year, Xinhua’s Twitter account ballooned to 12.3 million followers. As Stroppa had intimated, such numbers strongly suggested that Chinese state media outlets had paid to acquire more social media followers. But we don’t have to rely on suggestion. In August 2019, the state-run China News Service posted a tender on a government website, advertising a $175,000 contract for adding 580,000 new followers to its Twitter account, targeting countries with relatively large Chinese diaspora populations and “English-speaking countries that pay attention to China’s development.”

“As China’s international influence has grown, countries around the world, and especially overseas Chinese and foreign friends who are interested in China, have a growing demand to understand China,” the state media outlet wrote on the tender. “China News Agency’s Twitter account provides overseas Chinese with a good information bridge, and at the same time it has also strengthened the influence of China News Service abroad, especially among overseas Chinese. Given that Twitter is a news platform with a particularly large international influence in the world, China News Service is hereby conducting this bidding directed at Twitter overseas.” The task seems to have been accomplished. As of August 2021, China News Service’s Twitter account had approximately 635,000 followers. 

The same year, Chinese authorities began tracking down, harassing, and detaining people in China who posted on Twitter. When Luo Daiqing, a Chinese student pursuing a degree at the University of Minnesota, returned to his hometown of Wuhan for summer break in 2019, he was arrested and jailed for six months for posting several tweets satirizing Xi Jinping from his anonymous Twitter account. Others in China were forced to delete their tweets or even saw them deleted by hackers. Between 2018 and early 2021, at least fifty people in China received prison sentences for content they posted to Twitter, according to an investigation by the Wall Street Journal.

In March 2019, another pro-democracy protest movement arose in Hong Kong, as demonstrators demanded that the proposed extradition law be shelved. This time, Chinese authorities went on a major Twitter offensive. In August 2019, Twitter revealed that it had discovered a Chinese state–backed covert information campaign operating on its platform and targeting the Hong Kong pro-democracy protests. Twitter characterized the activity as “covert, manipulative behaviors” that were “deliberately and specifically attempting to sow political discord in Hong Kong, including undermining the legitimacy and political positions of the protest movement on the ground.” Twitter released archives for 936 of the most active accounts, but said that it had also suspended an additional 200,000 related accounts before they were able to engage in significant activity. Facebook subsequently announced that it, too, had identified a smaller network of Chinese government–linked accounts engaging in similar activity that it had disabled. Google banned more than 200 YouTube channels.

In recent years, government offices across China have spent large sums to build targeted social media followings on foreign social media platforms, especially on Facebook and Twitter. Government offices may also take advantage of social media followers for hire. In August 2019, the Guangxi International Expo Affairs Bureau aimed to garner followers to help promote the China-ASEAN (Association of Southeast Asian Nations) Expo, an event held annually in Guangxi Province since 2004 together with ten other ASEAN member countries. According to the tender, the contractor would be required to accumulate five hundred thousand Facebook users and thirty thousand Twitter followers, most of whom had to come from the event’s target audience.

Local government agencies in China have frequently awarded contracts for the management of their accounts on foreign social media platforms. On January 15, 2021, the Anhui Province Culture and Tourism Department awarded an approximately two-million-yuan contract to the Xinhua News Agency’s News and Information Center to operate the department’s Facebook, Twitter, Instagram, YouTube, TikTok, and Douyin accounts for one year. The contract specifications require that the contractor increase the number of Twitter, Facebook, and Instagram followers by at least 10 percent by the end of the contract period.

It’s not unusual for foreign governments in a variety of countries to hand the management of their social media accounts to outside firms. What’s unusual about the China case, however, is that these foreign social media platforms are blocked domestically. The rise of Chinese government agencies officially building their presence on Twitter, Facebook, YouTube, and Instagram underscores the asymmetrical messaging—viewing the platforms as tools to project propaganda and other official rhetoric internationally while preventing information from flowing back home.

The contrast is particularly stark in the case of the city of Wuhan, which sought to use international social media to rehabilitate its image as the epicenter of the pandemic. On December 8, 2020, the Wuhan Culture and Tourism Bureau awarded a contract worth approximately $145,000 to Yingsai Baihui (Beijing) Culture Media Company to manage the bureau’s YouTube and Instagram marketing for one year. The contract listed specific performance targets for each platform; for example, the contractor was required to upload videos to YouTube that received at least one million views over the course of the year and to grow the number of Instagram followers by at least fifty thousand during the same time period.

On April 8, 2021, Wuhan’s tourism bureau issued another tender, this time for the management of its “Visit Wuhan” Facebook and Twitter accounts. According to the detailed requirements for the tender, the contractor must increase the number of Facebook followers from 400,000 to 600,000 and the number of Twitter followers from 150,000 to 195,000. In both cases, the Wuhan government stipulated that the increase must comprise primarily followers from major Western countries. On May 7, the bureau awarded this contract, too, to Yingsai Baihui, for approximately $265,000.

In order to amplify its desired messages to the world, the Chinese government also began to reverse another long-term trend—that of Chinese diplomats staying off Twitter and, overall, maintaining a low-key public profile. In October 2018, there were just seventeen Chinese diplomats with Twitter accounts. In late 2019, dozens of Chinese diplomats began to open Twitter accounts and to tweet or retweet messages that were often aggressively nationalist. By February 2020, there were more than eighty Chinese diplomatic Twitter accounts. Chinese foreign ministry spokesperson Hua Chunying made her very first tweet on February 14, 2020.

The sum total of all this was that, by early 2020, the tone of Twitter’s China discourse had already begun to change. The U.S. social media platform was already starting to feel like a battleground. The once-dominant voices of the pro-democracy Chinese critics of Beijing were being increasingly drowned out by a large and growing network of pro-Beijing voices. At the outbreak of the pandemic, the Chinese government was well prepared to use Twitter and other foreign social media platforms to rewrite the narrative of Covid-19’s spread and, later, to amplify the party line on Xinjiang, Taiwan, Russia’s war in Ukraine, and whatever other messages it chose.

* * *

The Chinese government did not start out by embracing coronavirus conspiracy theories. At the end of January 2020, when a Chinese social media post claiming that the United States had engineered the coronavirus went viral, Chinese authorities arrested its author for disseminating fake news, and the People’s Daily published a photo of him in shackles, according to an investigation by the Associated Press.

But as the disease spread farther beyond China’s borders and the body count rose, the international outrage peaked. In response, Beijing launched a global propaganda blitz. On February 3, Xi Jinping publicly called on Chinese media outlets to “tell good stories of China’s fight against the epidemic.” Xi also stated that handling the pandemic will “relate directly to overall economic and social stability,” suggesting that the pandemic response was already being seen through the lens of politics and that “stability maintenance” measures, including censorship and propaganda, might be deployed. 

Some of the messaging that resulted after this call to tell “good China” stories was the usual spin, a reframing of the narrative to make the Chinese government look better. China’s foreign ministry claimed in a March 9, 2020, tweet that “China’s endeavor to combating [sic] the epidemic has bought time for int’l preparedness,” a refrain that Chinese state media and diplomatic Twitter accounts soon picked up. Some of the messaging, though, was the combative nationalism of wolf warrior diplomacy, such as that demonstrated by the tweet the Chinese embassy in Caracas, Venezuela, posted on March 18, 2020, telling Venezuelan officials who had referred to a “Wuhan” virus to “put on a face mask and shut up.”

The CCP’s preferred narrative, which it was soon to spread as far and wide as its massive propaganda apparatus and increasingly sophisticated disinformation campaigns could push it, made its first official appearance at a press conference on February 27: Zhong Nanshan, a Chinese pulmonologist helping lead the country’s Covid-19 response, said in a press briefing that day that “though COVID-19 was first discovered in China, it does not mean that it originated from China”—an evidence-free assertion that served to cast doubt on the novel coronavirus’s clear origins in China.

Chinese state media soon latched on to the idea that the pandemic may not have originated in China, and China’s new battalion of verified diplomatic Twitter accounts began pushing it hard. It was a global campaign that quickly gathered steam.

But the nature of party messaging was soon to change dramatically. Among the earliest evidence of Chinese state support for conspiracy-level disinformation regarding the origins of the coronavirus was a February 22 article in the People’s Daily that mentioned speculation over a possible U.S. military role in the pandemic. An investigation by the Associated Press found that the People’s Daily also placed paid inserts with this content in newspapers around the world, including Finland’s Helsinki Times and the New Zealand Herald. Chinese state media began featuring quotes from low-profile conspiracy theorists to boost narratives and circulating debunked fake stories that were also running in content farms. The idea that the United States had created the virus as a bioweapon had first ballooned in January among Russian media and Russia-linked proxy actors. But from February on, it was China that led the world in promoting this idea.

In March 2020, conspiracy theories about the coronavirus were rampant on the Chinese internet (and internet spaces elsewhere) but were only beginning to be embraced by Chinese state–run media—a situation reflected in a survey of internet users at the time. According to a survey conducted that month by researchers at the City University of Hong Kong, just over 50 percent of a representative sample of three thousand Chinese internet users believed that the coronavirus was a bioweapon developed by the United States. Use of the social media platform Weibo was positively correlated with belief in conspiracy theories about the virus, whereas consumption of government-run media was negatively correlated with such beliefs. “Go on WeChat, go on Weibo, look on Baidu search, and it’s full of ‘look at all the other countries getting sick,’ or ‘the virus came from the United States,’ or all different levels of conspiracy theories,” Xiao Qiang, founder of China Digital Times, a website that analyzes China’s internet and social media, said.

Chinese foreign ministry spokesperson Zhao Lijian’s March 12 tweet suggesting that the U.S. Army might be responsible for the pandemic changed all this.

Zhao was already rather infamous to China watchers on Twitter. He had previously spent several years as a diplomat in Pakistan and had been one of the earliest Chinese diplomats to use Twitter to air aggressively nationalist views. By using his position as Ministry of Foreign Affairs spokesperson to tweet this, he was signaling that China’s official position was to promote skepticism about the virus’s origins and to blame the United States.

Not everyone at China’s foreign ministry was on board with promoting the idea that the U.S. military had engineered the novel coronavirus. Cui Tiankai, China’s then ambassador to the United States, disowned the theory in a March 2020 interview with my Axios colleague Jonathan Swan, calling it “crazy.” Cui, a stately, silver-haired diplomat who had served as the Chinese envoy to the United States since 2013, seemed to prefer the relatively more reserved style of China’s traditional diplomacy; in China’s tightly controlled foreign ministry bureaucracy, for an ambassador to criticize as “crazy” something that a Chinese foreign ministry spokesperson had said on Twitter was considered remarkably direct. Cui’s comments led to speculation that the new “wolf warrior” style of diplomacy was receiving pushback within the foreign ministry.

Despite Cui’s opposition, Chinese diplomats, embassies, and media outlets soon followed Zhao’s lead in a huge, coordinated global push. In April, the Chinese embassy in France posted an article to its website claiming that the French government was letting elderly French citizens die in nursing homes. The French government summoned China’s ambassador over the post.

In early May, the Chinese embassy in Berlin published a sixteen-point rebuttal of critical reporting on China’s pandemic response. Written in a true-or-false, fact-checking style, the 4,600-word German-language post blended fact with propaganda in a sophisticated attempt to persuade German audiences that China’s response to the novel coronavirus was blameless. Chinese embassies in Portugal and Brazil soon followed with nearly identical posts to their websites.

The following example demonstrates how the official embassy post recast facts to blur reality:

Myth #6: China arrested doctors who warned the world about the virus early on to cover up the outbreak.

Fact: No doctor in China has been arrested for warning of an epidemic. Doctors who have reported a possible outbreak have been recognized by the government.

Yet it is widely known, as discussed earlier, that eight Chinese doctors were detained and interrogated for sharing information about the new virus with colleagues. It is technically true that detention and interrogation are not arrest. And three months after medical whistleblowers were detained, several were belatedly recognized as national heroes, including Dr. Li Wenliang, who had died several weeks before.

A variation on the theme of the United States’ being to blame for the coronavirus soon bubbled up, involving Fort Detrick, in Frederick, Maryland, home to the U.S. Army Medical Research Institute of Infectious Diseases. On May 1, the People’s Daily published an article asking, “What on earth happened in the bioweapons lab in Fort Detrick, Maryland? When did the earliest COVID-19 infection happen in the United States, since a COVID-19 patient without travel history to China died on Feb. 6?” Disinformation researchers also found that Beijing-aligned content farms in Malaysia and elsewhere were also putting out articles with a variety of similar claims. 

Beijing’s dissemination of disinformation and wild conspiracy theories didn’t stop with the end of Trump’s presidency. Chinese foreign ministry officials and Chinese state media began heavily promoting the Fort Detrick hypothesis in the summer of 2021, as President Biden ordered an intelligence investigation into the origins of the novel coronavirus, as the Wuhan lab leak theory gained new traction in U.S. media, and as outbreaks of the Delta variant resulted in a new round of lockdowns in China. Life had been more or less back to normal in China for over a year, and the new outbreaks rattled both the government and the population.

Chinese diplomatic Twitter accounts amplified these messages far and wide. “The US should release the data concerning the sickened American military athletes who attended the World Military Games in Wuhan,” the Chinese embassy in Zimbabwe tweeted on July 3, 2021. “In October 2019, the US sent more than 300 people to Wuhan for the Games. Was there anyone with symptoms similar to those of COVID-19? What illness did those reported military athletes have exactly? The cases should be made public as soon as possible.”

At a press briefing on July 30, 2021, foreign ministry spokesperson Zhao Lijian called on the United States to invite WHO to investigate Fort Detrick. “The international community and the American public have long voiced concerns about the illegal, obscure and unsafe activities in Fort Detrick,” Zhao said. “The Research Institute, long engaged in coronavirus studies and modification, had serious safety accidents and was shut down in 2019. Soon afterwards, a disease with similar symptoms with COVID-19 broke out in the US. On these questions, the US side has never given any explanations to its own people and the international community.”

In July, the Global Times also promoted a petition that it claimed had been started by Chinese netizens to ask the World Health Organization to investigate Fort Detrick’s role in the pandemic’s origins. The Global Times later claimed that the petition had garnered 25 million signatures in just two weeks. Disinformation researchers later found that at least 13.3 million of those signatures showed signs of having been fabricated.

The state-run China News Service hired OneSight, a Beijing tech company, to promote Beijing-aligned propaganda about Covid-19 on Twitter. ProPublica obtained records of fake Twitter accounts in 2021 reaching out to Twitter profiles with large followings, including Chinese Australian political cartoonist Badiucao, offering to pay them to post Chinese state media videos.

In August 2021, British researchers at the Centre for Information Resilience (CIR) uncovered a network of “deep fake” profiles on Twitter, Facebook, and YouTube that were linked to the Chinese state and that promoted misinformation on Covid-19, gun laws in the United States, and racial issues in a “coordinated influence operation.”

The evidence indicated a “deliberate effort to distort international perceptions on significant issues—in this case, in favor of China,” said Benjamin Strick, CIR’s director of investigations. “If we value the ability to have open and honest discussions and develop informed opinions on social media, then understanding who is trying to influence us, and how, is important.”

A Swiss biologist named Wilson Edwards featured prominently in Chinese state media coverage around the end of July 2020. One July 31 Xinhua headline read, “Swiss Biologist Wilson Edward’s Explosive Revelation: The Novel Coronavirus Originated as an American Tool to Attack the Chinese Government.” China Central Television, the People’s Daily, and many Chinese news sites carried similar headlines.

But Wilson Edwards didn’t exist. The Swiss embassy tweeted on August 10 that Swiss citizenry records contained no such person and that there were no academic articles in biology journals under that name. In this case, the fake Western expert seemed to have been the creation of one news outlet, the Voice of South Pacific, in Fiji, a bilingual Chinese-English company launched in 2020 by Fiji Chinese Media—and his quotes were then widely aggregated by many other outlets. “Wilson Edwards” was not the product of a state-backed information operation, but China’s foremost state media outlet’s reprinting of quotes from a supposed expert without attempting to verify his existence demonstrates the eagerness with which Chinese state media was seizing on anything that might suggest the United States was behind the pandemic.

* * *

In some ways, in 2020, the Trump administration and top Chinese officials seemed to egg each other on, to bring out the worst in each other. The Chinese government responded in kind to the Trump administration’s barrage of blame and suspicion. It was only after Trump and some of his top officials publicly suggested that the virus may have been engineered in a Wuhan lab that Chinese government officials and CCP’s massive propaganda apparatus began seriously to promote the conspiracy theory that the United States had created the novel coronavirus as a bioweapon. This was, perhaps, an early precursor to the “reciprocalypse” that would soon follow—the tongue-in-cheek term was coined by China Digital Times editor Samuel Wade, and the concept was championed in particular by U.S. secretary of state Mike Pompeo—as the United States and China descended into a tit-for-tat battle over reciprocity in journalist visas, sanctions, and diplomatic access.

For Americans and Europeans who did not support Trump, and especially for those who were left of center, it felt at times like they were simply watching two bullies fighting each other, rather than seeing one side as right and the other as wrong. There were clear similarities between Trump’s behavior and some of what we saw coming out of Beijing. The president regularly lied about the severity of the U.S. epidemic and threatened to withhold pandemic aid to states whose politics he didn’t like. He used press briefings and his Twitter account to make wild and baseless claims intended to distract from his administration’s failings or to discredit an opponent. Over his four years in office, he gained greater sway over government institutions by installing loyalists and consolidated power in the Republican Party by systematically destroying the positions and careers of any detractors and then rewarding those who repeated his falsehoods. The effect was a constant cascade of lies and half-truths mixed in with facts, making it extremely difficult for casual news consumers to distinguish reality from falsehood. Trump was greatly aided in this endeavor by a highly polarized media environment in which Fox News, Breitbart, Newsmax, and other conservative media outlets moved farther away from conscientious reporting and closer to what might be called party media.

Trump’s abuse of his office in this way was harmful, embarrassing, and reminiscent of the growing tendency of authoritarian leaders in the twenty-first century to destabilize the information environment in order to control the population through cults of loyalty and distrust of institutions. But the Chinese government’s embrace of disinformation, propaganda, and conspiracy theories as parts of a clear global strategy since the pandemic makes Trump’s actions look like child’s play. Trump was unable to rally the entire U.S. government, as civil servants continued to do their jobs, elected members of Congress impeached him twice, and media outlets freely fact-checked his every word. Beginning in March 2020, the Chinese party-state tasked its foreign ministry, its state media outlets, and its massive censorship infrastructure with promoting disinformation, lies, and propaganda regarding the novel coronavirus and, later, other topics. Despite his threats and anger, Trump was unable to achieve anything resembling this.

The U.S. government is, in fact, forbidden by law from the domestic dissemination of propaganda—defined as messaging intended to influence the public without revealing its government source. This law is by no means defunct. In December 2015, for example, the U.S. Government Accountability Office, a congressional auditor, found that the Environmental Protection Agency had engaged in illegal propaganda when it employed a coordinated social media campaign in which identical messages in support of a proposed environmental law under the Obama administration were posted across Twitter, Facebook, and YouTube without their author being revealed as the EPA.

U.S. intelligence agencies acting abroad are bound by different rules, and in wartime, the United States undertakes some activities abroad that it otherwise would not—including the use of covert propaganda. What makes the Chinese government different is that it uses these methods in peacetime, both domestically and abroad, as a matter of course. A book on military strategy published in 1999 by two senior Chinese Air Force colonels called such tactics “war without bounds” and “unrestricted warfare” (超限战)—defined as the use of political warfare, “lawfare,” economic coercion, and other nonmilitary strategies to achieve geopolitical goals without the use of direct military force.

Pushing the idea that the novel coronavirus pandemic did not originate in China is an odd hill on which to die. The lie is Trumpian—or perhaps Orwellian—in its sheer boldness. To rehabilitate their image, China’s leaders could easily have limited their efforts to things that were actually true, such as Beijing’s genuine successes in fighting Covid-19 and the leading role China has worked very hard to play in sending medical assistance and, later, vaccines to countries in need. Or they could have stuck with comparing China’s much more effective response to the United States’ many failures. 

It’s unquestionable that the U.S. response to the novel coronavirus in 2020 was an unmitigated disaster. The United States had the world’s highest number of known cases and the highest number of known deaths; it never managed to implement a comprehensive contact tracing system, though many other countries did; and basic scientific facts of the virus became so politicized that the very wearing of a mask became a political statement rather than a simple public health measure.

China hasn’t just learned from Russia how to perfect its online disinformation techniques; Beijing and Moscow have also come to coordinate disinformation. This phenomenon developed rapidly from 2019 through 2021 and came into full-fledged maturity with the Russian invasion of Ukraine, when China used its information control and disinformation methods to amplify Russian disinformation about the war.

As soon as Russia’s invasion began, Chinese censors began scrubbing online spaces of expressions of support for Ukraine and criticism of Russia. Chinese social media sites, which are subject to tight state control, amplified official Chinese state media posts about the war, many of which were aggregated from official Russian sites. One media directive ordered employees to avoid posting “anything unfavorable to Russia or pro-Western.” Chinese state media even bought ads on Meta targeting users around the world and pushing Russian narratives about the war in Ukraine.

Beijing’s turn toward disinformation as a global narrative tactic, inspired by Russia and first debuting with the Covid-19 pandemic, came full circle in March 2022, when, during a press conference, Chinese foreign ministry spokesperson Zhao Lijian accused the United States of operating “dangerous” biolabs in Ukraine and conducting experiments with coronaviruses there—a false claim that served as a dog whistle to anyone looking for a reason to absolve China and instead blame U.S. imperialism for the global pandemic.
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“Chewing Gum Stuck to the Bottom of China’s Shoe”

As the first year of the pandemic drew to a close, the China-Australia relationship was veering off a cliff. November 2020 saw the Chinese government levy tariffs on Australian wine and deliver the “Fourteen Grievances,” a list of sweeping domestic and international political demands on Australia, including that its leaders suppress domestic free speech and criticism of China. Another of the stated grievances was that Australia had sided “with the US’ anti-China campaign.”

But Australia’s turn against Beijing long predated Prime Minister Scott Morrison’s call for an investigation into the origins of the novel coronavirus and, indeed, the U.S. government’s own hawkish turn. By 2016, Australia had already become the first country in the world (with the exception of Taiwan) to publicly recognize and respond to the Chinese Communist Party’s pattern of political and economic coercion.

In their anger at Canberra, China’s leaders got at least one thing wrong. It wasn’t Australia that was following the United States’ lead. It was, in many respects, the other way around. Australia’s experience helped pave the way for the Trump administration’s evolving stance on China. Beijing also saw Australia as setting a dangerous example for other middle powers.

Australia’s early awakening had come about in part because of the unique background of one man: a journalist turned intelligence official named John Garnaut. U.S. and Australian intelligence agencies had tracked the party’s covert activities long enough to start sounding internal alarms about what they were seeing, but the political classes in both nations lacked the will to act on that information, knowing that the strategic and economic costs of confronting China would be great. Garnaut’s work both in and out of government bridged the gap between what was already known in the intelligence world and what many Australian politicians were trying very hard to ignore—thus, forcing a public discussion and forging the political will finally to act.

* * *

Garnaut stepped off a plane at Dulles International Airport on a sunny day in June 2017. He had just arrived on a long flight from Canberra, Australia, a capital city more distant from DC than any other capital in the world, as it sits not far from DC’s antipode on the other side of the globe. Garnaut had visited the U.S. capital before, as a journalist and tourist. But this time, it was government business that had brought him to Washington. He was on his way to the White House for a meeting with Trump’s newly minted National Security Council Asia director, Matt Pottinger—a meeting that would help set in motion the United States’ turn away from engagement with China and toward an entirely new approach of defending itself from party incursions on U.S. soil.

Garnaut has a charming smile and the confident air of a star athlete. From 2007 to 2013, he made a name for himself as China correspondent for the Sydney Morning Herald, demonstrating an almost uncanny ability to break news on factions, infighting, and corruption among Chinese Communist Party elites and princelings, the scions of the party’s founding families. In 2009, he won a major journalism award in Australia for his scoop on China’s detention of Australian citizen Stern Hu, who ran multinational mining giant Rio Tinto’s iron ore business there, amid a major corruption scandal. In 2012, Garnaut published a book about the stunning rise and equally dramatic fall of Bo Xilai, a charismatic princeling and Politburo member who once rivaled Xi Jinping for leadership of the party. Garnaut’s peerless sourcing was, perhaps, aided by the fact that he was the son of Ross Garnaut, a prominent economist who had served as Australia’s ambassador to China in the 1980s; John Garnaut had spent part of his childhood in Beijing and spoke Chinese fluently.

Perhaps surprisingly, it was Garnaut’s investigative reporting on party princelings that first drew his interest to China’s political warfare, the topic he would eventually bring to the international spotlight. By the late 2000s, China’s princelings had developed a reputation as Ferrari-driving,  fast-living, inside-trading showmen. But Garnaut found that most of them weren’t like this, at least in their exterior presentation. Rather, they tended to live somewhat humbly but exuded a deep sense of entitlement to speak of China and the party’s interests, and to do so without being silenced. They did this by drawing on the lives and experiences of their fathers and mothers—all party heroes—to diagnose the problems of contemporary China and what they saw as China’s pathway out.

But few of these princelings’ parents had been heroes on the battlefield or had even ever carried guns. Rather, they had been underground operators, working for the United Front, the intelligence system, and the “Department of Enemy Work,” later known as the International Liaison Department of the General Political Department of the People’s Liberation Army, the military office tasked with covert political influence operations. This indicated to Garnaut that it was this kind of covert political work that was most highly prized by the Chinese Communist Party.

But political warfare, and the party departments tasked with carrying it out, had been overlooked for decades in Western scholarship on China. The last English-language book on the United Front Work Department had been published decades earlier. Almost no information was available in English on the party’s efforts to extend censorship and political influence abroad or to silence dissent among Chinese diaspora communities. Yet, since the 1990s, the Chinese Communist Party had only upped its investment in political warfare abroad, cultivating friendly groups to lobby for party interests in foreign capitals while hiding the party’s role in those activities. Party officials aimed to “win without fighting” by privately suggesting to foreign government officials that China might indeed have a democratic future, if only the West would open its markets and invest enough in the country—all the while knowing that the party had no such plans.

Beyond the firewall of classified Western intelligence, very little information was available about the International Liaison Department, which for years had operated almost openly in Western political circles. The Ministry of State Security was seen largely through the lens of domestic repression in China; its international activities were largely ignored except by a handful of government intelligence analysts, who had underestimated the dramatic modernization and expansion of the International Liaison Department’s capabilities, which were well under way by 2010.  Even the “Communist” part of the Chinese Communist Party was dismissed with something of an eye roll by Western commentators, who were dazzled by the extreme capitalist successes manifested by China’s soaring skyscrapers, charismatic billionaires, and Prada-toting urbanites.

That was a mistake.

* * *

In 2013, John Garnaut returned to Australia. His new focus, informed by his unique access to China’s princelings, was China’s political warfare abroad. He set out upon what would become a yearslong process of researching and reporting on the structures, methods, and evolution of the Chinese Communist Party’s political warfare departments, trying to help fill in the gaps of Western knowledge of how the party exerted power and influence in the twenty-first century. Garnaut believed that an understanding of this was key to understanding the party and modern China. Without it, there was no way to gain a holistic picture of what was occurring.

Other researchers in Australia and neighboring New Zealand were also making major contributions to this effort around this time. In 2010, Australian journalist Richard McGregor published a book called The Party: The Secret World of China’s Communist Rulers, which reintroduced the centrality of Leninism—top-down party discipline—as the key to understanding how the Chinese Communist Party exerted political control over China’s government, courts, and officials. The book would go on to influence a generation of China journalists and emerging political scientists around the world.

In 2014, James Jiann Hua To, a brilliant New Zealand political scientist who has since retreated from the public eye, published Qiaowu: Extra-Territorial Policies for the Overseas Chinese, which drew on a trove of documents about the Chinese Communist Party’s United Front Work Department and how it sought to influence, surveil, and stifle overseas Chinese diaspora communities. Australian academics Gerry Groot and John Fitzgerald delved into the party’s United Front work, a comprehensive strategy used not just by the United Front Work Department but throughout the party’s offices to marginalize dissent and amplify support in order to smooth the way to achieve party goals. In 2017, Anne-Marie Brady, the New Zealand political scientist who had helped train To, would publish the enormously influential paper “Magic Weapons,” which examined how United Front work was being employed to directly interfere in New Zealand society and domestic politics; the paper further developed some of the concepts Brady had introduced in her 2003 book, Making the Foreign Serve China: Managing Foreigners in the People’s Republic.

In the early to mid-2010s, Garnaut wrote several key articles about the People’s Liberation Army that would become particularly influential in Washington. In May 2013, he published a story about a PLA International Liaison Department front known as the China Association for International Friendly Contact (CAIFC), which was operating openly by casting itself as a social organization facilitating exchanges between Chinese and high-level Western political and business leaders. CAIFC had hosted a delegation of top Australian business leaders, including the heads of Australia’s top banks, the head of the airline Qantas, and Geoff Raby, a former Australian ambassador to China. CAIFC did not disclose its affiliation with the PLA’s International Liaison Department, even though the department’s director, Xing Yunming, accompanied the group, and Xing did not disclose his PLA rank of lieutenant general.

The former Department of Enemy Work’s name may have changed, but its aims had not. A 2003 PLA International Liaison Department manual Garnaut obtained stated that the department was tasked with “carrying out work of disintegrating the enemy and uniting with friendly military elements.” These kinds of activities are vastly different from the diplomacy and state messaging any ministry of foreign affairs might normally facilitate. A closer analogue might be if a U.S. intelligence agency hid behind a front organization and brought a group of influential foreigners to Washington for the purpose of deceiving them about the U.S. government’s true aims and co-opting them into helping fulfill those aims.

Garnaut soon began breaking story after story about the Chinese Communist Party’s covert activities in Australia. In April 2014, he reported that Chinese intelligence officials were attempting to build “large covert informant networks” at Australian universities and that Chinese students in Australia felt harassed and frightened by these attempts. In 2015, Chinese security officials had entered Australia to pursue a Chinese citizen without asking for permission from Australian authorities, an example of China’s increasingly brazen attitude of extraterritoriality over Chinese citizens anywhere in the world. Garnaut also reported on foreign-based political donations in Australia. Since 2009 Garnaut had followed Australia’s top foreign-based political donor Chau Chak-wing, who had donated more than two million Australian dollars to Australian political parties while living in Guangzhou. Australia’s laws at that time still permitted foreign nationals to make political donations.

* * *

As Garnaut’s interest in China’s covert political influence was growing, Canberra and Beijing were quite cozy. The economic relationship between the two countries was becoming ever closer, while Australia shied away from challenging Beijing’s growing military ambitions. China had been Australia’s top trade partner since 2008. That year, Prime Minister Kevin Rudd withdrew from the just-launched Quadrilateral Security Dialogue, or “Quad,” an informal grouping of Australia, India, Japan, and the United States for the purpose of military cooperation in the Asia-Pacific region, after the Chinese government signaled its strong displeasure to the grouping. Australia’s 2009 defense white paper had stated that “the pace, scope and structure of China’s military modernisation have the potential to give its neighbours cause for concern”—but the next white paper, released in 2013, walked back this warning. Despite China’s unilateral military buildup in the South China Sea over the preceding four years, the 2013 white paper called China’s growing military strength “natural and legitimate” and stated that “Australia welcomes China’s rise.” In 2014, Xi Jinping addressed Australia’s Parliament. The same year, the two countries also launched the annual China-Australia Strategic Economic Dialogue, and in 2015, after a decade of negotiations, they inked a free trade agreement.

When he became prime minister in September 2015, Malcolm Turnbull was no China hawk. That month, Garnaut published an article exploring the reasons Turnbull was considered “soft” on China, including rumors that his son Alex’s wife might have ties to China’s party elites, which the family has firmly denied. A columnist for the Australian Financial Review wrote that Turnbull had “healthy skepticism” for the intelligence community, a legacy of the loss of trust the United States’ “Five Eyes” partners (Australia, Canada, New Zealand, and the United Kingdom) had suffered after the George W. Bush administration insisted, wrongly, that it had intelligence proving that Saddam Hussein’s Iraq had weapons of mass destruction, justifying an invasion. The director of an Australian foreign policy think tank said that Turnbull was “less prone to seeing the world through a security prism.”

But Turnbull had previously served as Australia’s minister for communications, which meant he was more attuned to concerns about Chinese telecommunications companies like Huawei than most Australian government officials during that time—who were focused primarily on the threat of terrorism. As prime minister, he had also assembled a team that didn’t view Beijing through rose-colored glasses. He chose Justin Bassi as his national security adviser. Bassi had a background in cybersecurity and, thus, like Turnbull, had a frame of reference for seeing China not just as a trade partner but also, on some level, as a security concern. The prime minister first brought on John Garnaut to help handle the media and to write speeches on China and Asia affairs. Neither realized that Garnaut would become part of the major policy shift Turnbull would soon lead.

“Where Malcolm deserves a lot of credit is in being willing to listen to John and me in our security concerns,” Bassi observed. “Malcolm was a reader of intelligence, and he was evolving his views based on the growing concerns of intelligence.” This mattered because, Bassi told me, “it was the intelligence community that moved first, with a very slow and reticent policy community and a political class who could see the benefits of being close to Beijing.” In fact, Turnbull would become the first leader in the Western world to issue a democratic call to arms in the face of China’s expanding authoritarianism.

* * *

It was the speechwriting that ended up giving Garnaut input into national policy. Amid a busy ministerial daily schedule, the time he and Turnbull spent together hashing out ideas and crafting sentences was what gave Garnaut the greatest opportunity to share his knowledge and conclusions with the Australian leader. Turnbull wasn’t inherently suspicious of Beijing, but those close to him say he was insatiably curious and impatient with unsatisfactory advice, always pushing his advisers to get more information and go deeper. 

Over the next year, Turnbull, Garnaut, and Bassi came to the conclusion that while Australia’s defense and intelligence system was doing a good job tracking twentieth-century-style defense issues, such as missiles, ships, traditional intelligence threats, the system was failing at understanding the gray spaces where Beijing did much of its security work. United Front work and political warfare are forms of influence that have no analogue in Western democratic government systems. Turnbull, Garnaut, and Bassi came to believe that Australia had to build a completely new paradigm and even a new lexicon—because there was nothing on the shelf that worked. As Turnbull would later say, it was clear that “our system as a whole had not grasped the nature and the magnitude of the threat.”

At this point, Turnbull decided to initiate a classified investigation into foreign government coercion and interference in Australia’s democratic political system. The investigation resulted in a classified report written under the auspices of the Australian Security Intelligence Organisation (ASIO), the country’s national security arm. Turnbull offered the job of writing that report to Garnaut, who accepted while continuing to serve as Turnbull’s speechwriter.

Two significant events during this time helped catalyze public debate over China’s influence and intentions in Australia. In 2015, Chinese shipping conglomerate Landbridge Group secured a ninety-nine-year lease on Port Darwin, a small, aging wharf in northern Australia where U.S. Marines and Australian forces trained several months each year and that offered southern access to the South China Sea. The local government didn’t have money to develop the port; Landbridge did. The Australian federal government had barely reviewed the deal before the local government signed. But once the deal was signed, U.S. and Australian intelligence officials warned the Australian government that Beijing could use the facility for military intelligence collection; analysts believe that Landbridge has close ties to China’s military-industrial complex. Intelligence officials were stunned that a Chinese-owned company could circumvent Australia’s federal government and work directly with a cash-strapped local government to gain access to sensitive and critical infrastructure.

The second significant event, the Sam Dastyari affair, occurred in June 2016, just as the Turnbull government was beginning to tackle China’s political influence head-on. As the scandal unfolded, it provided the Australian public with a clear and compelling example of how damaging such influence could be.

Dastyari was a senator from New South Wales and a member of the opposition Australian Labor Party. Beginning in 2016, a series of media investigations revealed that he had financial ties to a billionaire Chinese property developer, Huang Xiangmo, one of Australia’s top political donors. In June 2016, during an election campaign conference one month before the federal election, at an event with a local Chinese community, Dastyari had pledged to support China’s position in the South China Sea. That year, China had lost a ruling at a tribunal in The Hague, which found that most of Beijing’s territorial claims in the maritime region had no basis in international law. The Australian Labor Party backed the tribunal’s finding, meaning Dastyari was going against his own party’s official stance on the issue. What’s more, he made the pledge while standing next to Huang.

Huang was an Australian permanent resident but not a citizen; he had resided in Sydney since 2011. He owned a $12.8 million mansion in an affluent neighborhood, with an infinity pool and a large glass-enclosed balcony. Huang had given at least $2.7 million, through various organizations and associates, to both political parties. In 2015, he paid 55,000 Australian dollars to have lunch with Labor leader Bill Shorten. At the time, Australian law did not prohibit foreign citizens from donating to political campaigns. What’s more, Huang was known to have close ties to Chinese Communist Party organizations in China and Australia. He also gave the founding donation to the Australia-China Relations Institute, a research institution that, predictably, publishes pro-Beijing viewpoints. In a clear sign of the reach of Huang’s influence, former Australian minister of foreign affairs Bob Carr accepted the offer to serve as the institute’s director.

Subsequent reporting revealed that Dastyari had urged the government office in charge of immigration to process Huang’s citizenship application, which had stalled. He tipped off Huang that Australia’s intelligence agency may have tapped his phone, leading some in the opposition to openly question Dastyari’s loyalty to Australia. Dastyari also pressured Labor’s foreign affairs spokesperson, Tanya Plibersek, not to meet with a prominent pro-democracy activist and Australian citizen in Hong Kong during her upcoming visit. Huang gave Dastyari five thousand Australian dollars to cover a legal bill. It also came to light, according to a Chinese-language media report in 2014, that Dastyari had said that the Australian government should abandon its opposition to the air defense identification zone (ADIZ) China had declared over the South China Sea. While not an explicit claim of sovereignty, the declaration of an area over land or water as an ADIZ requires aircraft transiting through that region to report in with the declaring country’s air traffic controllers. An ADIZ can strengthen a country’s territorial claims, and China’s unilateral declaration of an ADIZ over the contested region was considered a destabilizing action. In September 2016, Turnbull condemned Dastyari’s actions as a “cash for comment” affair and asked, “Is the Labor party’s foreign policy for sale?”

From the Dastyari scandal onward, Australian journalists across several outlets began pursuing Beijing’s influence as a key area of emphasis. Chinese government harassment and surveillance of Chinese students at Australian universities began to receive more attention. The award-winning television show Secret City, a political thriller depicting Chinese government–backed schemes in Australia, premiered in 2016. Nick McKenzie, one of Australia’s top investigative journalists, turned his attention to the issue and wrote about China-linked corruption and political donations in a series of articles and in a Four Corners documentary. It was as if the floodgates had opened.

In his June 2017 address at the annual Shangri-La Dialogue security conference in Singapore, Turnbull became the first world leader to publicly warn of China’s interference in the sovereignty of other nations, striking a new tone for relations between China and the democratic world. He warned that Beijing was becoming “coercive” in its approach to the world and that China would soon “find its neighbors resenting demands they cede their autonomy and strategic space, and look to counterweight Beijing’s power by bolstering alliances and partnerships, between themselves and especially with the United States.” It was a prediction that forecast what would become the exact strategy of first the Trump and then the Biden administrations.

Garnaut’s ASIO report was completed in 2017. It identified the Chinese government as the top perpetrator of foreign political interference in Australia. The report remained classified, but its broad findings helped spur the foreign interference laws introduced in the Australian Parliament in December 2017. Those laws were modeled in part on the Foreign Agents Registration Act (FARA), a U.S. law enacted in 1938 to counteract Nazi-era propaganda. FARA requires that individuals and organizations acting on behalf of a foreign entity register with a special office at the Department of Justice and file financial and other disclosures.

“Garnaut played a central and major role in getting the Australian system and public to take Chinese foreign interference seriously,” said John Lee, who served as foreign policy adviser to Australian foreign minister Julie Bishop from 2016 to 2018. “There was always extensive intelligence on United Front activities in both the United States and Australia. However, Garnaut played a major role in using this information and intelligence to offer a broader narrative about what the CCP was doing and also link United Front activities to broader CCP foreign policy.”

In December 2017, as the foreign interference laws were being introduced, Turnbull spoke before Parliament about the Chinese Communist Party’s “covert, coercive or corrupting” activities, such as punishing media outlets for criticism, using proxies to provide financial incentives to Australian political parties, and rewarding Australian business and political leaders for toeing party lines, that threatened Australia’s sovereignty and democratic political system. It was the first time Turnbull publicly used the “three Cs” formulation to define China’s influence tactics and distinguish them from the usual diplomatic and economic activity of states. Hashed out by Turnbull, Garnaut, and Bassi, the phrase was later picked up by Trump-era U.S. officials and is now used by analysts around the world who are examining China’s activities in their own countries. The “three Cs,” Turnbull explained, could be combated by a counter foreign interference strategy built on the four pillars of “sunlight, enforcement, deterrence and capability.”

Unsurprisingly, this speech played poorly in Beijing. China’s foreign ministry said the prime minister’s speech “poisons the atmosphere of the China-Australia relationship.”

* * *

As Australia was sticking its neck out in 2017, the United States was saying very little. Despite Trump’s tough-on-China campaign rhetoric, by mid-2017, senior U.S. officials had yet to give a single speech or publish an article outlining the administration’s views on China. 

But this belied changes in perspective that had been taking place behind closed doors in U.S. intelligence agencies spanning both backward in time for at least a decade and outward across oceans through the long-standing intelligence-sharing relationships among Cold War allies, namely the Five Eyes of Australia, Canada, New Zealand, the United Kingdom, and the United States.

In the late 2000s, the FBI Counterintelligence Program had just a handful of people working on issues related to China’s political influence activities in the United States. Under President Obama, FBI counterintelligence investigations relating to China often focused on disrupting operations rather than pursuing indictments. This meant that if an operation was successfully disrupted, the U.S. public would never have any idea what the Chinese government had been attempting, because no records of the case would be made public.

Over the next several years, FBI personnel saw the amount and extent of China-linked espionage and influence activities on U.S. soil grow, but there was no corresponding growth in the number of cases made public through indictments or formal charges. Between 2013 and 2016, the Department of Justice issued zero indictments for espionage tied to China, yet, during this time, China’s Ministry of State Security—traditionally more focused on domestic political security—dramatically increased the scale of its international political operations. The sheer number and significance of classified cases that remained out of the public eye were breathtaking, sources told me. As a result, there was a widening gap between what the U.S. government was beginning to understand about the CCP’s aggressive interference and espionage activities and what the American public knew. This state of affairs was the source of frustration and growing alarm at the DOJ.

Throughout the 2010s, other U.S. intelligence agencies began to experience a similar sense of rising alarm across regions and sectors, as the Chinese government aggressively sought to increase its power and influence beyond its borders. In addition to interagency processes to share what they were seeing, U.S. agencies actively pursued exchanges with their Australian counterparts on this issue and invited Australian politicians, academics, and researchers to brief U.S. officials and meet with investigators.

In 2016 and 2017, U.S. government intelligence analysts became particularly interested in a series of investigations by Garnaut, published several  years earlier, that described the Chinese military’s political influence operations run by its International Liaison Department. In one 2013 article, Garnaut had laid out how one top Chinese military officer, Zhang Yang, the head of the PLA’s Political Work Department, which is responsible for influencing the defense policy of foreign governments, was able to gain easy access to high-ranking former officials in the United States and Australia without arousing suspicion.

“Zhang holds one of the four most important positions in the Central Military Commission, but he is barely noticed by many Western military analysts because he has a job that does not exist in their home systems,” Garnaut wrote. This key observation would come to underlie the discussions Garnaut would later have with Turnbull and with U.S. officials, including Pottinger, about how Western democracies had forgotten how to deal with or even talk about Communist parties.

This engagement with top Western government figures happened through the China Association for International Friendly Contact, the International Liaison Department’s public-facing platform to engage with Western elites. CAIFC once had an expansive website that posted regular updates on its meetings with foreign officials and business leaders, the exchanges and programs it sponsored, and the visiting congressional delegations it received. Around 2016, after U.S. intelligence agencies began to take an interest in Garnaut’s work and in CAIFC, the website was scrubbed of most content and today contains little information.

U.S. intelligence agencies weren’t alone in tracking China’s increasingly aggressive behavior abroad. There was also the Five Eyes, the intelligence-sharing partnership. The Five Eyes is not a single treaty but, rather, many different and overlapping agreements on the sharing of images, signals intelligence, human intelligence, and other kinds of information—a “spider’s web on a spider’s web on a spider’s web” is how Richard Aldrich, a professor of international security at the University of Warwick and author of GCHQ: The Uncensored Story of Britain’s Most Secret Intelligence Agency, describes it. “There will be agreements between departments that we don’t even think of as part of intelligence.” Because of quick shared access to the same pool of intelligence, the Five Eyes partners have a tendency to back one another up.

The Five Eyes was crucial during the constant spy games of the Cold War. After 9/11, the group again attained a new level of urgency in the global fight against terrorism. The intelligence failures that led up to 9/11—in particular, the dossiers on future 9/11 hijackers that sat gathering dust on desks—led to a sort of culture change among Five Eyes stakeholders. “We’ve moved from ‘need to know’ to ‘need to share,’” Aldrich told me. “The attitude is: We don’t want another 9/11 on our watch. No one wants to be sitting on the file that should have been shared.”

But China remained low on the priority list. President Barack Obama’s “pivot to Asia” was intended to help rebalance U.S. resources away from the Middle East and toward China, including the vast U.S. intelligence resources that had been redirected to the Middle East after 9/11, leaving China-related offices and capabilities underdeveloped. Obama’s pivot never really got off the ground, however, and his foreign policy had remained mired largely in the Middle East, with the major exception of the creation of the U.S.-led Trans-Pacific Partnership in early 2016, an agreement between the United States and twelve Pacific Rim countries but, conspicuously, not China. The TPP marked the biggest multilateral trade agreement since the creation of the World Trade Organization and was widely viewed as a direct challenge to China’s growing economic and political clout in the Asia-Pacific region. But overall, as alarm grew within the understaffed China sections of intelligence agencies, their warnings did not result in significant policy shifts.

From the perspective of Australian government officials dealing with the United States during this time, this U.S. retreat from challenging China was due in part to the rise of the Islamic State, which dominated global attention and security resources for several years, and also to changes in personnel. “Prior to 2016, there were some within the U.S. system who were actually worried about the direction Australia’s China policy was heading in terms of becoming too naïve about some of the problems China presented,” Lee told me. This had been particularly true while Hillary Clinton was secretary of state; John Kerry, who held that position during Obama’s second term, brought a softer and less confrontational approach to dealing with China. “By the time I entered the Australian government in early 2016, there appeared to be insufficient American resolve and will to challenge aspects of China’s behavior.” This uncertainty, said Lee, had the effect of further weakening the strategic courage and creativity of allies such as Australia.

Change would soon come from a surprising direction. On the 2016 campaign trail, Donald Trump had railed against the U.S. trade deficit with China. After his surprising victory, it was clear that the United States under the new president wasn’t going to be business as usual. This was particularly true on the China front. After Trump’s election, analysts had debated if Trump would be tougher on China—he had, after all, campaigned on a trade war—or if his eagerness to sign a trade deal, his apparent affinity for dictators, and his wealthy friends on Wall Street would lead him to cozy up to Xi Jinping.

On Friday, December 2, 2016, I had lunch with a diplomat from the Taipei Economic and Cultural Representative Office, or TECRO, Taiwan’s de facto embassy in Washington. I was heading to Taipei in just a few days to interview Taiwanese president Tsai Ing-wen, and the diplomat and I had arranged to meet before I left. I mentioned these concerns to her and asked if she and her colleagues were worried that Trump might sell out if Xi offered major trade concessions in exchange for U.S. abandonment of Taiwan.

She replied with surprising confidence that, no, she was not worried and that there were people close to Trump who were strong supporters of Taiwan. I wondered at her apparent certainty.

Hours later, I knew the reason for her confidence. That evening, the news came out that the president-elect had broken with decades of precedent and spoken with Tsai in a phone call earlier that very day. This action suggested that the incoming administration might be iconoclastic not just on trade but also on other fronts of the United States–China relationship.

But one of Trump’s first actions as president belied such a simple conclusion. On January 24, 2017, he issued an executive order withdrawing the United States from the Trans-Pacific Partnership, surrendering U.S. economic leadership in the Asia-Pacific region in a self-inflicted wound from which the United States may never be able to recover. The TPP would have been the biggest regional trade agreement in history; negotiations had been ongoing for almost a decade. It would have not just reduced tariffs but also set progressive new standards in labor, intellectual property, human rights, governance, and environmental protections for member countries, which together comprised 40 percent of the global economy. The United States would have been by far the largest economy in the new trade bloc, obtaining strong economic and political sway in the Indo-Pacific and serving as a counterweight to China’s pull in the region. In addition, the Obama administration had persuaded the leaders of member states to expend their own domestic capital to ensure their governments and populace supported the deal. By withdrawing, the United States didn’t just dismantle the best tool in its arsenal to fight China’s authoritarian economic statecraft; it also deeply damaged the trust that regional governments had previously had in the United States as a reliable partner.

Moreover, months of infighting among different factions close to Trump—his billionaire friends who preferred a closer (and more lucrative) relationship with Beijing versus White House adviser Steve Bannon and other über–China hawks—kept China policy frozen in place. As for Trump, he wasn’t wedded to any particular moral platform when it came to China. In those early months, he focused on his personal relationship with Xi Jinping. The two leaders held their first summit in April 2017, at Mar-a-Lago, after which Trump commented that Xi was a “terrific person” and that they had “good chemistry” and “a very good relationship.” The president’s early attempts to negotiate with North Korea seemed to occupy the foremost place in the United States’ Asia policy at this time.

As 2017 wore on, the Trump administration struggled to articulate a China policy at all. The opening salvos of the United States–China trade war were still a long way off. As an August 2017 analysis by Brookings Institution scholars found, the administration was “still in search of a strategy”: “The Trump administration has not presented a coherent public explanation of how it views China, what kind of relationship it seeks to cultivate, or how it plans to do so.”

* * *

It was in the midst of these foreign policy doldrums in late June 2017 that Garnaut had flown to Washington. He was scheduled to talk with Matt Pottinger at 5 p.m. on a Friday afternoon, the slot in a public servant’s schedule that often goes to unimportant meetings. The two met in one of the secure skiffs in the Eisenhower Executive Office Building, near the White House. But the meeting stretched on. Pottinger grilled Garnaut on Chinese elite politics and the history of Chinese Communist Party influence tactics. Six thirty p.m. came and went, and the two hadn’t gotten past discussing the CCP’s strategies during World War II. 

So, Pottinger invited Garnaut for breakfast at his rented house in Cleveland Park the next morning. They sat at the kitchen counter and, over homemade blueberry waffles made by Pottinger’s wife, Yen, talked for hours about democratic governments, the “gray zone” tactics of the CCP’s contemporary influence machine, and traditional military and economic competition. Garnaut was impressed. He saw that Pottinger was strategic, driven, action-oriented, and not beholden to the pro-engagement status quo that had trapped three decades of China analysis. Like Turnbull, Pottinger showed insatiable curiosity about things that mattered, and he was impressed with how Garnaut had used his reporting experience to help craft a major policy shift in Australia. “John had a galvanizing effect. He got it done,” Pottinger later told me.

The two also talked about their respective backgrounds, which were surprisingly similar. Pottinger had spent seven years in China as a reporter for the Wall Street Journal and had then returned to the United States and joined the U.S. Marines. In December 2016, Gen. Michael Flynn, Trump’s first national security advisor, asked Pottinger to join Trump’s fledgling China team as Asia adviser. This meant that both Garnaut and Pottinger had previously served as correspondents in China, returned to their respective home countries, and eventually taken government positions working on China strategy—a fairly unusual career path for former foreign correspondents. The two hadn’t quite overlapped during their posts in Beijing, though they knew each other’s names and work. But it’s no coincidence that two former China correspondents both had a clear-eyed view of how the Chinese Communist Party actually worked. During his years as a correspondent in China, Pottinger had been assaulted and detained by Chinese police. And Garnaut, over the course of his reporting, had seen death, cover-ups, corruption, and bribery up close and personal; the Chinese party-state had even attempted to recruit him as one of their own.

This was their first meeting, but it was far from their last. Garnaut may not have known it, but Pottinger at this time was working with NSC advisor Nadia Schadlow to draft the Trump administration’s National Security Strategy. In subsequent meetings, Pottinger had Garnaut give briefings to Schadlow and to national security advisor H. R. McMaster. When Garnaut brought along the findings from his classified ASIO report, Pottinger made sure that Secretary of Defense Jim Mattis read them. 

The ASIO report’s key findings were not publicly announced until May 2018, and the report’s entire contents remain classified, but subsequent reports and publicly available documents outline what Mattis, Schadlow, and Pottinger were reading as they formulated the National Security Strategy. The report identified China as the primary state actor responsible for foreign political interference in Australia. Garnaut discussed the findings of the report, and the strategies Australia was pursuing in response, in public testimony presented to the U.S. House Armed Services Committee in March 2018. “The Chinese Communist Party manipulates incentives inside our countries in order to shape the conversation, manage perceptions and tilt the political and strategic landscape to its advantage,” Garnaut told the gathered U.S. lawmakers. “Our challenge—the shared challenge of democracies across the world—is to work with the strengths and shore up the vulnerabilities of our open, multicultural, democratic systems in order to push back against authoritarian interference.” Appropriate countermeasures to China’s “three Cs” should require “sunlight, enforcement, deterrence and capability,” Garnaut said. Such strategies should also be country-agnostic, designed to push back against the Chinese government’s interference but also against that of any other authoritarian government.

John Lee, who was also interacting with Trump officials during this time, found those officials very receptive and more willing to consider “creative approaches” than their predecessors. “I would say that these key Trump figures were far more willing to seek and consider Australian views than the second-term Obama administration,” Lee observed.

The U.S. National Security Strategy was released in December 2017. It was the first major U.S. strategy document to raise concerns around China’s infringement on the political sovereignty of other nations, echoing Australian prime minister Turnbull’s June 2017 speech at the Shangri-La Dialogue in Singapore. “For decades, U.S. policy was rooted in the belief that support for China’s rise and for its integration into the post-war international order would liberalize China. Contrary to our hopes, China expanded its power at the expense of the sovereignty of others,” the document stated. In February 2018, Trump approved the National Security Strategy’s Indo-Pacific Framework, drafted in significant portion by Pottinger.

The expansive framework called for building an “international consensus that China’s industrial policies and unfair trading practices are damaging the global trading system”; expanding U.S. counterintelligence and law enforcement to counter China’s intelligence activities in the United States and expanding intelligence sharing with allies to help them do the same; developing military and asymmetric warfare strategies to help Taiwan in its tense relationship with China; strengthening national security reviews of Chinese investments into sensitive U.S. sectors; and working with allies and partners to try to “prevent Chinese acquisition of military and strategic capabilities,” among numerous other measures.

The Indo-Pacific Framework also drew directly from Australia’s experience under Turnbull, including a reference to a shorthand version of the “three Cs.” The document stated that one of the “desired end states” of the National Security Strategy would be that “the United States and its partners on every continent are resistant to Chinese activities aimed at undermining their sovereignty, including through covert or coercive influence.” One objective for achieving that was to “align U.S. Indo-Pacific strategy with those of Australia, India, and Japan” and to “expand and prioritize U.S. intelligence and law enforcement activities that counter Chinese influence operations.”

A senior White House official confirmed to me in 2021 that the Australian experience had played a key role as the Trump administration formulated its China policies and the Indo-Pacific Framework in particular. “In many ways, they were ahead of the curve in understanding influence operations and interference in domestic systems,” the official told me. “They were pioneers, and we have to give a lot of credit to Australia.” The senior official gave special credit to John Garnaut and Anne-Marie Brady, specifically Brady’s 2017 report “Magic Weapons.” Brady had visited Washington, DC, several times over the past few years and briefed U.S. officials on New Zealand’s experience with China’s covert political influence. She paid a high personal cost for her outspokenness. Laptops and research materials were stolen from her home and office in New Zealand, though cash and valuables were untouched; her car was tampered with; and her sources in China were harassed, in what she described as a clear campaign of intimidation.

In late 2017, as Trump was still by turns complimenting and lambasting China’s leaders, focusing almost exclusively on trade and North Korea, the Indo-Pacific Framework may have seemed like a wish list. But 2018 would see the emergence of an increasingly unified China strategy that would, over the next three years, track very closely with what Pottinger had laid out.

In February 2018, FBI director Christopher Wray’s comments during a Senate hearing hinted at widespread concerns over China’s espionage in the United States. Wray said that the FBI saw China’s use of nontraditional collectors “in almost every field office that the FBI has around the country. It’s not just in major cities. It’s in small ones as well. It’s across basically every discipline.” He also warned that the Chinese government was using unconventional means to increase its power and influence around the world.

In March 2018, the Office of the U.S. Trade Representative (USTR), Robert Lighthizer, released the findings of its extensive Section 301 investigation into China’s trade practices. The 215-page report documented the Chinese government’s widespread and systemic abuse of an open trade system to gain unfair advantage, particularly by forced technology transfer. “The Chinese government reportedly uses a variety of tools, including opaque and discretionary administrative approval processes, joint venture requirements, foreign equity limitations, procurements, and other mechanisms to regulate or intervene in U.S. companies’ operations in China, in order to require or pressure the transfer of technologies and intellectual property to Chinese companies,” the USTR report stated in one of its key findings. The Section 301 report lent a clearly documented, factual basis for Trump’s relentless excoriation of China’s “unfair” trade practices

In May 2018, the United States renamed its Pacific Command (USPACOM), the unified combatant command based in Hawaii and overseeing the Asia-Pacific region, the “Indo-Pacific Command” (USINDOPACOM). It was a symbolic move that did not assign additional resources to the region, but it marked a strategic turn toward the region and an attempt to tie the United States more closely to India and other regional partners amid Beijing’s growing sway.

The United States–China trade war, long threatened, officially began on July 5, 2018, as Trump announced $34 billion in tariffs on a range of Chinese goods. The Chinese government immediately retaliated with $34 billion in tariffs on U.S. goods. The next two years would see further rounds of tariffs and retaliations, dialogues that went nowhere fast, and more tariffs, as the U.S. government offered subsidies to help prop up industries damaged by the trade war. 

In October 2018, Vice President Mike Pence stepped in front of a microphone at the Hudson Institute, a conservative Washington, DC, think tank, and launched into a forty-minute speech that would finally outline what became the Trump administration’s China policy. “As we speak, Beijing is employing a whole-of-government approach, using political, economic, and military tools, as well as propaganda, to advance its influence and benefit its interests in the United States,” Pence said. “China is also applying this power in more proactive ways than ever before, to exert influence and interfere in the domestic policy and politics of our country.” He gave examples of the Chinese government exerting pressure on U.S. businesses, local and national politicians, tech companies, academia, and even Hollywood to toe the party line. “We will not stand down,” Pence declared.

The speech hit top Chinese officials like a slap in the face. This wasn’t Trump’s Twitter foreign policy, with its ragging on Chinese trade policies one day and complimenting Xi the next. Rather, it marked, both in policy and tone, a substantive and comprehensive departure from the decades-long engagement era. Longtime New York Times China correspondent Jane Perlez described the speech as a “public indictment” of Beijing. Commentators on Chinese social media likened it to Churchill’s “Iron Curtain” speech. If Turnbull’s two speeches the year before had clearly signaled that Australia wanted to set a new tone for how democracies related to China, then Pence was giving that message the world’s loudest megaphone.

In November 2018, the U.S. Department of Justice announced its China Initiative, a sweeping new focus on combating China’s economic espionage in the United States. The initiative would also work with the DOJ’s Foreign Agents Registration Act unit to “counter covert efforts to influence our leaders and the general public,” U.S. attorney general Jeff Sessions said in his November 1 remarks. The initiative tracked clearly with the Indo-Pacific Framework approved nine months earlier, both in its emphasis on economic aspects of the Chinese Communist Party’s attempts to use unfair practices to grow its global heft and in the stress it placed on covert influence, particularly the Indo-Pacific Framework’s insistence on making major examples of China’s foreign interference publicly known.

By the end of 2018, the U.S. and Australian governments were experiencing a high degree of public and private convergence in their assessment of the problems posed by the Chinese Communist Party and in the policies they were proposing in response. This bilateral convergence was just a beginning. As indicated in Turnbull’s 2017 Shangri-La speech and in the 2018 U.S. Indo-Pacific Framework, getting more allies on board was a top priority. The Five Eyes began to focus more on China and to become more vocal about their joint efforts and their shared commitment to upholding democratic values and security.

In early 2018, Five Eyes governments also began sharing classified information relating to China’s foreign influence activities with countries outside the coalition, including Germany and Japan. This marked an unofficial expansion of the Five Eyes alliance around the particular topic of foreign influence. The expanded sharing was “below the radar,” according to one government official, and was usually conducted bilaterally.

“Consultations with our allies, with like-minded partners, on how to respond to China’s assertive international strategy have been frequent and are gathering momentum,” one U.S. official said of the expanded information sharing in late 2018. “What might have started as ad hoc discussions are now leading to more detailed consultations on best practices and further opportunities for cooperation.” According to Bassi, “Australia going first meant no one could honestly say” that U.S. actions on China were just about cynical great-power rivalry. It helped ensure that the debate couldn’t just be about the U.S. and China.”

Australia’s ban on Huawei was a particularly prominent example of this; the ban came almost a year earlier than the U.S. offensive against Huawei. In early 2018, hackers working at the Australian Signals Directorate played out a cyber war game testing the vulnerability of 5G networks. Their findings raised alarms within the directorate that, if Huawei became embedded in the country’s 5G networks, they would essentially be indefensible. In high-level meetings in Washington in 2018, Turnbull raised the issue with top U.S. officials. Canberra quietly reached out to governments in western and Northern Europe to share their findings on Huawei and warned India of the risks as well. In August 2018, Australia banned Huawei and ZTE from providing 5G technology there.

It wasn’t that the U.S. intelligence community didn’t know Huawei was a problem, Bassi explained. It was that U.S. policy and public debate were far behind where intelligence agencies stood on the issue. It wasn’t until May 2019 that the Trump administration blacklisted Huawei and began its push the get European allies to block it from their 5G networks as well.

In December 2020, the Office of the Director of National Intelligence said that it would boost spending on China spying by about 20 percent. Director of National Intelligence John Ratcliffe said that the increase in resources would involve both “money and manpower,” and he also suggested that some analysts who had previously worked on counterterrorism would be reassigned to China-related work.

When the Hong Kong government disqualified elected legislators in November 2020 amid the city’s deepening authoritarianism imposed by Beijing, the foreign ministers of the Five Eyes issued a joint statement urging authorities in Beijing to “re-consider their actions against Hong Kong’s elected legislature and immediately reinstate the Legislative Council members.” This prompted an especially foreboding response from China’s foreign ministry: “No matter if they have five eyes or ten eyes, if they dare to harm China’s sovereignty, security and development interests, they should beware of their eyes being poked and blinded,” ministry spokesperson Zhao Lijian, former envoy to Pakistan and number one wolf warrior, said in response at a press briefing.

* * *

It was against this yearslong backdrop that Prime Minister Scott Morrison issued his call, in April 2020, for an independent investigation into the origins of the novel coronavirus. The Chinese government responded by launching a campaign of economic coercion against Australia, with 80 percent tariffs on Australian barley announced two weeks later and more tariffs targeting sugar, lobster, coal, copper ore, and cotton soon to follow.

“Australia is always messing around,” Hu Xijin, then editor in chief of the nationalist tabloid Global Times, wrote on Weibo in April 2020. “I feel it is a bit like chewing gum stuck to the bottom of China’s shoe. Sometimes you have to find a stone to scrape it off.”

Beijing’s pressure didn’t stop at tariffs. In July 2020, China’s Ministry of Foreign Affairs warned Chinese citizens against traveling to Australia, citing what it called a “marked increase in racial discrimination and violence in Australia,” “anti-China” incitement by Australian media, and arbitrary searches of Chinese citizens by Australian law enforcement. Of course, Australia wasn’t arbitrarily searching and seizing the property of Chinese citizens residing there; it had issued a travel advisory warning that Australian citizens traveling to China risked arbitrary detention. China’s own statement was issued just a few days later, echoing the language of Australia’s foreign ministry. This put a $28 billion industry in Australia at stake.

Chinese investment in Australia also plummeted by 62 percent in 2020. That’s a 94 percent drop from 2016, when it peaked at $12.8 billion. That year, Australia tightened rules on foreign investment, which reduced it to some extent, but the dramatic drop in 2020 was an outlier.

In November 2020, the Chinese embassy in Canberra deliberately leaked a document to Australian news outlets that has come to be known as “the Fourteen Grievances.” The list of complaints included Australia’s: blocking of Chinese investment projects and banning Huawei and ZTE on national security grounds; enacting new foreign interference legislation; calling for an independent inquiry into the origins of the novel coronavirus; “interfering” in Xinjiang, Hong Kong, and Taiwan affairs; complaining at the United Nations about China’s claims in the South China Sea; making efforts to “torpedo” Victoria’s participation in China’s Belt and Road Initiative; funding an unnamed “anti-China think tank” (a clear reference to the Australian Strategic Policy Institute, or ASPI, in Canberra); accusing China of cyberattacks; allowing “antagonistic” media reports about China; criticizing the CCP by Australian members of parliament; and tolerating racist attacks against Chinese people.

The Sydney Morning Herald called the list an “extraordinary attack on the Australian government.” Kelsey Munro, a senior analyst at ASPI, called it a “helpfully unambiguous ransom note,” one that demanded Australia choose between “sovereignty or friends with China, you decide.”

Rush Doshi, director of the Brookings Institution’s China Strategy Initiative in Washington, who would soon be asked to join President Biden’s National Security Council as a China director, called the Fourteen Grievances “revealing.” As he tweeted at the time, “It shows the PRC holds countries responsible for their free civil societies & serves as a template for illiberal order-building. . . . An old view was that China used economic coercion when core interests had been crossed. That’s outdated.”

With its list of grievances, Beijing was also punishing Australia for the actions of its citizens and demanding that the nation give up sovereignty in key areas. “The deployment of coercive economic leverage to shape Australian internal behavior is a kind of illiberal order-building,” Doshi noted in the same tweet. “This list is a partial guide to the norms of that illiberal order.” Those norms include curtailing domestic media and muzzling civil society at Beijing’s demand, not reporting China’s cyberattacks, allowing access to Chinese champions like Huawei, and permitting Beijing’s interference in domestic politics.

The economic fallout in Australia could have been far worse. Australia is the world’s top iron ore exporter, and China is its most important customer; in 2019, 82 percent of Australian iron ore exports went to China. If Beijing had decided to slap huge tariffs on Australian iron ore, the Australian economy would have taken a real beating.

But China is also heavily dependent on Australian ore, which comprises 60 percent of its iron ore imports. It is the world’s largest iron consumer, as construction-heavy projects are still powering the country’s development. It’s no easy trick to find an immediate replacement—though Chinese companies are currently developing an ore mine in Simandou, Guinea, estimated to have one of the largest ore reserves in the world. Still, it makes sense that Beijing didn’t place tariffs on Australian iron ore, and as a result, Australia’s overall trade balance sheet with China didn’t seem to reflect a dramatic drop over the course of 2020.

Global markets also tossed Australia something of a life preserver. In early 2021, iron ore prices soared due to a spike in demand from robust steel production in China amid reduced supply due to ongoing pandemic-related disruptions and complications from a 2019 dam collapse in Brazil, the only other country besides Australia that produces large quantities of iron ore. Even so, overall trade volumes aside, individual industries in Australia suffered heavily.

As a growing number of governments began to realize that the Chinese government could not be relied upon to keep national security from encroaching on what should have been siloed off as purely commercial activities, global trust in China plummeted. In December 2020, Australia appealed to the World Trade Organization, and in June 2021, Prime Minister Scott Morrison called for a binding dispute resolution mechanism in the WTO to address China’s economic coercion.

“If you make China the enemy, China will be the enemy,” a Chinese government official told an Australian reporter.
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Hong Kong Outlaws Global Activism

The global crisis created by the Covid-19 pandemic gave Beijing the perfect opportunity to silence the tradition of free speech and protest that had long thwarted its plans for Hong Kong. Western countries were far too preoccupied to take serious countermeasures, and China’s leaders knew it. Beijing’s takeover of Hong Kong demonstrated the new confidence and ambition with which Xi now viewed the party’s rule. That domination was now highly public, not hidden in the shadows of influence or corruption. In June 2020, Beijing asserted authoritarian rule over one of the world’s most important financial hubs, with a clearly outlined plan to use control over financial assets to crush dissent. And its rule extended far beyond the city itself, with a powerful new law creating a foundation for waging lawfare on free civil societies around the world—including in the United States.

* * *

On the morning of July 31, 2020, Samuel Chu woke up when his cell phone rang. It was a friend of his, a journalist who worked for the BBC in Washington, DC.

“How are you doing?” the friend said, sounding concerned.

Chu was confused. It was 5 a.m. in Los Angeles, where he was based. The night before had been just like any normal night. He’d gone to bed after watching some episodes of Law & Order. “I’m sleeping!” he said.

“You better check the news,” his friend said.

When Chu did, he was stunned. The Hong Kong government had just  issued an arrest warrant for him and five other Hong Kong pro-democracy activists under the newly passed National Security Law, accusing them of “incitement to secession” and “collusion with foreign forces.” It was the first time that the new law had been invoked to target people living outside Hong Kong.

But Chu had been an American citizen for almost twenty-five years and had spent much of the past twenty years as a community organizer in the United States; the Hong Kong advocacy work he had done was through a U.S.-registered, U.S.-based nonprofit that worked with U.S. lawmakers on Capitol Hill. The Beijing-backed government of Hong Kong was accusing an American of “colluding” with his own government by engaging in advocacy that is a right under U.S. law. It was a shot across the bow warning Beijing’s critics that no matter where in the world they lived, the party was coming for them. It was also a direct attack on American civil society and political freedom, a clear message that Beijing believed its jurisdiction extended onto U.S. soil.

Two months earlier, in May 2020, as much of the world was buried deep in the first wave of Covid-19 lockdowns, Beijing had decided to take Hong Kong. It wasn’t a military invasion: no tanks rolled down the streets of China’s only free city. Instead, Beijing used the power of law to impose its will on Hong Kong’s civil society, courts, police, universities, and streets, dismantling the city’s celebrated political institutions and freedoms in a matter of months.

That month, the National People’s Congress, China’s rubber-stamp legislature, convened in Beijing for its annual two-week meeting. The session, usually held in March, had been delayed two months due to the coronavirus pandemic. On May 22, without prior notice, the NPC announced new national security legislation that it would insert into Annex III of Hong Kong’s Basic Law, giving it legal force in Hong Kong. The text of the draft law was never released, but according to a report by state news agency Xinhua summarizing the draft law’s contents, it cited “national security risks” in Hong Kong and the need for “law-based and forceful measures” to “prevent, stop and punish such activities.”

This was a direct shot at the Sino-British Joint Declaration of 1984, the treaty outlining the 1997 handover in which China had agreed to grant Hong Kong a “high degree of autonomy, except in foreign and defense affairs,” and to uphold a broad swath of rights and freedoms, including the freedoms of press, assembly, speech, strike, association, and academic research. According to the treaty, the laws governing Hong Kong were required to be drafted and passed in Hong Kong, using the city’s own governance and legal traditions—not in Beijing.

Beijing justified its actions by saying that it was stepping in because the Hong Kong government had failed in its obligation to pass national security legislation, as was required under Article 23 of the Basic Law, which states: “The Hong Kong Special Administrative Region shall enact laws on its own to prohibit any act of treason, secession, sedition, subversion against the PRC government, or theft of state secrets, to prohibit foreign political organisations or bodies from conducting political activities in the Region, and to prohibit political organisations or bodies of the Region from establishing ties with foreign political organisations or bodies.”

Beijing’s move didn’t come as a complete surprise. The Basic Law, Hong Kong’s brief constitution, requires the city to adopt security laws, but no such legislation has ever been enacted—due, in large part, to the distrust Hong Kongers feel toward China’s party rulers and what their true intentions for such legislation would likely be.

The Hong Kong government, whose chief executive is selected by an election committee structured to lean heavily pro-Beijing, had tried several times before to pass national security legislation but had been thwarted by mass demonstrations. In 2003, the last time it tried to pass such legislation, as many as half a million people flooded the streets in protest. The draft law was tabled.

Subsequent efforts to bring Hong Kong more firmly under the central government’s control had been similarly stalled by popular protest. In September 2012, the Hong Kong government canceled plans to introduce a mandatory patriotic education curriculum in schools that extolled the virtues of CCP rule. But the idea of a national security law never completely faded from view. In 2015, following the National People’s Congress’s enactment of a national security law for the mainland, pro-Beijing academics and legislators called for Hong Kong to enact its own national security law before China legislated its own for the territory.

And in 2019, amid widespread protests sparked by a proposed law that would have allowed extradition of criminal suspects to mainland China, China’s leaders again pressed for the imposition of a national security law. The protests were among the largest in Hong Kong’s history;  on June 9, more than a million people attended a protest against the extradition bill, and subsequent protests also drew huge numbers. As the protests continued into the summer and fall, groups of radical protesters increasingly engaged in violence against targets perceived to be pro-Beijing, and police responded with force that the protesters often criticized as disproportionate.

State media in China uniformly condemned the protests, focusing on reported acts of violence and alleged foreign interference. A November 2019 China Daily editorial described protesters as “violent criminals” controlled by the United States and other foreign forces. Views of the protests in mainland China largely reflected these sentiments.

Even many educated Chinese people with access to unbiased information about the protests were unsympathetic, viewing them as a distraction from economic concerns in Hong Kong. Mainland Chinese students and those supporting the protests clashed on university campuses around the world, with some of these confrontations turning violent. At the University of Queensland in Brisbane, Australia, a scuffle broke out after pro-China students ripped up signs held by students supporting the protesters.

By the time the pandemic hit, these mass protests had already embroiled Hong Kong for months. Pandemic restrictions did what police batons, tear gas, and arrests could not: clear the streets of protesters. In March 2020, Hong Kong enacted a regulation banning public gatherings of more than four people, and Quartz reported that the Hong Kong Police Force was using the law to target protesters. For the first time in Hong Kong’s history, the police banned the annual June 4 vigil commemorating the pro-democracy Tiananmen Square protests of 1989, after conveniently extending the restriction on gatherings to June 5.

Many in Hong Kong credited the solidarity forged during the 2019 protests with enabling a successful grassroots response to the pandemic in its early days, but the city’s good fortune has not lasted. A spike in cases of Covid-19 in early 2022 drove Hong Kong’s death rate, by early March, to the highest level in the developed world, as evidenced by grisly images of hospital wards packed with both the living and the dead. With the city’s turn toward authoritarianism, it has become increasingly difficult to question or even understand the government’s policies.

The National People’s Congress announced the new draft law just as China’s leaders were using the occasion of the NPC’s lianghui, or “two meetings,” to declare victory over the domestic epidemic in mainland China. This presented a stark contrast to much of the Western world. While China had employed strict lockdowns to halt the spread of the virus, leaders in the United States and Europe were largely unwilling or unable to employ similar strategies. This had led to rising case counts and a crisis of confidence in the ability of Western democracies to respond to major crises.

“While the rest of the world is preoccupied with fighting Covid-19, [Xi Jinping] has in effect ripped up the Joint Declaration, a treaty lodged at the UN to guarantee Hong Kong’s way of life till 2047,” wrote Chris Patten, the final British governor of Hong Kong, who presided over the 1997 handover, in the Financial Times on May 24, 2020. Chinese leaders denied this, saying that the law fully respected “one country, two systems.”

On June 30, just over a month since the draft legislation was first announced, the National People’s Congress in Beijing voted unanimously to pass it—and implement it the same day. The full text of the law, which would be inserted directly into Annex III of Hong Kong’s Basic Law, had not even been released. When it finally was—at midnight Hong Kong time on June 30, 2022, when most of the city was asleep—it was noon for me in Washington, DC. I spent the next several hours going through the Chinese-language text with a fine-tooth comb, the official English translation not having been released yet. The farther I read, the more alarmed I became.

The law prohibits secession, “terrorism,” and “collusion” with foreign powers, leaving those terms vaguely defined and imposing harsh penalties, including up to life in prison. Article 54 calls for increased regulation of foreign and overseas organizations, including nongovernmental organizations and news organizations based in Hong Kong—what seems like a blank check to intervene in any meaningful area of civil society. Article 59 requires anyone with knowledge of any situation that constitutes a crime against national security to testify—meaning there is no right to remain silent. Article 65 gives the Standing Committee of the National People’s Congress in Beijing the power to interpret this law—yet another blank check to achieve a politically expedient result. Each of these provisions marks another link in the chain with which Beijing hopes to shackle Hong Kong’s freedoms. 

But when I came to Article 38, my jaw dropped. I wondered if I was somehow misinterpreting the Chinese, though it seemed straightforward: “This Law shall apply to offences under this Law committed against the Hong Kong Special Administrative Region from outside the Region by a person who is not a permanent resident of the Region.”

Everyone. Everywhere. The New National Security Law, which was already in effect, applied to everyone, everywhere in the world. This was de jure extraterritoriality, written into the law explicitly for everyone to see.

I quickly called up as many experts on Chinese and international law as I could find on short notice and spent the rest of the afternoon on the phone.

“It literally applies to every single person on the planet. This is how it reads,” Wang Minyao, a Chinese American lawyer based in New York, told me. “If I appear at a congressional committee in DC and say something critical, that literally would be a violation of this law.”

Nathan Law, a former Hong Kong lawmaker and leading pro-democracy activist, fled the city. He spoke to me a few days later from an undisclosed location (later revealed to be in the United Kingdom, where he would be granted asylum). “One of the main purposes of having the National Security Law is to quash the international front of the movement,” Law told me. “For Hong Kong, we have to understand that it is the foreground of a very global fight, authoritarianism versus democracy.”

When Article 38 is taken in combination with Article 32, which allows for the confiscation of property, “think about what that means for Amnesty International Hong Kong, or even HSBC Hong Kong,” Alvin Cheung, a legal scholar at New York University who previously practiced law in Hong Kong, told me. “Their property is suddenly liable to be taken, depending on the whims of the state. That’s a problem.”

The National Security Law shocked Western observers. For many, it represented a final shattering of their long-held hopes that engagement with China might work. “I have to confess that, yesterday, I was questioning a lot of my prior assumptions about what kind of rising power China is,” Susan Shirk, chair of the 21st Century China Center at the University of California San Diego and former deputy assistant secretary of state for East Asian affairs under Bill Clinton, said in an interview on PBS’s NewsHour on July 2, 2020, the day after the National Security Law’s full text was released. Shirk had long been a leading advocate for engaging diplomatically with China to resolve disputes, and she had pushed back fervently against the Trump administration’s hawks. “But I am not sure how you deal with Xi Jinping’s regime,” she said. “And I am rethinking a lot of my premises about what—how the United States should really deal with this type of regime.”

But in the mainland and among supporters of Beijing, the law was seen as heralding an overdue return to order in the city. There was even a degree of schadenfreude among mainland Chinese nationalists, who tended to view hong Kongers as haughty, spoiled children in need of stronger discipline. The New York Times reported that a widely shared article titled “Can Hong Kong Be Saved,” written by a mainland Chinese resident who had studied in Hong Kong and published during the 2019 protests, described Hong Kongers as stupid and easily deluded by Western values.

“Article 38 of the Hong Kong national security law targeting foreigners may be seen as returning the favor for Western extraterritoriality,” Alex Lo, a stridently pro-Beijing columnist at the Hong Kong–based South China Morning Post, wrote in an opinion piece on July 4, 2020. Washington is “increasingly abusive” in its dominance of the global financial system, using sanctions to enforce U.S. law all over the world,” Lo went on. “Beijing must be thinking: if the U.S. can do it on such an egregious scale, why can’t we?”

* * *

On June 30, Samuel Chu was doing the same thing I was: sifting through the new law word by word. He, too, stopped short at Article 38. Chu flagged that portion of the law to his legal counsel, who, Chu told me, said, “I think they wrote it for you.”

“We raised the point, what is this extraterritorial jurisdiction about?” Chu told me. “I didn’t want to say, ‘I think it’s us.’ But it really felt that way. I knew from the very beginning.”

The arrest warrant targeting Chu was issued just one month later, confirming his and his lawyer’s interpretation of Article 38. Chu was the first U.S. citizen to be charged under the National Security Law. In 2019, he had founded a U.S.-registered nonprofit called Hong Kong Democracy Council, based in Washington, DC, to advocate on behalf of Hong Kongers. The organization had played an important behind-the-scenes role in the passage of the Hong Kong Human Rights and Democracy Act of 2019, which requires the U.S. State Department to certify each year whether the political situation in Hong Kong justifies the special economic, judicial, and political arrangements the United States has granted it. The act also mandates the sanctioning of officials complicit in the deteriorating political and human rights conditions in the city.

The 2019 law outraged Chinese officials. Chinese foreign ministry spokesperson Geng Shuang said the bill represented a “naked double standard” and revealed “sinister intentions to undermine Hong Kong’s prosperity and stability and contain China’s development.” On December 2, 2019, five days after President Trump signed the bill into law, the Chinese government issued retaliatory sanctions on groups based in the United States, including the National Endowment for Democracy, Human Rights Watch, and Freedom House, and halted U.S. naval vessels from docking in Hong Kong.

The arrest warrant “was probably personally the greatest validation of my work ever,” Chu told me with a laugh. He would have had plenty of reasons to be gloomy. The warrant meant he could never go back to Hong Kong, his childhood home, where he would likely be arrested immediately and given a lengthy prison sentence. It also meant it would be wise for him to avoid traveling to countries with extradition treaties with Hong Kong or China, or to countries with close political relationships with Beijing. Chu’s father, Chu Yiu-ming, a Baptist preacher and a pro-democracy activist, had been convicted just the year before on charges related to his work as a leader of the 2014 Umbrella Movement and was serving a suspended sentence in Hong Kong.

But an attitude of almost cheerful optimism seemed to characterize Chu’s views of his own life and his approach to dealing with the Chinese Communist Party. I spent a couple of hours with Chu on a sunny but chilly morning in January 2022, when he was on a work trip to Washington, DC. We sat at a long table in a pandemic-empty WeWork space downtown, near K Street, where he often works when he visits.

Chu told me that his career was simply continuing the “family business,” both pastoring and working as an activist and organizer. His father had been orphaned at a young age and lived on the streets for several years as a child in Hong Kong, before converting to Christianity, putting himself through college and seminary, and, eventually, becoming a pastor. Chu Yiu-ming became active in the Tiananmen pro-democracy protests in 1989 and spent time with the protesters in Beijing. He narrowly missed the June 4 massacre, having flown back to Hong Kong the day before to officiate at a wedding. Soon after, he helped launch Operation Yellowbird, an underground network that smuggled Tiananmen activists out of China through Hong Kong and on to safer countries.

Together with his father, the younger Chu had attended the first million-strong march in Hong Kong, in May 1989, held in solidarity with the protesters in Beijing. He was eleven years old when the People’s Liberation Army killed hundreds, perhaps even thousands, of student protesters in Beijing. As his father helped bring survivors to Hong Kong, the younger Chu spent a lot of time with them as they waited for their travel paperwork to come through.

The next year, Chu’s parents sent him to boarding school in the United States, in part because they worried about the future of Hong Kong. Chu spent the rest of his childhood Stateside, became a U.S. citizen, went to seminary, and became a pastor. “I went from being a Southern Baptist kid in British colonial Hong Kong, where my dad started a church in a fishing village, to eight years pastoring at a Presbyterian church in Koreatown in Los Angeles that was attended mostly by undocumented immigrants from Latin America,” Chu said with a chuckle. “But I think in some ways the very different landscape was the same, politically speaking.”

That landscape led him to his first experience with community organizing, which was to become his career. His church was located in the Los Angeles Unified School District, one of the largest school districts in the country, and it had a major overcrowding issue. There simply weren’t enough schools. Kids were bused here and there across the district, wherever they could fit, and schools ran on round-the-year calendars, which meant that families with multiple children might have kids on vacation at different times of the year. It was a logistical nightmare for working-class families. When Chu asked the people in his church what they wanted, “They said, ‘We want more schools, we want more schools in our neighborhoods, we want schools that we can walk to,’” he told me. So, Chu helped organize a sponsoring committee, and over a period of about five years, the committee got hundreds of local churches, schools, and nonprofit organizations to join. The group successfully pushed for a bond program to fund an education construction program that built about 130 new schools in the district and remodeled around 400 existing ones.

Chu had found his calling. He ran registration drives in California for the Affordable Care Act, served as executive director of an LGBT advocacy organization, and worked for a Jewish national hunger relief organization to support a legislative effort in Minnesota to stop the practice of “lunch-shaming” public school students who couldn’t pay for school lunches.

Chu cited Saul Alinsky, the controversial leftist political organizer whose 1970s philosophy of grassroots organizing and political advocacy was an early influence on Hillary Clinton and Barack Obama, as a major influence of his: “The idea was always, ‘How do you build political power, as the main project?’” Chu said. “It’s how I was trained and how I see the world.”

None of this work involved Hong Kong. But as the political situation in the city of his birth deteriorated, and especially when his father was arrested in 2017, Chu began to think about applying his political organizing skills to help Hong Kong’s pro-democracy movement. While he admired the Chinese pro-democracy movement, he felt that activists’ attempts to achieve real political influence in the United States had been largely ineffective.

Chinese dissidents living in the United States “struggled to translate from protests to politics,” Chu had observed, and functioned “more like mascots than political operatives,” getting little more than photo ops with U.S. lawmakers rather than legislation or executive action. Pro-democracy activists based in Hong Kong, meanwhile, had done an effective job at establishing a broad base of grassroots support there, but they lacked a similar base in the United States. “No political capital is going to be created if they know you’re just going to go back to Hong Kong. You don’t vote,” Chu said. A truly fruitful effort “has to be funded in the U.S., it has to be led in the U.S.”

Chu believed he could change the current situation. “I realized I was in a unique position. I spent twenty years working in U.S. politics.” With relationships with U.S. lawmakers already in place, he began working with House Speaker Nancy Pelosi, Democratic representative, and with co-chair of the Congressional-Executive Commission on China Jim McGovern, and other lawmakers behind the scenes to push for the passage of the Hong Kong Human Rights and Democracy Act of 2019.

“I don’t care about if a particular senator or particular party rhetoric is better than the other. That’s not how politics works,” Chu told me. “Politics is about getting someone to do something that they don’t want to do.”

Trump’s signing of the Hong Kong Human Rights and Democracy Act was a perfect example of the success of this strategy, Chu said. Amid United States–China trade talks, the U.S. president had long avoided expressing either strong support for the pro-democracy protests in Hong Kong or strong condemnation of Beijing for its actions there. In an August 2019 tweet, Trump had called Xi a “good man” and wrote, “I have ZERO doubt that if President Xi wants to quickly and humanely solve the Hong Kong problem, he can do it.” As the Hong Kong bill made its way through Congress, the White House refused to comment on whether the president would sign it. In the end, the president faced veto-proof majorities in Congress; he signed.

The anti-extradition law protest movement in 2019 brought greater urgency to Chu’s advocacy. In September, he and New York–based activist Anna Yeung-Cheung founded the Hong Kong Democracy Council. The decision to register it as a U.S. nonprofit, and to have a U.S. citizen run it, wasn’t an accident. The founders expected the Chinese government to come after Hong Kong activists as far as it could chase them.

As it turns out, the Chinese government aims to chase them onto U.S. soil. Chu’s twenty years of experience in grassroots organizing in the United States demonstrate what is at stake. He is a U.S. citizen whose career has manifested the very essence of American democracy. This is precisely what Beijing, through the Hong Kong National Security Law, would deem to outlaw.

* * *

Since the imposition of the National Security Law, Hong Kong’s previously freewheeling political culture has been brought to heel. In March 2021, the National People’s Congress passed a law giving a pro-Beijing committee the power to vet candidates for political office in Hong Kong, effectively barring pro-democracy candidates from running. Many leading pro-democracy figures have been criminally charged or imprisoned, and others forced into exile abroad. In June 2021, Bloomberg reported that at least 117 activists, journalists, and former lawmakers had been arrested since the law’s enactment.

But the impact of the law has extended beyond political activists to every corner of Hong Kong’s once-vibrant civil society. Teachers have been fired for educational content considered “subversive” under strict new regulations. Authorities have increasingly restricted press accreditation and denied visas to foreign journalists, which has led outlets such as the New York Times to relocate their operations outside Hong Kong. The National Security Law has even impacted the arts, as pro-Beijing elements in the city question whether exhibits violate the law and as individuals practice self-censorship to avoid running afoul of its vague provisions.

Article 38 has also made itself felt. It has had a chilling effect among Hong Kongers abroad who hope to maintain ties to the city, or who still have family there, or who live in countries with close political ties to China. People have closed their social media accounts, asked for anonymity, and stopped publishing.

“If you are not returning to Hong Kong and you are living in a country which has no extradition treaty with Hong Kong or China, you can still enjoy a degree of freedom to express or discuss Hong Kong,” Eric Yan-ho Lai, the Hong Kong Law Fellow at Georgetown University, explained. “But the danger or risk would be in terms of surveillance by Chinese embassies or their agents.”

For exiled Hong Kong activists, the idea of a new Cold War–style bloc of countries tied to Beijing isn’t theoretical. There is a growing list of countries that aren’t safe for them to visit. Frances Hui, an activist who left Hong Kong for the United States after the National Security Law was passed, helped organize a protest at the 2022 Beijing Winter Olympics torch-lighting ceremony held in Athens, Greece. But she couldn’t attend in person because Greece has an extradition treaty with China. “Every time when I’m looking at foreign countries to visit, I would always look at which places are safer to go,” Hui told me in an October 2021 interview. She and other activists avoid travel to countries with extradition treaties with Hong Kong or China and to countries like Thailand and Singapore, whose governments are close with Beijing. Even some EU countries weren’t safe at the time. Belgium, Italy, and France have extradition treaties with China, and Portugal and the Czech Republic haven’t suspended their extradition treaties with Hong Kong. In October 2022, however, the European Court of Human Rights blocked the extradition of a man from Poland to China, issuing a landmark ruling that will make it much more difficult for any of the forty-six member states of the Council of Europe to comply with any extradition request to China in the future.

The spirit of Article 38 has even been applied to journalism published outside Hong Kong in major international news outlets. In April 2021, the Hong Kong government made it illegal to urge people not to cast a vote, effectively outlawing a boycott movement. The new regulation amended an election ordinance originally implemented in 2000 to provide standard protections for voters and election integrity. City authorities then issued arrest warrants for Hong Kong activists based abroad who had called for a boycott of the election. The Wall Street Journal Editorial Board published an article on November 30 denouncing the move and calling the elections a “sham.” Erick Tsang, Hong Kong’s secretary for constitutional and mainland affairs, then sent a letter to the Wall Street Journal stating that “inciting another person not to vote” was illegal under Hong Kong law, even if the incitement happened abroad. “We reserve the right to take necessary action,” Tsang told the Journal. Gilford Law, the director general of the Hong Kong Economic and Trade Office, in London, wrote a similarly worded letter, dated December 8, to the United Kingdom’s Sunday Times, which had published an article on December 5 calling the Hong Kong elections a “mockery” of democracy and a “sham.”

Compare this shrinking space for international free speech on Hong Kong—and the growing risks that those who do speak out now face—with the overseas narrative that Beijing would wish to impose. On May 31, 2020, just over a week after the National People’s Congress announced that it would impose a national security law on Hong Kong, the Xinhua home page featured an article titled “Overseas Chinese Strongly Support the Hong Kong National Security Law Put Forward by the National People’s Congress.” The article included supporting statements from Chinese diaspora organizations in Cambodia, the Czech Republic, Malaysia, Mexico, Peru, Sri Lanka, Switzerland, Thailand, the United States, Venezuela, and elsewhere. 

One diaspora organization, in Switzerland, said that the new legislation would “stop the forces of ‘Hong Kong independence’ from undermining the ‘One Country, Two Systems’ principle.” Another, in Thailand, said that the National Security Law would “contribute to the long-term stability and prosperity of Hong Kong.” A group in Malaysia said that “Hong Kong is China’s Hong Kong.” The Chilean Chinese Entrepreneurs Association said that the National People’s Congress’s “legitimacy is beyond doubt.”

The Xinhua article presented these organizations as the authentic representatives of Chinese communities in these countries, suggesting that these were the genuine (and only) opinions held by the Chinese diaspora. But, in reality, most of the organizations that issued these statements were “peaceful unification associations”—the name is translated variously, but Beijing’s preferred translation is “China Council for the Promotion of Peaceful National Reunification,” or CCPPNR. The groups claim to be independent but, in fact, function as overseas outposts of the United Front Work Department, the party bureau tasked with ensuring that nonparty members inside China and key groups abroad such as the Chinese diaspora are all working toward party goals. Peaceful unification associations are branches of an organization by the same name based in Beijing, whose website lists more than seventy branches worldwide. Until 2017, the executive vice president of the Beijing-based CCPPNR was Sun Chunlan, a member of the powerful Politburo who also directed the United Front Work Department.

With this background knowledge, it’s easy to see that the May 2020 Xinhua article was the result of a coordinated campaign by the Chinese Communist Party to manufacture the appearance of genuine support for its policies in Hong Kong by reaching out through the CCPPNR to compile statements of support from its many branches around the world and then feature them prominently on the home page of China’s state news agency.

This kind of manufactured messaging has several goals:

First, it grants greater legitimacy to the National Security Law in the eyes of mainland Chinese citizens. Chinese people are generally aware that they live in a country with tight information controls and a government that hides the truth, and many understand that people outside China may enjoy freedom of information and higher standards of living.  Thus, residents of China have long viewed Chinese people living abroad as having a certain prestige. By putting forth these messages from the Chinese diaspora, the party wants to demonstrate to people in mainland China that “even” Chinese people abroad support Beijing’s actions in Hong Kong.

Second, this kind of messaging can also carry an implicit threat: that no matter where you go in the world, Chinese people support the party, that there’s nowhere to run. It’s a deterrent for anyone inside China wondering if anti-party organizing might be possible abroad. And, increasingly, it represents the only kind of speech that is truly safe, whether in China or abroad.

* * *

Article 43 of the National Security Law gives authorities powerful new tools to target pro-democracy figures, including warrantless searches, covert surveillance, and asset freezes. In December 2020, the Hong Kong Police Force ordered multinational bank HSBC to freeze the assets of exiled pro-democracy legislator Ted Hui while they investigated suspected violations of the law. HSBC and other financial institutions have thus become instruments for imposing de facto financial sanctions on behalf of the Chinese government.

One of China’s top targets was Jimmy Lai, a real estate tycoon and outspoken critic of Beijing who, in 1995, had founded the pro-democracy tabloid Apple Daily. In May 2021, Hong Kong police froze Lai’s assets, amounting to about $64 million, including his controlling stake in Apple Daily. Lai was already in jail when his assets were frozen, serving fourteen months for his role in a 2019 protest. He was also facing charges under the National Security Law. That month, Hong Kong’s security chief, John Lee—now the city’s chief executive after Carrie Lam stepped down in June 2022—sent letters to HSBC and Citibank, threatening up to seven years in prison for any dealings involving Lai’s accounts.

“This is the first time we know of that the national security law has been invoked to deprive an owner of his equity in a publicly traded company in Hong Kong,” the Wall Street Journal Editorial Board wrote after city authorities froze Lai’s assets. “So much for being a global financial center based on the rule of law.” 

The asset freeze applied also to Lai’s shares in Next Digital, the publisher of Apple Daily. Days later, authorities froze the accounts of Apple Daily itself. Unable to pay its bills, the newspaper had no choice but to shut down at the end of June. According to Bloomberg, some cabdrivers and shopkeepers in Hong Kong continue to display its final print edition as a show of support for the democracy movement.

The anti-democracy asset freezes in one of the world’s most important financial centers have placed banks in an untenable position and perhaps even put the U.S. and Chinese financial systems on a collision course. HSBC is one of the world’s largest multinational banks and is uniquely tied to China. While it has been officially headquartered in London since 1993, it traces its origins to the establishment of the “Hongkong and Shanghai Banking Corporation” in 1865 and derives nearly 40 percent of its revenue from mainland China and Hong Kong.

Despite its China pedigree, in recent years HSBC has increasingly found itself caught in the middle of worsening relations between the United States and China. Reuters has reported that, since 2017, Chinese authorities have blackballed HSBC for a range of perceived offenses, ranging from its assistance with the U.S. investigation into Huawei executive Meng Wanzhou in 2017 to its belated public expression of support for the Hong Kong National Security Law in 2020.

HSBC’s footing in China has grown only more difficult since 2020, as the United States and other Western countries have ramped up their sanctions on Chinese officials in connection with a range of human rights abuses in China—including Chinese officials who have undermined Hong Kong’s autonomy and carried out mass detention and surveillance policies in Xinjiang. For example, in December 2020, the United States sanctioned fourteen vice-chairpersons of the Standing Committee of the National People’s Congress over human rights abuses in Hong Kong.

In response to these sanctions, HSBC has attempted to placate both sides. The bank complied with a Hong Kong police request to freeze the accounts of former pro-democracy lawmaker Ted Hui in December 2020, but it also appeared to have cut off business with Hong Kong chief executive Carrie Lam in August 2020, following U.S. sanctions against her and other officials. However, the criticism has continued; in January 2021, the UK Parliament called HSBC’s CEO to testify following outrage over the bank’s freezing of Hui’s accounts the previous month. 

For foreign companies operating in China, this dilemma of balancing compliance with Chinese demands with adherence to Western expectations has always existed. According to Lester Ross, a partner in the Beijing office of the law firm WilmerHale, “China has had informal ways of punishing foreign companies for a long time, through informal boycotts, import restrictions, export restrictions, and other tools to express their displeasure.” As long as these measures weren’t clearly spelled out, foreign companies could rely on their positive relationships with Chinese officials to protect their interests in China while quietly complying with the more formal obligations established by Western countries.

However, in recent years—in line with President Xi Jinping’s call in a February 2019 speech to “use the law as a weapon”—China has begun to change this calculus by formalizing many measures with extraterritorial impact as laws and regulations. A June 2021 analysis by the Berlin-based Mercator Institute for China Studies, Europe’s most prominent China-focused research institution, noted provisions in a range of recent laws that allow for countermeasures against foreign laws that the Chinese government views as discriminatory. These provisions include a series of laws and regulations China has enacted since 2020 in response to the new sanctions from the West.

In September 2020, China’s Ministry of Commerce created an “Unreliable Entity List” for foreign entities or individuals that enforce foreign sanctions. Entities on the UEL can be barred from investing in China or engaging in import and export activities, and their employees can be barred from entering China. While the Chinese government does not appear to have added any names to the UEL, analysts have compared it to the Entity List maintained by the United States.

In January 2021, the Ministry of Commerce enacted the “Rules on Counteracting Unjustified Extra–Territorial Application of Foreign Legislation and Other Measures.” The Rules, for the first time, created a private right of action in Chinese courts, allowing Chinese entities and individuals harmed by foreign sanctions to sue the entities or individuals enforcing those sanctions. The Rules include a process through which foreign companies can apply for an exemption and thus avoid this liability.

China’s efforts to block foreign sanctions culminated in the Anti–Foreign Sanctions Law, passed in June 2021. According to an August 2021 analysis by the law firm Davis Wright Tremaine, the Anti–Foreign Sanctions Law codifies and expands the previous regulations in multiple ways. It creates a “Countermeasures List” that is effectively an enhanced version of the Unreliable Entity List, because it can include not only foreign entities and individuals that enforce foreign sanctions but also those who formulate the sanctions and their immediate family members, employees, and other related parties. Individuals or entities on the Countermeasures List can be denied entry into China and have their assets in China frozen, and Chinese companies can be barred from doing business with them. The Anti–Foreign Sanctions Law also enhances the private right of action by removing the exemption process provided for by the Rules.

China is not the first country to implement blocking statutes to nullify foreign sanctions. In 1996, the European Union adopted a blocking statute in response to U.S. sanctions on Cuba, Libya, and Iran. Following the passage of the AFSL, Chinese state media explicitly compared the law to the EU blocking statute and described it as primarily a defensive reaction to improper foreign sanctions.

However, while the EU statute is limited to protecting EU entities and individuals from needing to comply with a clearly defined list of restrictive measures imposed by foreign countries, the AFSL also provides for retaliatory sanctions against individuals and entities that formulate and enforce sanctions and for proactive sanctions against parties that threaten China’s “national sovereignty, security, and development interests.” An April 2021 explanation of the law indicates that counteracting independence movements in Taiwan, Hong Kong, Tibet, and Xinjiang is one of its purposes. According to Helena Legarda, a senior analyst at the Mercator Institute for China Studies, “because of its expansiveness and vagueness, the law could theoretically be used against almost anybody for a wide range of reasons.”

If the Anti–Foreign Sanctions Law is ultimately used primarily to counteract foreign sanctions, it presents the greatest risk to financial institutions like HSBC. Many foreign sanctions specifically block financial transactions with sanctioned parties, placing banks squarely in the crosshairs of the AFSL if they comply. In addition, given the long-standing position of the United States as an economic powerhouse, banks everywhere rely on access to the U.S. financial system and a steady supply of dollars in order to operate. “It is hard to disconnect from the U.S. system,” said Julian Ku, a professor of law at Hofstra University. “[Banks] need currency transactions to have enough dollars around.”

For now, however, the impact of the Anti–Foreign Sanctions Law on financial institutions has been limited, because the law does not yet apply in Hong Kong. In August 2021, in the face of concerns from the Hong Kong business community, the Chinese government temporarily shelved its plans to enact legislation to apply the AFSL to Hong Kong. According to Ku, “the Hong Kong business elite doesn’t really care about civil liberties, but they see this as a real problem, because they think that Hong Kong or foreign banks can’t comply with it.”

However, it is likely only a matter of time before the law is applied to Hong Kong in some form. An early sign appeared in October 2022, when Hong Kong chief executive John Lee said the city would allow a yacht owned by sanctioned Russian oligarch and Putin ally Alexei Mordashov to dock there. Lee said that Hong Kong would not comply with “unilateral” sanctions.

The AFSL and its predecessor Blocking Rules make explicit the legal conflict between Chinese expectations and Western laws that before was merely tacitly understood. While they largely codify and strengthen the previous informal measures used by the Chinese government to punish foreign companies, these formal regulations create a de jure risk of legal exposure that, at least on paper, matches that of defying Western sanctions. “It creates a no-win situation for these companies, in the sense that by complying with one law, they can’t comply with the other,” said Ku.

Faced with the conflicting legal obligations created by the AFSL, foreign companies essentially have three options:

First, they can restructure their Chinese operations to make them legally separate from the rest of the company. However, given the broad nature of the AFSL, it is likely impossible for a company to restructure in a way that both shields it from legal exposure and allows it to continue operating in China in any meaningful sense.

Second, companies could also withdraw from China and move their operations to other countries in the region. However, many companies have become deeply embedded in China and cannot easily leave. During testimony before the UK Parliament in January 2021, HSBC CEO Noel Quinn reaffirmed the bank’s commitment to Hong Kong, saying it was “too committed as an institution” to walk away. 

Most companies, however, will likely choose the third option: silence. Caught between two legal imperatives, they will attempt to quietly comply with U.S. sanctions while not angering the Chinese government through overt actions or the public comments of their employees. “They have to try to thread this very difficult needle, by complying with U.S. sanctions in a nonpublic way,” said Ku. To do so, these companies will likely seek to use their informal relationships with Chinese officials to determine where, in practice, the red lines are. At the same time, they will need to strengthen their internal controls over employee conduct to reduce the risk of inadvertently triggering liability under the law.

For the Chinese government, even if it rarely enforces formal countermeasures against foreign companies, this corporate self-censorship may be a victory in and of itself. The AFSL’s mere existence effectively makes acquiescence to Chinese demands on human rights issues a formal condition of access to the Chinese economy. For companies like HSBC, this threatens to upend their delicate balancing act once and for all.
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China Vaccinates the World

While technology allowed the novel coronavirus to reach all corners of the globe faster than any other new disease in history, it also promised a panacea to end the pandemic: vaccines.

Chinese scientists first mapped the complete genome of the novel coronavirus in early January 2020 and shared their findings a week later by posting them publicly. With genetic data in hand, researchers needed only to start developing the lifesaving jabs. Decades of research on vaccines—particularly attempts to make one that worked against the virus that caused HIV/AIDS—had vastly shortened the amount of time needed to create an effective shot.

The race to develop a Covid-19 vaccine involved unprecedented international and science industry collaboration. Researchers at the University of Oxford worked with the British-Swedish company AstraZeneca, and the German company BioNTech collaborated with U.S. multinational firm Pfizer. Given that China’s population had too few Covid-19 cases, Chinese companies formed partnerships with institutes in Brazil, Indonesia, Turkey, and elsewhere to help run clinical trials.

There was never really a doubt that one of the dozens of vaccines soon in development would end up proving both safe and effective in a record amount of time. The problem, public health experts knew, would be the geopolitical and logistical hurdles of getting those vaccines distributed equitably to everyone who needed them. Poorer countries didn’t have the cash or clout to fight their way to the front of the line.

Equitable distribution wasn’t important merely from a moral standpoint: it was the only way to end the pandemic, epidemiologists believed. As long as there were places where the coronavirus was replicating quickly and freely through unvaccinated populations, it would continue mutating quickly, outpacing efforts to stop it through inoculations.

That’s why the COVAX initiative was born. In early 2020, Gavin Yamey, a vaccine researcher at Duke University, participated in discussions about how to create what became COVAX, a joint initiative led by the Coalition for Epidemic Preparedness Innovations, the vaccine alliance Gavi, and the World Health Organization. The “beautiful idea,” Yamey said, was that high-income countries would join the initiative and prepay for the vaccines they would receive through the initiative; ninety-two lower-income countries would receive grants to pay for their vaccines. And once vaccines were approved and manufactured, all countries participating in the program would be sent shipments of doses at the same rate.

But that’s not what happened. Instead, high-income countries went directly to manufacturers, buying up most of the doses and leaving very little for global equitable distribution through COVAX. The Trump administration refused to join COVAX, though the Biden administration did join later. By May 2021, about 60 percent of the 1.5 billion doses administered worldwide were in just twenty high-income countries. “Rich countries behaved worse than anyone’s worst nightmares,” Yamey said.

The failures of COVAX drew scorching criticism around the world. “Today, ten countries have administered 75 percent of all COVID-19 vaccines, but, in poor countries, health workers and people with underlying conditions cannot access them. This is not only manifestly unjust, it is also self-defeating,” UN secretary-general Antonio Guterres said at a June 2021 Gavi COVAX Advance Market Commitment Summit. World Trade Organization director general Ngozi Okonjo-Iweala said the hoarding of vaccines by wealthy countries was “morally unconscionable.” By September 2021, though the number of doses worldwide had risen to 5.5 billion, just 1.8 percent of the populations of low-income countries had received them.

But China didn’t hoard its own vaccines or buy up millions of doses made in other countries. In the early months of 2021, the country exported millions of doses to sixty-nine countries for free, and made commercial deals to provide millions more to an additional twenty-eight countries—a feat made technically possible by China’s rapid advancements in science and technology and its efficient mass manufacturing and politically palatable domestically by China’s highly effective pandemic response, which had frozen the early spread of the virus in its tracks and driven the infection rate down nearly to zero.

Thus, it was Chinese-made vaccines that were the first available in large quantities to people who didn’t live in wealthy countries. China’s decision to export its vaccines around the world held obvious strategic benefits. It allowed Beijing to fill a void left by the United States; China’s leadership made this comparison explicit. In July 2021, Chinese foreign ministry spokesperson Zhao Lijian said that U.S. vaccine hoarding was “strangling” a lifeline that could have been used in developing countries. Beijing’s relative generosity with vaccines also enabled it to deflect criticism for its initial cover-up of the existence of the novel coronavirus in the crucial days after its discovery in Wuhan.

The race to become the first country to develop a Covid-19 vaccine showed great-power competition at what was probably its best. Governments knew that the country whose scientific and industrial prowess created the world’s first Covid-19 vaccine would enjoy a major soft-power boost, and shipping those vaccines around the world would be a windfall in diplomatic leverage—at least for those governments willing to use it that way.

But Xi Jinping took this accomplishment too far. He hitched his reputation, and that of the Chinese Communist Party, to the effectiveness of China’s vaccines; Chinese diplomats and state media even spread disinformation about the supposed dangers of Western-made mRNA vaccines. When it later became clear that China’s deactivated virus vaccines simply were not as effective against later Covid-19 strains as the mRNA vaccines, it was politically too difficult to change course. Xi refused to import Western-made mRNA vaccines. This left China’s 1.4 billion people vulnerable to Omicron and other variant strains, creating the conditions for China’s zero-Covid policy to persist, with economically and socially devastating lockdowns put in place long after other countries had opened up.

* * *

Soon after the novel coronavirus began to spread around the globe, the United States, China, Europe, and the United Kingdom entered the running. India and Russia, too, hoped to make a name for themselves. In June 2020, Russia became the first country in the world to register its Covid-19 vaccine, Sputnik V, which made it an early and surprising front-runner in the competition. In an apparent bid to demonstrate the vaccine’s efficacy, Russian president Vladimir Putin announced that even his daughter had taken the shot. Russia’s Ministry of Health authorized emergency use of Sputnik V in August 2020, before data from clinical trials had even been published—a decision some scientists criticized as “unethical.” But this did little to dampen enthusiasm for the venture. According to one eastern European diplomat, the Russian-made vaccine offered “potentially the most powerful tool of soft power that Moscow has had in its hands for generations.”

Despite the speedy approval, Russia suffered from a remarkably slow domestic rollout. That appears to be due at least in part to a high degree of vaccine hesitancy. In a July 2021 poll from the Levada Center in Moscow, 54 percent of respondents in Russia said they were not ready to get vaccinated.

Most doses of Sputnik V had, in any case, been earmarked for export. In March 2021, Putin said that 700 million doses of Sputnik V had been promised to other countries. At the time, less than 5 percent of the Russian population of approximately 144 million had been vaccinated. The Russian vaccine thus became an early alternative for middle-income countries that weren’t able to obtain significant supplies of Western-made vaccines, including Brazil, Hungary, Mexico, the Philippines, and Turkey, all of which ordered doses. By mid-2021, almost seventy countries had approved Sputnik V for use.

Even so, the efficacy and safety of Russia’s vaccine were still in question. WHO declined to approve Sputnik V, meaning that the vaccine couldn’t be distributed through the COVAX initiative. In June 2021, WHO officials said there remained unresolved concerns regarding how Sputnik V vials were being filled in the Russian plant making them, a claim the plant denied. The European Medicines Agency also has yet to approve the vaccine. One year after Russia’s Ministry of Health authorized emergency use of the vaccine, Sputnik V had failed to be the soft-power win Russia was hoping it would be.

* * *

China’s efforts to leverage vaccine exports for soft power have proven to be far more successful. In the weeks after Covid-19 exploded across the world, Beijing mobilized twenty-two separate institutes and firms to work on seventeen vaccine development projects. By mid-March 2020, just as the virus began upending life in the United States, clinical trials began. And by midsummer, vaccines from Sinopharm and Sinovac had successfully entered phase three trials, an almost incomprehensibly fast process—and certainly a world record.

To accomplish this, China relied on the symbiotic relationship among its industry, military, and government. The successful suppression of the virus in early 2020 had presented an unintended consequence: there was simply too little coronavirus circulating through the population for scientists to conduct proper trials. So, Beijing permitted Sinopharm and Sinovac to combine phase one and phase two trials and offered experimental jabs to employees at PetroChina, a state-owned oil behemoth, who were working outside China. Chinese pharmaceutical companies also sought partnerships with research organizations in other countries with high rates of infection.

The ability of China, a middle-income country, to compete with the United States and Europe reflects Beijing’s increasingly robust investment in research and development, which exceeded 2 percent of gross domestic product in 2019. It also became a potent symbol of national pride. Chen Wei, an epidemiologist, biologist, and major general tapped to spearhead China’s vaccine efforts, said in May 2020 that “the successful entry of a vaccine with independent intellectual property rights into clinical trials is a manifestation of my country’s scientific and technological progress, a manifestation of the image and responsibility of a great country, and a contribution to mankind.”

From the start, and in pointed contrast to the United States, Beijing made it clear that it would not hoard its vaccines. “Covid-19 vaccine development and deployment, when available, will be made a global public good, which will be China’s contribution to ensuring vaccine accessibility and affordability in developing countries,” Xi Jinping said in May 2020. The structure of Sinovac’s and Sinopharm’s vaccines facilitated this. Because they were made from inactivated viral material—unlike the U.S.-developed Pfizer and Moderna vaccines, which are made from messenger RNA—the Chinese vaccines could be stored at regular refrigerator temperatures, which facilitated their use in developing countries that lacked the cold-storage infrastructure needed for the mRNA vaccines. 

In early January 2021, Indonesia became the first country in the world, outside China, to approve the Sinovac vaccine. Trials there indicated that the vaccine offered 65 percent protection from infection. Indonesia had ordered 126 million doses, and its vaccination campaign began right away. Other countries—including Brazil, Chile, Mexico, Turkey, and Ukraine—soon followed suit. By early March, China had promised 500 million doses of lifesaving vaccines to approximately forty-five countries around the world, and Chinese companies projected that they would together be able to manufacture more than 2.6 billion jabs in 2021 alone.

WHO approved the Sinopharm vaccine on May 7, 2021, making it the first Covid-19 vaccine developed by a non-Western country to gain official regulatory approval by the organization—and the first Chinese-made vaccine of any kind to receive emergency approval from WHO. The next month, the organization also granted emergency approval to the Sinovac vaccine, stating that it prevented the development of Covid-19 infection in 51 percent of vaccinated people and serious illness in 100 percent of vaccinated people. WHO approval also meant that the Sinopharm and Sinovac doses could be distributed through COVAX, allowing millions more vaccine doses to enter the pipeline for people in low-income countries.

This made a huge difference in the lives of many people around the world, particularly in countries such as Iran, which, due to its diplomatic isolation and relative poverty, struggled to obtain Western vaccines. Iran was one of the earliest epicenters of the novel coronavirus outbreak outside China. By late January and early February 2020, the Chinese government had threatened retaliation against foreign governments that canceled flights originating in China due to the coronavirus outbreak in Wuhan and was pressuring its friends to maintain open travel. Iranian authorities felt they couldn’t alienate one of their closest economic and political partners and chose to keep its borders open. By late February 2020, the country had among the highest case counts outside China. Iranian hospitals were soon overwhelmed with Covid-19 patients. Photos of hastily constructed medical tents and of nurses in full-body protective clothing were forwarded widely on Telegram, an encrypted messaging app popular in the country despite government attempts to ban it. Iranian universities and health officials warned of the possibility of fatalities in the hundreds of thousands or even millions if the outbreak was not contained. 

Countless families in Iran suffered, both from Covid-19 infections and from the endless social isolation that was the only way to protect family members with compromised health. Ghaasem, a mechanical engineer living in Tehran with his wife and children, is a representative case. His mother-in-law had diabetes, which made her more vulnerable to serious complications if she became infected. When reports about the novel coronavirus began to filter into Iran in early 2020—and as case counts in the country soon began to spike—Ghaasem took strict precautions to protect his family’s health, and they stopped visiting with his mother-in-law in person. Ghaasem’s family stayed healthy, but they suffered emotionally. “My children couldn’t see their grandmother, and they missed her,” Ghaasem said. “Since my mother-in-law has diabetes, my wife was very worried about her. And this had an effect on her behavior, because my wife had a history of stress, and she also had bad headaches and earaches because of stress.”

Western sanctions and Iran’s isolation from global trade meant that, as the months went by, Iranians struggled to obtain the treatments for Covid-19 disease that were being swiftly developed by medical researchers around the world. Hospitals didn’t have reliable stocks of intravenous immunoglobulin, a treatment used to combat multisystem inflammatory syndrome in children (MIS-C), a rare but serious condition caused by Covid-19 infection. Parents of children with MIS-C sometimes had to turn to the black market, paying hundreds of dollars (an enormous sum for an average salary earner in Iran) to purchase the drug and bringing it to the hospital themselves so their children could be treated.

As 2020 stretched on, the situation in Iran seemed bleak. “We no longer have orange and yellow. The entire country is red,” a senior Iranian health official said in September, referring to the color classification system being used to designate which parts of the country had high case counts.

The rollout of vaccines abroad in early 2021 seemed to offer a glimmer of hope. But those lifesaving jabs were out of reach for most Iranians and for many outside the Western world. U.S. sanctions meant that the Iranian government didn’t have the cash to buy foreign vaccines; it didn’t help that Tehran implemented a largely symbolic ban on the importation of vaccines produced in the United States or Great Britain, seeking instead to produce its own domestic vaccine from the older technique  of using the inactivated virus. The government did accept 10 million Chinese-made vaccines and 2.9 million doses of the AstraZeneca vaccine donated by Japan. Still, by August 2021, just 3.5 million Iranians out of a population of 80 million had been vaccinated.

Western vaccines remained out of reach for Ghaasem’s family. Then, in December 2021, his mother-in-law was finally able to receive a Sinopharm vaccine. It made a dramatic difference for their family; Ghaasem’s children and their grandmother could at last reunite. “After my mother-in-law and brother-in-law had their second dose of the vaccine, we were able to meet after months,” Ghaasem said. “Furthermore, after my wife had her first dose, we were less worried, and we were able to travel to other cities to meet my family.”

Vaccination in the Republic of Georgia, a small country in the Caucasus with little clout on the international stage, illustrated a similar success. Technically, Sinopharm was the third vaccine available in Georgia. In mid-March, the country received 43,200 doses of the AstraZeneca and 29,250 doses of the Pfizer vaccines, delivered by the COVAX initiative, available only to medical personnel and citizens over age fifty-five. Georgia’s first choice would have been to administer vaccines made in a Western country; its hostile relationship with Russia forestalled any deal for Sputnik V, and Georgian health authorities preferred to wait for WHO’s preliminary approval to ensure the effectiveness of Chinese vaccines.

“Georgian embassies worldwide were tasked to reach out to vaccine manufacturers, and our team in Washington had been in regular contact with the executives of Pfizer, Moderna, J and J, and Novavax,” one Georgian diplomat in Washington, DC, told me. But those vaccines were difficult to secure.

It was China that ended up filling the gap. In April, Georgia received large shipments of the Sinopharm and Sinovac vaccines; one hundred thousand doses of the Sinovac vaccine were a humanitarian gift from the Chinese government, while the Sinopharm vaccines were purchased. On May 5, after an evidence assessment by WHO’s Strategic Advisory Group of Experts, Georgia’s National Center for Disease Control and Public Health decided to start vaccinating the population with the Sinopharm and Sinovac vaccines. In June and July 2021, the Georgian diplomat’s own mother, stepfather, both grandmothers, and grandfather back in Georgia received doses of the Chinese-made vaccines. “I felt glad and relieved to see all my family members vaccinated, especially grandparents, as they are over seventy and in a high-risk group,” the diplomat told me.

* * *

“The Chinese government has been increasingly attentive to China’s image in the world. China’s COVID-19 vaccine diplomacy was motivated in part by its determination to transform itself from an object of mistrust over its initial mishandling of the COVID-19 outbreak to a savior,” wrote Seow Ting Lee, a professor of marketing and public relations at the University of Colorado Boulder. “This approach entails reframing its image as the country that accelerated the virus’ spread through cover-ups to that of the magnanimous global power offering leadership at a time of international leadership disarray.”

The stakes for China were significant. “Covid can be a real game changer for China,” Jennifer Huang Bouey, an epidemiologist at the RAND Corporation, told the Washington Post. “They have never seen such large international demand for their pharmaceutical products.”

Without question, Chinese vaccine exports were a tremendous humanitarian accomplishment. By January 2022, nearly 1.4 billion doses of Sinovac and Sinopharm vaccines had been delivered to 115 countries around the world, including 255 million doses to Indonesia, 95 million to Brazil, and 110 million each to Iran and Pakistan. Even at efficacy rates below those of Pfizer’s and Moderna’s vaccines, Chinese vaccines, it isn’t difficult to conclude, have saved a substantial number of lives around the world.

But as more Chinese-made vaccines landed on tarmacs in developing countries, questions over their true efficacy rates began to arise. And the distribution of Western-made vaccines gradually caught up, blunting what proved to be a meaningful but relatively short-term soft-power boost for China.

It was in Brazil that concerns over Sinovac’s data transparency first arose. The Butantan Institute, in São Paulo, which ran the Sinovac trials in that country, was originally due to release the results on December 15, 2020. But publication was delayed by a week, and then delayed again, as researchers said they needed more time to collect data from other trials. This did not go unnoticed. Denise Garrett, a well-known Washington, DC–based epidemiologist, told the Wall Street Journal in early January 2021 that the delays were “extremely unusual.” Garrett said they seemed to indicate a desire to present the results “in a more favorable way.”

When the trial results were finally published on January 7, 2021, they showed an efficacy rate of 78 percent at preventing infections. This was a very good result, if slightly less effective than that for the Moderna and Pfizer vaccines, but Sinovac’s ease of transport and storage helped compensate for the difference.

Days later, in a stunning about-face, updated results revealed that Sinovac vaccines appeared to have only around 50 percent efficacy in preventing infections—almost 30 percent lower than that reported just days before. This wasn’t high enough to result in herd immunity, a major goal of vaccination campaigns.

By February 2021, China was receiving sustained criticism for a lack of transparency with regard to data on efficacy and safety. Others accused Chinese vaccine developers of cherry-picking data instead of publishing full results of clinical trials. “Much of the developing world has only limited access to Western-made vaccines and will depend heavily on those produced in China,” China analyst Eyck Freymann and oncologist Justin Stebbing wrote in Foreign Affairs that month. “The country’s vaccine makers must not undermine confidence in their products at a time when so much of the world desperately needs them.”

There have also been concerns about price gouging. In March 2021, Hungary signed a deal with Sinopharm for thirty-six dollars per dose. Compared with the approximately ten dollars per dose it agreed to pay for Sputnik V and the approximately two dollars per dose the European Union promised to AstraZeneca, the Hungarian deal with Sinopharm likely makes the Chinese-made vaccine the world’s most expensive.

The situation in the Seychelles, where the government had acted with incredible speed to vaccinate almost the entire population of 98,000 within one month, brought further global scrutiny to Sinovac’s underwhelming efficacy. Following an outbreak of Covid-19 cases there in May, it was revealed that more than a third of the country’s positive cases were in fully vaccinated people—and more than half of those fully vaccinated had received Sinovac jabs. The outbreak was viewed as a setback among Seychelles residents, who had believed the vaccine would protect them from symptomatic illness. 

The highly infectious Delta variant, first identified in India in April, further exposed the flaws of China’s vaccines—particularly in Indonesia. In June 2021, at least twenty doctors who had received both doses of Sinovac died of Covid-19. So did Novilia Sjafri Bachtiar, the scientist who had led the country’s Sinovac trials. In one town alone, five hundred fully vaccinated medical workers contracted Covid-19 disease within a two-week span. In the wake of Delta, countries that had relied heavily on Chinese vaccines shifted course. In July, the government of Thailand altered its policy to allow recipients of one Sinovac jab to receive the United Kingdom’s AstraZeneca vaccine for its second shot. In the Philippines, a survey revealed that a sizable majority of Filipinos preferred U.S.-made vaccines; residents queued up until 2 a.m. to receive a jab of the Pfizer vaccine. And by the summer, people in Singapore originally inoculated with Sinovac began seeking booster shots of Pfizer and Moderna after blood tests showed low antibody counts.

This reversal of fortune diluted the soft-power potential of China’s vaccine exports. In April 2021, Gao Fu, director general of the Chinese Center for Disease Control and Prevention, publicly admitted that China’s domestic vaccines did not offer a high degree of protection from transmission of the coronavirus (though he later walked back this statement) and that mixing different vaccines might offer better protection. Gao had previously questioned the safety of the mRNA vaccines, a new technology used by Moderna and Pfizer-BioNTech in their Covid-19 vaccines. But at the April conference, he praised the vaccines’ efficacy. Meanwhile, Sinopharm still hadn’t released detailed information about its vaccine’s ability to prevent infection.

“The current reality does present a stark contrast to the fanfare with which Beijing rolled out their vaccines and then insisted on their high efficacy, even when data was less available,” Chong Ja Ian, a political scientist at the National University of Singapore, told the Washington Post in August 2021. He said that this demonstrates “how risky it is to try to make the current pandemic, and the very real dangers to human life, into a sort of propaganda tool.”

“China’s competitors worry that where Beijing’s inoculations go, its influence will follow,” wrote Yanzhong Huang, a senior fellow for global health at the Council on Foreign Relations, in March 2021. But “China has yet to prove that it can fulfill the role it has taken on or win the trust of those it has offered to aid.”

As vaccine production revved up, and as populations in Western countries vaxxed up, Western vaccines soon became more widely available. By late 2021, the Republic of Georgia had enough Western-made shots to cover the whole eligible population after the United States donated half a million doses and the government in Tbilisi struck a deal with Pfizer to purchase a million; EU member states began to supply Georgia, too.

The emergence of the hyper-infectious Omicron variant in South Africa also put a major dent in the appeal of Chinese-made vaccines, which seemed to offer even less protection against Omicron than the mRNA vaccines. In December 2021, Xi Jinping announced that China would donate one billion doses of its vaccines to countries across Africa as news of Omicron raised alarms. But initial reports suggested that even those equipped with three shots from Sinovac and Sinopharm had only limited protection from infection from Omicron, though they still remained well protected against severe Covid-19 disease.

The relative inefficacy of Chinese-made vaccines wasn’t the result of a flawed political system but of China’s impressive but still-developing science and technology sector. Even so, at times, the Chinese government appeared to view vaccine shipments as a direct tool of political coercion, and perhaps most shamefully, China’s propaganda apparatus made a sustained Kremlin-style effort to spread disinformation about Western-made vaccines in a cynical and dangerous attempt to blunt Western soft power.

Things came to a head in the early summer of 2021. The year before, Taiwan had successfully stopped the virus in its tracks and had almost no Covid-19 cases. But in April 2021, it experienced a significant outbreak, with more than five thousand cases and almost fifty deaths. President Tsai Ing-wen had secured deals for around 5 million doses of the Moderna vaccine, 10 million doses of the AstraZeneca, and an additional 4.76 million doses through the COVAX initiative. As Taiwan’s outbreak deepened, however, only 700,000 of those doses had arrived. Just 2 percent of the population was vaccinated. Some observers described Taiwan as “vaccine-starved.”

It was right in the midst of this crisis that China’s politics got in the way. The Taiwanese government had signed a contract with BioNTech in January 2021 for a shipment of its Pfizer vaccines. But the German company had already reached an agreement with the Shanghai-based company Fosun Pharma for exclusive distribution rights in China, Hong Kong, Macau, and Taiwan—meaning that Taiwan would have to go through a Chinese company in order to get its vaccines. This created two related problems. First, Taiwan has a long-standing policy, far predating the coronavirus pandemic, that prohibits importing Chinese vaccines of any kind. To get the Pfizer jabs, it would have to circumvent Fosun and sign a contract with BioNTech directly. Second, BioNTech now had a close relationship with a Chinese entity. The German company returned the contract to Taiwan: before the deal could be made, the company said, Taiwanese officials had to remove a reference to Taiwan as a country. The Pfizer vaccine acquisition came to a grinding halt. In May 2021, Taiwanese president Tsai Ing-wen publicly accused the Chinese government of interfering with Taiwan’s efforts to obtain vaccines for its population.

The Chinese government more or less openly acknowledged that political conditions had been placed on Taiwan’s ability to acquire vaccines. When asked in a press briefing about the recent news that Japan was considering sending vaccines to Taiwan, Chinese foreign ministry spokesperson Wang Wenbin responded, “We are firmly against those who exploit the pandemic to put on political shows or even meddle in China’s internal affairs.” This response indicates that the Chinese government views other countries’ sending vaccines to Taiwan as an infringement on China’s sovereignty—thus, Beijing viewed blocking vaccine shipments to Taiwan as an important political interest.

Wang also demonstrated China’s strategy of subnational engagement in a very unsubtle way: “Recently many counties, cities, and groups in the Taiwan region have been calling for early access to vaccines from the mainland, and some institutions have announced that they will receive donations from the mainland. All this demonstrates the Taiwan people’s confidence in mainland vaccines,” Wang said. “However, the DPP [Democratic Progressive Party] authorities, proceeding from selfish political calculations, turned a blind eye to the goodwill of the mainland, and even resorted to malicious smears and various other means to thwart the shipment of vaccines from the mainland to the island. This is running roughshod over the life and health of our compatriots in Taiwan.”

This was a fascinating and very public example of how China makes appeals to cities and states when the central government of a country is hostile to Beijing and then invokes those ties to undermine the legitimacy of a central government action Beijing does not like.

This wasn’t the only example of the Chinese government appearing to view vaccines as a political tool. In April 2021, Taiwanese foreign minister Joseph Wu accused the Chinese government of pushing Paraguay, one of Taiwan’s fifteen remaining allies, to switch diplomatic allegiance from Taiwan to China in exchange for Chinese-made vaccines. “The Chinese government was very active in saying if the Paraguay government is willing to sever diplomatic ties with Taiwan, they will be able to get quite a few million vaccine doses from China,” Wu said. He also said that Taiwan had worked with India and other democracies to secure vaccines for Paraguay; India had sent 100,000 doses of its domestically developed vaccine and had promised an additional 100,000 doses.

On June 4, Japan sent 1.24 million doses of the AstraZeneca vaccine to Taiwan. Taiwan finally received a shipment of 930,000 doses of the Pfizer-BioNTech vaccine on September 1. Meanwhile, in late May 2021, China once again prevented Taiwan from attending the annual World Health Assembly. If the Chinese government were truly committed to a Covid-free world and a world in which governments worked together to prevent future pandemics, Beijing would not try to block Taiwan’s participation in multilateral institutions or its population’s access to vaccines.

* * *

By the end of the pandemic, global perceptions of China’s political model seemed to have come full circle. Its early cover-up of the initial outbreak in Wuhan thrust the Chinese Communist Party into a domestic crisis of legitimacy and deeply damaged global trust in Beijing. China’s highly effective “zero-Covid” pandemic response had been the envy of the world.

But as the calendar turned to 2022, China found itself the last country on earth committed to zero-Covid. There was no clear off-ramp. Xi had hitched his reputation, and that of his party, to the model of mass testing, quarantines, and localized lockdowns that had kept the number of deaths in China stunningly low over most of the course of the pandemic. But by that year, two factors were working together to make zero-Covid both untenable and imperative. First was the rise of the Omicron variant, which was so infectious that it simply could not be fully contained by previous measures, requiring ever-more-extreme lockdowns and quarantines—meaning that just as the rest of the world was opening back up, Chinese people were being thrust into a life of total health surveillance and random lockdowns that devastated the country’s economy. By the middle of the year, the World Bank had projected that for the first time since 1990, China’s economic growth would fall behind that for the rest of Asia.

The second factor was entirely self-inflicted. China’s leaders had refused to approve Western mRNA vaccines for use in China. By viewing the vaccine race as a geopolitical competition over whose political model was best, and amplifying disinformation about the more effective vaccines, the party under Xi had painted itself into a corner. It would be an unacceptable political failure to have to admit defeat by importing Western vaccines. So China didn’t. By the time Omicron arrived, the country’s 1.4 billion people had only the protection of the Chinese-made jabs, which used an older technology and were less effective than mRNA vaccines against the new variants. If Xi abandoned zero-Covid, Omicron would sweep through the population, and hundreds of thousands of people, and likely more, would die. The ascendancy of politics over basic health considerations turned China’s fight against Covid-19 from a soft-power victory into a cautionary tale and a source of international pity and fear.

The two-month-long lockdown in Shanghai in March and April 2022 was a breaking point. Millions of residents in one of the world’s most modern and prosperous cities were locked inside their apartments for weeks. Supplies dwindled and food shortages began to dominate people’s daily lives as they awaited government deliveries that came days late or bartered with neighbors for potatoes and bread.

That was when the party lost China’s middle class. White-collar workers in Shanghai, who had long enjoyed the greatest benefits of the country’s rapid economic development and were often able to sidestep the worst of its political system, began seeking ways to get their assets out of China and leave for good. An online neologism, “run xue,” meaning “studying how to run” or leave the country, became popular as young people across the country felt they had no future there.
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Building A Democratic Economic Statecraft

The Chinese government’s deployment of coercive economic measures to achieve geopolitical ends represents a weaponizing of its market leverage—one that governments and international regulatory bodies have proven unprepared to counter effectively. There are numerous reasons for this, including a post–Cold War idealism that saw nonliberal countries admitted to international institutions in the hope that engagement would bring them closer to liberal democracy—resulting in the inclusion of some governments, like Beijing, that actively worked at times to undermine the very reasons for which those institutions had been created.

But a key underlying factor is the rise of neoliberalism in the United States and the international sphere. National and global economies based on varying shades of neoliberalism provide the ideal conditions for China’s economic statecraft to shape the behavior of individual commercial actors abroad in ways that promote its own geopolitical and security goals while at times harming the values and security of democratic nations.

Unilateral neoliberalism—given that China’s system certainly isn’t neoliberal—is the perfect environment for a globalized economic statecraft like China’s to flourish. When it is China versus individual actors in the market, the power is stacked in the Chinese Communist Party’s favor. In many cases, companies and institutions have been more or less on their own in dealing with the weaponized politics that come with the Chinese market. In the realm of diplomacy, China prefers bilateral agreements over multilateral ones, because that guarantees it has the upper hand. A neoliberal trade environment can, at times, represent an even more extreme power balance: that of the Chinese Communist Party versus an individual company.

The equation of democracy and free-market capitalism in the American consciousness—a classic characteristic of a neoliberal worldview—has had another unforeseen side effect. It created a blind spot to the rise of China’s authoritarian state capitalism, which was thought to be an existential impossibility according to the precepts of neoliberalism: authoritarianism and prosperous capitalism simply could not coexist for long, as one would eventually swallow the other. This belief contributed to a long-standing nonchalance in the West toward the rise of a clearly authoritarian and increasingly prosperous China. The Chinese Communist Party would surely fall as soon as China’s middle class expanded, the thinking went; or else, the party’s authoritarian policies would inevitably crush the country’s economy. Either way, there was nothing to worry about in the long run.

Glorification of the market and the individual has also made it difficult for Americans to think creatively about possible solutions to the challenges posed by China. A philosophy of neoliberalism, especially when taken to extremes, often precludes government action. It’s the reason that, for years, civil society responses—such as public shaming of companies, opt-in university codes of conduct, and legal measures promoting transparency but not prohibiting any particular actions—were considered the only democratic options to pushing back against China’s authoritarian influence. Even now, amid a growing consensus that democratic governments must take firm and unified measures to hold the line against Beijing, most new legal and regulatory measures target unfair trade practices and national security threats from Chinese state–linked actors rather than proactively enforcing democratic guardrails on economic behavior.

The belief that companies have a moral right to bolster their profits by any legal means available has also contributed to decades of successful lobbying against government restrictions on trade with China. As Joseph Stiglitz, economics professor at Columbia University, wrote in 2020, “In a democracy where money matters—clearly true in this country—it is in the private interest of corporations to do what they can to make sure that the rules of the game serve their interests and not the interests of the public at large. And they often succeed.” 

Just as China is learning to wield its economic power for political means abroad, the U.S. government and society have become more vulnerable than ever to the raw sway of money. As economist Thomas Piketty points out in his book Capital in the Twenty-First Century, capital is more heavily concentrated in the hands of a very elite few than at any time since World War II. At the same time, our political and legal systems’ current momentum is toward less regulation of corporations and of the wealthy, not more. Compared with western Europeans, Americans have been less willing to place such checks on the economy and have, in fact, moved in the opposite direction, toward even less regulation, a trend that accelerated under President Donald Trump. Deregulation has made it difficult for the U.S. government to conduct oversight or to put structural guardrails on company activities. Supreme Court decisions such as Citizens United have increased, not decreased, the power of corporations and individual wealthy donors in our political processes. Mass movements such as Occupy Wall Street, aimed at keeping corporations and the ultra-rich accountable, have failed. Billions of corporate lobbying dollars thrown at Congress drown out the voices of actual voters. The revolving door blends the interests of government bureaucrats and elected officials with the industries in which they once worked or plan to work.

The growing power of large companies also extends downward into the lives of those who work for them. In her book Private Government, American political philosopher Elizabeth Anderson argues that U.S. companies in the twenty-first century hold an almost dictatorial power over their employees, at times determining what they wear, what they say, when they use the bathroom, whom they can date, which doctors they can see, even which birth control they can use. Union busting in traditional industries, and the absence of union organizing in emerging industries such as in Silicon Valley, has greatly weakened the ability of employees to fight for their own interests and well-being in the workplace. A highly competitive job market means many employees have little job choice, making them more dependent on their current employers and further reducing their power over their own lives.

While there is now growing agreement in the United States that an unregulated and amoral approach to commerce can create problems—to those left of center, systemic inequality and environmental degradation, and to those right of center, the outsourcing of jobs and even of entire industries abroad—this line of inquiry has yet to be applied to the issue of systemic challenge to China’s authoritarian economic statecraft.

Yet, all this means that the balance of power, in terms of who is making explicit demands on the holders of U.S. wealth, has shifted in the Chinese Communist Party’s favor. American employees have little power to push back internally if they find that their company has chosen to act unethically due to China’s political demands and have few protections to save their jobs if they choose to stage a protest, leak to the press, or otherwise push back. Companies serve as a de facto pro-Beijing lobby in Washington, pushing back against legislation that might close off China’s markets—even if that means overlooking the Tiananmen Square Massacre, endemic labor violations, and the authoritarian takeover of Hong Kong. Former U.S. elected officials are hired to lobby on behalf of the same Chinese surveillance giants whose cameras blanket Xinjiang.

This has left transparency and American civil society—or the invocation of national security—as the primary means for pushing back against Chinese Communist Party pressure, through “naming and shaming” U.S. companies that choose to self-censor or that become actively complicit in repressive Chinese government initiatives. Up until recently, American civil society was not engaged enough to care—and it was certainly nowhere near as engaged as many online Chinese nationalists, whose indignation, fanned in part by a massive state propaganda and censorship apparatus, has helped force many Western companies to apologize and self-censor. And criticism from democratic publics frequently doesn’t work. The opening of a new Tesla showroom in Urumqi, Xinjiang, in January 2022—after the United States had already designated the campaign of repression against Uyghurs there a genocide, and after a growing web of restrictions limited the import of products from Xinjiang—demonstrates the limits of naming and shaming when so much money in the Chinese market is on the line.

There’s nothing wrong with shaming a U.S. company for investing in Xinjiang or self-censoring to please Beijing. But purely placing the blame on individual commercial actors for succumbing to the innovative economic statecraft of a trade superpower is misguided. By engaging the Chinese market and toeing the Chinese Communist Party line, companies are simply playing by the rules that the United States has set for forty years. To change their behavior, the United States and other liberal democratic nations must change the rules. Through new laws, regulations, and multilateral institutions, we need to relink economic and democratic rights, both domestically and internationally. On the international stage, that means walking back the Clinton-era delinking of trade and human rights. For just as the United States was delinking its trade policies from the political and civil values that the country claims to stand for, China under the party was doing the opposite. Only a democratic economic statecraft, linking our domestic and international systems, can effectively respond.

* * *

Every major power employs economic statecraft of some kind, and the United States is no exception. Tracing the emergence of a neoliberal-minded trend within U.S. economic statecraft can help us understand how we got to our current predicament.

The term neoliberalism means different things to different people. To some, it simply describes a political-economic model in which the government removes itself from as many economic decisions as possible, both domestically and in international trade and institutions. To others, it is a shrill catch-all used by critics to lambast the flaws of Western capitalism in its current iteration. British political activist George Monbiot, in a 2016 piece for the Guardian titled “Neoliberalism: The Ideology at the Root of All Our Problems,” wrote that “neoliberalism sees competition as the defining characteristic of human relations. It redefines citizens as consumers, whose democratic choices are best exercised by buying and selling, a process that rewards merit and punishes inefficiency. It maintains that ‘the market’ delivers benefits that could never be achieved by planning.”

Regardless of what term is used, it’s clear that the past forty years differ markedly from the forty years that preceded them, and the changes that took place over the former weren’t confined to domestic spheres alone. Beginning in the 1980s, U.S. liberal economic statecraft in some aspects gave way to a neoliberal economic statecraft, as the United States began to push neoliberal policies from within multilateral institutions as well. Washington implemented more public-private partnership programs within the World Bank and the IMF and made multilateral development loans contingent upon recipient governments’ promising to privatize industries and implement other neoliberal reforms. Since then, the neoliberal liberalization of international trade policies, the weakening of regulatory systems, the erosion of labor protections, the rise of massive multinational corporations, and the disproportionate sway that monied interests have gained over U.S. elections and governance have created an environment in which it is nearly impossible to openly discuss, much less formulate a systematic response to, the challenge of China’s authoritarian economic statecraft.

The United States has used its financial and economic dominance to shape international political and economic norms in two primary ways—first, through the creation of the Bretton Woods system (namely, the World Bank, the IMF, and the World Trade Organization) to promote economic interdependence, trade, and, increasingly since the 1980s, privatization and other neoliberal policies; and second, by leveraging U.S. dominance of the international financial system through the use of sanctions.

The Bretton Woods approach contrasts sharply with what came before: the nationalist economic policies pursued by Nazi Germany, the state-controlled economy of the Soviet Union, and the mercantilism that was common among European countries during the colonial and early modern period, in which governments sought to maximize state power through regulating their economies, such as by maximizing exports and reducing imports to build up gold reserves, in order to overpower their geopolitical rivals. Mercantilist policies were a significant factor contributing to European colonial expansion and wars; Nazi Germany’s nationalist economic policies contributed to that country’s early invasions of neighboring regions.

In the post–World War II period, the United States and its allies rejected mercantilism, communism, and economic nationalism. Instead, these countries sought to establish institutions and norms to promote economic liberalism (open markets and protections for private property) out of the belief that nations with close trade relationships were unlikely to go to war with each other, that economic liberalism was the best way to ensure the greatest prosperity for all, and that prosperous countries and populaces were unlikely to instigate violence. Western nations pursued this approach through the creation of the World Bank, the International Monetary Fund, and the General Agreement on Tariffs and Trade (GATT); and then, even more enthusiastically, in the post–Cold War period, when the fall of Soviet communism fed the belief that the world was converging toward a universalist system of political and economic liberalism and the United States and its allies sought to open up the international trade system to most countries in the world, creating the World Trade Organization as a successor to GATT to help make this a reality.

This form of economic statecraft is gradual and macrocosmic, focused on the creation of global norms and institutions that reduce perceived negative security externalities and promote positive ones. It also has a sharper edge. In recent decades, Western governments and the United Nations have also deployed an increasingly sophisticated precision tool of economic statecraft, the sanction, to police the borders of their international system. They levy sanctions against rogue governments, government officials, individuals, and nonstate actors such as Al Qaeda.

During the postwar period and up to the late 1970s, this international system along with domestic institutions in the United States, Britain, and Western Europe tended to balance protectionism with free trade in order to encourage economic growth while preserving employment and social safety nets. International institutions like the World Bank and the International Monetary Fund restricted capital controls. Sitaraman describes this era of liberalism as a period when “big institutions—big government, big corporations, big labor—cooperated to balance the needs of stakeholders in society.” International relations scholar John Ruggie referred to this system as “embedded liberalism”: the idea that markets should be “reconciled with the values of social community and domestic welfare.”

But in the 1970s, amid chronic economic stagnation and inflation that plagued both sides of the Atlantic, critics of liberalism began to gain prominence. Economists Friedrich Hayek, Milton Friedman, and others helped popularize a new libertarian orthodoxy that championed free markets and opposed most government intervention.

A new philosophy of business was also beginning to take hold. In September 1970, Friedman published an essay called “The Social Responsibility of Business Is to Increase Its Profits,” in which he argued that profit should be a corporation’s only goal. Businesses cannot and should not have a “social conscience,” Friedman wrote, and corporations are not responsible for larger social goals such as environmental protection, anti-discrimination, and a healthy job market. Friedman denounced the idea of corporate social responsibility as “pure and unadulterated socialism.” His essay soon became mandatory reading in many business schools in the United States. It would set the tone for the next half century of a certain style of American corporate governance and of the political zeitgeist that enabled it, which can be summarized by the catchphrase “greed is good.”

Ronald Reagan’s election in 1980 brought Friedman’s ideas to the White House, as the conservative president cut taxes, reduced government spending, weakened unions, and deregulated sector after sector. Reagan’s now-famous line from his 1981 inaugural address, “Government is not the solution to our problem; government is the problem,” became the guiding mantra of the Republican Party for the next forty years. The era of embedded liberalism was over. Neoliberalism was ascendant.

* * *

If liberalism spread from the outside in—a conference of exhausted war victors looking to create an international system that would promote prosperous, peace-loving domestic systems and, thus, global harmony—neoliberalism spread from the inside out. It began as a set of ideas designed primarily to address domestic problems, with little thought given to the international system—at least at first.

But soon Reagan, and successive presidents, began to apply neoliberal principles to U.S. development initiatives and institutions. The International Monetary Fund and the World Bank began pressing governments receiving development loans to privatize major industries and liberalize their financial and trade policies.

These efforts greatly accelerated with the fall of the Soviet Union. The new independence of numerous post-Soviet countries across eastern Europe whose economies were transitioning out of communism created a whole new ecosystem of governments and societies desperate for a quick road out of poverty. “The acceleration of interest in privatization evident in the last two to three years is striking,” wrote Mary Shirley, chief of the World Bank’s public sector management and private sector development division, in a 1992 report. “Governments of very different political and ideological streams are bent on privatizing, and governments that are already privatizing are moving from selling small retail outlets and industries to selling larger mining and infrastructure enterprises.” 

The World Bank strongly supported these efforts. “The World Bank’s interest in privatization stems from its fundamental goals—to help its borrowers achieve efficient growth with equity, while reducing poverty and protecting the environment. Privatization can be an important means to these ends,” Shirley wrote. “There are virtually no limits on what can be privatized.”

As capitalism prevailed over communism with the end of the Cold War, the precepts of neoliberalism increasingly became indistinguishable from those of a triumphalist vision of democracy. Democracy didn’t just mean free elections and rule of law; it also meant free markets, private industry, and free trade. The two were inextricably linked, it was believed. Excessive government intervention in the economy was both a symptom of political unfreedom and, in and of itself, an impingement on freedom; while sweeping away government involvement in economic decisions would pave the way for political liberty.

Belief in the democratizing effect of participation in global free markets helped fuel support for expanding the GATT globally to create the World Trade Organization. It also helped lead to a great enthusiasm for “shock therapy” as a quick, if painful, way to transform post-Communist economies into prosperous democratic capitalist ones through abolishing price controls, adopting monetary policy, allowing private business, and opening the doors to foreign direct investment. Harvard professor Jeffrey Sachs, described in a 1993 New York Times article as “probably the most important economist in the world,” was one of shock therapy’s strongest proponents; that year he flew to Moscow to urge reformists there to immediately reduce government budgets to curb inflation and to worry about unemployment later. The end goal was democratic capitalism. As the Times article put it, “The first goal for reformers, Sachs says, is to get across the message that democracy and capitalism are inextricable.”

The great democratizing project became largely indistinguishable from the great neoliberalizing project: one could be substituted for the other. Nowhere is this clearer than in President Bill Clinton’s 1994 decision to delink human rights demands from trade with China. Clinton had come into office just a few years after the Tiananmen Square Massacre, as the United States was still implementing an array of tough sanctions on China. He had campaigned on taking a hard line against Beijing,  promising to end the most-favored-nation status that granted China preferential trade privileges with the United States unless the Chinese government improved its human rights record. But, within two years of taking office, Clinton abandoned this stance:

Late in the afternoon of May 26, 1994, President Clinton stepped to the podium of the White House briefing room to formally delink human rights from trade. In a tone that struck some reporters there as defensive and almost apologetic, he said that China had failed to achieve “overall significant” progress in human rights, as his policy required. But even so, he would recommend continuing China’s trade preference. His goal wasn’t to isolate China by cutting off trade, he said, but rather “to engage the Chinese with not only economic contacts but with cultural, educational, and other contacts, and with a continuing aggressive effort in human rights”—a position that business groups had been advocating for months, and which became U.S. policy for every succeeding administration until Donald Trump took office.

This was the essence of the U.S. engagement strategy, the idea that integrating China into global institutions and markets would expose the Chinese to democratic values and shape their institutions and society in ways that would inevitably draw them nearer to liberal democracy. Engagement involved more than just economics, but the neoliberal equivalence of economic freedom with political freedom helped provide the ideological justification for this conveniently pro-business approach.

It’s hard to fault world leaders who embraced this post–Cold War vision. It was a compelling idea that presented a simple, unified approach to a global “end of history,” as political scientist Francis Fukuyama famously dubbed it.

But in the grand scale of human history, we are still very early in our study of economics and political science. We are, as it were, still figuring things out. Just as the excesses of the once-seductive systems of mercantilism and national socialism led to their rejection and the subsequent embrace of liberalism—and just as the imperfections of liberalism contributed to stagnation by the 1970s, leading to new formulations of libertarianism and neoliberalism—the imbalances of neoliberalism also began to take their toll on societies around the globe. 

* * *

Neoliberal reforms at first seemed to work well in developed Western countries, at least by some benchmarks. In the years after Margaret Thatcher became the United Kingdom’s prime minister, some believe that her policies of privatization, austerity, and union busting brought much-needed change to a dysfunctional system and boosted productivity. But the reforms also caused high unemployment, with cuts to public support for former workers and reduced public investment in the long term. Inequality rose, and social mobility fell. Some former industrial towns never recovered.

The systemic failings of shock therapy in Russia and eastern Europe, too, were becoming apparent. Stagnant wages couldn’t keep up with soaring inflation caused by the sudden removal of price controls, wiping out the life savings of a generation of workers. During the 1990s, standards of living for many people actually fell, resulting in nostalgia for the reliable, if modest, living standards of the Communist era. Weak institutions and rule of law funneled new wealth to the politically connected, fueling an epidemic of corruption and, eventually, entrenched kleptocracy. Democracy, at least in its neoliberal incarnation, failed to deliver on its promises. Russian president Vladimir Putin has capitalized on the loss of faith in democracy, reviving authoritarianism and fashioning himself as a strongman leader who blames the West for the country’s problems and promises to make Russia great again. China managed to avoid shock therapy by ignoring Western neoliberal reformers such as Sachs and instead gradually liberalizing portions of its economy over time while maintaining state control over the “commanding heights” of certain key sectors.

Philip Alston, the UN special rapporteur on extreme poverty and human rights, has criticized the World Bank and the IMF’s adoption of privatization as a requirement for loan recipients. In a 2018 report, Alston wrote that privatization, when applied aggressively and without consideration for those negatively affected, can result in the “systematic elimination of human rights protections and further marginalization of the interests of low-income earners and those living in poverty.”

The first major rumblings of popular discontent in the United States began in the wake of the 2008 financial crisis, as grassroots movements and a growing body of research highlighted rising socioeconomic inequality and unchecked environmental devastation around the world. The year 2011 gave us Occupy Wall Street and the now-household term “the one percent.” Thomas Piketty’s 2014 book, Capital in the Twenty-First Century, brought us the U-curve to visualize the looming return of modern societies to the nineteenth-century reality in which most wealth was inherited, rather than earned, leading to a class of entrenched wealthy elites who more or less run everything.

The 2016 presidential campaign heralded the rise of a truly leftist wing of the Democratic Party, which openly rejected neoliberalism and, instead, championed structural economic reform while railing against corporations for distorting the United States’ political process with campaign cash.

Remarkably, it wasn’t just the American left that was starting to openly reject neoliberalism. The 2016 triumph of Donald Trump’s far-right populism brought a critique of libertarian capitalism to the Republican Party, long an unshakable bastion of radical free-market ideology. This movement, however, was a critique not from the standpoint of classical liberal values but from that of a rising nationalism, a rejection of globalization, and a belief that immigrants and company outsourcing abroad were impoverishing Americans by stealing their jobs, a phenomenon painted as a symptom of free-market capitalism run amok. The movement also lambasted free trade, particularly with China, as economically harmful to Americans unless conducted with significant muscling. While anti-globalization was a key part of Trump’s appeal among a broad base that poached some traditional Democratic and labor union support, with that came the rising idea that government could and should do more and that free markets simply weren’t delivering.

Tucker Carlson, the conservative Fox News host, well summarized these sentiments in a January 2019 broadcast: “Republican leaders will have to acknowledge that market capitalism is not a religion. Market capitalism is a tool, like a staple gun or a toaster. You’d have to be a fool to worship it. Our system was created by human beings for the benefit of human beings. We do not exist to serve markets. Just the opposite.” The Fox News host skewered the unresponsiveness of American political elites who, in his view, had created the conditions resulting in the high unemployment, the opioid epidemic, and the high single-parent birth rate that were decimating families in rural white America. “One of the biggest lies our leaders tell us is that you can separate economics from everything else that matters. . . . Both parties believe this,” Carlson continued. “The idea that families are being crushed by market forces never seemed to occur to them . . . Questioning markets feels like apostasy.”

In some ways, then, the United States’ left-wing and right-wing discontents have met in the middle—in rough agreement that “the business of business is business” is no longer tenable. And the corporate world seems to have sensed which way the winds are blowing. With the growing embrace of ESG (environmental, social, and governance) factors when making investment decisions, companies have started at least to go through the motions of concern about more than just profit. “Just look where the obsession with maximizing profits for shareholders has brought us: terrible economic, racial and health inequalities; the catastrophe of climate change,” Marc Benioff, the CEO of Salesforce, said in September 2020.

Jeffrey Sachs, the great shock therapy economist who equated capitalism and democracy, became the perfect example of how this uncritical equivalence can backfire. After championing China’s successes in lifting its population out of poverty, Sachs has repeatedly downplayed the severity of the Chinese government’s genocide in Xinjiang, arguing that it isn’t genocide and saying that the United States should not put Xinjiang at the center of its foreign policy with China.

The annual Human Freedom Index—co-published by the Cato Institute, in Washington, DC, and Canada’s Fraser Institute, both think tanks that promote libertarianism—also highlights the absurdity of viewing a low corporate tax rate as on par with political freedom. The index measures “personal, civil, and economic” freedom, defining freedom as the “absence of coercive constraint.” The ranking published in 2021 was based on data from 2018, long after the Chinese government in Beijing had blocked Hong Kong from implementing universal suffrage, after leaders of peaceful protests, including Nathan Law, an elected lawmaker in Hong Kong, had been jailed, after Chinese agents had kidnapped a Hong Kong bookseller, and after rising police brutality. Even so, the index ranked Hong Kong among the freest places in the world, placing it third on a list of 162 countries, above every European democracy except Switzerland.

As a predictive indicator of the guarantee of future freedoms, the ranking was clearly an abject failure. Six months before it was published, Beijing forced its draconian National Security Law on Hong Kong,  destroying the city’s political traditions and effectively absorbing it into the mainland’s established authoritarianism.

The neoliberal state, writes political economist Isabella Weber, “is neither small nor weak, but strong. Its purpose is to fortify the market.” It also takes a strong and proactive state to establish and defend a politically free market. The neoliberal state should now use the significant resources it has historically wielded to preserve an economically free market, to also build a politically free market—one that is structurally resilient in the face of China’s authoritarian economic statecraft. Of course, by doing so, the neoliberal state would cease to be neoliberal.

Countering China’s Authoritarian Economic Statecraft

First under the Trump administration and continuing under the Biden administration, the United States has made swift progress toward insulating certain aspects of its economy from some of the more egregious aspects of China’s abuses, with Europe tagging along behind. The Biden administration has also focused on building coalitions with other democratic countries and encouraging like-minded countries to act in concert. These measures are a very good start and have already challenged or even rejected several neoliberal assumptions. But some of the most difficult work has yet to be attempted, including reforming or replacing compromised international institutions such as the World Trade Organization and—most crucially in the U.S. context—reforming purely domestic structures that make our body politic vulnerable to the pull of Beijing’s will.

In this book, I have focused on economic coercion aimed at achieving illiberal geopolitical goals rather than simply enriching China or boosting its competitive edge—though, in many cases, this is a false distinction, as the Chinese Communist Party often uses the greater economic power it gains through unfair trade practices to then further bolster other forms of economic coercion intended to achieve authoritarian geopolitical ends. For example, China’s widespread and sometimes state-supported economic and industrial espionage targeting U.S. businesses and research institutions is unfair and harmful and goes against the spirit of the open international system, but it isn’t directly aimed at shutting down dissent or shaping the world into a more illiberal place. Even so, the sharp competitive edge that such massive transfers of technology have given to Chinese companies in some sectors—and, thus, to the illiberal state that increasingly uses the power of companies for geopolitical ends—has strengthened the coercive power of China’s economic statecraft.

Most economic measures that the United States has taken so far are intended to strengthen U.S. national security, as traditionally defined, and to combat Chinese espionage, surveillance, military buildup, and unfair trade practices. The use of the U.S. Entity List, a trade restriction under the Commerce Department’s Bureau of Industry and Security, to blacklist Chinese companies and other entities is a clear-cut example of this; the list requires that U.S. companies and federal government offices first obtain a license before exporting products or technologies to any entity on the list. It is not a ban or a sanction; countries on the list are still permitted to use U.S. financial institutions and sell products in the United States. Even so, the use of the Entity List demonstrates clear recognition in Washington that U.S. government action is necessary when the Chinese government uses ostensibly private companies to further its national security goals. Chinese telecommunications companies Huawei and ZTE, both determined to have potential links to the Chinese military, and some other Chinese entities have now been added to the list.

Most innovatively—and most promising, from the perspective of putting democratic guardrails on economic behavior—Chinese companies and other entities deemed complicit in Xinjiang human rights abuses have also now been added to the Entity List. The 2021 passage of the Uyghur Forced Labor Prevention Act, which bans the importation of all products from Xinjiang unless it can be proven that they were not made with forced labor, marks one of the biggest steps the United States has taken in decades toward relinking trade and human rights.

This is the avenue that more U.S. and European measures need to take—a clear and explicit focus on asserting legal force to defend liberal democratic values and systems, including human rights and political rights. The world is already well on its way toward insulating domestic economies and sensitive infrastructure from geopolitical risk associated with China. And, in many cases, selective decoupling to bolster national security—as in the case of banning Huawei from 5G networks—can support and achieve some of the same goals as a directly values-based approach. If a government hasn’t allowed Huawei into its networks, Beijing can never threaten to turn the 5G switch off or use it as some other form of leverage to force that government to go along with its illiberal agenda.

Even so, distinguishing between democratic countermeasures aimed at blunting authoritarian statecraft specifically and measures intended to support free markets and national security without reference to democratic values still matters. Censorship provides a good example of why this is so. It has swiftly become an accepted norm that U.S. companies must obey Chinese censorship laws within the Chinese market because, the thinking goes, this is a technical issue of sovereignty; we generally expect companies to abide by the local laws and regulations of the countries where they operate. But the entire premise of international human rights law and conventions is that there must be exceptions to this principle. Indeed, that’s the very reason that the Chinese government has sought to undermine human rights protection mechanisms in international organizations; Beijing views such laws and standards as a violation of its sovereignty. But liberal democratic nations accept that sovereignty does not extend to human rights violations.

What many commentators seem to have forgotten is that international human rights norms also enshrine free access to information as a right. Article 19 of the International Covenant on Civil and Political Rights specifies as a right the “freedom to seek, receive and impart information and ideas of all kinds, regardless of frontiers, either orally, in writing or in print, in the form of art, or through any other media.”

Censorship on the scale implemented by China is an egregious human rights violation. Foreign companies that accede to Chinese government demands to censor their content within the Chinese market are actively complicit in a violation affecting 20 percent of the world’s population. But customary discussions of foreign corporate complicity in censorship in China are often dominated by market-related language—censorship “within the Chinese market” and abiding by “local laws” is a normal prerequisite for “access” to this market.

It is beyond clear that Beijing believes it has both the power and the right to extend its censorship as far beyond its borders as possible, and it has used the full extent of every channel of its power to accomplish this. If liberal democracies refuse to push back with the full force of their power, including the force of their laws, Beijing will continue to shrink the international space for free debate over its actions and even over basic scientific facts.

A To-Do List for Democracies

Liberal democracies should have two goals in their response to China’s authoritarian economic statecraft. The first goal is to strengthen democratic guardrails on economic behavior. Very few steps have been taken toward this, because it is not directly related to security in any sense and thus cannot benefit from the general bipartisan consensus that national security concerns should supersede domestic divisions.

Many of the measures I recommend involve massive reform and restructuring of the U.S. economic, legal, and regulatory systems. It is important to state these as goals; it’s also important to be realistic about what may actually be accomplished in our highly polarized society and often dysfunctional political system. To that end, I will also suggest modified measures that have less impact but are more feasible.

The second goal is to bolster economic security explicitly as a form of national security—the goal toward which the United States, Europe, and Japan have already made the most progress. That includes taking measures to support supply chain resilience, inbound investment screening, export controls, telecommunications security, and diversifying trade relationships. Even so, there is still much to be done, so the second section explores how democratic allies can work together to promote individual and collective economic security in the face of authoritarian challenge.

Strengthening Democratic Guardrails on Economic Behavior

One key direction to push reform aimed at weakening China’s authoritarian economic statecraft is to reduce the power of billionaires and corporations to shape our political system and dictate our rights.

Eliminate corporate campaign contributions. To be fair, this is almost impossible for the United States to achieve anytime in the near future. The Supreme Court’s 2010 decision in Citizens United v. FEC held that campaign contributions by corporations are a form of free speech and thus cannot be restricted. The current Supreme Court is significantly more conservative than the 2010 Court and is unlikely to consider overturning that decision.


	A more viable, though less impactful, policy measure would be to establish a public-funding option for candidates in federal, state, and local elections. Some states and municipalities in the United States have options for public funding for candidates; more states could work toward adopting similar laws.

	In the long run, Citizens United v. FEC should be overturned.



Make it illegal to lobby on behalf of authoritarian foreign governments.


	It’s not hard to ban former public officials from doing this. The Trump administration briefly imposed such a rule, then revoked it. The Biden administration then implemented a two-year ban. Such a rule should be codified into law by Congress, rather than through executive order or other executive rule change.

	But it’s extremely difficult to ban average U.S. citizens and residents from lobbying on behalf of whomever they choose; it’s considered a free-speech issue and has other thorny legal implications. An alternative would be to strengthen lobbying disclosure requirements by mandating companies and individuals to file far more extensive disclosures about the nature of their activities and their conversations with public officials.

	An even easier way to mitigate the influence of lobbying on behalf of foreign authoritarian governments would be to make the DOJ Foreign Agents Registration Act online database easier to use and search.



Create a regulatory framework making it illegal or costly for U.S. companies to acquiesce to foreign government censorship demands. The Preventing Foreign CENSORSHIP in America Act (Preventing the Foreign Coercive Export of Non-Consensual Speech and Orwellian Restrictions by Superpowers Hoping to Intimidate People in America Act) was one attempt at this. It was introduced in 2020 but was not passed into law. The draft bill would: 


	Prohibit companies from firing or retaliating against employees or contractors because they spoke up about sensitive topics countries such as China seek to censor;

	Prohibit companies from firing or retaliating against employees who refuse to help their employers facilitate the human rights violations or propaganda efforts of designated geopolitical rivals;

	Prohibit employment contracts from requiring workers, even when they are off the clock, from staying silent on topics designated countries seek to censor;

	Create federal, state, and private enforcement mechanisms to ensure these rights are upheld and that victims of extraterritorial censorship can have their day in court; and

	Establish meaningful reporting requirements to name and shame companies that give in to the censorship or self-censorship efforts of geopolitical rivals.



One weakness of this draft law, however, is that it would create a list of “NATO and non-NATO allies” to whom the censorship ban would not apply. This seems tacked on purely to protect anti-BDS laws (Boycott, Divest, Sanction—a civil society movement that encourages people to support Palestine by severing all financial ties to Israel), which numerous Republican-dominated states have adopted to penalize government employees for boycotting Israel. This strategy is an obvious violation of the First Amendment but has yet to be struck down by courts. A fundamental problem with the approach taken in this draft bill is that it is constitutionally incoherent to create a legislative environment that sets up carve-outs for bans on anti-Israel speech while explicitly protecting anti-China speech.

Strengthen legal protections for private whistleblowers and mandate for-cause termination. Whistleblower protections already exist for government whistleblowers but there are few if any such protections for whistleblowers in most private industries. There can only be whistleblowers if there are regulations that are being violated. Regulatory frameworks such as those listed in this section must first be enacted.

Strengthen unions. Unions are, in essence, intracompany democracy. They allow the employees within a company to challenge the power wielded by wealthy executives. Unionizing in Silicon Valley could help employees push back against unethical policies. For example, Google employees were considering staging a walkout to protest Project Dragonfly; they turned to crowdsourcing as a guarantee for a financial cushion had employees been fired over their internal protests. No U.S. employees should have to use GoFundMe to help protect their livelihoods if they want to protest authoritarian government censorship.

Strengthen public oversight over social media platforms, which are the twenty-first-century version of the town square. Of course, U.S. society and politics are heavily polarized over this issue. At this time, any attempt at public oversight either would be entirely derailed or would be captured by one side of the political spectrum or the other to push its domestic speech priorities. As it currently stands, our town squares are for-profit corporations subject to the whims of the billionaires that own them.


	Pass a national data privacy law, modeled on the European Union’s, as well as laws modeled on Europe’s Digital Services Act and the Digital Markets Act, which mandate transparency for social media content algorithms.

	Reinstate a twenty-first-century version of the Fairness Doctrine, a 1949 regulation enforced by the Federal Communications Commission that required news outlets to present the opinion of both sides of an issue in a fair manner. The doctrine was abolished under President Ronald Reagan in 1987. An updated version of the Fairness Doctrine would apply to social media platforms and would require their algorithms to prioritize fair and fact-based content, to fact-check misinformation, to remove state-sponsored disinformation content, and to clearly label government-linked accounts and content.

	Pass a law requiring social media companies to establish in-house insider threat programs to ensure that employees have not been recruited or co-opted by foreign authoritarian governments to secretly spy on users, hand over user data, or implement censorship on behalf of authoritarian regimes.



Ensure that U.S. trade negotiations with China don’t prioritize the concerns of big business in gaining access to the Chinese market. Instead, the United States should strive to open access in ways that help workers and increase wages. This would accomplish two things: First, it would decline to cater to the power of big companies while simultaneously reducing the future leverage that China would gain over them if even more of their revenue came from the Chinese market. Second, it would represent structural action to help readjust the economy in favor of wage earners.

Create mechanisms that legally prohibit transacting with entities that censor on behalf of an authoritarian foreign government. If freedom of information is a human right, then censorship is a violation of a human right, and we can use similar government mechanisms already in play for other forms of rights violations, such as forced labor.


	Entities that censor on behalf of an authoritarian government, such as Chinese social media companies and internet search engines, could be placed on the Federal Entity List, which would prohibit U.S. companies from transacting with them without first obtaining a license.

	Sanctions under the Global Magnitsky Act could be placed on top Chinese government officials responsible for implementing and expanding censorship, and on CEOs of major companies that abide by Chinese government censorship requirements, such as Baidu and Tencent.

	Congress could pass a law, modeled on the Uyghur Forced Labor Prevention Act, that prohibits U.S. companies from forming partnerships with Chinese companies unless they are able to prove that those companies do not censor.



Strengthen transparency requirements for any U.S. companies with operations in China. These measures will not only increase transparency and accountability for U.S. companies but will also convey a powerful message to Chinese authorities that their U.S. counterparts are legally prevented from keeping Beijing’s demands secret. This could temper the expectations of Chinese authorities and help U.S. companies feel safer to make better and more democratic decisions.


	Require U.S. companies to publicly disclose if they have ongoing communications with any office or liaison of Chinese law enforcement or security services, and to disclose specifically which offices they are in communication with. 

	Require U.S. companies to disclose if there is an employee of the U.S. company who is tasked with doing outreach and liaison work with Chinese security services, broadly defined.

	Require U.S. companies to publicly disclose any Chinese government demands to censor public-facing political content as well as any actions taken to satisfy these demands.



Create FARA requirements and publicly searchable databases on the state level, for every state. FARA is an incredible tool for holding lobbyists to account and understanding how foreign government money might be influencing our politics and debate. But there are no FARA laws or databases on the state level. Yet Chinese companies and officials do extensive lobbying work at the state and local level in the United States, and work with U.S. counterparts on the subnational level. This is a clear and obvious fix, and states should work hard to pass FARA-type laws as soon as possible.

Bolstering Individual and Collective Economic Security*

There are two broad avenues for countering coercive economic provocations. The first avenue is deterrence by denial, which means robbing these actions of their power and boosting the resiliency of those targeted. This includes measures to soothe the sting of boycotts and denial of market access, such as providing financial compensation to companies and individuals losing revenue as a result of China’s actions. It also includes short-term efforts to diminish or remove the threat, such as diversifying trade routes and supply chains and making long-term strategic shifts to retain national competitive advantages and reshore manufacturing of key products. Democratic governments should take measures to enhance both short-term defense and longer-term resiliency and resistance to economic coercion.

The second avenue is to punish economic coercion. Punitive countermeasures can be unilateral or multilateral. Countries can hit back with retaliatory tariffs or levies, tools that are likely most effective when affixed to products upon which Beijing relies. Countries can also retaliate in diplomatic, law enforcement, military, or other domains.

Given the globalized nature of the international economic system—and China’s documented history of dividing nations and targeting less powerful actors—any preventative or retaliatory action is more likely to succeed with united international support. So, government responses need to focus on drawing affected actors together, pulling companies under the protective shield of government, and banding governments together.

Pursuing a coordinated response also means building institutions. Domestic institution-building must be accompanied by moves to create international collective compacts to deter China’s economic coercion and coordinate multilateral responses to it. Countries must also move to implement concrete measures to support affected entities and deter and punish authoritarian economic coercion. A bipartisan group of U.S. lawmakers introduced a bill in the U.S. House of Representatives in February 2023 that, if passed into law, would give the president new authorities to support allies and partners affected by authoritarian economic coercion. Those new authorities would include asking Congress to provide direct financial assistance to the targeted country, reducing import duties on affected products from the targeted country, and increasing import duties on certain products from the state perpetrating the coercion.

The Countering China’s Economic Coercion Act, introduced in the U.S. House of Representatives in October 2021, proposes establishing an interagency task force under the leadership of the National Security Council with assistant secretary–level principals from relevant government bodies. The purpose of the bipartisan-sponsored bill is to streamline means for addressing China’s economic coercion and to expand cooperation both with the private sector and with other allied and partner governments, with the goal of raising awareness and holding Beijing accountable.

International Action: Alliances of Democracies Acting Collectively

Multilateral coordination is the linchpin of combating China’s economic coercion globally. Small countries, like individual companies, are vulnerable to a divide-and-conquer strategy. 

Many already recognize the better prospects that banding together offers, with frequent proposals for “like-minded countries” (generally understood as liberal democracies) to stand together in opposing Chinese pressure. The U.S. government’s foreign policy apparatus itself holds this general view: in March 2021, U.S. Secretary of State Antony Blinken called for like-minded countries to band together to stand up to economic coercion. The participation of the world’s biggest economy, the United States, in a coordinated response is consequential. The most general recommendation for “banding together” suggests using a collective to leverage “joint pressure” against economic coercion. While options like joint statements calling out China’s economic coercion are relatively milquetoast, in many cases China’s actions have not provoked a significant or coordinated response, which, at a baseline, would raise the reputational costs of such actions.

The European Council on Foreign Relations also highlights the strength that comes with collective action, noting that strong U.S.-EU and global relations would undermine the effectiveness of Chinese economic coercion. China’s deployment of secondary sanctions makes collective action more complicated and more urgent, particularly in Europe; under pressure, German companies began to push Lithuania’s leaders to de-escalate the situation with China, with the German-Baltic Chamber of Commerce warning that some firms may have to leave China. For its part, Lithuania’s deputy foreign minister, Mantas Adomėnas, has criticized the German approach, Wandel durch Handel, or “change through trade,” as ineffective, saying, “When we are facing an era where our geopolitical considerations will come to the fore, economic interpenetration can become a liability, or something that can be exploited, instrumentalized or even weaponized.”

Collective Economic Defense Pact

Both the North Atlantic Treaty Organization and the U.S.-Japan Security Treaty have an Article 5 that triggers mutual support measures in the event of an attack. Jonas Parello-Plesner, a former Danish diplomat, has proposed that a broad “alliance of democracies” establish an “economic article 5” that would formalize a commitment to respond to economic coercion. An explicit agreement would itself become a deterrent to  autocracies considering coercive economic measures. Others have since proposed that this economic mutual defense compact would be more effective at binding a smaller cohort, such as the Five Eyes countries, arguing that the highest levels of solidarity are required to forgo the potential economic benefits that countries might gain from standing as a substitute trade partner in place of the member China is targeting.

The European Union offers another possible bloc that could enact a mutual economic defense mechanism. Europe relies on its ability to export to many markets simultaneously; it has also made the most progress toward a formalized mechanism for countering economic coercion. In December 2021, the European Commission unveiled its proposal for an anti-coercion instrument, a tool that could be established under the auspices of the European Union’s common commercial policy. Initially designed (rather ironically) as a bulwark against sanctions overreach by the United States—specifically, Trump-era sanctions on Iran—it offers a clear, if still theoretical, mechanism to counter Beijing’s actions. The proposed instrument is not dependent upon unanimity—an advantage, given China’s attempts to use economic coercion to drive a wedge between countries with diverging economic interests—and it offers a compensation mechanism for collateral damage.

Alignment between countries and their companies becomes key here. While some commentators argue that companies ought to be “on the front line defending the rules-based international order,” companies are not states, and when put into conflict with a nation-state power, they generally stand at a disadvantage. Agreeing not to sell to a foreign market is also potentially complicated if companies can be sued by their shareholders for forgoing opportunities to increase profits, at least in the absence of legal prohibitions. One approach toward defending against economic coercion is to force companies to internalize the risk of operating in China or to reprice that risk after many years of mispricing it. One Australian think tank argues that “foreign companies with business operations in China need to factor in the increasing risk to trade flows, supply chains and market share” and calls the risk “significant enough to warrant board-level attention” that comes with an established pattern of economic coercion, noting that it “will no doubt be a standing topic in audit committees because of its bottom-line impact.” Board involvement would protect shareholder value and require closer company-policymaker collaboration. To prompt broader market caution, entities like the U.S. Department of Commerce could also issue business advisories.

Appeals to International Institutional Referees

Existing international institutional referees are poorly equipped to police China’s actions. The preeminent international body governing trade is the World Trade Organization, an entity with two primary flaws. On a tactical level, the WTO has only a trade dispute mechanism, and the slow speed of the arbitration process renders it irrelevant to the immediate pain of coercive economic actions. On an organizational level, the body’s consensus-driven design renders unlikely any agreement among nations as to what constitutes economic coercion—never mind determining when coercion has been used and what consequences ought to follow. At the very least, the WTO would likely need an overhaul before it becomes effective at deterring coercive economic actions. One Japan Times editorial proposed strengthening WTO rules and ceasing to block appointments to the appellate body.

To overcome the absence of a WTO provision for collective sanctions, some suggest that individual countries take their cases to the WTO—at which point other countries could join their appeals on the grounds that the cases raise questions about the integrity of the global trading system. Other proposals for WTO action include the idea that “like-minded countries” could start a debate on the topic with a position paper or begin discussion at committee levels. One trade law professor notes that “while this would not lead to hard [legal] rules on economic coercion, it would be a ‘soft’ approach highlighting concerns in a formal setting and attempting to change member behaviour.”

In lieu of the WTO, others have proposed use of the G7 or the G10 as global forums where economic countermeasure principles could be hashed out; though others note that existing bodies like the Financial Action Task Force would likely not prove a successful forum in which to coordinate coercive sanction actions.

Some researchers argue that gaps in existing trade agreements, such as the Wassenaar Arrangement’s narrow conception of national security risk, make it impossible to use these legal regimes to address economic coercion and suggest that a plurilateral export control agreement would be an important first step to aligning legal regimes across nations and creating agreed-upon norms and rules.

The nuclear option here would be for like-minded countries to create an entirely new trade body to function alongside the WTO in a way that promotes democratic and liberal values. There are major problems with this approach, of course. The first is that doing so, and then using that body to establish and act upon new trade norms, would violate WTO standards. So the two bodies would become rivals. Second, a mass democratic exodus from the WTO would leave it in the hands of authoritarian governments. That would strengthen their institutional, narrative, and likely moral sway over international trade norms.

Undermining Economic Coercion: Relief and Resilience

A primary defense against economic coercion is to undermine its effectiveness, denying China its objective by removing its leverage. The most immediate relief is to redirect exports to new markets or, conversely, source imports from other suppliers, and in the absence of that, to replace lost revenue. An interim step toward strengthening resilience and avoiding the disruption that buyer and supplier shifts cause is to secure minimum inventory levels.

There are several proposed variations on the idea of providing compensation or starting funds to support affected countries and companies. Countries could construct unilateral relief mechanisms in advance of coercive action, stipulating that if a company is subject to revenue loss as a result of Chinese government actions, it can apply and receive aid automatically. In the United States, this might be structured like the recent Covid-19 relief Paycheck Protection Program loans and grants. One Canadian proposal suggests supporting affected commodity farmers by expanding existing insurance programs, possibly through diversion of the country’s capital share in the Asia Infrastructure Investment Bank (AIIB).

As an example of this kind of unilateral approach toward compensating affected actors, Australia announced in December 2020 the formation of an Agri-Business Expansion Initiative to support Australian businesses impacted by China’s trade restrictions with funding of 85.9 million Australian dollars. The initiative comprises four key elements, supporting market expansion, in-country engagement, work on technical market access, and greater collection and delivery of market intelligence to exporters. A fifth element would be in the form of scaled-up business support services to more than two thousand agri-food exporters annually. These measures are not expected to be sufficient to fully offset the damage of Chinese economic actions, but they will mitigate economic coercion in the long term.

A few proposals suggest expanding compensation funds to a multilateral model. One Japanese opinion writer proposed a “Freedom Alliance Fund” comprising “like-minded countries sharing the same values,” “with each country paying premiums in proportion to the depth of its economic relationship with China” and funded by their respective national companies involved with China. This is perhaps unlikely if relatively small economies heavily dependent on China lack the funds to pay proportionately higher premiums and given a general reluctance on the part of nations to invest in international organizations. The writer’s answer is for companies to foot the bill, but that seems likely to be unpopular.

Communicating for Effective Deterrence

A precursor to effective action is the collection and sharing of information. Raising awareness across governments and publics and establishing communication channels are both necessary for collective action. There must be a shared understanding of what China’s concerning behaviors are, agreement on how to assess them in real time, and consensus on how to respond.

But China’s economic coercion is hard to measure by design. In Lithuania’s case, after Lithuania said it would allow Taiwan to open an unofficial representative’s office in Vilnius, the Chinese government moved rapidly to decimate bilateral trade and to pressure third-party countries to cease using Lithuanian components, all without declaring any official sanctions or other punitive measures. “Global Times is their main tool of communication with us,” said Lithuania’s deputy economy minister. Actions such as removing Lithuania from China’s customs list of origin countries eligible for a specific duty rate amount to de facto sanctions and state-backed commercial retaliation against companies taking stances Beijing finds disagreeable are cloaked in the guise of “popular boycotts,” as when fashion retailer H&M was removed from Chinese commerce platforms after releasing a statement expressing concerns about human rights violations in Xinjiang Province. The slippery nature of this coercion means that documenting related actions and quantifying their impact are both necessary to illuminate patterns and build the case for why countering and defending against economic coercion are important.

In the case of the United States, documenting and analyzing authoritarian economic coercion could be accomplished by developing designated government agency capabilities, such as housing at the Central Intelligence Agency any government agency intelligence and analysis capabilities focused on Chinese sanctions doctrine and practice.

To expand this idea internationally, the Australian Strategic Policy Institute suggests requiring the foreign ministries of democratic countries to track coercive diplomacy, use data to identify potential coalitions, and encourage research institutions also to track coercive diplomacy. The European Union has proposed the creation of an “EU Resilience Office” to identify when China is deploying obscured coercion. The work of the Resilience Office would also pinpoint the costs of these coercive policies and assess and offset their impact.

Reducing Medium- and Long-Term Risk

Future immunity to economic coercion comes in the form of risk reduction, specifically in avoiding asymmetries and excessive dependence on China. Similar to the short-term rerouting of products and the search for new suppliers, reducing medium-term risk means taking more deliberate actions to diversify trade, while the long-term requires maintaining footholds in competitive and strategic production areas. Supply chain security should include a combination of reshoring production and concluding nation-to-nation agreements not to restrict exports even in crises.

China moved to reduce supply chain vulnerabilities after the May 2019 listing of several Chinese technology companies on the BIS Entity List, effectively cutting off the nation’s semiconductor supply. Supply chain security and science and technology innovation are the focus of China’s Fourteenth Five-Year Plan (2021–25). In 2020, Xi Jinping vowed to build “production chains and supply chains that are independently controllable, secure, and reliable” and highlighted the need to ensure at least one alternative source for important products and supply channels, “forming the necessary industrial backup system.” This suggests a blueprint that other nations could follow to avoid vulnerability to economic coercion.

Redirecting exports and diversifying trade routes have historically had some success. Expanding alternate markets and foreign direct investment (FDI) destinations can also serve to circumvent sanctions, as was the case with Norwegian salmon, which was indirectly imported into China via Vietnam. This could preserve the market while offering some insulation against the threat of economic sanction.

Australia has been caught in China’s economic crosshairs for some time, which has forced the country to pursue several innovations. These range from a campaign on the part of the Inter-Parliamentary Alliance on China to boost consumption of Australian wine to longer-term trade access and diversification measures, including a free trade agreement with the United Kingdom and “ongoing efforts to negotiate FTAs with major global economies such as India and the European Union.”

Taiwan has worked for years to reduce its trade dependence on China. In 2016, it launched its “New Southbound Policy” (新南向政策) to increase economic ties with a slate of countries in South Asia, Southeast Asia, and Australasia following a series of previous Taiwanese “Go South” policies initiated under other administrations. Taiwan has seen some success in the years under the New Southbound Policy, especially with ASEAN nations. Total trade between Taiwan and ASEAN moved from a negative growth rate of 10.9 percent during Ma Ying-jeou’s Kuomintang administration (2012–16) to 13.6 percent annual growth in Tsai Ingwen’s first term (2016–20), up to $89 billion, with “significant gains” from Singapore, Vietnam, Brunei, and Malaysia, though trade with South Asia fell over the same period. Trade to all eighteen target countries covered under the New Southbound Policy hit a historic high in 2021. Other steps included a signed investment deal with the Philippines (2017) along with memoranda of understanding on economic cooperation with Indonesia and Malaysia.

Another avenue for reducing vulnerability is to strengthen multilateral trading agreements and partnerships. This proposal gained some traction in midsize economic powers like Japan, especially during the Trump administration’s “America First” policy stance in the United States. Japan has pushed forward a new incarnation of the Trans-Pacific Partnership, resurrected as the Comprehensive and Progressive Agreement for Trans-Pacific Partnership (CPTPP), and pursued the Japan–European Union Economic Partnership as a second significant multilateral trade agreement. The Japan Times argues that Japan also needs to find a path to include India in the Regional Comprehensive Economic Partnership; that U.S. participation in the CPTPP would induce China to reform itself and eventually join the first-tier trading agreement; and that middle powers must shoulder the burden of building multilateral cooperation, supporting one another and the rules-based order.

Improving Public-Private Coordination for Resilience

Because coercive economic actions often take aim at individual companies, specific industries, and dependent sectors, improved public-private coordination is also a key preparatory measure. Companies singled out for Beijing-backed pressure have had few options beyond compliance with or withdrawal from the Chinese market. If they had acted in concert or with government backing, they might have been able to effectively resist. In 2018, China gained a rhetorical victory, targeting individual U.S. airlines to demand they comply with Chinese restrictions against “separatism” by removing from their websites and other public-facing content any references to Taiwan, Hong Kong, and Macau as independent countries. This action followed a similar press against hotel chains. A more robust business–government communication channel would, in the event of coordinated action against companies, allow individual companies to elevate disputes to the state level and participate in organized resistance. Anticipating future actions along these lines, national governments should also work with business groups to develop potential responses.

Domestic Steps: Increasing Institutional Capacity

Unilateral action offers the advantage of customizing a response to a nation’s particular issue set. Existing institutional mechanisms could be adapted to respond specifically to economic coercion. The Department of Commerce’s Bureau of Industry and Security (BIS), keeper of the department’s Entity List, could use a similar blacklist mechanism to subject Chinese individuals or companies involved in economic coercion to licensing requirements for the export, re-export, or transfer of in-country items subject to U.S. Export Administration Regulations. As I will discuss in more detail in these next pages, governments could also move unilaterally to institute compensatory mechanisms to offset the economic pressure on individuals and companies.

As early as 2012, Eurasia Group founder Ian Bremmer proposed the creation of a “Department of Economic Statecraft” to manage global industrial policy and promote America’s economic interests. Clyde Prestowitz, who served as counselor to the commerce secretary in the Reagan administration, has also recommended the creation of a “Department of Competitiveness,” merging many of the functions of the departments of commerce, energy, and transportation, in order to “achieve U.S. and free world leadership in all major technologies and industries.”

Deterrence: Future Fireproofing by Design

Maintaining a competitive edge and leverage must be the focus of long-term efforts, something that involves both protecting sensitive and valuable technologies and investing in new research and development in key areas. Investment regulation offers a path toward ensuring national economic security and safeguarding traditional national defense in cases where companies pursuing profit alone may not adequately safeguard these national priorities. While the interagency Committee on Foreign Investment in the United States (CFIUS) is charged with reviewing the national security implications of foreign investment in U.S. companies and operations, there is currently no mechanism to review outbound U.S. investment and block transactions that would weaken the national security or economic competitiveness of the United States, though the idea has been proposed with more frequency in recent years.

One such proposal is housed within the 2022 omnibus America COMPETES Act (aka the U.S. Innovation and Competition Act), which incorporated the text of the earlier National Critical Capabilities Defense Act of 2021. This text proposes amending the Trade Act of 1974 to establish a National Critical Capabilities Committee (NCCC), modeled on the structure of the CFIUS but focused on countries of concern and possibly nonmarket economies rather than a country-agnostic screening. The NCCC would consider transactions with bearing on the “long-term strategic economic, national security, and crisis preparedness interests of the United States” and on the “history of distortive or predatory trade practices” of the foreign countries where individuals party to the transaction are domiciled and their impact on domestic industry. The NCCC would be chaired by the U.S. trade representative and its membership would be drawn from the Office of Science and Technology Policy and the Departments of Commerce, Treasury, Homeland Security, Defense, State, Justice, Energy, Health and Human Services, Agriculture, Labor, and any other federal agency. Nonvoting members—from the Office of the Director of National Intelligence, the Federal Emergency Management Agency (FEMA), the National Institute of Standards and Technology, the Centers for Disease Control and Prevention, the National Institute of Allergy and Infectious Diseases, the Federal Communications Commission, the Securities and Exchange Commission, the Commodity Futures Trading Commission, and the Federal Aviation Administration—would be tasked with determining supply chain risks, with greatest attention reserved for “articles the supply chains for which are housed wholly or in part in countries of concern or from an entity of concern and for which substitute production is unavailable elsewhere at required scale.” The act directs the NCCC to review industries that FEMA identifies as emergency support functions. If enacted, it would be the first outbound investment screening process in a major Western economy.

Other policy safeguards that can provide early warning and insulate against future coercion include overall efforts to reduce the power of money in the system, including extending the Foreign Agents Registration Act to include state-level activity in the United States beyond the current federal registry. It should also include stronger union protections for workers, including protections for speaking out and private-sector whistleblower protections.

U.S. economic sanctions stand to be less powerful with China’s increasing economic strength and the growth of digital currencies. The U.S.-led global financial system, with its traditional channels, favors the dollar, something cryptocurrencies could upend. Designing a digital currency to compete with the digital renminbi would keep pace with a European proposal for a digital euro. 

Deterrence by Punishment

Cross-domain retaliation offers additional tools for punishment. Diplomatic countermeasures include expulsions of select foreign government officials, while information countermeasures could include cyber actions that fall short of use of force. Options could also include financial sanctions on Chinese state–owned enterprises, increased law enforcement actions against Chinese companies, such as requiring monthly audits of companies operating overseas, and a mechanism similar to the EU human rights sanctions regime. Existing proposals suggest financial and diplomatic sanctions, such as freezing the assets of or imposing diplomatic sanctions on relevant officials. A Canadian commentary goes farther, with a suggestion to ban Huawei from national 5G wireless networks on national security grounds, register and scrutinize all research and development funding from China and sever those that aim to steal intellectual property, and withdraw from the AIIB as explicit counter–economic coercion measures.

Deterrence by punishment is most commonly proposed in the economic realm, answering the coercive action in kind. Economic countermeasure options include retaliatory tariffs, export and import bans, market access restrictions (including quotas and trading licenses), a truncating of intellectual property rights, recovery of losses, trade and investment restrictions, divestment in certain sectors, and restrictions on access to public procurement markets.

Countering economic coercion with responsive, proportionate action is the most frequent proposal. An intuitive suggestion is to extract a cost equal to the cost of the coercive act as an offset to distribute to affected producers. However, many assert that this would announce that countries were no longer bound by Annex 2 of the World Trade Organization’s Uruguay Round Agreement, which obligates countries to follow the multilateral dispute resolution process and agree not to take unilateral action. Others still suggest that sanctions or the private threat of them from an economy with leverage over China like the United States may have some deterrent effect, or that countries could impose levies on products the Chinese government values, such as one politician’s proposal concerning Australian iron ore.

China’s “dual circulation” (双循环) strategy and its efforts to insulate itself from dependence on the global market seem to anticipate this, or aim to proactively minimize the risk, along with sanctions law.

Conclusion

These recommendations may seem overwhelming. Many of them, particularly domestic reforms in support of democratic goals, feel impossible to accomplish. But if we have learned anything since 2016, it’s that the zeitgeist can change on a dime. The story of the Covid pandemic, and how it affected the world’s understanding of China, is testament to the reality that facts do matter and that long-held assumptions can be changed. Democracies, and people who value them, should take heart. The path laid out to minimize the effects of China’s authoritarian economic statecraft is clear. All that’s left is getting down to business. 
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the company apologized: @ZhouFengSuo, Twitter, January 3, 2019: “Update, @LinkedIn just apologized and reversed the decision which was deemed an error. I applaud the prompt and correct response by LinkedIn. I hope other companies would do the right job and avoid such error in the future. Thanks to @owenschurchill for the quick follow up,” https://twitter.com/ZhouFengSuo/status/1080954055059480576.
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Wang had been a prominent student leader in the pro-democracy movement: Wang Dan, “What I Learned Leading the Tiananmen Protests,” New York Times, June 1, 2019, https://www.nytimes.com/2019/06/01/opinion/sunday/tiananmen-protests-china-wang-dan.html.

Wang had been resting in his dorm room: Author interview with Wang Dan, June 2021.

Just like Zhou, Wang and his fellow organizers expected trouble: Author interview with Wang Dan.

The complaints were accompanied by manufactured evidence: United States v. Xinjiang Jin.

“I think, Wow. What a world it is”: Author interview with Wang Dan.
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8: “Chewing Gum Stuck to the Bottom of China’s Shoe”
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