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GLOBALIZATION AND NATIONAL SECURITY

Jonathan Kirshner

WHAT ARE THE CONSEQUENCES OF GLOBALIZATION for national
security? Although there is an enormous and still burgeoning literature
on globalization, the answer to this crucial question remains unclear.!
Part of the reason for this is that much of the debate has recaptured a
traditional divide among international relations (IR) scholars, with one
side resolutely challenging the relative novelty of contemporary global-
ization and defending the primacy of the state; while at the other end
of the spectrum, suggestions of a brave new borderless world fill the
air.? This volume does not address those debates, but rather, engages the
question: What are the consequences of globalization (however novel)
for national security (traditionally defined)? It argues that even while
retaining the state-centric perspective, globalization changes the nature
of the game, even if the actors are assumed to retain the same goals they
have always pursued. Failure to account for the influence of globaliza-
tion will make it increasingly difficult to understand changes in the
balance of power, prospects for war, and strategic choices embraced by
states. Switching from polo on horseback to water polo does not change
the principals or their objectives, but the contest is still profoundly
transformed by the change in setting. Some players, for example, might
have been much better riders than they are swimmers.’

Some definitions are in order.* Globalization (as used here) is
shorthand for an array of phenomena that derive from unorganized
and stateless forces but that generate pressures that are felt by states.
It is important to note that in this usage, globalization is not simply
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an extreme form of “interdependence,” which concerns the political
consequences of relationships between two (or more) states.” Nor is
globalization a synonym for subnational, transnational, regional, or
supranational forms of political organization. Rather, in contrast, the
forces of globalization as defined here are in their purest incarnations
disorganized and purposeless, the powerful but uncoordinated con-
sequences of individual behavior and technological change. An illus-
tration of globalization, by this definition, is the financial crisis that
forced France’s socialists to reverse their economic strategy in 1982.
The crisis was not the result (as far as the evidence to date shows) of
coordinated political action by agents within France or by other states,
but by uncoordinated capital flight.®

However, although such market pressures are the most obvious
exemplars of globalization, they are not the only forces of globaliza-
tion captured by this definition, which includes any relatively general
phenomenon that is stateless and uncoordinated, and that has little
inherent regard for national borders. Some (but not all) forms of tech-
nological and social change also fit this description, most obviously
with regard to the political consequences of the spread of information
technology and of ideas.

National security refers to organized political violence that speaks
to the vital interests of at least one state. The consequences of global-
ization for national security, however, need not be limited to war or
insurgency, but include as well how forces of globalization affect the
balance of power, change the offense-defense balance or other factors
that might affect the security dilemma and the likelihood of war, or
transform the ability of the state to defend its own interests.

The conjunction and (from the phrase “globalization and national
security”) also plays a critical role in this volume. The focus here, as
noted above, is on the consequences of globalization for national secu-
rity. This is both restricting and liberating. It is restricting for obvious
reasons. But it also provides the mechanism through which a broad
range of phenomena can be introduced into the mix. For example, the
consequences of U.S. preponderance, or the prospects for a “clash of
civilizations,” or the spread of terrorism, to take three examples that
will appear in the pages that follow, are not in and of themselves objects
of inquiry under the definitions just prescribed. Terrorism, after all,
could and did exist in the absence of globalization. However, when
issues such as these are in turn linked (tightly and explicitly) to forces of
globalization (i.e., how the processes of globalization affect the nature
or spread of terrorism) they are certainly relevant here; as long as these
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links are explicit and elucidated, in practical terms there are relatively
few constraints on the types of concerns that can be addressed. Simi-
larly, although transnational organizations or international institutions
were specifically excluded above from the definition of globalization, it
can still be readily argued that globalization has increased the impor-
tance of such actors for national security. Tight and explicit links to
globalization with specific implications for national security thus allow
numerous phenomena to be put on the table. In sum, this definition of
“globalization and national security” is in many ways fairly broad; how-
ever, ultimately, it is rooted in and delimited by a traditional conception
of security concerns. This conception does exclude a large set of issues,
such as those often placed under the rubric of “new security,” including
global challenges such as environmental degradation or broader con-
ceptions of “human security.”

OVERVIEW

This chapter proceeds in two principal parts. First, it addresses the
political context of globalization (especially the role of unipolarity and
U.S. power) and then considers three broad ways in which security can
be affected by globalization: by reshaping state capacity, recasting rela-
tive power, and revising the calculations associated with international
conflict. Obviously, given the definition employed above, globalization
will reduce or at the very least change the capabilities and autonomy of
the state vis-a-vis nonstate actors.” Because the consequences for capac-
ity and autonomy will vary from state to state, globalization will also
affect the balance of power between states, relatively empowering some
at the expense of others. Globalization will also change the nature of
conflict, generating new axes of strife, privileging distinct expressions
of violence, and affecting the likelihood of war.

Second, this chapter considers the processes of globalization and
how they can affect state capacity, the balance of power, and the nature
of conflict. These processes are also bundled together in three groups,
which to some extent inevitably overlap and are mutually reinforc-
ing, but are nevertheless purposefully designed to call attention to
three distinct conduits through which the pressures of globalization
are transmitted through the system: via the intensification of economic
exchange, the flow of information, and marketization—the expansion
of the set of social relations governed by market forces. A brief conclu-
sion describes how each chapter in the volume is integrated into this
general framework.
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UNIPOLARITY, GLOBALIZATION, AND SECURITY

The contemporary international system is influenced by two “mock-
systemic” effects: unipolarity and globalization. These are systemic
forces in that to a large extent they affect all states uniformly (though,
because states are, at a minimum, differently situated, there is variation
in the relative significance of and range of response to those forces).
However, they are not systemic in the pure sense of the concept because,
in both cases, they are shaped by state choices, especially those of the
United States.® Indeed, regarding unipolarity, the mock-systemic effect
that is felt by other states is not so much a direct function of the distri-
bution of power, as with (arguably) bipolarity, but rather the doctrinal
foreign policy choices of the United States.

This is a bit of a paradox—systemic explanations normally rest on the
consequences of essentially uniform (or at least unidirectional) pres-
sures faced by relatively like units distinguished principally by their
relative capabilities—a conception of world politics as a function of
constrained choice where position trumps preference. Thus highlight-
ing the distribution of power (in this case, American predominance)
as a causal variable would appear to privilege the perspective that state
behavior is constrained by systemic imperatives, just as individual
firms must respond to the dictates imposed by the market. But this
analogy has always been imperfect, as even oligopolists (surely more
analogous to states in international relations than small firms are) are
not pure “price takers,” but can influence their environment through
their behavior.” And the greater the concentration of power—market
or political—the broader the discretion enjoyed by the biggest players.
Thus the extraordinary preponderance of U.S. power presents us with a
state virtually uninhibited by traditional systemic constraints. Unnatu-
rally unconstrained by its position, the United States has the luxury of
choosing from a large menu of policy choices. To the extent that those
choices reflect a coherent underlying purpose or doctrine—such as the
Bush Doctrine of preventive war or the promotion of global economic
liberalization—that policy choice is transmitted throughout and shapes
the nature of the system as a “mock systemic” effect.!

One such policy choice of the United States is the embrace of, or
at the very least a policy of purposeful benign permissiveness regard-
ing, the forces of globalization. Technology may make it much easier to
transmit information, or more difficult to control capital flows, but if
the world’s only superpower had different policy preferences, say those
of caution, closure, and control, then the pressures of globalization,
while still present and powerful, would not be as pervasive." Finance
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may be unbound, but financial deregulation was (and remains) to a
large extent the result of decisions by great powers pursuing their per-
ceived national interests; similarly, although it may be more difficult
for authorities to control what their citizens read, see, and share with
others, states—especially the most powerful states—nevertheless play
a central role in negotiations regarding media spaces and information
policies, which establish the legal, technical, and political market struc-
tures that shape the ways in which information flows."? In sum, it would
be a serious mistake to overlook the political foundations of globaliza-
tion or to lose sight of the fact that globalization is not politically neu-
tral. As one journalist neatly observed, “Globalization is the narcissism
of a superpower in a one superpower world.”?

At the same time, it is also crucial to be sensitive to the limitations
of the influence both of unipolarity and of globalization. Although the
United States is indeed at the center of a unipolar political order, the
military predominance reflected in unipolarity translates only uneas-
ily to economic “hegemony”—on the economic front, there are more
chinks in the American armor—unchallenged on the battlefield, the
United States is nonetheless saddled by national debt, fiscal deficits, and
record trade imbalances. Second, and more important, both unipolar-
ity and hegemony are largely measures of relative state capacities with-
out regard to other challenges (and opportunities) faced by states. Thus
although the enormous U.S. economy is “hegemonic” compared to
other national economies (and its military unrivaled by any other state),
it nevertheless is constrained by the pressures of globalization in ways
that economic hegemons (and military superpowers) of the past (such as
the United States after the Second World War) were not. Therefore, even
though the United States has purposefully promoted globalization and
has flourished in that context, this does not alter the fact that America
itself is also “not immune to the powerful forces of globalization.”*

Finally, it is also important not to overstate the consequences of glo-
balization. The pressures of globalization, however powerful, do not
present iron laws, but rather they change the cost-benefit calculus of
various policy choices. Resistance to globalization—efforts by states to
keep borders (more or less) closed to flows of data, money, and people—
is certainly possible; the “level” of globalization does not operate by fiat
imposing openness upon all so much as it raises in general the oppor-
tunity costs of such closure.

In sum, globalization does not derive of thin air but is, at a mini-
mum, the result of a politically permissive environment. It is neither
inevitable nor irreversible.”> Nevertheless, it is here now, and it must be
reckoned with in any understanding of national security.
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Figure 1.1 How globalization affects national security.

CONSEQUENCES FOR SECURITY

Globalization influences traditional security concerns in three princi-
pal ways (see Figure 1.1). It affects state capacity and autonomy—that
is, the relative power of the state vis-a-vis nonstate actors, social forces,
and market pressures. It also affects the balance of power between
states, because even if changes in the system left each state absolutely
less able to advance its interests, there would still be a reshuffling of rel-
ative capabilities. Finally, by creating new sources of conflict between
states, new opportunities for entrepreneurs of political violence, and
by reshaping the costs and benefits of both warfare and conquest, the
forces of globalization can recast the nature of armed conflict.

State Capacity and Autonomy

To a large extent, the most obvious consequence of globalization is the
diminishing of the power and influence of the sovereign state. This is
plainly visible in the reduction of macroeconomic policy autonomy
that has accompanied the globalization of finance, although the extent
of that diminished capacity remains open to debate. But the ability to
manage the macroeconomy, with consequences for the state’s capac-
ity to manipulate domestic politics and its ability to garner resources
for war, is inhibited (or at the very least altered'’) by the breathtaking
pace of capital mobility. Changes in the scale of production (upward as
the global production economy is more integrated), and with the frag-
mentation of that production within and between firms across borders,
will likely undermine the traditional preference of states for relative
autarky in defense production.” These changes could affect not only
decisions about procurement for defense but also those regarding mili-
tary alliances.

The dramatic expansion in communications technology—of televi-
sion and satellites and cellular telephones, faxes, computers, and the
Internet, collectively often labeled the “hypermedia environment”—are
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routinely cited as examples of state decline. And to some extent they
are. However, and the point is a general one, these changes may be more
significant for the ways in which they transform rather than reduce
state capacity. Government authorities are especially well suited to use
new technologies to their own advantage—indeed, enhanced surveil-
lance technologies can empower the state, extending its reach further
than before.”® Or the changes in modes of communication might shift
the nature rather than the extent of state control, from one of inward
looking legal regulation toward outward oriented multilaterally negoti-
ated agreements.” Most broadly, as Ronald Deibert has argued, these
changes affect the relative power of social forces, because “social forces
whose interests match a communications environment will be favored
while those whose interests do not will be disfavored.” For example,
this will empower some firms (compared with other firms and states),
because “the hypermedia environment ... favors the transnationaliza-
tion of production” both within and among multiple firms, facilitating
strategic alliances, joint ventures, and joint production.®

The Balance of Power

The hypermedia environment not only changes the relative power of
social forces, it also affects the relative power of states.” Those authori-
tarian states that have traditionally tried to retain a tight control on
information—Syria, which into the 1990s required that all typewriters
be registered with the state and prohibited the use of fax machines until
the end of the decade, would be one such example—should find the
globalized information environment more subversive of their author-
ity than other states with a more laissez-faire attitude toward the flow
of information. This may provide a strategic advantage to more politi-
cally liberal regimes, less radically challenged by these developments.
In a parallel fashion, the pressures and opportunities presented by the
relatively open, outward oriented international trade and production
environment associated with globalization will present fewer and rela-
tively less intense challenges to those states that have already embraced
strategies of economic liberalization. Other states, once again, in par-
ticular, authoritarian “bunker” states but also including “clientelist”
regimes that lean heavily on the use of distributing economic rents and
protectionism to reward political allies, might find themselves backed
into a corner. An environment with more pressure for economic reform
is especially challenging for these types of governments because such
reforms can undercut core political bargains upon which regime main-
tenance rests.*
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Even with regard to the liberalization of finance, which remains the
poster child for the general transfer of influence from states to markets,
the effects of globalization cut heterogeneously within and differen-
tially across national economies. As will be discussed below, despite
the fact that even the enormous U.S. economy is now more beholden
to the whims of international financial markets, given its deep capital
markets, powerful financial institutions, and enormous influence with
the International Monetary Fund (IMF), globalized finance enhances
the relative power of the United States compared to virtually every other
state in the world. If anything, the globalization of finance is an even
more politicized project than the liberalization of production: those
who were (properly) taught that markets generally work and free trade
is largely a good thing might be surprised to learn that there is sim-
ply no solid evidence to support the view that completely unregulated
capital flows are economically efficient. Politics rather than economics
accounts for capital deregulation.?

The Nature of Conflict

Globalization also can reshape the nature of conflict and the style and
pattern of organized political violence. Not surprisingly, the powerful
and indefatigable economic, political, and cultural pressures associated
with globalization give rise to new conflicts between groups. The pres-
sures for convergence on all these fronts create new vulnerabilities, gener-
ate demands for insulation, and elicit calls for resistance. These forces are
destabilizing—in the value neutral sense of the term—meaning that they
disrupt traditional patterns of activity as well as local norms, arrange-
ments, and understandings. These redistributions will often widen
disparities between individuals, groups, and states, changes (and their
consequences) which will be more salient by the highly interconnected
information environment. As Stanley Hoffman has observed, “Global-
ization, far from spreading peace, thus seems to foster conflicts and
resentments.” Times of dramatic change, even when largely for the bet-
ter, are often associated with political instability, as the more rapid prog-
ress of some as opposed to others gives rise to what Albert Hirschman
dubbed the “tunnel effect” of changing expectations. This can be espe-
cially destabilizing if the winners are disproportionately represented by
distinct regions, interests, or an identifiable minority group.**

Not surprisingly, given that American unipolarity has both
extended the political influence and engagement of the United States
throughout the world and also fostered the permissive environment in
which globalization has flourished, disentangling globalization from
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Americanization is not always easy or obvious, or for some, politically
shrewd. As a result, some of the backlash against globalization finds
its expression in anti-Americanism, as well as broader opposition to
Western cultural and economic values. An increase in violent anti-
American terrorism as a consequence of unipolarity and globalization
captures this entire package. As Martha Crenshaw has argued, given
U.S. support for regimes with embittered domestic oppositions, some
terrorism can be seen “as a strategic reaction to American power in the
context of globalized civil war” (a function of unipolarity), by forces
“who appeal to Islamic values and have formed transnational ties and
allegiances” (a political-strategic response to and tactical exploitation
of globalization).”

Globalization can also affect the expression of violence and warfare.
It may, for example, increase the likelihood of acts of terror designed to
result in mass casualties. Terrorism practiced locally arguably faces an
inverse U-shaped function regarding civilian casualties: initially, more
casualties would translate into more attention and credibility, but at
some threshold too many deaths could undermine indigenous support
for the terrorist group and its goals. Globalized terrorist networks, on
the other hand, can find sources of recruitment, financing, and legiti-
macy from areas outside their targets, removing one disincentive to
avoid mass casualties.”® More generally, Mary Kaldor argues that glo-
balization has led to nothing less than a “revolution in the social rela-
tions of warfare.” Rather than classical state-against-state warfare, weak
states and information interconnectedness will combine to fuel move-
ments that undermine the state from below, with smaller scale, open
ended conflicts maintained by external support, criminal networks,
and plunder. Collectively, the processes of globalization contribute to
violent uprisings by making weak states weaker and creating opportu-
nities that strengthen their armed opponents.”

Finally, the processes of globalization can affect the likelihood of war.
The fragmentation of the production process and increased importance
of “knowledge based economies” in the context of an international
economy that is open to both trade and foreign direct investment has
arguably reduced the gains from territorial conquest by limiting that
which can be extracted by force and increasing that product which is
more efficiently garnered though exchange rather than warfare.?® As I
will argue below, financial globalization also makes the resort to arms
by states less likely (ceteris paribus) because the macroeconomic disci-
pline demanded by world financial markets, lending institutions, and
powerful credit agencies is incompatible with military adventurism.
However, the previous discussion should make clear that once again,
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the logic of globalization does not cut uniformly in one direction.
Globalization has arguably increased the incentives and opportunities
for terrorism, exacerbated ethnic conflict, and left relatively weak states
more vulnerable to attack from both within and without. In many set-
tings, the ease of transnational communications and travel is less likely
to bring people together than it is to set them apart—undermining
national cohesion and identity from within and providing an impetus
to violent insurgency and separatist movements.*

GLOBALIZATION—THREE CONDUITS OF TRANSMISSION

“Globalization” is shorthand for an array of phenomena defined above
as the rise and influence of stateless and unorganized forces. But these
pressures and their implications are not uniform. There are three dis-
tinct conduits that transmit the forces of globalization: those associated
with the intensification of economic exchange—in the real economy
production, trade, factor mobility, and, importantly and distinctly, on
the monetary side of the economy, in world financial markets; the flow
of information, with its implications for the state-society relations and
new strategic threats such as cyberwarfare; and via marketization—the
encroachment of the market sphere and the related pressures on cul-
tural and identity politics (see Table 1.1).

EXCHANGE

Globalization is often thought of as first and foremost an economic
phenomenon—the increase in the volume and intensity of cross-border
market transactions. Once again, it should be noted that this observa-
tion does not rest on claims of novelty or irreversibility: borders still

Table 1.1 The Conduits of Globalization

Exchange Information Marketization
Increase in the volume and Increase in the ease,  Increase in the range of
intensity of economic speed, and forms of  activities governed by
transactions communication economic forces
Fragmentations of production; Intelligence and Encroachment of the
permeability of borders cyberwarfare market sphere
Capital deregulation; crisis, Control, surveillance, The market for identity
rivalry, and war and state-society

relations
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powerfully shape the pattern of economic exchange; capital mobility
has been very high in the past; and, although people can travel great
distances much more quickly than before, the nineteenth century wit-
nessed more epoch-shaping waves of human traffic. Nevertheless, the
past quarter century has witnessed the expansion of international com-
merce to a remarkable extent in both the real and the monetary sides of
the economy, with significant consequences for national security.

The Fragmentation of Production and Trade

Levels of trade, cross-border investment, and production are not simply
rising, they are also changing qualitatively in a manner that is contrib-
uting to the denationalization of production. In the permissive envi-
ronment of globalization, firms have dramatically increased intrafirm
international trade, joint ventures and alliances, and subcontracting to
an extent that in many cases it is hard to characterize a large percentage
of global trade and production as “international” given the blurring,
melding, and fragmenting of much of the world’s business enterprises.
As Stephen Brooks has observed, of all the trends associated with
globalization, the globalization of production “is the most historically
unprecedented.” This matters in a general sense, as it again further
challenges state autonomy with regard to the regulation of economic
activity and also tends to complicate the pristine definition of the
“national interest.” It also compromises efforts at defense autonomy,
complicates the practice of economic sanctions, and undermines stra-
tegic industrial targeting.

The easing of movements in the real economy also creates new chal-
lenges for states wishing to regulate illicit cross-border economic traf-
fic. Under globalization it is more difficult to resist unwanted (from the
perspective of the state) cross-border economic flows, including activi-
ties relating to human traffic (migration) and physical goods such as
recreational drugs, guns, or other forbidden products. Given that these
activities are largely outside the law they also attract and give rise to
networks of organized criminal elements that can form transnational
alliances, and that engage in “money laundering,” the recycling of
funds that illicitly finance their activities or are generated as profits
from them.”

These extralegal creatures of globalization lend themselves quite nat-
urally to the activities of violent organized nonstate political actors. Ter-
rorists, for example, who also have money to circulate and launder, take
full advantage of the global media environment—such as Web sites,
faxes, and cell phones—employed by global business networks, and
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recognize opportunities to cooperate with transnational criminal
enterprises. Ironically, while many terrorist networks articulate anti-
globalization rhetoric, they are often “dependent on its financial and
communications infrastructure.” The al-Qaeda network, for example,
“looked less like a cult of religious zealots than a far reaching and prof-
itable business enterprise.”*

Finance, Power, and War

The national security consequences of financial globalization are pro-
found. They are also less well appreciated and merit special attention
here for this reason. Although integrated world capital markets and
financial globalization have arguably existed previously in history,
such as in the decades preceding the First World War, nothing quite
captures the frenzied interconnectedness of contemporary globaliza-
tion quite the way the qualitative and quantitative explosion of world
finance in the last quarter of the twentieth century does. In 1979, the
daily turnover in world currency markets reached an unprecedented
$100 billion; in 1989, it had quadrupled to $400 billion; and then some-
time in the 1990s, daily turnover exceeded $1 trillion, after which, like
McDonalds once they reached the “over 100 billion served” mark, there
seemed little point in counting further. Other changes in international
finance, less spectacular, are just as significant and more novel. Over-
seas investment funds, for example, principally pensions and insur-
ance company holdings, were in 1995 valued at over $20 trillion, or
more than the combined gross domestic product (GDP) of the Group
of Seven (G7; Canada, France, Germany, Italy, Japan, the United King-
dom, and the United States).*

But the awesome power of financial markets does not imply the
eclipsing of politics. To the contrary, finance is the political wolf lurk-
ing within the herd of economic sheep. Although all states generally
have less macroeconomic policy autonomy than before and must be
more sensitive to how their policy choices will be received by the world
financial community, the business of finance remains concentrated in a
few national centers, and the deregulation of capital was a purposeful,
politically motivated process. The consequences of financial globaliza-
tion speak to the balance of power, state autonomy and the prospects
for political competition, and the likelihood of war.**

The Balance of Power and the Political Nonneutrality of Financial
Crises Any brief survey of international finance under globalization
makes clear that the system as a whole is crisis prone and that there is
more, rather than less, politically consequential currency instability.*



Globalization and National Security « 13

The shift to a financial system where crises are unanticipated, more
common, and spread more easily is even more notable given that it is
not at all apparent that completely unregulated finance is economically
efficient. As a noted champion of free trade, Jagdish Bhagwati, con-
cluded, “the weight of evidence and the force of logic point in the oppo-
site direction, toward restraints on capital flows.”*® Recent studies have
supported Bhagwati’s argument that there is no empirical evidence to
support the contention that completely unregulated capital is the opti-
mal policy, and that there are good reasons to be cautious about dis-
mantling all controls that mediate the flow of capital. Capital account
liberalization is associated with an increased likelihood of financial cri-
sis, and such crises may occur even when the government is following
“sound” policies.”” And even when the market’s response does reflect
an identifiable need for discipline (a benefit of free capital markets often
emphasized by proponents of liberalization), the market correction is
likely to be inefficient—that is, “too much too late.”**

Despite this, however, both the United States and the IMF aggres-
sively promoted complete and comprehensive financial liberalization,
even in the wake of spectacular and unanticipated disruptions such
as the East Asian Financial Crisis. For although a world of completely
unregulated capital is risky, it is relatively the least risky for the United
States. Given the hegemonic position of the American economy, and
with its deep and sound capital markets, the United States is likely to
suffer less than others in an international financial crisis. In fact, it
may attract capital during a crisis as investors “flee to quality.” Thus
the United States will bear a disproportionately small share of the costs
from a system prone to financial crisis. And when crises do occur, given
its resources and influence in international institutions such as the IMF,
the United States can set conditions for those who seek help (or it can
choose not to assist those in distress). As Susan Strange has argued,
global financial integration has enhanced U.S. structural power at the
expense of other states.”

All of these elements can be illustrated with the experience of Korea
during the 1997 Asian Financial Crisis. After the crisis reached its
shores, Korea received unprecedented financial support from the IMF.
In exchange for that support, however, Korea agreed to a comprehen-
sive set of conditions.*” These conditions fell into two categories—one
group of reforms was obviously related to the financial crisis—such
as the restructuring, prudential regulation, and transparency of the
banking and financial sector. But a second set of reforms demanded
in exchange for IMF assistance—the elimination of ceilings on for-
eign holdings of bonds and equities, abolishing restrictions on foreign
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ownership of land, dismantling of trade barriers, acceleration of capital
account liberalization, and a reduction on the restrictions on corporate
borrowing abroad—were, as mainstream economists observed, clearly
unrelated to the risk of financial crisis.*

Those IMF demands did include, however, many items that the
United States had been pressing for unsuccessfully in bilateral negotia-
tions over the course of several decades. Much to the consternation of
the Americans, Korea had always restricted foreign direct investment
(FDI) and also protected its financial service sector from foreign com-
petition. U.S. export interests had also long been pressing for greater
access to the Korean market, another requirement of the IMF agree-
ment. The inclusion of these items as conditions of IMF support have
been characterized as “a crude political power play,” an assessment but-
tressed by the statements of senior U.S. official at the time.*? As this
episode illustrates, the benefits and burdens of financial globalization
are not distributed uniformly throughout the system, but rather recast
the distribution of power between states.

Autonomy, Currency Conflict, and Rivalry Financial globalization
(and unipolarity) will also increase conflicts between states that derive
from the monetary competition between them. Ironically, the relative
increase in U.S. power as expressed in the shift from bipolarity to uni-
polarity has increased generally the likelihood of economic conflict
among the former participants in the anti-Soviet coalition: the United
States, Western Europe, and Japan. The source of this emerging conflict
is often misattributed; especially with regard to monetary cooperation,
it is not that U.S. hegemony at the center of a stable Cold War-alliance
system allowed the Americans in particular to disregard concerns for
“relative gains.” The pursuit of relative gains is not a function of anarchy,
but rather it is virtually inherent in the process of negotiation between
civil parties within states where there can be no plausible link back to
fears of anarchy.* Rather, during the Cold War, shared concerns for
security provided an emergency brake on the economic conflict—all
sides had strong incentives not to let such conflicts get out of hand lest
they undermine crucial military alliances. Without this fear to rein in
behavior, economic conflicts will become more uninhibited.

Financial globalization, in particular the pressures it generates for
macroeconomic convergence and the reduction of policy autonomy,
coupled with the greater financial instability noted above, creates
incentives for states that issue currencies used internationally to cul-
tivate spheres of monetary influence, enhancing, to some extent, their
autonomy and discretion. Smaller states will likely associate with one
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currency group following political and regional patterns of trade logics
to minimize fluctuations in exchange values that would disrupt trade.
Given globalization, it is highly unlikely that arrangements will be
closed and discriminatory** but these arrangements will have political
consequences and shape axes of potential conflict.

The formation of the euro as well as increased discussion within Japan
about whether the time has come to push for a larger role for the yen asan
international currency reflect these new realities.* Since the late 1980s,
Japan had harbored aspirations to a greater leadership role in interna-
tional monetary affairs, in order to enhance its international influence
but also to circumscribe U.S. monetary power.*® These ambitions were
put on the back burner with Japan’s sustained economic malaise in
the 1990s, but the Asian financial crisis created both an opportunity
and an incentive to revisit the question of the internationalization of
the yen and Japan’s monetary leadership in Asia more broadly. Encour-
aging other states in Asia to link to the yen rather than to the dollar,
advocates argue, will afford greater stability to the region and “promote
the national interests of Japan.” Such a push would also promote Tokyo
as a financial center and enhance the international position of Japan’s
financial institutions.*” These objectives reflect reactions to both unipo-
larity and financial globalization—yen internationalization and Asian
monetary leadership would circumscribe American power and hold the
promise of greater insulation from global financial instability.*

The most celebrated (and ill-fated) outcome of Japan’s new assertive-
ness was Tokyo’s proposal, floated in the summer of 1997, for an Asian
Monetary Fund (AMF). The concept was never fully developed but
would have been bankrolled by $50 billion from Japan with an addi-
tional $50 billion in contributions from other Asian countries and, cru-
cially, would have provided emergency assistance to Asian states facing
financial crisis loans without the types of conditions associated with
IMF assistance.*

Leaders in both Tokyo and Washington understood that the stakes
over the AMF were more geopolitical than economic—an effort to
expand Japan’s influence in the region at the expense of U.S. interests.
Thus the Japanese Ministry of Finance quietly coordinated its proposal
exclusively with other Asian nations, leaving the United States to be
“caught by surprise” by the plan, which only heightened the tensions—
as one account stated simply, “American officials were enraged.”’ In the
end, the original AMF proposal never got very far—most importantly
due to “heated” and “vehement” U.S. opposition.”® But other factors
played a role as well, including the strong opposition of China. Beijing
also interpreted the AMF proposal in geopolitical terms. Pursuing its
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own strategy of expanding political influence through the cultivation
of economic ties, China saw the AMF as an effort by Japan to assert
regional leadership at the expense of its chief Asian rival.*

The demise of the AMF proposal did not end Japan’s increased inter-
est in asserting monetary leadership, and Tokyo has continued to play a
more active role in the region’s financial arrangements.”® Similarly, the
ambitions of some in Europe for the euro “to challenge the U.S. dollar
as the currency of choice” are more likely to gather rather than lose
momentum. Experts debate how well suited the euro is to challenge the
dollar as the “world’s currency,” and whether or not the euro will be able
to compete with the dollar for influence in the near term as opposed to
the long run. However, as Martin Feldstein has argued, there is “no
doubt” that the real rationale for European Monetary Union (EMU)
is “political, not economic,” as the aggregation of European resources
provides some insulation from global instability, and holds the poten-
tial of offering an essential element to any political counterweight to the
United States. This will become increasingly important if the divergent
foreign policy visions of the European Union and the United States cre-
ate increasingly greater political space between the two entities.>

Finance and War—The High Politics of Low Inflation Finally, finan-
cial globalization will also affect the likelihood of war generally in the
international system by creating a new disincentive for states to risk
both militarized crises and war.” This is because all states are now more
beholden to the preferences of the “international financial community,”
which is simply another phrase for the power of “financial globaliza-
tion”—the consequences of the collective behavior of thousands of
individual agents making their best informed guesses about the future
value and attractiveness of various paper assets such as national curren-
cies. How are these guesses formed? What does finance want? Simply
put, low inflation and policies designed to keep inflation low, balanced
government budgets, attractive real interest rates, open and unfettered
interaction with international financial markets, and relative strength
and stability in the exchange rate. These policies protect the value of
financial assets, signal to observers that the government is committed
to preserving the value of those assets in the future, and provide an
environment in which finance is able to profit and thrive.

But war and policies that risk war threaten every aspect of this mac-
roeconomic environment. The expansion of government spending and
risk of inflation, depreciation, and disruption of international financial
relations that accompanies measures that risk war are more likely to
result in punishing capital flight and downgrading of creditworthiness
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by international agencies. None of this, to be clear, prevents states from
initiating international conflicts. But financial globalization does,
ceteris paribus, raise both the costs and opportunity costs of choosing
such a path. Additionally, this also suggests that states with a greater
sensitivity to the interests of finance, both at home and abroad, will
be more inhibited by these concerns than states that are not, another
mechanism via which globalization can affect the pattern of global
military disputes.

INFORMATION AND THE HYPERMEDIA ENVIRONMENT

Along with financial globalization, the information revolution and
the associated vision of a “global village” linked by communications
technology is the most common signifier of globalization. There have
been information revolutions in the past—and now, as then, this
transformation has profound consequences for both military security
and state power as it relates to state-society relations.*®

Security and Cyberwarfare

The increasing importance of the Internet, and of information technol-
ogy more generally, also begs the question of how warfare itself might
be changed. Information dominance—for intelligence, surveillance,
reconnaissance, and real-time military operations—enhances the
relative power of great powers and especially of the United States,
which enjoys considerable advantages in these areas.”” At the same
time, both civilian and military dependence on computers and other
forms of information technology may raise new vulnerabilities. Tech-
niques of cyberwarfare are understandably attractive to belligerents at
war, insurgencies, and separatist movements, as well as terrorists.*®
Russia, India, China, and the United States are the states most com-
monly mentioned as “rapidly developing” cyberwar capacities, with
several others also revealing some interest. The hope that such tech-
niques might be able to disrupt military command and control is espe-
cially appealing to many states in a unipolar world with its teched-up
superpower; China in particular is cited for its interest in cybertactics
as a strategy of asymmetric warfare. The governments of Indonesia, Sri
Lanka, and Mexico have each reportedly had their computer systems
attacked by insurgents. In theory, at least, the United States looks vul-
nerable to cyberterrorism—the department of defense uses two mil-
lion computers and operates more than 10,000 local area networks;
the computers associated with the air traffic system would presum-
ably also offer a tempting target. More vulnerable in practice might be
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“softer” civilian systems—the disruption of communications nodes,
power grids, or financial systems all dependent on computer networks
would not likely cause permanent harm to the economy, but they could
advance the political objectives of terrorist groups and might effectively
be combined with more violent operations. Captured al-Qaeda com-
puters did reveal plans to attack the computer systems of “critical infra-
structure” such as dams and power grids.”

The disruptive effects of information warfare by terrorists or insur-
gent groups, however, will likely be of less sustained significance than
the political and military opportunities and vulnerabilities created
by the hypermedia environment. It is now necessary to factor in the
information environment to accurately assess state power, capacity, and
international relations. As with globalized finance, the consequences
for national security will be seen more in the recasting and redistribu-
tion of state power than in its diminution.

Communication Control and State-Society Relations

The proliferation of communications technology also points to a larger
set of questions about the role of information in defining the relationship
between state and society. In the late 1970s, fundamentalist opponents
of the shah of Iran combined state of the art media technology—mass-
produced audio cassette tapes and photocopy machines—to spread Kho-
meini’s revolutionary messages. Thousands of tapes distributed through
bazaars and other social and religious networks proved untraceable and
irrepressible, as were British Broadcasting Corporation (BBC) radio
reports that limited the government’s information monopoly. These
technologies were understood to undermine the state’s authoritarian
control and to have contributed to the shah’s overthrow.®

When the shah left Iran for the last time, there was no Cable News
Network (CNN), no Internet, no fax machines, no cell phones—in
retrospect, it is remarkable how much has changed in a relatively short
period of time. It is not unreasonable to assume that if the power of the
state to control information was receding way back in the stone age of
the 1970s, it must be almost completely withered away by now, with
predictable consequences for state autonomy and capacity. However,
as Geoftrey Herrera has argued, although the new media environment
does challenge state power, a number of factors as yet still unknown
will determine the balance of power between states, firms, and indi-
viduals. Much depends on choices of technology, which will define the
general properties of a “mature digital information network” that will
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fall between two idealized types: one that is open, universal, and anon-
ymous, the other fragmented, proprietary, and monitored.'

Thus, even if the state is on the high-tech ropes it is not yet down,
furthermore, some aspects of these technologies will relatively enhance
state power; and presumably states—as motivated, resourceful institu-
tions—will engage proactively the new information environment with
a keen sense of interest and strategy. Rather than sit passively, states
can take measures designed to protect their own information space
and to try and influence media structures outside of their own borders.
Once again, the redistribution of power between various states based
on these efforts is at least as important for international relations as any
general erosion of state power that occurs. The control of key orbital
slots, for example, can affect what types of satellite transmissions will
be seen where. The government of Singapore has taken this one step
further, envisioning a cable system so modern and comprehensive that
satellite could not hope to compete with it—as a wired society is much
easier to monitor and control than a wireless one. Iran, Burma, and
Malaysia share Singapore’s strategy of banning private ownership of
satellite dishes—though in all cases these efforts have met with mixed
success.”

The Internet in particular is seen as a threat to the state, empowering
opposition groups. Political opponents of the Suharto regime in Indo-
nesia, for example, used both Web sites and e-mail lists to communi-
cate with supporters, rally international support, and organize forms
of resistance. Other insurgent movements in Burma and Mexico have
employed these tactics.®” But the power of the Internet cuts both ways—
states can employ both reactive and proactive strategies for addressing
the challenges raised by the Internet. Reactive strategies involve restric-
tions on Internet use, filters to block proscribed sites, and, perhaps most
significantly, monitoring. Monitoring is relatively easy, and at the same
time difficult to detect, which could offer an effective incentive for indi-
viduals to self-censor their own behavior. Chillingly, states can also
employ technology to track what sites specific computers have visited.
Proactive strategies include using the Internet as a conduit for govern-
ment authority, information, and propaganda, as well as the construc-
tion of closed, government run national intranets. Many authoritarian
regimes have employed these techniques successfully.®*

The hypermedia environment, which tends to “unbundle” and
“deterritorialize” information flows, allows social movements with goals
different from or in direct opposition to authorities the ability to com-
municate, coordinate, and promote their interests to a greater extent
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than in the past. But governments throughout history have found ways
to dominate most forms of mass media, even those that appeared revo-
lutionary at the time (such as the telegraph, telephone, mass circula-
tion newspaper, radio, and television). Technology has made it possible
for governments to track and monitor individuals to an unprecedented
extent—through surveillance, data collection, telecommunications
intercepts, and more—yet they are less able to control the access to and
flow of information than ever before. Two sets of tensions will influence
the ultimate rebalancing of power between states, firms, and individu-
als: as already discussed, technological choices (such as wires or wire-
less), but also, the classic dilemma of the state to balance its concerns
for security with its needs to ensure adequate economic growth, the
very foundation of future state power. Unlike some other authoritarian
regimes, for example, China is promoting the use of the Internet as an
essential part of its strategy of liberalization and the need to enhance
international competitiveness. Negotiating the pursuit of wealth and
power—inextricably linked in the long run but often competing in the
short run—is a dilemma that does not derive from globalization, but is
further complicated by it.®®

MARKETIZATION

The least appreciated conduit of globalization is the way social rela-
tions themselves are affected by marketization—the consequence not
simply of more powerful markets, but of economic forces reshaping a
broader range of human activity. New challenges for state autonomy
and national security emerge as the market sphere expands; new axes of
conflict are created as market forces disrupt non-market-based forms of
human organization and challenge both interests and identities.

The Encroachment of the Market Sphere

The tension between market and authority is nothing new; indeed, it
rests at the core of all inquires into political economy, even in closed
economy “desert island” fables. States have a value-conscious vision of
economic exchange and may proscribe activities such as gambling or
the sale of sex and alcohol; regulate the employment of child labor; and
set limits on some prices, such as minimum wages or rent controls.
Markets, on the other hand, are indifferent to such preferences; they
are efficient, amoral, and remarkably sensitive to changes in supply and
demand. Thus, authority and market are to some extent inherently in
tension. Globalization, however, greatly complicates matters, as the
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legal authority of the state stops at the border, which is itself a political
invention of little inherent interest to market forces.

Globalization not only affects the static balance in this continuous
tug-of-war between market and authority, it also produces an envi-
ronment conducive to the expansion of the market sphere.®® This is
an extremely important distinction—this chapter has considered the
intensity of economic exchange—the remarkable fragmentation of
production and trade, and the breathtaking growth in the size and
swiftness of global capital markets. But marketization is not about how
much is exchanged; it is about what is up for sale. This is a distinct phe-
nomenon, and one not really about “economics” but rather more about
society and politics, and thus in many ways is an even more politically
charged consequence of globalization.

The assessment of what spheres of human exchange are appropri-
ately supervised by the market (say, the price of cars, advertising rates,
or movie stars’ salaries) and what is not (grades in school, literary
awards, or human organ donations) differs to some extent from one
society to another, but both within and between political communi-
ties these can be hotly contested political boundaries. These boundaries
also shift over time. Once upon a time, for example, television network
news divisions were understood to be outside the market sphere; as part
of the public service responsibility of broadcasting, typically the news
division was simply assigned a budget and it was assumed that the news
would lose money. Nowadays, network news programs are expected to
make money, and in some cases are increasingly understood and orga-
nized as another form of entertainment.®’

The encroachment of the market also surfaces in the realm of secu-
rity, as the same incentives, pressures for efficiency, and economies
of scale faced by the producers of consumer goods are felt by defense
contractors, and with similar results. The commercialization and glo-
balization of the defense industry will likely interfere with efforts to
stem the proliferation of some types of conventional weapons, and the
diffusion of military technology could provide an advantage to smaller
states resisting the military operations of great powers.*

Additionally, marketization has even contributed to the privatization
of defense itself, with more functions of military security subcontracted
to the private sector or even subcontracted to foreign suppliers. A num-
ber of factors have contributed to the rise of the “privatized military
industry”—the end of the Cold War left a surplus of small (and not so
small) arms on the market, not to mention the downsizing of armed
forces. Low intensity warfare, highly specialized expertise, and reduced
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government capacity in weak states have also created conditions ripe
for the rise of this industry. Such marketization, as Deborah Avant
has argued, “almost inevitably redistributes power over the control of
violence both within governments and between states and non-state
actors.”

The Market for Identity

Related to the encroachment of the market sphere are the consequences
of and reactions to the tendency for globalization to be associated with
the expansion of Western culture and cultural values and of Western
economic values, such as consumerism. There are throughout the world
(and, it should be noted, within the “west” itself) numerous anticon-
sumerist philosophies, which are not enchanted with and are to some
extent threatened by the materialism that often accompanies globaliza-
tion.”® As a result, some of these movements “have become sources of
resistance and alternatives to materialism.” To be sure, this antimarket
resentment is often manipulated by powerful vested interests seeking
to resist implementing political and economic reforms.”” But this in no
way diminishes the fact that the perceived encroachment of consum-
erist culture as transmitted by globalization represents an important
political fault line in world politics.

The perceived globalization of Western economic values and espe-
cially of consumerism are consequential not solely for their economic
implications: The forces of globalization, especially as they are trans-
mitted through global communications networks, are also on balance
conduits of Western cultural values. The political and potential secu-
rity implications of these influences and the resistance to them should
not be underestimated. There are circumstances under which increased
cultural contact can contribute to disharmony rather than to greater
mutual understanding and respect.”

American and Western cultural dominance can be exaggerated, as
a result of the global dominance of Hollywood. But mass entertain-
ment films have very high fixed costs and the industry is sensitive to
economies of both scope and scale, factors that have contributed to U.S.
dominance in cinema that do not necessarily extend to the same extent
to other entertainment outlets. Even in some markets where American
films dominate (such as the larger Latin American economies), despite
privatization, liberalization, and deregulation, local and regional tele-
vision programming can do quite well. Local music still dominates
world markets, and American books do not share the same success of
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Hollywood movies, even in relatively small, close, culturally similar
Canada. Furthermore, technological changes such as digital film tech-
nology may lower costs of production (and higher fixed costs are in gen-
eral associated with the concentration of production), suggesting that
technological change and the diffusion of technology via the processes
of globalization might cut against American and Western advantages
in this area. Finally, it should be noted that globalized entertainment
is a two-way street—Hollywood studios now earn half of their income
from foreign markets, and the need to be attentive to how a product will
sell abroad shapes the product. As in other spheres, the United States is
not immune from the forces of globalization, even in sectors where it
enjoys the greatest comparative advantages.”

However, these important observations simply qualify rather than
undercut arguments about the significance of contemporary media,
entertainment, and information flows. The entertainment indus-
try is a large and growing sector: In the United States, 5.4 percent of
household spending—almost $500 billion—is devoted to entertain-
ment. Globally the media industry is dominated by about ten Western
(mostly American) vertically integrated media conglomerates.” The
greater permeability of all societies to foreign cultural products, and,
as a consequence, of foreign cultural values, remains a consequence
of globalization, and one that can be an important source of conflict
within and between societies. Satellite transmission of news and televi-
sion programs is extremely difficult to curtail. China banned the pri-
vate ownership of satellites in 1990; but in 1994, there were estimated
to be over 11 million households that owned dishes, providing access
for over 30 million people to Rupert Murdoch’s Star TV. Iran’s legend-
ary love-hate relationship with the TV show Baywatch—condemned by
authority, beloved by millions—is admittedly amusing, but that which
is perceived as an affront to critical sensibility in the West is never-
theless an affront to cultural values elsewhere, and, more seriously, is
suggestive of more significant underlying political issues. Even though
satellite dishes are banned in Iran, they sell in the black market for as
little as $400.”

What is at stake here is not good taste, however sobering it may be
to learn that in the mid-1990s, Baywatch was seen in 144 countries
with a reputed following of one billion viewers.”® Rather, it is that the
process of marketization and the challenges posed to competing value
systems create new axes for international conflict. Global television
viewing, which has been increasing for decades, continues to expand
at a rapid pace; TV shows tend to be supported by advertising that is
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implicitly (or perhaps explicitly) associated with the values of secular
capitalism: universalism, materialism, and consumerism.” But many
national, social, and cultural movements have competing core values
and can view these challenges with great alarm. Religion is an obvious
example of this—as Timur Kuran has argued, otherwise diverse faiths,
such as Hinduism, Buddhism, Christianity, and Islamism, all share “a
common aspiration to ground economic prescriptions in normative
religious sources” and “insist on the inseparability of economics from
other realms of human activity”; these aspirations, of course, represent
the very antithesis of marketization. It is therefore not surprising that
many religious movements, to varying extents, see themselves as push-
ing back against globalization; or that those who see themselves as mar-
ginalized by or victims of globalization increasingly find antiglobalist
identity politics appealing.”® These forces contribute to the formation of
new axes of contemporary political conflicts and help reconstitute the
configuration of political coalitions, in ways that are not readily appar-
ent until the influences of globalization are put on the table.

NATIONAL SECURITY IN A GLOBALIZED WORLD

A self-reinforcing triumvirate: a politically permissive environment,
economic liberalization, and technological change, have unleashed
powerful forces of globalization—unorganized, stateless pressures—
that have important consequences for national security, however
narrowly defined. It is not necessary to argue that contemporary glo-
balization is unprecedented, irreversible, or irresistible, or that it will
inevitably lead to the demise of the state, to reach this conclusion. It is
simply to recognize that the intensification of economic exchange, the
information revolution, and pressures for marketization are changing
(though not always diminishing) the nature of state power and state
capacity, affecting the balance of power between states, and creating
new sources of and axes of conflict between them. Baseball and basket-
ball are both zero-sum games played by self-interested teams seeking
victory. But it is crucial to know which game is being played to under-
stand the strategies chosen and course and even likely outcomes of the
competition. The world’s greatest basketball player, after all, turned out
to be a mediocre double-A baseball player.

The next section of this book contains three chapters that consider
more closely some aspects of the “processes” of globalization—exchange,
information, and marketization. Fiona B. Adamson (chapter 2) consid-
ers one element of economic exchange, migration, in the context of
a much broader discussion of the consequences of increased human
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mobility for issues of national security. Geoffrey L. Herrera (chapter 3)
looks closely and carefully at the political ramifications of the new infor-
mation technologies—which actors gain greater political advantage
and why—and the way in which state power and international relations
are being reshaped by these changes. Deborah Avant (chapter 4) offers
an illustration of marketization inextricably bound with security: the
privatization of force, a phenomenon with great contemporary practi-
cal relevance that is at the same time a harbinger of sustained, system-
atic consequences for the use of force more generally.

This section is then followed by six chapters that address specific
countries or regions. These contributions address a myriad of issues
relating to globalization and national security, but they link exten-
sively with each other, and draw upon the introductory chapter and
the process chapters, illustrating the core shared themes of the volume
as a whole. Karl P. Mueller’s analysis (chapter 5) of the United States
explores further the relationship between globalization and unipolar-
ity, an issue that then resurfaces repeatedly in subsequent chapters.
Marc Lynch’s discussion (chapter 6) on the Middle East engages not
only marketization and migration, but shares, with Adam Segal’s anal-
ysis (chapter 10) of China, the issue of how authoritarian regimes con-
front the challenges posed by the hypermedia environment. Alexander
Cooley’s consideration (chapter 7) of the former Soviet space mines the
intersection of processes raised by Avant and Adamson and illustrates
the consequences of globalization’s tendency to erode the difference
between legitimate and illicit exchange and between formal and infor-
mal institutional authority.

Over the course of the pages that follow, all of the chapters com-
bine and recombine with each other, intersecting across different
dimensions. Rachel Epstein (chapter 8) on Europe and Paul Midford
(chapter 9) on Japan, for example, each address the issue of economies
of scale and defense production, which in turn relate to themes raised
in Segal’s chapter on China. But in other passages, these chapters part
company and find linkages elsewhere: Epstein’s emphasis on the politi-
cal stakes for Europe returns to the question of American preponder-
ance; Midford’s emphasis on Japan’s quest for autonomy revisits the
financial diplomacy raised in the introduction; while Segal observes the
unique way in which China faces globalization as both a great power
and a developing state. More generally, a variety of commonalities
and touchstones are explored by each of the authors in their respective
chapters. In the conclusion, the central themes of the volume are rein-
troduced in the context of those contributions, and future prospects are
considered.
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INTERNATIONAL MIGRATION
IN A GLOBALIZING WORLD’

Assessing Impacts on National Security

Fiona B. Adamson

THE MOBILITY OF PEOPLE ACROSS NATIONAL BORDERS, like the
mobility of other factors, such as capital, ideas, and goods, is a key com-
ponent of globalization. Just as increased levels of economic exchange,
the emergence of new technologies, and growing marketization all
impact on the security environment facing states, so, too, does the flow
of people across borders. International migration is itself a form of cross-
border exchange—driven by global economic and market pressures
that create incentives for human mobility, which are in turn reinforced
by greater access to new and cheaper forms of global transportation
and communication. The migration of people across national borders is
thus a prime example of how the rise of stateless forces alters the milieu
in which state actors formulate and implement security policy.

Yet, asking how migration and the mobility of people across borders
affect “national security” is, at first glance, a bit of a strange question.
In most respects, the fact that the world is increasingly mobile has no
great impact on national security, as traditionally defined. The majority
of those who cross international borders every day do so for a vaca-
tion or a business meeting. Others cross national borders to obtain an
education, to find a job and support their family, or to escape political

* A modified version of this chapter was published as “Crossing Borders: International
Migration and National Security,” International Security 31(1) (Summer 2006).
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persecution or violent conflicts in their home country. If one were to
ask everyone on this planet about the relationship between migration
and their own security, it is likely that most people would feel more
threatened, on a personal level, by the overall lack of opportunities to
travel and migrate, and the difficulty of crossing international borders,
than they would be by the overall rise in human mobility on the planet
over the past decades. As compared to other factors affecting state secu-
rity interests, such as weapons of mass destruction, hostile states, or
international terrorism, the “threat” posed by international migration
would appear to be rather insignificant.

At the same time, however, to dismiss international migration flows
as being wholly irrelevant to issues of national security would be fool-
hardy. Anyone wishing to do so would have to turn a blind eye to the
ways in which migration and national security have become inextrica-
bly linked in the post-9/11 environment. The fact that 19 hijackers from
overseas were able to enter, live, and train in the United States in prepa-
ration for carrying out attacks on the World Trade Center and Pentagon
could not but raise concerns about the links between the mobility of
people and international terrorism. In the period since the attacks, the
management of migration has become a top national security priority
for the United States, with concerns about migration helping to drive
the largest reorganization of the U.S. government since the National
Security Act of 1947.!

Even before 9/11, though, interest in the relationship between global-
ization, migration, and security had emerged in both the policy world
and in some areas of the security studies literature.? Migration was at
the top of the European security agenda throughout the 1990s.> The
end of the Cold War and bipolarity led to a transformation in both
the nature and function of national boundaries in ways that increas-
ingly securitize migration and have led to greater policing of national
borders.* Concerns about the security impacts of massive refugee flows,
and the roles that mobilized diasporas and targeted labor remittances
play in fueling violent conflicts around the globe, were being actively
discussed long before 9/11.°

In addition, migration and migrants have had a long history of being
closely linked to traditional national security concerns. States tradi-
tionally forge their national immigration policies in response to a set of
security interests, in addition to their broader economic interests.® His-
torically, in the United States and other countries, migrants have often
been viewed with suspicion during times of war or crisis—as national
security threats because of the possibility that they may have dual polit-
ical loyalties or represent a “fifth column” in a conflict.”
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Such concerns in the past have often been dismissed as being issues
of domestic politics by mainstream security studies. However, like
other issues that have come to the fore since 9/11, such as terrorism,
border control, organized crime, failed states, and nonstate actors,
migration has moved up the “status hierarchy” in security studies of
late. Skeptical of such matters as “soft security issues” or “new security
issues” during the 1990s, even the most die-hard state-centric scholars
of security are now hard-pressed to ignore the impact that international
migration and the rise of other stateless forces has in shaping the inter-
national security environment facing states. Globalization, it appears,
is a process that can no longer be discounted by scholars in mainstream
security studies.

In this chapter, I examine international migration as a component of
globalization, treating it as an independent variable and hypothesizing
its various impacts on national security. A definition of what constitutes
national security, for our purposes, has been provided in the introduc-
tion to this volume.® International migration as used here will broadly
denote the movement of people across state borders.’ It is difficult, of
course, to make universal claims about migration and national security,
as this relationship is always mediated by a set of intervening variables—
most importantly, state policy and a state’s capacity to implement such
policy—which varies substantially, as the country- and region-specific
chapters in this volume illustrate. Nevertheless, much leverage can be
gained by looking for generalizable patterns of how migration flows
affect the three components of national security identified by Kirshner
in his introduction to this volume: the capacity and autonomy of states,
the balance of power, and the nature of violent conflict.

The rest of this chapter is organized into four main sections. In the
first section, I unpack the independent variable by examining what spe-
cific categories of phenomena the terms “international migration” and
“mobility of people across national borders” refer to. I provide a brief
overview of the volume, types, and causes of contemporary migration
flows. If we wish to come to general conclusions regarding the impact
of migration and human mobility on national security, it is necessary to
first acknowledge that people cross borders for a variety of different rea-
sons, and that states generally devise immigration policies to encour-
age some forms of border crossing and not others. The general impact
of migration on national security is therefore highly dependent on the
efficacy of a particular state’s policy to shape migration flows in ways
that encourage some categories of border crossing and deter others.

The second, third, and fourth sections of the chapter each discuss
the ways in which immigration may impact one of three dimensions
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of national security—state capacity and autonomy, the balance of
power, and the nature of conflict. In the section on state capacity and
autonomy, I examine the impact of migration in the areas of border
control and national identity. With regard to migration and the balance
of power, I look at impacts on states’ abilities to exercise and project
economic, military, and diplomatic power. Finally, in the section on the
nature of conflict, I examine the relationship between migration and
three forms of security threats to states: internal conflicts, organized
crime, and international terrorism. I conclude with a summary of my
overall findings derived from the analysis in each section and a discus-
sion of their implications.

GLOBALIZATION, INTERNATIONAL MIGRATION,
AND CROSS-BORDER MOBILITY

Migration is not a new phenomenon. It is, however, more than ever
before, a global phenomenon and is closely related to a number of other
globalization processes in both its causes and effects. Most salient here
are the globalization of trade, production, and increased global eco-
nomic integration—processes that contribute to local economic dislo-
cations and the emergence of new and more mobile pools of labor, while
simultaneously creating stronger ties and networks among advanced
industrial and developing economies that provide new avenues and
opportunities for migration."” These processes are then reinforced by
cheaper and more accessible forms of transportation and communica-
tion technologies, as well as an emerging global infrastructure of ser-
vices that link national economies and that undergird the formation of
international migration networks."

“Like other flows, whether financial or commercial, flows of ideas
or information,” notes a 2003 report, “the rising tide of people crossing
frontiers is among the most reliable indicators of the intensity of global-
ization.”? Every corner of the globe is now affected by the flow of people
across borders and “there is now almost no state or part of the world
that is not importing or exporting labor.”"* States that in the past were
countries of emigration have now become countries of immigration, and
states that once declared that they were “not countries of immigration”
have amended long-standing migration and citizenship policies to adjust
to the realities of contemporary migration flows." As Midford points out
in this volume, even Japan, one of the most homogenous states in the
world, has experienced increased rates of migration in recent years.

An indication of the contemporary significance of migration as
one component of the larger process of globalization can be acquired
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through an examination of some basic migration statistics. According
to the United Nations, there are now 180 million people living outside
their country of birth, which is up from 80 million three decades ago.
The number of people who migrate across national borders in any given
year is between 5 and 10 million."> One out of every 35 persons in the
world is a migrant, or about 2.9 percent of the globe. If all migrants in
the world formed a single state, it would be the world’s fifth most pop-
ulous country.'® Migration to both Europe and the United States has
continued to increase over the past two decades.”” In the year 2000, 40
percent of all international migrants were living in Western industrial-
ized countries.” In Europe, there are approximately 19 million nonciti-
zens within the European Union (EU).” (See Table 2.1 and Table 2.2.)

Many countries have significant portions of their populations abroad
and rely on them heavily as a source of foreign exchange. Lynch in his
contribution to this volume notes the important role that migration
plays in the economic life of states in the Middle East. For example,
1 in 10 Moroccans live outside of Morocco, and 8 percent of Tunisians
live outside Tunisia.?® In some of the Gulf states, up to 70 percent of the
labor force is composed of migrant labor.*!

A range of factors have contributed to the overall increase in migra-
tion rates over the past several decades. These include declining trans-
portation costs and the ease of travel; continuing levels of economic
inequality among states; the fall of the Iron Curtain and the opening
up of borders in the former Soviet bloc; the loosening of emigration
restrictions in other states, such as China;** refugee-generating conflict
and violence, such as in the Balkans or sub-Saharan Africa; state poli-
cies of forced migration; and the growth in human smuggling as a form
of organized crime.” At the same time, it is important to remember
that, as compared with other indicators of levels of globalization, levels
of global migration are still relatively low. Although 1 in 35 people are
migrants, 34 of 35 people in the world are not. Similarly, the levels of
migration seen in the past decades are not unprecedented in their vol-
ume—the late nineteenth and early twentieth centuries, for example,
were also characterized by high levels of international migration.*

Categories of Migrants and Border Crossers

In examining the relationship between international migration and
national security, one of the key issues facing states is which catego-
ries of migrants to let in to the state, which to keep out, and how to
tell the difference. The question of “who is a migrant?” thus becomes
significant. The United Nations defines migrants as those entering a
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TABLE 2.1 Top 10 Immigration and Emigration States, 1970-1995

Net Number of Migrants
Country (millions)
Immigration
1. United States of America 16.7
2. Russian Federation 4.1
3. Saudi Arabia 3.4
4. India 33
5. Canada 33
6. Germany 2.7
7. France 1.4
8. Australia 14
9. Turkey 1.3
10. United Arab Emirates 1.3
Emigration
1. Mexico -6.0
2. Bangladesh -4.1
3. Afghanistan -4.1
4. Philippines -2.9
5. Kazakhstan -2.6
6. Viet Nam -2.0
7. Rwanda -1.7
8. Sri Lanka -1.5
9. Colombia -1.3
10. Bosnia and Herzegovina -1.2

Source: United Nations, The World at 6 Billion (New York:
United Nations Population Division, 1999), 52, as
cited in IOM, World Migration 2003, 305.

country for 12 months or longer, yet individual states have varying
definitions of what constitutes a migrant. Some states measure migra-
tion flows based on border crossings and others measure migration by
country of birth.”” In addition, there are broader categories of border
crossers who cannot be counted as “migrants” per se, but nevertheless
are significant for understanding the political dynamics surrounding
migration, security, and border control. Finally, there are also extensive
levels of internal migration within countries—particularly significant
for many countries’ ability to maintain their internal security are the
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TABLE 2.2 Countries with Largest International Migrant
Populations, 2000

Net Number of Migrants

Country (millions)

1. United States of America 35.0

2. Russian Federation 13.3

3. Germany 7.3

4. Ukraine 6.9

5. France 6.3

6. India 6.3

7. Canada 5.8

8. Saudi Arabia 5.3

9. Australia 4.7
10. Pakistan 4.2
11. United Kingdom 4.0
12. Kazakhstan 3.0
13. Cote d’'Ivoire 2.3
14. Iran 2.3
15. Israel 2.3

Source: United Nations, Activities of the United Nations
Statistics Division on International Migration (New
York: United Nations Statistics Division, 2002), as
cited in IOM, World Migration 2003, 305.

25 million internally displaced persons (IDPs) around the globe—an
issue, however, that is not dealt with in this chapter.?® In practice, the
lines between various categories of border crossers and migrants are
difficult to define. Nevertheless, it is useful to think conceptually about
who crosses borders and why, as a prelude to thinking about how this
impacts on national security.

Voluntary Migration versus Forced Migration Much of the general
literature and political debate on migration has implicitly been con-
cerned with voluntary migration—individuals who have left their
home of their own accord, whether it be to pursue economic oppor-
tunities, for personal enrichment, to be reunited with their fami-
lies (family reunification is a standard immigrant category in most
industrialized states), or for other reasons. This is to be distinguished
from a second category of migration, forced migration. Involuntary
or forced migration can stem from a variety of causes ranging from
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human slavery to ethnic cleansing, forced expulsion, and deportations.
Categories of migrants would include refugees and displaced persons.
Many of the major migrations throughout history have occurred as a
result of forced migration or expulsion. The formation of the Jewish
diaspora after the destruction of the Temple of Jerusalem in 586 b.c.;
the mass migration flows that occurred during the transatlantic slave
trade, in which approximately 15 million Africans were transferred to
the Americas prior to 1850; the population exchanges between Greece
and Turkey that occurred at the end of World War [; the forced migra-
tion of Jews due to Russian pogroms and the Holocaust; the expulsions
of Germans from the Sudetenland following World War II; the expul-
sion of indigenous Arab populations that occurred with the establish-
ment of the Israeli state in 1948; the ethnic cleansing that characterized
the Balkan wars in the 1990s; and the coerced trafficking in women in
many parts of the world (especially Eastern Europe and East Asia) that
has been referred to by many as a contemporary form of slavery are all
examples of waves of migration that have been largely involuntary.”

The population flows of refugees and exiles that are produced by
forced migration have, as often as not, been the product of state action,
as opposed to being stateless forces—a useful point to keep in mind
when examining the relationship between migration and globalization.
Slobodan Milosevic, for example, employed refugee flows during the
Kosovo crisis as a weapon of war in what was an asymmetric conflict
with the North Atlantic Treaty Organization (NATO).*® More gener-
ally, many instances of forced migration have been intimately bound
up with the emergence of new states in the international system—a fact
that has been observed by Aristide Zolberg, who has characterized state
making as a “refugee-generating process.””

Economic versus Political Migration The impetus to migrate can
be economic or political or, often, a combination of both. Economic
migrants leave their countries in search of economic opportunities, and
employment. Refugees and asylum seekers leave their countries to avoid
the trauma of war or political persecution. In practice, it is often diffi-
cult to disentangle the political and economic factors that contribute
to migration flows.** Economic migrants can feel compelled to move
because of the types of conditions they face in their country of origin;
asylum seekers or refugees may be able to exercise a degree of choice in
their country of destination, which can be influenced by such factors
as available economic opportunities family ties, and existing migra-
tion networks.” Economic migration can include unskilled or skilled
labor, temporary workers, guest workers, or forced migration such
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as trafficked persons in the sex industry or slave labor. Much of the
literature on international migration written primarily from an eco-
nomic perspective has focused on one particular form of migration—
voluntary labor migration. Indeed, it is difficult to analyze the global
economy without taking into account global migration patterns and
their relationship to the globalization of production.”> The postwar
economic boom in Europe, for example, would have been impossible
without massive amounts of labor migration—much of it organized
via bilateral agreements between particular states. The economies of
some countries would collapse without foreign labor, with particular
examples being the Gulf state economies.

As a factor of production in the global economy, however, it is
important to remember that, from a comparative perspective, what dis-
tinguishes the mobility of labor from other factors of production is its
relative immobility. Despite the significance of labor migration in terms
of sheer numbers and importance, the flow of labor across national bor-
ders is generally less liberalized than other factors of production and is
subject to more intervention by states. In a global economy, the mobil-
ity of labor has not kept pace with the mobility of capital. As Hirst and
Thompson note,

A world market for labour just does not exist in the same way that
it does for goods and services. Most labour markets continue to be
nationally regulated and only marginally accessible to outsiders,
whether legal or illegal migrants or professional recruitment. Mov-
ing goods and services is infinitely easier than moving labour.*

In general, states still exercise a great degree of control over whom
they admit as migrants. It is partly due to the tight restrictions on labor
migration that have emerged since the periods of economic boom in the
1960s in Europe that one sees a blurring of the lines between political
and economic migration and a corruption of the asylum process. Prog-
ress that has been made in liberalizing the global market for labor has
been mostly at the high end of the skills continuum, with provisions for
increased mobility in the service sector or for highly skilled profession-
als built into broader economic agreements such as the General Agree-
ment on Tariffs and Trade/World Trade Organization (GATT/WTO)
or the North American Free Trade Agreement (NAFTA). However, the
flow of labor across borders is still much more restricted than the flow
of goods and services in these agreements.**

International law distinguishes between economic and political
migration by assigning particular categories to individuals who are
seeking to cross borders to escape political persecution or violent
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TABLE 2.3

Top 10 Refugee-Sending States, 1999-2001 (in Thousands)

1999 2000 2001
Afghanistan 2,601 Afghanistan 3,586 Afghanistan 3,809
Iraq 641 Burundi 568 Burundi 554
Bosnia- 600 Iraq 525 Iraq 530

Herzegovina
Burundi 527 Bosnia- 509 Sudan 489
Herzegovina
Somalia 524 Sudan 493  Angola 471
Sierra Leone 490 Somalia 475 Bosnia-Herzegovina 450
Sudan 485 Angola 433 Somalia 439
Vietnam 406 Sierra Leone 402 DR Congo 392
Angola 353 Eritrea 376 Vietnam 370
Croatia 351 DR Congo 371 Occup. Palest. Territ. 349
Top 10 Refugee-Receiving States, 1999-2001 (in Thousands)

1999 2000 2001
Iran 1,835 Pakistan 2,001 Pakistan 2,198
Pakistan 1,202 Iran 1,868 Iran 1,868
Germany 975 Germany 906 Germany 903
Tanzania 622 Tanzania 680 Tanzania 646
United States 521 United States 508 United States 515
FR Yugoslavia 501 FR Yugoslavia 484 FR Yugoslavia 400
Guinea 501 Guinea 427 DR Congo 362
Sudan 391 Sudan 414 Sudan 349
Armenia 296 DR Congo 332 China 295
China 293 China 294 Zambia 284

Source: UNHCR, Statistical Yearbook 2001 (Geneva: UNHCR Population Data
Unit, 2002) as cited in IOM, World Migration 2003, 312-313.

conflict, as opposed to those who cross borders in search of economic
opportunities (see Table 2.3). Refugees are defined according to inter-
national law as those who have a well-founded fear of persecution due
to their race, religion, nationality, or membership in a particular social
or political group.” In 2001, there were 12.02 million refugees in the
world, as compared with 8.8 million in 1980.¢ Of all the refugees,
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479 percent were concentrated in Asia, 27.3 percent in Africa, and
18.5 percent in Europe.”

Similarly, there has been an increase in asylum seekers over the past
decades. In 2001, 923,000 people filed asylum requests, up from 180,000
in 1980.%® Altogether, it is estimated that approximately 6 million asylum
applications were filed in advanced industrialized countries during the
decade of 1990 to 1999.* Of these only a small percentage were eventu-
ally deemed to be legitimate asylum seekers. Asylum applications cost
advanced industrial states approximately US$10 billion per year. This
is ten times the annual budget of the United Nations High Commis-
sioner for Refugees (UNHCR).*” The number of false asylum seekers,
combined with high levels of illegal migration, contributes to the per-
ception that states are losing sovereign control over their borders.

Legal versus Illegal Migration Illegal migration is also referred to as
irregular migration, undocumented migration, or clandestine migra-
tion. This distinction is made between those immigrants who enter
states through formal and legal channels versus those who enter through
illegal channels, including those who are smuggled, trafficked, or enter
with forged or no papers. Current estimates are that so-called irreg-
ular migrants comprise 30 to 50 percent of all migration to Western
industrialized countries—and one must remember that such numbers
are not counted in official statistics.*’ The International Organization
for Migration (IOM) surmises that approximately 4 million people are
smuggled across borders every year; out of those, 700,000 are women or
children. In the United States alone, there may be as many as 12 million
illegal migrants, with approximately 4,000 illegal border crossings to
the United States per day.** Half of all illegal migrants have some inter-
action with smuggling or trafficking networks—a global industry that
is worth approximately US$10 billion per year.*?

Permanent versus Temporary Migration Permanent migration refers
to the crossing of national borders leading to permanent resettlement,
what many traditionally think of as “immigration.” Not all migration
can be classified as permanent migration, however. Temporary migra-
tion would include so-called guest workers, seasonal labor, or students.
In addition, there are the millions of people who cross borders for pur-
poses of travel, and who contribute to the US$3.13 trillion global travel
industry.** There are also a range of border crossers whose status is
less clear—artists on tour, international civil servants working outside
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their country of origin, military forces abroad, and other such miscel-
laneous categories.

The complicated dimension with regard to categorization—and of
crucial importance for thinking about the general relationship between
migration and security—is that categories of border crossers are often
not clearly cut. Tourists enter a country and then proceed to stay and
look for work; political asylum seekers may leave a country for politi-
cal reasons, but may then decide to relocate to one particular state and
not another due to the existence of economic opportunities or family
ties; members of organized criminal networks and international ter-
rorist organizations are unlikely to mention this when they apply for
a visa, and may well indeed also have a legitimate pretext to enter a
country as, for example, students or businesspeople. Like other dimen-
sions of globalization—whether financial flows or information technol-
ogy or marketization processes—the important intervening variable
for understanding the relationship between migration and security is
state policy, and much of migration policy is about designing systems
that allow some categories of immigrants in, while attempting to keep
other categories out.

MIGRATION AND NATIONAL SECURITY: IMPACTS
ON STATE CAPACITY AND AUTONOMY

International migration is often portrayed as a process that over-
whelms states’ capacities to maintain sovereignty across a number of
areas.” Increased flows of people across borders, increasingly multi-
cultural populations, and the emergence of informal migration-based
transnational networks that circulate capital, goods, and ideas all chal-
lenge traditional notions of the territorial state as a bounded entity with
a clearly demarcated territory and population. Although migration flows
clearly challenge states in these areas, this does not necessarily mean, as
some more sensational accounts of how the globalization of migration
has impacted on states have claimed, that states are “losing control” due
to migration flows.*® As Gary Freeman has argued, “Anyone who thinks
differently should try landing at Sydney airport without an entry visa
or go to France and apply for a job without a work permit.”™’

It is states, as opposed to other actors, that still have the primary
responsibility both for regulating borders and for conferring citizen-
ship rights and claims to membership in a political community.*® States
have always faced challenges to their sovereignty, and the impact of
migration flows across borders is analogous to other instances in his-
tory in which states have had to respond to pressures arising from
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increased transnationalism.*” All states are not equally able to manage
the challenges posed by migration, and clearly states with high levels
of institutional capacity are in a much better position to adapt to this
new environment as compared with weak or failing states. In this sec-
tion, I focus on two areas in which migration can be hypothesized to
impact on state capacity and autonomy: border control and national
identity. The ability of states to maintain control over their borders and
to formulate a coherent national identity can be viewed as necessary
preconditions for the maintenance of state security in other areas.

State Capacity and Controlling National Borders

The ability to control who has the right to enter the borders of the state
is a key dimension of what Krasner refers to as a state’s interdependence
sovereignty.”® States have interests in controlling human population
movement for a variety of reasons, such as maintaining control over
populations, limiting access to public goods, and maintaining internal
security. A failure to control and regulate the movement of people across
its borders would be an indicator that could precipitate serious security
challenges. In weak and failing states, a lack of border control may seri-
ously jeopardize a state’s capacity across a number of areas—refugee
flows can overwhelm a state’s capacity to provide services and can lead
to conflicts over resources.

A dramatic example of the relationship between border control and
state strength can be seen in how the end of Communism in Eastern
Europe was symbolized by the loss of control over state borders. The
“beginning of the end” of the Iron Curtain began when thousands of
East Germans escaped through Hungary, Poland, and Czechoslovakia
in 1989, until the border between East and West Germany was finally
declared open by East Germany on November 9, 1989.>' Similarly, one of
the characteristics of states that are weak or failing more generally is the
inability to control their territorial borders. The world’s poorest states
host most of the world’s refugees, and the uncontrolled flow of refu-
gees or other migrants across borders produces additional stresses on
already weak state institutions, in addition to heightening competition
over scarce resources and exacerbating ethnic and sectarian tensions.*

Additionally, porous borders in weak states can allow politically orga-
nized nonstate actors access to territory and population groups that can
be used for political mobilization activities and that lead to the emer-
gence of what Zolberg has referred to as “refugee-warrior communi-
ties.”* Examples include the emergence of the Rwandan Patriotic Front
(RPF) in Ugandan refugee camps; the mobilization activities of the
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Palestine Liberation Organization (PLO) in refugee camps in Lebanon
in the 1960s and 1970s; or the role played by Afghani refugee camps in
Pakistan as sites of mobilization for Taliban-related groups.’* Refugee
flows can act as conduits that regionalize and internationalize internal
conflicts—the Great Lakes Region of Africa provides just one example
of the disastrous consequences such dynamics have on weak states.”

For advanced industrial states with very high degrees of internal
capacity and control, the concern with maintaining secure borders is
also significant. As Torpey has pointed out, the monopolization of the
legitimate means of movement of people across borders through the
development of the passport and accompanying bureaucracies has been
a key feature in the development of modern nation-states.”® However,
the fact that states are authorized to monopolize the legitimate means of
movement does not mean that they actually control all movement—just
as the fact that states, in actuality, do not always have a monopoly over
all means of violence.”” As the earlier statistics on illegal migration dem-
onstrate, even if states have formal control over migration processes, a
number of nonstate actors—in particular organized criminal networks
and smugglers—are competing with the state in this area.

The emergence of strong organized criminal networks around illegal
migration, beyond the harm that they do to individual migrants, can
also pose a significant challenge to state authority and control. As a
recent IOM report noted, “Given the vast amounts of money involved,
such operations erode normal governance and present real challenges
and threats to national sovereignty.”*® Globalization produces a situa-
tion that resembles a cat-and-mouse game between migration pressures
and state control over borders. If migration pressures on states increase,
without the state adapting, then the capacity of states is indeed under
threat. However, the record shows that many states are adapting to these
pressures quite well, all in all. As Andreas has noted, “Globalization
may be about tearing down economic borders, as globalists emphasize,
but it is also about creating more border policing work for the state. At
the same time as globalization is about mobility and territorial access,
states are attempting to selectively reinforce border controls. ...”*

Throughout the 1990s, in both the United States and Europe, there
have been expansions in the policing of borders, the use of technol-
ogy to monitor and regulate borders, and a general militarization and
securitization of border crossings®*—the construction of a “Fortress
America” and a “Fortress Europe.” Since 1993, for example, the bud-
get of the Immigration and Naturalization Service (INS; since 2003,
the U.S. Citizenship and Immigration Service) tripled in size, and the
number of agents in the Border Control has doubled.®' The “unintended
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consequences” of this strengthening has been an increased number of
deaths at the U.S.-Mexican border, with approximately 1,700 deaths
during the second half of the 1990s, a number that increased 400 per-
cent between 1996 and 2000. Following the reorganization of border
control matters into the new Department of Homeland Security in the
United States, the control of U.S. borders has become even more secu-
ritized.®* Death tolls have risen, and reportedly, smuggling prices from
Mexico into Arizona are now 50 percent lower than what they used to
be pre-9/11, because of the higher likelihood that migrants will be inter-
dicted.®® As a border crosser who was caught trying to enter the United
States illegally after 9/11 succinctly put it: “Because of this bearded guy,
what’s his name, Bin Laden, it is harder now. There are more reinforce-
ments now because America is afraid of terrorism.”*

As noted by Herrera in this volume, states are learning to employ
technology in ways that reinforce their capacity. One sees this in par-
ticular in the area of migration and border control. The use of biometric
technology to monitor entrants into the United States under the new
United States Visitor and Immigrant Status Indicator Technology (US-
VISIT) program that commenced in January 2004 is one such example.
On both the U.S. border and the external borders of the EU, surveil-
lance technology has been increasingly employed to deter illegal bor-
der crossings.®® The European Union has established a European-wide
corps of border guards and a European entry visa linked to a computer-
ized database.® Since the Schengen Agreement first came into effect in
1995, and was then incorporated into the EU with the 1999 Amsterdam
Treaty, there has been, in effect, the creation of a single external border
in the EU, which was accompanied by measures to improve police and
judicial cooperation, including the exchange of information through
the Schengen Information System (SIS) database.

Thus, it would appear that state capacity, all in all, has been threat-
ened by migration flows to a much lesser degree than many more sensa-
tionalist accounts in the globalization literature would have foreseen. Of
course, for states with very weak or low capacity to begin with, monitor-
ing borders will continue to be a challenge. However, even here, because
of a common interest in the regulation of migration, economic, techni-
cal, and development assistance is increasingly being earmarked specifi-
cally for border control issues. In Europe during the 1990s, for example,
approximately 50 percent of funds spent on technical assistance for the
EU Phare programs to Eastern Europe were targeted for issues relating
to illegal immigration and border control in candidate states.®’

Whatappears to be more plausible, however, is that migration is affect-
ing state autonomy—to effectively implement policy, it is necessary to
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increase levels of cooperation with other states on issues of border con-
trol. What is becoming clear is that states are sharing more information
with each other. Europe, of course, is the most prominent example of
this, as it has basically managed to harmonize its border control policy,
allowing for free movement within the Schengen area. Yet, the trend is
more widespread than this: Especially since 9/11, there has been exten-
sive cooperation on border control issues between, for example, the
United States and Canada and the United States and European states.
In short, it is unclear that migration is posing an insurmountable chal-
lenge to states’ abilities to regulate their borders, yet states may not be
able to meet this challenge without enhancing their cooperation with
one another in this area.

State Capacity and Maintaining a National Identity

Migration policy generally focuses on two factors—controlling borders
and conferring citizenship or political membership in a community.
States may be able to rely on technology to control borders, but what
about their ability to respond to more underlying challenges to factors
such as their national identity? A state’s own definition of its national
security is derived from its national interests, which, as social construc-
tivists and others have argued, are derived from a state’s national iden-
tity.®® Even rationalist and realist perspectives on security, which focus
primarily on material interests rather than identity, acknowledge thatan
assumption of the model of the state as a unitary rational actor assumes
an underlying coherence in its collective identity, which in modern
times has generally been provided by an ideology of nationalism.*

Given the centrality of nationalism as an ideology that provides legit-
imacy and cohesion to nation-states, what happens when the cultural
basis of a state’s identity is called into question through migration pro-
cesses? States have historically incorporated ethnic and racial criteria
in their migration policies, with examples ranging from racial restric-
tions on immigrants (particularly Asians) to the United States during
the nineteenth century, to the favoring of ethnic Germans or Aussiedler
by Germany in their post-WWII immigration policy, or the automatic
right to immigrate that is granted to Jews by Israel in the Law of Return
(1950).7

Increasing levels of people crossing borders; the rise of civil rights
movements and multiculturalism; the economic imperatives that arise
due to a changing global structure of production; and the spread of
international norms of racial equality and universal human rights have
increasingly delegitimized the use of ethnic and national criteria in the
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formulation of immigration policy.”" When long-standing patterns of
national identity formation are called into question by migration flows
of new populations, even highly institutionalized states can sufter from
levels of internal instability and incoherence at the societal level—what
Ole Waever has referred to as “societal insecurity.”’* The problem is
most acute for states whose identity and legitimacy have been derived
primarily from an ethnic version of nationalism, rather than a civic
nationalism.”

However, some would argue that even states whose identity is pri-
marily liberal and constitutional can be threatened by migration, as
liberal constitutionalism itself has its origins in a particular culture.
Samuel Huntington, for example, has made the argument that recent
waves of immigration to the United States threaten to undermine its
core identity based on an “Anglo-Protestant” heritage.” Whereas lan-
guage is arguably a symbol of national cohesion in the United States, it is
religion, some have argued, that has played that role in many European
countries. This would help to explain why, even post-9/11, neither Mus-
lim immigrants nor Islam more generally have been viewed as posing a
cultural threat to American identity in ways that have been manifested
in France and other European states, who have, for example, outlawed
the wearing of headscarves in public schools.”

The relationship between migration and national identity provides
an example of the many ways in which market forces are challenging
the traditional functions of the state. The general trend prior to 9/11 was
that states themselves were increasingly using market criteria to make
migration policy—with economic skills largely trumping cultural and
identity criteria in evaluating potential migration requests. At the same
time, however, there is increasingly a “market for identity and politi-
cal loyalties” of individual migrants and descendants of migrants. In
the migration studies literature, for example, old models of “incorpora-
tion” or “assimilation” are giving way to a discourse that favors multi-
culturalism, diasporas, and transnational identities.

Factorssuchasthe ease of travel, new communication technologies,and
the emergence of a global mediascape mean that migrants can maintain
ties with their homelands, or even take part in wholly new transnational
identity communities. Decreasing costs of transportation and new com-
munication technologies such as the Internet, fax machines, and satellite
communications mean that networks of relations between migrants in
their new homes and those who have either stayed or migrated to yet
another locale can be maintained with relative ease and at a relatively
reasonable cost. Migrants can maintain dense social networks that
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stretch across national borders, are rich in social capital, and can be used
for a variety of purposes—including political mobilization.”®

Migrant communities across Europe, for example, are connected by
transnational social networks that can be activated by political entre-
preneurs. Soysal has observed that migrant communities in Europe
increasingly engage in political activities at the supranational level, in
addition to the national level.”” And Basch et al. demonstrate in their
work that migrants “live lives ... stretched across national borders.””®
The literature on diasporas points to how the emergence of trans-
national organizational structures, such as diaspora organizations, cre-
ate new forms of identities and political loyalties. Sheffer, for example,
notes that

The establishment of diaspora organizations and participation in
those organizations can create the potential for dual authority,
and consequently also for dual or divided loyalties or ambiguous
loyalty vis-a-vis host countries. Development of such fragmented
loyalties often results in conflicts between diasporas and their
host societies and governments.”

Similarly, a number of authors have documented how diaspora orga-
nizations are actively involved in the politics of their “home state.”
Prime examples of this are the political activities of Jews in the diaspora
directed toward politics in Israel, or of Armenians vis-a-vis Armenia.*
Thus, migrants and their descendants, in some respects, form “con-
tested constituencies” in that they are open to political mobilization by
a variety of actors for a variety of purposes, ranging from their “host
society,” their “home state,” or nonstate and transnational actors.*

The transnationalization of political participation and the existence
of diaspora networks can affect, some have argued, a state’s ability to
formulate a coherent foreign policy based on a unified set of national
interests. Huntington and Smith, for example, have both argued that
American foreign policy formation has been in danger of being cap-
tured by skilled ethnic lobbying groups whose loyalties are to a real
or imagined homeland rather than the United States.®” Interestingly,
Huntington makes the comparison between transnational ethnic
groups and economic actors, such as multinational corporations. Both,
in some sense, illustrate how increased levels of marketization and plu-
ralization can challenge a state’s ability to act coherently as a “unitary
rational actor” in the area of foreign policy formulation.

Should all this lead one to conclude that migration affects states’
capacity and autonomy in the area of maintaining a coherent national
identity, which, in turn, is arguably the basis for the formulation of a
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coherent set of national interests? Many would argue that migration
does affect state capacity in this area. As a recent report argued,

[O]ne thing is beyond doubt: migration is gradually eroding the
traditional boundaries between languages, cultures, ethnic groups
and nation-states. A transnational flow par excellence, it therefore
defies cultural traditions, national identities and political insti-
tutions, contributing in the long run to curtailing nation-state
autonomy and to shaping a global society.®

States are constrained in some areas relating to the maintenance of a
particular form of national identity. Whether due to international migra-
tion, or the spread of liberal international norms of equality and human
rights, many modern industrial states are increasingly identifying them-
selves according to civic forms of nationalism and defining themselves
using liberal criteria. A prime example in this regard is Germany, a state
which has traditionally had an ethnic form of nationalism, yet which
recently changed its citizenship laws, allowing for a jus soli criterion for
citizenship, in addition to the traditional jus sanguinis criterion.**

However, these types of shifts are also indicative of the resilience of
the state and its ability to adjust to changing circumstances. European
states are becoming increasingly multicultural—although France has
banned the wearing of the headscarf in public schools, the French state
is also working to institutionalize and incorporate Islam as an official
religion, on a par with the institutionalized representation given to
Christian and Jewish communities—a process that is also taking part
in other states. Although cultural conservatives may bemoan the loss
of homogenous national identities, many would equally view the global
trend toward a convergence in states defining themselves according to
nonracial and liberal identities as a positive development. And, the fact
that there are ethnic and diaspora lobbies in the United States or Great
Britain can easily be viewed as a healthy indicator of the robustness
of democracy, and as interest groups operating in a plural society, as
opposed to a threat to a unitary national interest.®

MIGRATION AND NATIONAL SECURITY:
IMPACTS ON THE BALANCE OF POWER

How does immigration affect the balance of power among states? On
the most basic level, of course, a country’s population is considered as
a factor, along with its natural resources, territory, economy, and mili-
tary strength, when measuring a state’s power or “counting poles” in
the international system. As Kirshner and Mueller each point out in
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this volume, the international system may now be unipolar, but as a
2003 report noted, “Migration circuits span the globe like a spider’s
web, with complex ramifications and countless intersections. The cur-
rent world map of migration is therefore multipolar.”®

Migration policy can be a tool for states to exercise their national
interests. A country’s population is arguably its most important
resource; however, it must be effectively mobilized to be an effective
instrument of power. Purely on the level of basic demographics, migra-
tion can make a difference to a state’s power. Many advanced industri-
alized countries have aging populations and need a younger population
if their labor and social security systems are to function and if they are
going to be able to compete effectively on the world market. Japan is
a key example in this respect, with the government institutionalizing
various measures to encourage labor migration in the mid-1990s, as a
way of protecting its labor market and social security system.®’

In this section, I briefly examine how international migration can
affect states’ abilities to consolidate and project power in the interna-
tional system, by examining the impact that migration and human
mobility can have on three areas of state power: economic, military,
and diplomatic. Here, again, the intervening variable between migra-
tion and national security is policy: if states have the capacity to design
and implement effective policies that “harness the power of migration,”
international migration flows can enhance state power.

Migration and Economic Power

In an increasingly global economy, some scholars argue that it is inevita-
ble that states will come to see labor migration as a means of maximizing
economic gains.® In fact, highly industrialized countries have increas-
ingly designed their immigration systems to harness the talent of highly
skilled workers, attempting to outdo one another in luring talent in what
some have referred to as a “human capital accretion ‘sweepstakes.”*’
This is especially noticeable in the area of information technology and
the knowledge economy, which is now an integral component of state
power.”® The United States, for example, encourages this through the
H-1B visa, which facilitates temporary work in the information technol-
ogy and communication sectors, a route that often becomes a fast track
for permanent migration.”” In 2000, Germany instigated a new “Green
Card” program, modeled on the U.S. program, as a way of attracting
highly skilled labor, especially computer specialists.”

Students are another group of “migrants” who are often highly sought
after. The United States has been the most significant player in terms of
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issuing student visas, although other states are increasingly attempt-
ing to capture the student “market.” Universities in Great Britain, for
example, are turning to overseas students as a source of revenue to stem
the financial crisis that has hit the education sector in that country,
with approximately 50,000 students from China studying in the United
Kingdom in 2005.”” In the wake of 9/11, U.S. leadership in this area has
been called into question. Since 9/11, the United States has seen a drop
in the number of visas issued to foreign students, delays in the time
it takes for students to acquire visas, and an overall drop in foreign
graduate student applications to top U.S. universities. There is concern
that these post-9/11 measures may have sustained effects on the United
States’ ability to maintain its leading edge in science and technology, if
such restrictions continue.’*

In the global competition for highly skilled workers, however, there
are winners and losers. In particular, many parts of Africa appear to be
losing as the entire continent is affected by a brain drain of skilled labor.
In 1987, 30 percent of Africa’s skilled workforce was living in Europe,
and in the 1990s one out of every 18 Africans was estimated to be living
outside of his or her country of origin.”® According to the World Bank,
70,000 professionals or university graduates leave countries in Africa
every year with the aim of working in Europe or North America.”®
Over 20,000 Nigerian doctors practice in North America, and in 2003,
the IOM estimated that the South African economy had lost approxi-
mately US$7.8 billion in human capital due to emigration since 1997.7
To alesser extent, there is also a continuing brain drain from Europe to
North America for the most highly educated scientists.”®

Yet, emigration processes from the developing world to the devel-
oped world cut both ways. Perhaps the most significant impact of inter-
national immigration for developing countries is the capital flows they
generate through labor remittances. If states are able to capture remit-
tances, this can contribute substantially to economic growth in ways
that have advantages over other types of capital flows. As opposed to
other types of external capital flows, which are measured as changes
in the assets and liabilities of residents vis-a-vis nonresidents in a state,
many labor remittance flows are technically transfers of capital from
one set of nationals (living abroad) to another set of nationals. Addi-
tionally, analyses have shown that remittances tend to be more stable
than other forms of private capital flows across borders.”

The impact of remittances on national economies has been rising
steadily since the 1970s. Whereas in 1970 global remittances were esti-
mated at just over US$3 billion, by 1988 this had increased tenfold to
a figure of US$30.4 billion.”® A decade ago, global remittances were
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estimated at US$66 billion, an amount that was greater than the sum
of all state-sponsored foreign development aid programs.’®" Current
estimates for remittances run as high as US$100 billion annually in
transnational flows across national borders.'*

Labor remittances from migration make up more than half of all
total financial inflows in a number of countries. In Morocco, labor
remittances total approximately US$3.3 billion a year, accounting for
83 percent of the trade balance deficit."® In both Egypt and Tunisia,
remittances account for 51 percent of capital inflows into the state.**
Labor remittances can be put to use for a variety of purposes and, if
effectively utilized, can play important roles in stimulating economic
development.'® In 2000, diaspora remittances grew the national econo-
mies by more than 10 percent in a number of countries in the developing
world, including El Salvador, Eritrea, Jamaica, Jordan, Nicaragua, and
Yemen.'” As such, a number of states are trying to harness the power
of labor remittances. Morocco, for example, is prioritizing migration
management through the establishment of foundations that encourage
temporary return migration and foster a core of elite émigrés who can
contribute to the country’s development, as well as promote Moroccan
culture abroad."”

Migration and Military Power

Just as the influx of highly skilled immigrants can boost a state’s eco-
nomic base vis-a-vis other states, so too, by the same logic, can highly
skilled immigrants contribute to the military strength of a state. This
can range from providing technical expertise to intelligence expertise
such as foreign language skills and analysis. A prime example would be
the role that émigré scientists played in developing the atomic bomb in
the 1930s. Albert Einstein, Edward Teller, and others who fled National
Socialism in Europe put their expertise to work in the scientific estab-
lishment of their adopted country, thus leading to the development of
the bomb in the United States. This is a stark example of the ability of a
state to harness the expertise of immigrants for military ends. There are
countless other examples, however, including the use of exiles, émigrés,
and immigrants to provide intelligence or strategic analysis.

In addition to providing scientific expertise, immigrants can be
instrumentalized by the state in the fighting of wars. The use of non-
citizens in the American military mirrors, in some respects, the
increased use of private contractors in military operations, as detailed
in Avant’s chapter in this volume.'”® Currently, there are approximately
40,000 noncitizens enrolled in the U.S. army, or 4 percent of all enlistees.
Of these, one third are Latino. In fact, joining the military is one way
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to expedite the naturalization process for noncitizens, as noncitizens
serving in the U.S. military can apply for U.S. citizenship after three
years of residency (as opposed to the standard five years). Recruiters
have even been known to travel to poor communities in Mexico and
Canada to engage in recruitment activities. In California, up to half of
all enlistees in some areas are noncitizens, and five of the first ten Cali-
fornians who perished in the war in Iraq were noncitizens."”” The U.S.
military also attempted to mobilize recent immigrants or descendants
when they set about to create a separate division of approximately 3,000
Iraqi expatriates and exiles that were known as the Free Iraq Forces in
the 2003 war in Iraq.'*®

Migration and Diplomacy

Migration can also enhance a state’s ability to engage in diplomacy. In
some respects, this is the flip side of the discussion in the section above
regarding a state’s ability to maintain a coherent national identity. Small
states in the international system can involve their diasporas in diplo-
macy by drawing on emigrants and their descendants within a target
country and by sponsoring lobbying and public relations activities. In the
United States, for example, NATO enlargement was helped along by the
domestic lobbying activities of Americans of Eastern European descent.
Armenia has a diaspora desk in its Ministry of Foreign Affairs.""! The
Republic of Cyprus draws on its diaspora in the United Kingdom and else-
where to represent its interests abroad in the Cyprus conflict. Prominent
members of the Cypriot diaspora have acquired the status of very impor-
tant persons (VIPs) in Cyprus, which has been promoted by specific poli-
cies in Cyprus in which, “much like honorary or career consuls, they enjoy
a certain number of limited facilities, privileges and immunities.”"**

Powerful states in the international system can project their power
abroad by manipulating immigration policy, by drawing on immigrant
populations, or even by mobilizing diasporas living within them for
foreign policy ends. During the Cold War, for example, the United
States used refugee policy as a tool to encourage emigration and defec-
tion from the Soviet Union and Eastern Europe, and, in the process,
sought to “inflict a psychological blow on communism.”"* As in the
economic and military realms, highly skilled immigrants can enhance
national strength in the diplomatic realm—in the case of the United
States, one need only think of prominent individual examples, such as
Henry Kissinger, Zbigniew Brzezinski, and Madeleine Albright—or, in
the field of theorizing diplomacy and statecraft, Hans Morgenthau.

In the post-Cold War world, transnational diaspora populations
can be a source of national influence abroad. Yossi Shain, for example,
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has argued, contra Huntington, that, rather than hurting the national
interest, migrants and diasporas promote U.S. interests abroad by act-
ing as unofficial ambassadors who propagate American values in their
home countries.'* At the level of official state policy, first and second
generation immigrants can be mobilized by states for particular foreign
policy projects. Recent examples include the use of Iraqi exiles in the
process of postconflict reconstruction and nation building in Iraq, the
mobilization of highly skilled Afghani émigrés for nation building in
Afghanistan, or the reliance on Palestinian Americans as negotiators in
various rounds of Middle East peace talks.

MIGRATION AND NATIONAL SECURITY:
IMPACTS ON THE NATURE OF CONFLICT

Having explored the potential impacts of migration on state capacity
and the balance of power, it is left to examine the impact of migration on
the nature of violent conflict in the international system. This is argu-
ably the area in which migration in particular, and globalization more
generally, is most significant in shaping the security environment facing
states. Mainstream approaches to security have traditionally assumed
that states seek to protect themselves primarily against security threats
from other states. What emerges in the context of globalization, how-
ever, is the proliferation of a number of security threats to states that
emanate from nonstate actors, as opposed to other state entities.

In this section, I focus on three ways in which migration flows can
interact with other factors to exacerbate conditions that impact on the
nature of violent conflict in the international system: by providing
resources that can fuel internal conflicts, by providing an opportunity
for networks of organized crime, and by providing conduits for inter-
national terrorism. Again, the degree to which each of these factors
affects any particular state is highly dependent on the level of a state’s
capacity—organized crime presents itself as a law enforcement prob-
lem to highly institutionalized states; but for weakly institutionalized
states, organized crime can lead to much more serious consequences—
corrupting, challenging, or even hijacking existing state institutions.
Cooley vividly notes the consequences of this for the post-Communist
states of the Former Soviet Union (FSU) in his contribution to this vol-
ume. All of these conduits somehow imply a change in the balance of
power between state and nonstate actors in the international system.

It should be noted that, like many other aspects of the relation-
ship between migration and national security, these factors are not
necessarily “new,” but rather have been understudied by specialists in
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international relations and security studies. For example, if we return to
the period of pre-WWTI globalization in the nineteenth century, which
saw similar waves of migration, we see that there was also a plethora
of activity by nonstate actors, who mobilized transnationally and, at
times, employed political violence. Examples would include nineteenth
century networks of anarchists, socialists, and nationalists, who were
particularly active in mobilizing within immigrant communities within
the United States.''¢ Additionally, transnational networks of organized
crime are certainly not new. The field of IR has been shaped heavily
by the experiences of WWI and WWII—and, in fact, was to some
extent an intellectual response to these devastating events. However,
to analyze contemporary security challenges, scholars of international
security may have to step back and draw on pre-WWT1 dynamics in the
international system to understand some of the post-Cold War chal-
lenges facing states.

Migration and Internal Conflict

International migration processes, combined with the availability of
new technologies and media markets, allow for migrants and descen-
dants of migrants to remain connected to their home country or their
“co-ethnics” through diaspora networks. These transnational diaspora
networks, in turn, can be used as a political resource, including a
resource in violent conflicts. Studies have shown that diaspora fund-
ing played a key role in providing resources for violent conflicts during
the 1990s. A World Bank study demonstrated that countries that had
experienced violent conflict and had significant diaspora populations
outside the country were six times likelier to experience a recurrence
of violent conflict than states without a diaspora population abroad.
The author of this report, Paul Collier, argued, “diasporas appear to
make life for those left behind much more dangerous in post-conflict
situations.”™"’

This observation has been echoed by a number of qualitative stud-
ies of diasporas in internal conflicts."”® The Independent International
Commission on Kosovo, for example, noted that it was Kosovar Alba-
nians in the diaspora who created the Kosovo Liberation Army (KLA),
engaged in fundraising activities in the diaspora to support the con-
flict, and even engaged in the recruiting of fighters.""” Similar diaspora
mobilization activities have characterized other internal conflicts, such
as the conflict between the Kurdistan Workers’ Party (PKK) and the
Turkish state throughout the 1990s, or the conflict between the Tamil
Tigers (LTTE) and the Sri Lankan state. Networks of Islamists drew
upon migrant workers in Gulf states in the 1980s and 1990s to fund
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Islamic fundamentalist networks that were eventually able to take over
the state in Sudan.”? In the Gulf states more generally, and as Lynch
notes in his contribution to this volume, there has been a calculated
policy shift to recruit labor from Asian as opposed to Arab states—a
reaction to the politicization of Arab immigrant communities through
mobilization activities by nonstate actors.'” In many of these cases,
diaspora mobilization appears to feed into “transnationalized cycles
of political violence,” in which displaced populations become part of
a cycle of political violence that begins with state policies that lead
to displacement, and which is then perpetuated by transnational
mobilization around a violent armed conflict or opposition movement
that challenges the state.'*

A similar dynamic exists with regard to refugee populations and vio-
lent conflict. Just as political entrepreneurs can mobilize resources and
political support for a conflict within diasporas in Western industrial
states, refugee populations can also provide a base for political mobi-
lization activities in conflicts. Not all refugee populations are likely to
become the targets of political mobilization activities, but when popula-
tions are targeted, this creates dilemmas on a number of levels, includ-
ing the role that humanitarian assistance may play in fueling conflicts
by supporting such activities in refugee camps.'*’

Migration and Organized Crime

Perhaps the most obvious link between migration and organized
crime is the global industry in human smuggling and trafficking that
has emerged to meet the demand of potential migrants who wish to
cross national borders. In a sense, this is an instance in which market-
based mechanisms take on a role when the demand for opportunities
to immigrate clearly outstrips the supply provided by official channels
in state migration policies. Smugglers command high prices for their
services that range from US$500 for a passage from Morocco to Spain,
to prices from some countries in Asia to the United States that can be
as high as US$50,000."** Although prices are in flux, and information
is hard to obtain, Table 2.4 gives some idea of how market mechanisms
are at work in the world of human smuggling.

Like other nonstate actors, smuggling networks have also been
able to take advantage of new technologies to pursue their interests.
Albanian smuggling groups operating in the Czech Republic during
the 1990s, for example, were equipped with night vision equipment,
cell phones with network cards, and other high-tech gear that could be
used to successfully smuggle some 40,000 “clients” across the Czech-
German border.'*
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TABLE 2.4 Fees Paid to Smugglers for Travel Assistance to Selected Destinations

Origin Destination Price (US$ per Person)
Europe

Bulgaria Europe 4,000
Greece France, Italy, Germany 800-1,200
Turkey Greece 1,400
Hungary Slovenia 1,500
Kurdistan Germany 3,000
North Africa Spain 2,000-3,500
Sri Lanka Turkey 4,000
Pakistan Turkey 4,000
Dominican Republic ~ Europe 4,000-10,000
Dominican Republic ~ Austria 5,000
China Europe 10,000-15,000
Afghanistan/Lebanon Germany 5,000-10,000
Iraq Europe 4,100-5,000
Iran Europe 5,000
Palestine Europe 5,000

North America
China New York 35,000
China USA 30,000
Middle East USA 1,000-15,000
Pakistan/India USA 25,000
Mexico Los Angeles 200-400
Iran/Iraq Canada 10,000
Venezuela Canada 1,000-2,500

Source: J. Salt, Current Trends in International Migration in Europe (Stras-
bourg: Council of Europe, 2001), as cited in IOM 2003, p 315.

The nexus between organized criminal groups, armed rebel organiza-
tions, and terrorist networks is often quite difficult to disentangle. Andreas,
for example, has pointed out the extent to which transnational criminal
networks provided the material basis for the Bosnian conflict.'*® Simi-
lar arguments can be made for conflicts in Kosovo and Turkey. The
PKK, for example, was heavily involved in human smuggling as a way
of raising money for the conflict in Turkey during the 1990s and of
smuggling in supporters to engage in political activities in Europe.'?’
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Global organized criminal networks may often be defined by a par-
ticular ethnicity and are able to operate transnationally by forging net-
works of solidarity that take advantage of migration-based networks
and migration circuits. Again, it is important to reiterate that organized
criminal networks are not new. Chinese criminal networks or “Triads,”
for example, smuggled Chinese into California during the Gold Rush
in the 1840s.”® What is new, however, is the way in which ethnically
based criminal networks are now truly global and are able to forge alli-
ances with one another—organizing themselves internationally, just as
any legitimate business might do in the global economy. Lupsha details
how “Chinese illegals in Naples produced counterfeit French perfume
in bottles made in Spain, with faux Chanel perfume made in Mexico,
and covered in gold wrappings and labels printed in Belgium.”* Just
as globalization provides opportunities for legal operations to trans-
nationalize production structures, so too does it provide opportunities
for criminal operations that operate by relying on networks of indi-
viduals that stretch across national borders.

The emergence of transnational criminal networks that strategically
use migration networks to pursue their interests can affect the national
security interests of states in a number of ways. At the most basic level,
it affects the security of the individual victims of its activities—whether
those be individuals who die in transit or other circumstances, or who
are affected by the violence that accompanies such criminal activities.
However, organized crime also is destabilizing at the global level, lead-
ing to what Mittelman and Johnston have termed “the corruption of
global civil society.”?*" Finally, in states that are already weak or fail-
ing, the influx of resources provided by international criminal net-
works can provide resources for mafia-like organizations that actually
challenge the ability of states to maintain sovereignty over particular
areas or, as Cooley points out, can corrupt the authority of states. When
criminal networks take over law enforcement functions and monopo-
lize violence at the local level, as well as engaging in distributive and
service-providing activities normally associated with the state, this cre-
ates a local dependence on international networks of organized crime
and creates serious internal security problems, such as can be seen, for
example, in states such as Colombia."

Migration and International Terrorism

Since 9/11, migration and security are increasingly viewed as intertwined
in relation to international terrorism. This is not just the case in the
United States, but also in Europe and other states. In Spain, for example,
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the foreign minister argued that “the fight against illegal immigration is
also the reinforcement of the fight against terrorism.”** A recent report
by the Nixon Center argued that “immigration and terrorism are linked;
not because all immigrants are terrorists but because all, or nearly all,
terrorists in the West have been immigrants.” The same report went on
to cite Rohan Gunaratna’s claim that “All major terrorist attacks con-
ducted in the last decade in North America and Western Europe, with
the exception of Oklahoma City, have utilized migrants.”'*

This claim is problematic, not the least because it does not take into
account attacks by domestic groups in Europe such as Euskadi Ta Aska-
tasuna (ETA; Basque for “Basque Homeland and Freedom”). However,
it is certainly the case that migration policies and migration networks
provide avenues for terrorist organizations and other nonstate actors to
pursue their interests, just as they provide opportunities for states and
other actors. Leiken argues that states tend to view immigration from
an economic perspective, whereas terrorist organizations view immi-
gration from a strategic perspective—using all aspects of the immigra-
tion system as a way of gaining access to target states."** He makes the
distinction between two different strategies for getting access to the
target state: The first is by the use of so-called hit squads, in which a
group enters a particular state with the explicit aim of committing a
terrorist act—this was the case in the attacks of 9/11. The second strat-
egy is that of sleeper cells, in which groups inside the target state are
activated at a particular point to carry out attacks. Although internal
surveillance in the United States has focused on the possibility of the
latter since 9/11, and has, many would argue, unfairly targeted Muslim
Americans living in the United States, all evidence points to the fact
that the United States is more at risk from external infiltrators than
any form of domestic mobilization around radical Islam—a concern
that is much more pronounced in some European states, such as Great
Britain, France, and Germany.'*

U.S. immigration policy and border control has become one of
the “front lines” in protecting the United States from further terror-
ist attacks. In addition to reorganizing the INS and incorporating it
into the Department of Homeland Security, the screening of potential
border crossers, the use of immigration lists for intelligence purposes,
and increased cooperation with other states on such issues as the forg-
ery of passports and other documents have all become tools in the war
against terrorism. In this context, striking the balance between border
control and intelligence gathering versus facilitating all the benefits of
the mobility of people is a delicate task.
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One of the dangers in making the link between migration and secu-
rity with regard to international terrorism would be for states to overre-
act to this challenge. As Mueller notes in his contribution to this volume,
one of the most devastating effects of another major terrorist attack in
the United States would be to change the character of U.S. society. As
mentioned above, there are already signs that measures taken since
9/11 are deterring students from studying in the United States, which
may affect the United States ability to lead in science and technology
over the long run. Just as problematic, if not more so, is the impact that
surveillance activities may have had on alienating Muslim and other
populations within the United States.”*® The detentions of Muslims
and non-Muslim Arabs, the crackdowns on Islamic charities, and the
shutting down of money-transfer services that are thought to feed into
hawala systems have all caused widespread resentment. In addition to
raising serious questions with respect to civil liberties and racial pro-
filing, they may contribute to a range of other detrimental and coun-
terproductive outcomes, such as weakening incipient diasporic civil
society networks that could support bottom-up processes of political
liberalization in the Middle East or negatively impacting efforts of U.S.
public diplomacy abroad.

CONCLUSIONS

Similar to the other dimensions of globalization that impact on state
security, many of the mechanisms by which migration flows affect
national security are not necessarily new, but rather operate cumula-
tively and in combination with other factors, such as increasing levels
of exchange, the emergence of new technologies, and marketization
processes. Together, these processes affect the overall security environ-
ment facing states under conditions of globalization. As Kirshner notes
in his introduction, such pressures “do not present iron laws, but rather
they change the cost-benefit calculus of various policy choices.”* This
fits with a perspective on globalization that is relatively consistent with
a “transformationalist” perspective.'*®

Based on the analysis in the preceding pages, the overall impact of
international migration and human mobility on national security can
be summarized as follows. With regard to state capacity and autonomy,
there are two broad findings. First, migration flows do impact on both
the capacity and autonomy of states; however, the extent varies widely
across different states. Migration flows can have serious security impacts
on the capacity of states that are already weak or failing. Yet, states with
high capacity have generally shown themselves adept at adjusting to the
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realities of increased human mobility. Second, globalization may bring
about a change in the relationship between state autonomy and state
capacity. As two components of state sovereignty, autonomy and capac-
ity are often viewed as being complementary and going hand-in-hand.
However, one impact of globalization on the state may be an increasing
divergence between state capacity and state autonomy as measures of
state effectiveness—to effectively manage cross-border challenges, state
capacity is enhanced, rather than threatened, by increased cooperation
with other states in areas such as the formulation and enforcement of
migration policy.

With regard to the impacts of migration on the balance of power
among states, the overall conclusion is mixed. On the one hand, cur-
rent migration regimes, which favor highly skilled workers, tend to
exacerbate already existing inequalities in the world by widening the
gap between the “winners” and “losers” of globalization and contribut-
ing to problems such as brain drain. In addition, global inequalities are
reinforced through the greater barriers and obstacles that are placed
on the mobility of labor across national boundaries as compared with
the mobility of capital. For strong states with the capacity to effec-
tively mobilize the talents of migrant populations, migration gener-
ally enhances states’ abilities to project power in a number of areas.
Economically disadvantaged states, however, can also benefit from the
effective mobilization of their overseas populations. Although popu-
lations in institutionally weak and economically less developed states
suffer disproportionately from current migration regimes, there is also
the potential for migration processes to promote development and
technology transfer between states that could, over the medium to long
term, help to temper levels of global inequality, as well as leading to
greater levels of interdependence among states.

Finally, with regard to migration and the nature of violent conflict:
My analysis in this chapter echoes the conclusions of others in this
volume and elsewhere regarding the security challenges posed by the
emergence of nonstate actors, gray economy networks, and networks
of political violence. International migration flows provide conduits for
the diffusion of network-based forms of political violence and instabil-
ity, a challenge that affects weak states to a greater degree than strong
states, and that requires increased levels of interstate cooperation to
meet. However, one danger for states, in the post-9/11 environment,
would be an overreaction to these threats in ways that would curtail the
many benefits of migration.

In each of these areas, migration flows change the environment
in which states formulate policy, including security policy. However,
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ultimately, it is how states respond to global migration flows through
policy formulation and policy implementation that will determine to
what extent any particular state’s security will be enhanced or dimin-
ished by international migration. States that are best able to “harness
the power of migration” through well-designed policies in cooperation
with other states will also be the best equipped to face the new global
security environment.
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NEW MEDIA FOR A NEW WORLD?
Information Technology and Threats to National Security

Geoffrey L. Herrera

Technology will make it increasing difficult for the state to control
the information its people receive.... The Goliath of totalitarian-
ism will be brought down by the David of the microchip.

Ronald Reagan, June 13, 1989'

What has steadily, insidiously improved since then, of course,
making humanist arguments almost irrelevant, is the technology.
We must not be too distracted by the clunkiness of the means of
surveillance current in Winston Smith’s era. In “our” nineteen
eighty-four, after all, the integrated circuit chip was less than a
decade old, and almost embarrassingly primitive next to the won-
ders of computer technology circa 2003, most notably the Inter-
net, a development that promises social control on a scale those
quaint old twentieth-century tyrants with their goofy mustaches
could only dream about.

Thomas Pynchon (from the foreword
to the 2003 edition of 1984, p. xvi)

We are in the midst of an information revolution.? Never mind that
the “revolution” has been ongoing for at least one hundred years,’ new
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digital technologies for communication, data processing, and storage
promise to create a ubiquitous global “infosphere” where every piece
of information is available anywhere instantly at little or no cost. The
infosphere is (will) transform everything it touches—politics, econom-
ics, society, culture. No sphere of human activity will escape its reach.
Organizational hierarchies will be flattened; centralized institutions
will lose power to smaller, nimbler, more flexible swarms, or networks,
or informal groups of like-minded individuals; the massive informa-
tion processing apparatuses (states, corporations, international organi-
zations) constructed to handle information in its bulky “analog” form
will be rendered irrelevant.* The information revolution is a historical
transformation in human activity on the same scale as the development
of agriculture and industrial production techniques.®

Of course much of this is hyperbole, pitched either by the overly
enthusiastic or those with a financial stake in a particular technological
future or both.® The reality is likely something far less transformative
and far more ambiguous in its salutary effect. But one need not swallow
the claims of the enthusiasts wholesale to think that the spread of digi-
tal information and communications technologies (ICTs) around the
world presages something quite significant. The issues they raise point
to the correct question: Who gains the greater political advantage from
new information technologies—states (and some states more than oth-
ers?), individuals, firms, or some novel form of organization?

States function effectively in part because of their ability to accu-
mulate, process, store, use, and monopolize information. The rational-
bureaucratic institutions of the modern state are, in essence, vast
human-machine information processing devices. As the family firm
adapted to the increased information processing demands of an indus-
trial economy by growing vastly in size and bureaucratizing, so too did
the state adapt to demands to provide security, welfare and social ser-
vices, and economic and technological management by increasing the
size and complexity of its information capabilities.”

State power is dependent on information and systems for gathering,
classifying, storing, retrieving, and communicating it.® A massive shift
in the underlying information infrastructure might, depending on the
nature of the transformation, threaten states, or, construing the ques-
tion more narrowly, threaten national security. Posing the question this
way focuses attention on innovation in information technologies as a
component in the broader process of globalization—conceived broadly
as the rise of stateless forces in competition with nation-states. To what
extent does ICT foster or empower stateless forces? To what extent do
such forces threaten national security?
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This chapter will investigate these information technology-enabled
forces and the nature of the threat they pose. As the debate over the
meaning of the information revolution indicates, if we cannot be sure of
the information future, we will have to proceed with care. I have disag-
gregated the potential threats to national security into four conceptual
categories: specific internal threats to regime survival, specific external
threats to regime survival, specific threats to the security of citizens,
and the general threat to nation-stateness itself. Each of these threats
intersects with a different aspect of new media and generates different
political dynamics. A conventional wisdom has built up around each
one. Exploring, and debunking where necessary, these conventional
wisdoms provides a useful frame for an investigation of the relation-
ship between ICT and national security.

Threats to regime survival are tied to the open flow of information
and the quality of that information. Old media such as radio, televi-
sion, and print and new media such as e-mail and cellular phones
are the carriers. Closed regimes are threatened by the organizational
capacities ICT may give opposition movements and by the circulation
of restricted information that may undermine regime legitimacy. Both
of these mechanisms are partial products of globalization—organiza-
tional capacity can be supplied from without, as can information flows.
In more unstable circumstances, ICT may even undermine the state’s
claim to a monopoly of violence (for example, in the first Chechen war,
cellular phones greatly enhanced information gathering and maneu-
verability by the Chechen forces). The conventional wisdom here is that
as “the Internet interprets censorship as damage and routes around it,”
efforts to control it are doomed to fail. This view is mostly incorrect.
States can control the flow of information to a considerable degree, but
to do so, they have to alter their organization and practices—in itself
a testament to the shaping power of globalization. The analysis below
will focus on censorship efforts to protect the regime from unwanted
communication; Internet traffic and satellite television broadcasts are a
natural subject for inquiry.

Threats to the conventional military balance of power, the second
category of threat, stem mostly from the American near monopoly on
the technologies of the ICT-driven “revolution in military affairs” or
RMA. If this advantage is extended, or even merely maintained, no
country’s military will be a match for the conventional capabilities of
American forces. Here the principal mechanism maintaining the gap
is superior American resources and the willingness to devote them to
military technology innovation. This is not a clear-cut case of a threat
posed by globalization, but it is so clearly a potential effect of ICT on
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national security that it cannot be avoided. The conventional wisdom
here is that the gap will be maintained for the foreseeable future. The US
lead is just too great, and its continued willingness to devote far more
research and development resources to military technology than any
other state, means no other state has any hope of catching up anytime
soon. The consequence is a military monopoly and the transformation
of global security provision, with the United States playing a dominant
global role not as conventional threat, but as quasi-imperial security
guarantor.’ This view is in some measure correct, but with two signifi-
cant provisos. First, there are signs of counterbalancing—particularly in
the area of space technology—and asymmetric balancing. As the Segal
chapter in this volume argues, China is very interested in using ICT
to generate some kind of (ill-defined) leapfrog over the United States’s
RMA lead. Second, the significance of the US lead is undermined by
the growth of private sector “RMA-like” activity, from the widespread
civilian use of global position systems (GPSs) and satellite imagery to
the proliferation of uncoordinated surveillance “networks.”® What
good is the US lead if it cannot enforce its own monopoly over infor-
mation networks and devices? To focus this discussion, below I will
analyze the instruments of American global information dominance:
communications and reconnaissance satellites, digital and electronic
surveillance, and GPSs.

The third kind of threat comes from rising ICT-enabled stateless
actors. Malicious hackers, virus and worm writers, identity thieves,
terrorists, and transnational criminal organizations reach easily across
state borders to threaten individual citizens, economic infrastructure,
firms, and government operations themselves. The principal mecha-
nisms of this threat are global computer networks and a dense global
trading system. The global, open character of the Internet, the ubiquity
of the arms trade, and the volume and speed of global transportation
networks lower the costs and increase the effectiveness of transna-
tional mischief. The conventional wisdom posits an ever-widening
gap between the global scale and scope of virtual-world mischief and
the political governance institutions (states) available to deal with the
problem. As the gap continues to widen, the efficacy and legitimacy of
states will be called into question."! We may see more robust transna-
tional efforts to deal with the problems posed by insecurity in the digi-
tal world. But the claim misunderstands the nature of that world and
assumes the architecture itself is somehow beyond the reach of politi-
cal control. This is clearly not the case, and there are a wide variety of
governance techniques, legal changes (both national and global), and
infrastructural modifications that would reduce the freedom of “rogue”
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operators in cyberspace.’? Therefore, below I focus on anonymity and
stealth on the Internet. These make possible the forces of digital disor-
der: Internet viruses, worms, and targeted attacks, including explicit
politically motivated sabotage, economic extortion, and identity theft.

Finally, ICT poses a fourth threat to national security—to state policy
efficacy and stateness itself. Historically, there is a relationship between
prevailing communications technology and the structure of political
authority.”® In the digital age, the state faces a number of threats to its
efficacy and authority. For example, the state’s inability to control elec-
tronic financial transactions threatens economic policy effectiveness."*
Or, as ICT can dramatically reduce transaction and organizational
costs, it is plausible that new forms of political authority—perhaps in
the form of self-organizing entities analogous to markets or in novel
forms of global governance—may supplant the state.”” The common
wisdom holds that hierarchical, bureaucratic organizations such as the
state are fated to be overwhelmed by newer, more flexible forms better
suited to a ubiquitous, global, digital information environment. What
is true for economic and social forms is true of political governance
forms as well. But just as plausibly, the digital information revolution
will only enhance the social control of large, centralized organizations.
Digital information and communications technologies will only help
do the very statist tasks of information gathering, processing, storing,
and communicating more efficiently and effectively. Below, rather than
undertake a sweeping overview of global governance and information
technology (IT), I focus on efforts by states to control digital financial
transactions. If the common wisdom is correct, then as states lose con-
trol over such transactions, alternative financial “authorities” should be
emerging in their stead.

The conventional wisdoms all suggest that we can know the trajec-
tory of technological, and hence political, change. This is impossible
and smacks of determinism—not just because the future is unknow-
able or uncertain. Rather, prediction is impossible because technology
is inherently political, or, better, technology and politics are mutually
constitutive.'* Technology is both a social product and an independent
factor because it confronts social actors as a real resource or imped-
iment. ICT is no different. Its political impact will depend how it is
constructed by social, economic, political, and even national security
forces and how it is buffeted by chance and unintended consequences."”
So, as the trajectory of the technologies themselves is still open to social
and political influence, the kind of national security threat IT becomes
will be a consequence of the kind of IT we make."
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One conjuncture in particular looms over this entire analysis. The
9/11 terror attacks have—through changes to privacylegislation, wiretap
and surveillance authority, and infrastructure—profoundly shaped
the state’s relationship to the digital world and reshaped our notions
of the possible and impossible in Internet regulation. The responses to
9/11 offer, in miniature, my answer to the two original questions: ICT
does empower stateless forces, and those forces pose serious threats to
national security. However, ICT cuts both ways and offers considerable
opportunities to states to respond—but at a cost. States that harness
ICT to combat ICT-empowered threats do so by transforming them-
selves—their organization, the spatial and virtual scale and scope of
their activities, their relationships with private actors of all kinds, their
relationships with other states, their very definition of security.

THREATS TO REGIME STABILITY

The first kind of threat, to the internal stability of regimes, is the easiest
to conceptualize and the easiest to test. Authoritarian regimes in par-
ticular that depend on direct and indirect political repression to stay
in power also rely on control over the flow of information. They own
outright or manage through official and unofficial censorship the print
media, television, and even film and popular culture, generally. The
goal is to stifle dissent, inhibit opposition organization, and prevent
news from the outside that might undermine the regime from circulat-
ing within its society. The conventional wisdom on new media (satel-
lite television, the World Wide Web, Internet newsgroups, and listservs,
among others) and new communications technologies (cellular and
satellite telephones, Internet chat rooms, and e-mail) is that repressive
regimes will find it harder to control the news and information their
citizens receive. New media, the argument goes, are decentralized and
hard or impossible to trace (like newsgroups and chat rooms), harder to
tap (like cell phones), or come from outside the state (like CNN and Al
Jazeera), or all three. Access to them is cheap or impossible to control.
Illegal satellite dishes proliferate throughout the developing world (in
democracies and authoritarian regimes alike); Internet access at cyber-
cafes combined with anonymizing remailers and Web browsers make
tracing specific Internet activity to a specific person all but impossible.
So, if the regimes are right that they are threatened by open flows of
information (judging by their willingness to censor and block), then
opening those flows should threaten their control.

There is already a fair amount of research into the subject, and per-
haps surprisingly, the results are not all positive and the conventional
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wisdom is most likely wrong.’” A number of regimes (the examples in
Kalathil and Boal’s book are Burma, China, Cuba, Egypt, Saudi Arabia,
Singapore, the United Arab Emirates, and Vietnam) have been able to
control Internet access with varying degrees of success. The news media
itself is still quite bound up with state power—despite its apparent state-
lessness—and I am not yet sure we can say with confidence that a more
global news media necessarily makes authoritarianism harder to sus-
tain (Lynch and Segal in this volume, the former more than the latter,
disagree with this assessment slightly; I refine this argument below).
For every fall of the Berlin Wall, there is a former Yugoslavia, where
the regime’s mastery of the media was instrumental to encouraging
and managing ethnic violence—and to staying in power—or a Rwanda
where radio was instrumental in arranging a genocide.?® (It is worth
noting that both of the former regimes were in the end undone—but
only by the application of military force.) As far back as the mid-1990s,
Rupert Murdoch’s Fox Network modified the content of its broadcasts
to conform to the Chinese government’s restrictions—and to land a
large satellite contract.”

The Lynch chapter provides an excellent overview of the problems
faced by Middle Eastern regimes struggling with global traditional
broadcast media (the Al Jazeera effect). Here I discuss many-to-many
networks (the Internet), a different (but no less dangerous) kind of
threat. If the Internet continues to spread in its current, relatively open*
form and if the technologies of access continue to drop in price, then
authoritarian regimes will be overpowered in the battle for informa-
tion supremacy. They will be unable to block, trace, or analyze network
activity and so will be unable to control the flow of information domes-
tically and between their societies and the outside world. If, on the other
hand, the Internet evolves so as to allow more centralized control, then
the task of regime survival will be easier to accomplish and the threat
will not be as great. For the moment, business interests and consumer
inertia keep the Internet relatively open, but nothing inherent in the
software and hardware architecture of the Internet mandates that this
be so. Any of several developments could push the architecture of the
Internet in a less open direction: consumer discontent with unwanted
commercial e-mail (or spam), concern with crime—from pedophilia to
drug smuggling—or terrorism could all push popular opinion in favor
of a more centralized Internet and give policy makers the leverage they
need to overcome business opposition.

To give just two examples, it is now a truism that the events of Sep-
tember 11 changed the status of privacy in the West—and in the United
States in particular.”® There is now much greater tolerance for changes
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in the technological environment that make privacy and secrecy much
harder to maintain. Recent revelations about the extensive use Al-Qaeda
makes of computers and the Internet to plan attacks, build support,
and manage the organization may lead to widespread public support
for far more draconian controls over the Internet than those mandated
by the Patriot Act.** Second, the Internet protocol, simple mail transfer
protocol (SMTP), has recently come under attack for alleged vulner-
abilities to spam.* Rewriting the protocol—which governs the sending
of almost all Internet e-mail—would almost certainly involve remov-
ing the possibility of sending anonymous e-mail. As a global network,
changes especially in as important a country as the United States would
rapidly spread and become the new standards for Internet data control.

The conventional wisdom persists in spite of a mounting pile of evi-
dence to the contrary.?® Already studies of Internet censorship in China,
Cuba, Malaysia, Saudi Arabia, and Singapore, as well as global surveys
conducted by the OpenNet Initiative, show that authoritarian regimes
have had considerable success blocking the Internet.”” Rather than rep-
licate country-specific studies, here I investigate the technological ini-
tiatives that go into Internet blocking in general and their relationship
to the Internet as a whole. In particular, I am interested in how the
efforts states go through to block Internet access for their citizens serve
to partially modify the technical nature of the Internet itself. The most
interesting implication of this is the potential merging of public and
private power. States make use of tools provided by multinational com-
puter software and hardware manufacturers who are pursuing their
own vision of a closed, controlled Internet. This possibility is an exam-
ple of the ways in which states are transforming themselves to meet the
threat posed by the emergence of ICT-enabled stateless forces.

The Internet is not a global computer network; it a network of net-
works. The topology of the Internet reflects its Westphalian underbelly.
Local Internet service providers (ISPs) and corporate and public sector
networks are connected to national network backbones. Those back-
bones are connected globally via international gateways. This mode of
organization is not a necessary consequence of the technology of com-
puter networks. Private individuals could, if they wished (and could
remain undetected), lay fiber-optic lines across international borders.
But the Internet, as a sociotechnical system, has developed to reflect
its state-centric origins, and the sunk costs associated with its develop-
ment trajectory makes undoing its topology highly unlikely.”® It is a
simple matter for states to control the information flowing in and out
of their territories, especially if, as in most of the developing world, the
government owns the backbone.”
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States control Internet-based information by blocking requests for
foreign Web sites; and, as so much of the Internet (in terms of content)
is concentrated in the United States and Western Europe, this is suffi-
cient to regulate the flow of potentially threatening information. States
are thus able to filter content at the backbone or gateway level. They
also engage in local level content filtering. This is software installed on a
local machine that blocks specified content. Authoritarian governments
use local content filtering in some Internet cafes. The latter method
excels at filtering specific words or phrases or even logic algorithms to
try and determine the meaning of search phrases or e-mail or document
contents. The former is better (more efficient) at brute force filtering—
blocking access to entire sites or domains based on packet address.*

China, for example, has only a handful of national backbones
(CHINANet, CERNet, CSTNet, CHINAGBN, and UNINet). Some
are private ISPs; others are government-controlled networks. Segal’s
chapter touches on this, and other studies have shown that content on
subjects such as the Falun Gong, Taiwan, Tiananmen Square, Tibet,
and human rights, are effectively blocked across the networks.* Saudi
Arabia has even more control over ISPs and the national backbone than
China; although there are a number of local ISPs, the government’s
Internet Services Unit operates the backbone and links to the global
Internet. Unlike most authoritarian regimes, the Saudi government
acknowledges that it controls Internet content—filtering in accordance
with the Koran to protect the kingdom’s Islamic values.*

Efforts to circumvent filtering and blocking have tried to keep pace
with state capacity. The OpenNet Initiative is busy developing a proxy
server tool it calls Psiphon to allow users in censoring countries to
temporarily “borrow” another user’s Internet connection in another
country. This would in principle avoid all efforts at censorship, as the
connection would be to an obscure address and would change fre-
quently. Other activist (or “hacktivist”) groups have developed tools
to accomplish the same ends, such as the Peekabooty Project.” Yet
would-be circumventers need to be careful. Just as on the Internet no
one knows you are a dog, no one knows if a piece of circumvention soft-
ware is not in fact a monitoring tool for governments. A program called
Triangle Boy, developed by Emeryville, California-based SafeWeb and
partially financed by the Central Intelligence Agency (CIA), allows
states to monitor the users to whom the program is supposedly provid-
ing anonymity.** More prosaically, the content filtering software and
the routers used to detect and filter “bad” packets are eagerly sold to
authoritarian regimes by (almost exclusively) American firms includ-
ing the router-manufacturing giant Cisco.*
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From the perspective of national security, these efforts at controlling
national Internet space to keep out ideas, arguments, and information
considered subversive or dangerous have the effect of creating “virtual
borders” as states expand their territoriality beyond the constraints of
their physical territory.*® The United States, as in so many things, leads
the world in this expansion and transformation of “border.” The most
recent effort, the Department of Homeland Security’s US-VISIT pro-
gram,” will expand the United States’s surveillance of foreign visitors
to their own homelands and then will trace, through electronic track-
ing, their movements into, around, and out of the United States.

Digital border controls are no better than their traditional equiva-
lents, with some intriguing twists. First, the controls are provided by
hardware and software vendors from the United States and (in rarer
cases) Western Europe—the very cultures that pose the threat of con-
tagion. Triangle Boy opens the possibility of controls with “backdoors”
exploitable by other governments or nonstate actors. Second, content
filters are notoriously inaccurate and crude tools. They generate large
numbers of both false positives (library filter programs in the United
States that block search queries for breast cancer, for example) and false
negatives. Purchasing governments will not be able to reliably know
what is and is not getting through. Third, authoritarian governments in
the developing world are forced to depend upon the technical expertise
of nonnational private firms, placing them in a position of dependence.
Although the conventional wisdom, that censorship on the Internet is
impossible, is clearly incorrect, the situation is far from a simple tri-
umph for the forces of state power. To maintain information security
against potentially adulterating ideas, states have had to transform
their border control regimes and harness the success of their efforts
to another global, stateless force—the international computer industry.
Returning to the two main questions, there is no doubt the global Inter-
net opens authoritarian regimes up to new sources of information and
new means of communication that they do not control. The threat to
national security is real, as evidenced by the strenuous efforts to man-
age it. States have recourse, however, to powerful tools to combat these
flows, provided they are willing to transform state practices and enter
into new, and potentially troubling, relations of external dependence.

THREATS TO THE CONVENTIONAL
MILITARY BALANCE OF POWER

The second threat borrows from traditional international relations the-
ory. If there is an information balance of power, will not those on the
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poorer side of the information divide be vulnerable (militarily, politi-
cally, culturally) to those states with information dominance? ICT is
creating a permanent gap in conventional military capabilities between
states, or at least the United States military certainly thinks so. The
United States is pursuing an RMA, on two fronts, in the faith that future
military superiority will be based on information superiority. The first
front enhances existing military capabilities: sensors, identification-
friend-or-foe (IFF) and target acquisition technologies, networked
military units, live biometric feedback from soldiers in the field, and
so on.*® If the future unfolds as the United States hopes, weaker states,
fearing American surgical military action against them, will doubtless
turn to asymmetric strategies of power balancing—including but not
limited to the acquisition of weapons of mass destruction, especially
nuclear weapons (Mueller touches on this in chapter 5). Not only will
this development place individual regimes at greater risk from Ameri-
can military action, but also it does not bode well for the stability of the
international system as a whole.*

Second, the United States seeks to maintain or even expand its lead in
so-called soft power.** Nye argues that American economic and techno-
logical strength, but more importantly the appeal of American ideology
(and public diplomacy to communicate that ideology), give the United
States unprecedented power to control the global agenda—to persuade
instead of coerce. American popular culture, including art, film, music,
and fashion, as well as economic and technological dominance, is
folded into this by Nye and others, but it is far from clear exactly what
mechanism connects the world’s fondness for Coca Cola with favorable
views of American foreign policy.*! Nevertheless, the distinction is use-
ful here. The first kind of soft power is rooted in actions taken (or not
taken) by a state. ICT serves as a conduit for that ideology. The second
is a “stateless force” that may or may not be harnessable by the state.
American IT dominance enhances both forces, though only the former
reliably supports American power and foreign policy objectives.

Even so, the benefits of IT on the battlefield may be overshadowed
by the importance of skill and training; military organizational culture
may prevent the full promise of the RMA from being realized; or the
revolution may be oversold.*> More spending and additional innovation
may not alter the reality of warfare much and the likely battlefields the
U.S. military will face are impervious to digital rationalization. In the
realm of soft power (in the first sense), control of the conduits will not
necessarily translate into actual influence—as American “communica-
tions” missteps in the Iraq War indicate.*?



86 o Geoffrey L. Herrera

Focusing on U.S. dominance in global information networks cap-
tures both aspects within a narrow empirical focus. That dominance—in
satellites and cables, systems for global positioning, imaging, commu-
nications (military and civilian), signals intelligence, broadcasting, and
target detection—is if anything greater than Britain’s “All-Red-Line”
supremacy in undersea telegraph communications at the end of the nine-
teenth century.** That control is in turn crucial to American power, hard
and soft (in the first, statist, sense). It provides surveillance and commu-
nications capabilities vastly superior to any would-be competitor.

Will this lead last? The available evidence suggests that it will in part,
but continued American supremacy will be undermined by increased
civilian capabilities (in particular in Western Europe, China, and
Japan), and by a complicated and complicating relationship with pri-
vate sector actors. The American lead in strictly military communi-
cations technology will not be directly challenged for some time, but
civilian tools (and civilian use of military tools) will undermine the
utility of that advantage. Commercialization and privatization of com-
munications technology will weaken the value of the American advan-
tage. This brings the two forms of soft power so close together that they
are almost touching, but not in a way necessarily useful for U.S. power.
Controlling the conduit of communications may not help if the mes-
sage is unconvincing while the forces of privatization are undermining
that control and rendering it less important.

American global information capabilities are well known. Photo-
reconnaissance satellites, launched during the Cold War to track Soviet
weapons developments, allow the United States to spy, to resolutions of
finer than one meter, anywhere on the earth’s surface. The U.S.-owned
and -operated GPS enables the military to keep track of ships, planes,
supplies, and people. The National Security Agency (NSA) is purported
to be able to listen in on every satellite-transmitted telephone call. A sys-
tem of satellites and remote listening posts, called Echelon, expand that
capability to many land-based telephone calls.*> No other state comes
close to these capabilities. Russia retains a significant satellite imaging
capability and its GPS competitor, global orbiting navigation satellite
system (GLONASS), is identical in form to the GPS system (twenty-
four satellites; continuous, real-time positioning information) though
less reliable. Russia is on the verge of joining the European Union (EU)
in their planned navigation system, Galileo. China has a rudimentary
satellite imaging capability, a small civilian communications system,
and a robust (and rapidly growing) direct broadcast satellite sector.
They make use of GPS and GLONASS systems for satellite navigation,
but have tentatively agreed to join with the EU in the Galileo system.*
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Growing Chinese prowess in space launches has made them a competi-
tor with the United States and the EU for low-cost satellite launchings.

Europe, both as the EU and as individual states, has significant com-
munications capabilities, but almost all of it in the civilian sector. The
European Space Agency (ESA) oversees communications satellites.
The private, mostly French aerospace firm Arianespace dominates the
commercial space transport (their Web site claims they launch more
than half of all commercial satellites).”” At the other end of the spec-
trum, the Pakistani experience shows how great the gap is. As a nuclear
power, Pakistan has space aspirations as well. The country received five
orbit allocations from the International Telecommunications Union
(ITU) in 1984. Four of the five have lapsed, and to avoid losing the fifth,
the government “borrowed” a Turkish satellite to fill the slot until it can
successfully launch one of its own.*®

No state is likely to challenge the United States in the military sphere,
but developments in the civilian and commercial spheres are altering
the importance of the American lead. During the Cold War, satellite
imaging was the exclusive domain of the superpowers. Over the past
decade, the explosion of commercial satellite launches has led to a wide-
spread diffusion of satellite imagery. Some analysts have argued that
this spread marks a wholesale shift in the balance of surveillance power
from the state to the private sector and the civic sphere.*” Others fear
this development and see a significant threat to national security.” In a
fit of whimsy, the June 2004 issue of Reason Magazine was able to com-
bine commercial satellite imagery with high-speed, on-the-fly printing
technologies to print a satellite image of each subscriber’s house on the
cover of his or her copy of the magazine.”" These examples point to an
emerging situation: increasingly, the United States, or any other state,
has less and less control over the use of highly accurate satellite imag-
ery, thereby weakening its value to the state.

Something similar is happening with global navigation satellite sys-
tems. The American GPS system is the global standard, but the Euro-
pean Galileo system, if successfully launched, threatens to do for GPS
what private imaging satellites have done for overhead surveillance.
Unlike the GPS system, Galileo is intended to be a predominantly civil-
ian enterprise. Military functions have been added only as an after-
thought. It is also a multinational undertaking. The EU is the main
driver, but cooperation with China, Russia, India, Israel, Canada, and
South Korea has already been secured.’® Galileo will compete directly
with GPS, will not have military controls such as selective availability,
and will be more reliable (according to the system’s designers).” But
the story of GPS is much the same as satellite imaging. An exclusively
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military system diffused gradually into the civilian sphere, generating
pressures to remove the military-inspired restrictions (such as shutting
the system off to nonmilitary users during times of international ten-
sion).”* Now, satellite navigation is as crucial to the global economy
as telephone lines and national highway networks. The United States
could not shut off GPS (or stop the development of Galileo) even if it
wanted to. The open global economy depends on it.

The effect on the traditional balance of power by ICT is complicated
and ambiguous. The American lead in information-enabled military
capabilities seems secure but only because other states see no point in
pursuing competition in that realm. Meanwhile, developments in the
commercial sphere hem in, distort, and problematize the American
advantage. Stateless forces have grown dependent on state-constructed
systems designed for military advantage, and the state driving the sys-
tems (the United States) is symbiotically tied to that dependence. Does
this pose a national security threat to states other than the United States?
Most certainly it does, but interestingly, the response has been not to
balance directly and conventionally, or even (militarily) asymmetrically.
Instead, the dominant response has been to seek to deepen the extent to
which private actors and ICT systems bind the United States.>

THREATS FROM NONSTATE ACTORS

The third threat focuses not on states as threats, but on new (or newly
empowered) organizations or networks of organizations. The conven-
tional wisdom in this area is that ICT will shift the balance of power
from states to stateless actors and make it much harder for states to
protect their citizens from these threats. By decreasing the costs of
communication and information processing, and increasing the speed
and ease of both, ICT is thought to enable new kinds of organizations:
smaller, less hierarchical, decentralized or barely organized at all, nim-
bler, nonterritorial. As the scale and density of the infosphere increases,
networked organizations can rely on it to perform the functions that
older firms and states built huge bureaucracies to accomplish. Some
of these networks will be firms and legitimate political organizations.
But some will be transnational terrorist and criminal organizations, or
clandestine transnational actors (CTAs) as Peter Andreas terms them
(the Adamson chapter addresses the role of communications technol-
ogy in maintaining connections between diaspora populations and
their home communities).® The infosphere provides communication,
coordination, anonymity, and access to financial, material, and knowl-
edge resources. It should be the ideal organizing tool for those who wish
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to plan and execute in secret with the minimum amount of human and
material resources.”

To investigate the broad realm of CTA threats, this analysis focuses
on the key enabler of their infosphere activities: anonymity on the
Internet. Anonymity allows for clandestine communication, propagan-
dizing, and financial transactions. It also allows the Internet to be used
as a low-risk launching point for criminal activities ranging from tra-
ditional theft and extortion to espionage and sabotage. As an empirical
plausibility probe, it has the advantage of being both narrow and broad.
It is narrow as it concerns only one specific feature of the Internet; but it
is also broad because that feature figures so prominently in so many of
the security concerns the Internet generates: hacking, denial-of-service
attacks, identity theft, credit card fraud, secret communication, and
infrastructure vulnerability, to name just a few.

Since 9/11, Al-Qaeda’s use of encrypted chat rooms, illicit electronic
financial transactions, and steganography (the hiding of secret messages
within a digital image) has been widely reported.’® If the hypotheses
and evidence are true, then the development of an infosphere should
prove a tremendous boon to groups and individuals who wish to oper-
ate illegally and beneath the scrutiny of legitimate authority. The threat
to national security will then depend upon two things—the degree to
which they are enabled by the technology and by their goals. Assuming
capabilities scale with goals (not unproblematic as an assumption, but a
place to start), then the scarier the goals of the organization, the bigger
the threat to both national and individual security.

Terror and crime are symbiotic, and both benefit from the same
global ICT infrastructure. Terror groups around the world engage in
all manner of illegal activity, from credit card fraud, to drug smuggling,
to trafficking in illicit diamonds, so terror groups are also transnational
criminal organizations.” The information technologies relevant to the
disruptions caused by CTAs are those that contribute to the financial,
human, and knowledge “sea” of the infosphere—the Internet, physical
global networks (transatlantic cable, satellites, etc.), as well as the rules,
protocols, standards, and regulations that make anonymity and stealth
possible and even easy. The rules (both in terms of law and also in how
legal, economic, and political constraints affect the trajectories of the
relevant technologies) are critical to the nature of the threat, as the rules
determine just how easy it is for terrorist and criminal organizations to
continue to operate in the digital sea.

If global crime and terrorism flourish because the international
financial system is too open and insufficiently regulated—making
it easy to hide, move, and launder money—then the development of
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better tools for data mining and better cooperation across the global
financial system can reduce this vulnerability.®® From cryptography
and universal digital communication, to biometrics and satellite sur-
veillance, at a general level, the abilities of nonstate actors to threaten
national and individual security can be checked or even rolled back by
expanded state capabilities. Greater state power can be legislated—both
at the national and international levels—pushed through at historical
conjunctures such as 9/11 where societal resistance to greater state pen-
etration is weakened by a perceived increase in vulnerability to stateless
forces from within and without. The state lacks an obvious response
to increased nonstate actor illicit activity in only one respect: to the
extent that this activity benefits from the sheer volume of international
transactions—the small-fish-in-the-big-pond effect—continued glo-
balization will continue to challenge states to control “illegal” activity
in the international sphere. This, however, is only a second-order effect
of technology.*!

The conventional wisdom on anonymity and all that it allows is that
there is little the state can do. It is literally written into the structure of
the Internet itself and cannot be dislodged without destroying the net-
works themselves. But the conventional wisdom is only partially cor-
rect; states retain considerable ability to bite back. The same features that
enable terrorists, malicious hackers, and criminals can also, in modified
form, strengthen state surveillance and law enforcement capability. The
situation is somewhat analogous to an arms race (those in global law
enforcement are amazed at the speed with which transnational crimi-
nal organizations stay one step ahead in the technology race®), though
the state has the advantage of law—and the ability to modify the tech-
nological environment by fiat. If nonstate actors make use of digital
communications technologies to plan and coordinate illicit activities,
then the state can modify the architectures of these networks to make
tracking and surveillance easier. For example, in the United States, the
creation of a national 911 system for cell phones in principle would give
the physical position of every activated cell phone in the system with
great precision—imperative for rescue operations, but also useful for
law enforcement.® In the end, the future of anonymity on the Internet
will be written through the interaction of three distinct forces: efforts
by states to secure their cyberinfrastructure, private sector efforts to
create a secure (or “trusted”) computing environment, and the forces
of “anarchy”—stateless forces.

Anonymity and clandestine communications are rooted in the tech-
nological character or “nature” of the Internet itself. Anonymity is a
“feature” of the network because of the way digital information moves
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through it and the way the Internet is governed. The Internet is distrib-
uted and packet switched. The underlying architecture, devised in the
mid-1960s in a collaboration between the U.S. government, academic
researchers, and the RAND Corporation, was intended to be robust
and survivable. The solution to this problem was multiple nodes, or
pathways, through the network for any given piece of information (a
distributed network), and the division of each piece of information into
a group of standard length chunks, or packets. Each packet could find
its way to its destination via any available route and arrive in any order.
The result was (and is) a network more or less immune to disruption.**
The Internet was also designed “stupid,” in that the intelligence was
at the ends of the network, not in the network itself.®> Routing tools,
software applications, and information requests come from the ends.
This is in contrast to a traditional telephone network in which the
switches, routing protocols, and so forth are in the network itself. This
difference makes a distributed, packet-switched network more robust,
but it also makes it simpler to use and much harder to trace individual
bits of information once they are in the network. Lastly, the Internet has
a governance structure that reflects its design. The Internet Engineer-
ing Task Force (IETF) is open, democratic, and nonhierarchical. Deci-
sion making is carried out via electronic request-for-comments (RFCs).
IETF members (who could be any interested person) read RFCs, com-
ment and critique, and eventually a collaborative decision is made.*
Because of these three features, it is very hard to control who moves
what information over the Internet.

Two distinct, though overlapping, efforts at control may have some
success in spite of the supposed technical “nature” of the Internet. This
is how the state may combat clandestine Internet users and shift the
“balance of power” between states and stateless actors. The first emerges
from government, the second from the private sector. Concern with
the security of the “national information infrastructure” has preoccu-
pied government policy makers in the United States since the Clinton
administration, but the 9/11 attacks have served to focus the attention
even more. The vulnerability of the national information infrastructure
to terrorist attacks generated an extensive 2003 report full of recom-
mendations and policy initiatives. The report acknowledges that, as the
Internet is almost completely held in private hands, a public-private
partnership is necessary to secure the infrastructure. Nevertheless, fed-
eral initiative is necessary for “forensics and attack attribution, protec-
tion of networks and systems critical to national security, indications and
warnings, and protection against organized attacks capable of inflicting
debilitating damage to the economy.™’” The report goes on to recommend
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a wide range of proposals for detecting attacks before they take place,
developing plans for coordinated response to attacks, and even changing
the routers and protocols of the Internet itself to make it more secure.®®
Finally, the report recommends supporting private sector initiatives to
construct trusted digital control systems, more on which below.

In the wake of the Patriot Act, the U.S. government has taken
another strategy toward securing (and deanonymizing) the Internet.
The Department of Justice has sought to increase its wiretap capaci-
ties in the law and its technical capabilities in relations with ISPs. The
Patriot Act has made it easier for digital wiretaps to be established and
expanded their scope.® The FBI is also seeking to expand its telephone
wiretap capacity to include voice-over-Internet protocol (VoIP).”” Any
one or combination of these initiatives would erode the distributed and
“stupid” character of the Internet and imbed physical controls within
the network itself. However, such efforts are likely to fail, in part because
the global nature of the Internet makes national-level initiatives insuf-
ficient.”! Changing the global nature of the networked computing expe-
rience, however, would achieve the government’s objectives. This is the
goal of trusted computing architecture and is indicative of the power of
the private sector.

In September of 2003, the software engineer John Walker published
on his Web site a jeremiad against what he sees as the increasing threat
to free expression on the Internet and the possibility of the reimposi-
tion of “the producer/consumer information dissemination model on
the Internet, restoring the central points of control which traditional
media and governments see threatened by its advent.””* The chief tar-
gets of his ire are firewalls, digital certificates, digital rights manage-
ment, and trusted computing, which together would turn the Internet
into a tightly controlled and surveilled space not by altering the physi-
cal characteristics of the Internet or by changing the legal environment
in which it is embedded, but instead by altering the “intelligence” at the
ends of the network and turning every piece of information travers-
ing the network into a self-surveilling entity. Distributed computing
platforms are intended to solve multiple security problems found on
the Internet—including unwanted e-mail (spam), intellectual property
theft, identity fraud, and so forth—by requiring authentication for
activities such as sending e-mail, distributing files, and engaging in
e-commerce. Documents, publications, images, audio and video files,
and software itself would be coded to report who created them, who
has rights to use them, and where they have been. Microsoft’s long-
delayed update to its market-dominating system software Windows XP,
code-named Vista, is the most important piece of the push for trusted
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computing by the computer software industry. Given the global domi-
nance of the Microsoft Windows platform, if Vista were to be devel-
oped along the lines the company’s press releases suggest, then Walker’s
world would be very real indeed.”” Anonymity on the Internet would
end; it would turn into a tightly controlled and monitored space where
none of the illegalities that bedevil the networks today could exist. This
would cripple the activities of CTAs that depend upon the cloaking
power of the Internet to mask their activities.

There are reasons for skepticism. Vista is much delayed, and some
of the more robust trusted computing features have been dropped for
the time being.”* However, as a trusted computing platform promises
solutions to so many of the security problems that afflict the indus-
try, the goal will continue to tantalize. Others find Walker’s position
too extreme and argue that the threats he sees to the open, distributed
nature of the Internet are overstated.” The critics are doubtless right; the
Vista that finally gets released will be a compromise version of that first
sketched out by Microsoft, gaps in the trusted infrastructure will exist,
and some of the original, “anarchic” nature of the Internet will remain.
However, the most important thing for this analysis is that both the
U.S. government’s wishes and Walker’s fears are possible, maybe even
probable, developments even if in slightly diminished form. Anonymity
is not an inherent characteristic of the Internet. Its status as an uncon-
trolled space free from the control of formal political authorities is
questionable. There is no question, then, that ICT empowers CTAs and
other more benign forms of stateless forces (see the Adamson chapter).
Nevertheless, the state is far from toothless. Legal authority gives states
power over the architecture of the infosphere and with that the ability
to reduce the scope and anonymity and turn the infosphere into a sur-
veilled space. However, this analysis points to a fundamental tension
between the interests of the state to control this version of the security
threat posed by IT and the interests of private capital.

THREATS TO THE EFFICACY
OF THE WESTPHALIAN STATE

Lastly, ICT can threaten the entire edifice of the Westphalian territo-
rial state. Harold Innis, the great Canadian economist, historian, and
communications theorist, argued that there was a link between the pre-
vailing communications technology and the architecture of political
authority.”® For Innis, technologies were either space-binding (allowing
for the effective spatial extension of political authority) or time-
binding (allowing for the temporal extension of political authority).
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Thus, a society with oral language only would be able to perpetuate
itself in time quite effectively, but would not be very spatially extensive.
For Innis, the modern communications technologies—the book, the
printing press, the newspaper, the telegraph, the telephone, and even
television and radio—added progressively to the capacity of territo-
rial political authorities to extend their control (both in scope and in
scale—how widely they were able to extend territorial control and how
intensively they were able to control the populations). But, some argue,
the computer and digital communications technologies are different.
All the industrial-age communications media were either one-to-many
(the broadcast model) or many-to-many (the telephone, the telegraph),
which must exist within tightly controlled, monopolistic hierarchies
that reinforce centralized, territorial modes of organization. ICT, on
the other hand, is in the process of creating a different form of political
authority—one less territorial and more functional in its architecture—
where individuals and organizations receive rights and owe duties to a
variety of overlapping authorities, not to a single one above all others
(the nation-state).””

Assessing this hypothesis involves a functional analysis of state
practices—to what extent is the architecture of political authority being
reconfigured by information-enabled individuals and institutions; to
what extent are they prizing bits and pieces of sovereignty from territo-
rial states and reassembling them in loosely coordinated networks of
authorities? The evolving nature of code (legal and software, to borrow
the pun from Lawrence Lessig)’® will determine just how robust state-
less authority will be. The relevant places to look are those areas where
ICT appears to be stressing state authority—for example, in global
financial transactions or with global governance organizations.

Testing this hypothesis against empirical evidence will be harder
than any of the other three. There is the additional conceptual difficulty
that we cannot even be sure what the alternative organizational form
looks like, what its capabilities might be, and how it might supplant the
nation-state. The literature on networked organizations is highly sug-
gestive and fascinating, but it is far from offering answers to these basic
questions.”” Yet already some observers see ICT driving the growth of
international institutions and global governance.*® Perhaps a network
of governance organizations with overlapping authority is the future.

To see whether the hypothesis has initial plausibility, I have only a
suggestive probe into an area of decaying state capacity. Money is a natu-
ral place to turn. National currency is a powerful symbol of state auton-
omy and a true measure of the power of the state against global market
forces. Money is also an expression of pure information. Its physical
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form in coins, bills, and checks is purely incidental; its “natural” con-
dition is as the ones and zeros of the digital world. Here the conven-
tional wisdom involves two, separate assertions. First, deterritorialized
“super” currencies such as the dollar will crowd out local, national cur-
rencies. Money will still be issued by the state, but as several currencies
will circulate without impediments in most territories, conventional
monetary controls will no longer work as intended.* Second, private
currencies, in digital form, will oust state-sponsored currencies. ICTs
are a crucial part of both scenarios because they allow for tremendous
savings on transactions costs associated with creating and maintaining
a currency. Were supranational or private currencies to become wide-
spread, this would be a major blow to the efficacy of the state, though
the latter is the greater threat to Westphalian autonomy.

The early literature in international political economy is divided on
the question. When the issue of purely digital money emerged in the
mid-1990s, Stephen Kobrin argued that electronic cash represented a
fundamental challenge to the territorial state. There would be no stop-
ping the rush past supercurrencies to private sector “cash.”®? Because
the coming deluge was digital, authenticated (and authenticatable) by
nonstate entities, anonymous, distanciated,*’ and swappable in an infi-
nite number of ways, there was little states could do to control it. Eric
Helleiner, on the other hand, saw no significant threat from electronic
money.** Although true digital networks had reduced the transac-
tion costs associated with moving money around the globe, Helleiner
thought its digital nature might even enhance state power, as digital
money would be that much easier to trace.

Both Kobrin and Helleiner were responding to a rush of enthusiasm
in the Internet community and the popular press in the mid-1990s for
e-cash. In particular, the press was enamored with a Berkeley-trained
mathematician and ardent libertarian named David Chaum who had
developed a system for completely secure (encrypted), totally anony-
mous, privately issued e-cash.* Chaum was responding to what many
felt was an inherent shortcoming with the existing electronic-com-
merce infrastructure. Existing methods for conducting transactions at
a distance were either ill-suited to the digital medium (bank drafts) or
too expensive (credit cards, bank transfers). Some system was needed to
enable the trillions of small, even tiny, Internet transactions that were
just waiting to be consummated. This system needed to be inexpensive
and anonymous, or most users would shy away from having their read-
ing, listening, and watching habits available in fine-grained detail to
whom- or whatever wished to peer at them.?¢
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Yet an odd thing happened to the inevitable emergence of digital
money. It did not emerge. Credit cards are the overwhelming choice for
online transactions. Consumers around the world appear to be com-
fortable with the tradeoff of privacy for security® and convenience.
Some quasi-cash modes have emerged for smaller transactions or for
vendors who lack the infrastructure to accept credit cards, most nota-
bly PayPal. But PayPal is far from anonymous and, in its cooperation
with regulatory authorities, operates more like a traditional bank. The
initial enthusiasm for a free and unregulated digital realm for economic
transactions has faded as the Internet has matured. The debate in inter-
national political economy has reflected this. Ronan Palan argues that
the great financial powers intentionally allowed the offshore banking
industry to emerge in order to establish a separate juridical space for
certain parts of the global economy; offshore is not something that has
sprung up in spite of state efforts.®® Roland Paris argues that the rise of
electronic commerce is complicating the fiscal activities of states consid-
erably, but he claims that they will respond by trasnsnationalizing taxa-
tion schemes.* Finally, as Benjamin Cohen points out, supranational
currencies are nothing new. What he calls “Westphalian money” is
really only an innovation of the past two hundred years. There is no
necessary incompatibility between multiple currencies and territorial-
ity, and several state strategies have emerged to bridge the gap. Some
states subordinate their currency to a supercurrency (either by pegging
their currency to the dominant one or by allowing its free circulation)
or pool their currencies (for example, the euro).”® The first reinforces
hierarchy in the international political economy; the second aggregates
traditional sovereignty, but does not challenge it.

All these arguments suggest that the state has adapted quite well
to the challenge posed by electronic money—not by reasserting its
authority in traditional ways, but by adapting its monetary regime to a
changed environment. Two recent, apparently opposing, developments
make the point in another way. First, the European Union has begun
experiments with radio-frequency identification tags (RFID) in bank
notes.” The measure is claimed to help prevent counterfeiting, but it
would also enable tracking of cash transactions in some settings—here-
tofore an impossible task for states. This is a wonderful illustration
of the double-edged nature of digital information technologies; they
give unprecedented power to private citizens and to states depending
on the precise form they take. Second, there is widespread agreement
among money-laundering experts that although efforts at disrupting
Al-Qaeda’s financial networks post-9/11 have been successful, they
have not succeeded in stopping the flow of money from supporters to
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organizers to operatives in the field.”> This paradoxical result has come
about because Al-Qaeda has largely abandoned conventional meth-
ods of storing and moving money and instead is depending more and
more on cash, diamonds, drug smuggling, and other illicit business,
and the hawala®® method for money transfer.”* To escape detection
from state-based international financial surveillance mechanisms, Al-
Qaeda has gone low tech (including barter), not high tech. The Adam-
son and Lynch chapters touch on the importance of remittances for
diaspora populations. Digital methods are likely to continue to be sub-
ject to surveillance by state authorities. If migrants should wish (and
there are many reasons) for their transactions to remain hidden, these
sorts of low-tech methods will remain popular. There is even evidence,
as the Avant chapter suggests, of private military concerns accepting
cash, drugs, precious stones, and other valuable natural resources (or
even rights to exploit their markets) as payment.”> But these methods
do not leverage the power of ICT for organizational transformation.
They remain—as clandestine methods for skirting state authority have
for centuries—expensive, time-consuming, and burdensome. In short,
they only appeal to a small minority with a great interest in secrecy. The
state retains, albeit in altered form, considerable control over electronic
commerce. ICT does represent a security threat to the Westphalian
character of states. But states are able to fashion responses that promise
success meeting those threats. New state practices do not come with-
out a cost, however. States have to expand their activities (technological
innovation and new laws to better trace digital financial transactions)
or extend them in time and space (supercurrencies, currency pooling).
This represents a kind of transformation of sovereignty, but in no way
the end of territorial statehood.

CONCLUSION

This chapter points toward two conclusions. First, ICT does indeed
represent a serious threat to national security. New media weakens
the communications monopoly of authoritarian regimes; the Ameri-
can RMA threatens less technologically adept and more resource-poor
states; anonymity on the Internet poses a new, transnational, criminal
threat to citizens; and digital financial transactions threaten the mon-
etary autonomy of states. Second, an assessment of the threats does not
show either a clear victory for stateless forces or for the state as tradi-
tionally understood. Instead, the state is in the process of transforming
itself to cope with the threats posed by ICT. It is altering the definition
of border, empowering private actors to asymmetrically balance against
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the global hegemon, cooperating with corporate actors to create a pan-
optic infosphere, and changing how it manages money—and respond-
ing to all of the threats by using and reshaping the very nature of ICT
in the process. This is possible because the infosphere has not been fully
developed just as the range of possible state policy responses to threats
has not been exhausted. This is a political question, not a technological
one. I expect that the infosphere will be shaped in the directions traced
above, but as 9/11 showed, conjunctural moments in history have a way
of disturbing settled trajectories. Finally, this analysis suggests a way
beyond the rather sterile, ping-pong debate over the effects of globaliza-
tion on states. It is not an either-or question: either the state is in retreat,
or it is just the same as it always was. ICT, and globalization with it, is
profoundly reshaping the environment in which states operate. States
have responded to these shifts by changing their practices, sometimes in
radical, even revolutionary ways. This has happened before (in the mid-
to-late nineteenth century, to pick just one example®), so we should
not be surprised. But this means we should not be focusing on whether
sovereignty is disappearing, but on the ways in which globalization is
transforming it.
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THE MARKETIZATION OF SECURITY

Adventurous Defense, Institutional
Malformation, and Conflict

Deborah Avant

WHEN THE UNITED STATES DEFEATED the Iragi Army in 2003, one out
of every ten people deployed to the theater in the conflict were civilian
personnel employed by private security companies (PSCs) performing
the work (logistics; operational support of equipment, weapons, and
information systems; and training) that used to be done by soldiers.
As lawlessness followed the fall of Saddam Hussein and US forces were
stretched thin, an “army” of PSCs surged into the country—to train the
Iraqi police force, the Iraqi army, a private Iraqi force to guard govern-
ment facilities and oil fields, and simply to protect expatriates working
in the country. It was estimated that in excess of 20,000 private security
personnel, mostly retired military or police from countries as varied as
Fiji, Israel, Nepal, South Africa, the United Kingdom, and the United
States, employed by some 25 different PSCs worked for the US govern-
ment, the British government, the Coalition Provisional Authority
(CPA), private firms, and international nongovernmental organizations
(INGOs) in that country.! This little known feature of the Iraqi occupa-
tion was thrust into the public eye when four private security personnel
working for the US PSC, Blackwater USA, were killed and mutilated
on March 31, 2004, and amplified when contracted interrogators were
implicated in the abuses of prisoners at Abu Ghraib.?
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The role of PSCs in Iraq is not an aberration, but represents a global
trend toward the use of markets to allocate security. The marketiza-
tion (private financing for and delivery of) security is partly a result of
marketization in other spheres. It is also intertwined with advances in
information technology and the ease with which people cross borders.
This chapter examines marketization as a process of globalization by
focusing on the security sector and particularly on services. In the first
three sections, I briefly describe the market for force, compare it with
past markets, and explain how the processes of globalization contrib-
uted to its present form. I then examine how the marketization of force
matters for national security.

My argument relies on institutional logic, which leads me to expect
changes in the institutions available for using violence to change the
mechanisms through which it is controlled and thereby redistribute
power over the control of force. In the current context, the redistribu-
tion has consequences for both the autonomy and capacity of states and
the balance of power, though the consequences are different for strong
states than they are for weak states. Particularly, strong states can
choose to either eschew market options, and thereby avoid the redis-
tribution of power associated with the market (maintaining domestic
political processes and thus state autonomy from commercial forces
but potentially giving up new capacities), or to embrace market options
(and change domestic political processes eroding their autonomy from
commercial forces but potentially gaining new capacities). Those that
give up autonomy may gain capacity and thus maximize their relative
power vis-a-vis other states—those that choose to maximize autonomy
may lose relative power. The embrace of the market by strong states
also, though, tends to erode the democratic practices associated with
restraint in defense policy, which may increase security dilemmas and
reduce military effectiveness. In weak states, the market often diffuses
control of violence in ways that reinforce institutional malformation—
reducing state autonomy and capacity and weakening relative power.
Finally, as more actors (strong states, weak states, and nonstate actors)
take advantage of market options for security, we should expect to see
changes in the nature of conflict. Particularly, the diffusion of control
associated with the market for security services often generates uncer-
tainty that increases the potential for conflict, as well as changing its
nature—leading to more poorly governed conflict and more uses of vio-
lence to achieve individual rather than collective purposes.
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THE MARKETIZATION OF SECURITY AT THE
TURN OF THE TWENTY-FIRST CENTURY

The market for security services manifests itself in several ways—all
of which are apparent in the Iraqi conflict. First, private military and
security companies now sell more services, some of which are core mili-
tary capabilities.’ A small number of firms have provided armed troops
that operate with troops on the battlefield. Executive Outcomes (EO)
provided armed personnel that worked on the battlefield with troops in
Sierra Leone and Angola. Sandline International did the same in Sierra
Leone and Papua New Guinea. United States-based Blackwater USA
also provides armed personnel and has its own aircraft and lift capac-
ity that can more or less replace US troops in some circumstances.*
More common are PSCs that support weapons systems, provide logis-
tics, and provide advice and training to state militaries. The US Army’s
Task Force XXI Army Warfare Experiment (AWE) in March 1997
relied upon 1,200 civilian contractors from 48 different vendors. All
of these people were in the field at the National Training Center pro-
viding advice, maintenance, and technical support.® As these systems
have been integrated into US operations, along with them has come the
deployment of private personnel to the battlefield. In Operation Iraqi
Freedom, contractors supplied operational support for the B-2 stealth
bomber, the F-117 stealth fighter, Global Hawk UAV (unmanned aerial
vehicle), and U-2 reconnaissance aircraft, among others. Halliburton’s
Kellogg, Brown, and Root (KBR) built bases, provided food, water,
laundry services, and much more for American troops, all part of a
multiyear Logistics Civil Augmentation Program (LOGCAP) contract
to support US forces.® Though the United States is the largest consumer
of these kinds of services, it is not the only one; the United Kingdom
and Australia have also increased their reliance on PSCs to provide
logistics and operational support.” Every U.N. peace operation in the
1990s was conducted with support from the private sector in logistics.
PSCs draw personnel from all over the world and offer their services
both to strong and weak states.

Second, changes in the nature of conflicts have led tasks less cen-
tral to the core of modern militaries (such as technical support and
policing) to become more important, and private security companies
provide these services readily. Advances in technology, though men-
tioned above, deserve greater emphasis. For instance, one of the key
advances has been in the use of unmanned aircraft, such as the Preda-
tor. This tool has not only been useful on the battlefield, but has also
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proved its worth in the US fight against terrorism. This system is not
only supported by PSCs, contractor personnel essentially fly the plane
until it is in the position to launch its missile, which is when military
personnel take over to push the button that launches the missile. As
conflicts have become more technology-dependent, private provision
of operational support has moved closer to the core. Similarly, many of
the conflicts in the 1990s were civil wars and their resolution required
the provision of order and stability. In pursuing the Global War on Ter-
rorism, the importance of providing order and stability to particular
territories has only grown. One key tool for creating order is interna-
tional civilian police. The United States does not have an international
civilian police force, so it turned to a PSC, DynCorp, to recruit and
deploy one. In Iraq, DynCorp continued this mission and also devel-
oped a prison and justice system and trained the Iraqi police force. As
the successful resolution of conflicts has come to depend on rebuilding
governance, the role of PSCs has moved closer to the core.

Finally, states are no longer the only organizations that purchase
security services. Increasingly, nongovernmental actors finance their
own security. For instance, multinational corporations that work in
the extractive sector often pay for security—either by financing a por-
tion of the state’s forces or hiring PSCs—to accomplish their goals.
Both Shell and Chevron have paid portions of the Nigerian military
and police to secure their facilities in Nigeria. British Petroleum hired
Defense Systems Limited, DSL (now ArmorGroup), a British PSC, to
train local forces to protect their pipelines in Colombia. Not only com-
mercial firms finance security, however. Since the 1970s, conservation
INGOs have routinely paid portions of states’ security apparatuses to
help protect endangered species. In some recent cases, they have sup-
plied their own personnel or hired PSCs to do the same.® Relief INGOs
have also financed security, sometimes inadvertently and indirectly
as the resources they provide are skimmed off, but other times more
directly as they have hired PSCs to provide armed escort, site secu-
rity for their facilities, and security planning. Again, this is a feature in
postwar Iraq. INGOs must hire security to operate in the country. Even
the United Nations (UN), whose security strategy was questioned in
the wake of the August bombing of UN headquarters in Baghdad, has
entertained the possibility of hiring a high-end PSC to help it generate
and implement security—in Iraq and more generally. As nongovern-
mental entities move to generate their own security, the demand for
security is deepened and broadened, and opens additional avenues for
PSC activity.
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The market for force is global. States, international organizations,
INGOs, and commercial firms purchase security services all over the
world. PSCs recruit personnel from many different countries and fre-
quently not only deploy expatriate personnel but also work with, train,
and employ local personnel. Virtually every continent is a part of this
market. Private industry projections in 1997 suggested that revenues
from the global international security market were about $55.6 billion
in 1990 and were expected to rise to $202 billion in 2010.” Recent esti-
mates suggest that the revenues may be as much as $100 billion already."
Private security companies with publicly traded stocks grew at twice
the rate of the Dow Jones Industrial Average in the 1990s."

THE CURRENT MARKET COMPARED

This is not the first market for force. Markets for allocating violence
were common before the systems of states came to dominate world
politics. Feudal lords supplemented their forces with contracted labor
from the beginning of the twelfth century, and from the end of the
thirteenth century through the Peace of Westphalia in 1648, virtually
all force was allocated through the market. Even early modern states
used the market—delegating control over force to commercial entities
and supplying or purchasing troops from other states. Finally, smaller,
national markets for particular services have remained in some coun-
tries throughout the modern period.

In the era before the rise of the state, market allocation of force
prevailed—virtually all force was contracted."” Stretching from the
twelfth century through the peace of Westphalia, military contractors
employed forces that had been trained within the feudal structure and
then contracted with whoever could pay—Italian city-states, the pope,
emerging states, other feudal lords, and more.”” In this period, mili-
tary enterprisers would put together forces to meet the diverse needs
of a variety of different political forms. Their services ranged from war
fighting to maintaining order to providing administration."

Chartered companies, prominent in the seventeenth and eighteenth
centuries, were an instance of state-delegated commercial control over
violence.”” The Dutch, English, French, and Portuguese all chartered
companies either as private wealth seeking enterprises to enhance the
mother economy’s profit (as in the Dutch and English cases) relative to
others or as state enterprises forged by the king to increase state power
later in the game (as in the French case).'® Chartered companies had
forces that established order and then protected both trade routes and
new territory.
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Also during the early period of state dominance, states rented out
their forces to other friendly states. Britain rented German troops
during the American Revolution.”” German states supplied troops to
a number of other countries including the Netherlands, Venice, and
France, in addition to Britain. The Dutch provided regiments to Ger-
man princelings during the Seven Years War and to Britain in both the
1701 war with France and the 1745 Jacobite Rebellion within Britain.!®
These troops would arrive equipped and ready to fight under the com-
mand of the foreign government.

Even in the modern system, some elements of the market have
remained. The US government has long used markets for military pur-
poses.”” Up until the beginning of World War II, most of these were
in logistics and weapons. During the Cold War, however, the United
States hired firms to perform military training missions as well and in
Vietnam contractors provided logistics support for American troops
(food, laundry, sanitation, etc.) and were involved in large construction
projects.” Also, states still do “rent out” their forces—to UN peace-
keeping units or to other states. In the first Gulf War, for instance, US
forces were subsidized by Japan. In the 2003 war with Iraq, the United
States paid forces from other countries to participate in the coalition.

The extent of recent private security activity, though, is a signifi-
cant shift away from the practice common in the nation-state system
since the French Revolution where citizen armies have been touted as
the most appropriate (and effective) vehicles for generating security.”
Although market allocation of security was never completely elimi-
nated, it was frowned upon and thus informally organized, secretive,
and directed to a specific customer base. Contrast this with the cur-
rent market where PSCs have a corporate structure, post job listings on
their Web sites, and write papers mulling over the costs and benefits of
private security. PSCs have sought, and received, some international
acceptance. In addition, PSCs operate in a global market—not only does
the United States hire American PSCs, but so do foreign governments
and nongovernmental actors, and the United States hires foreign PSCs
as well. Although some PSCs certainly operate with an eye toward their
home government, they also attend to the character of demand from
the wider consumer base.

The corporate form, relative openness, acceptance, and transna-
tional spread of today’s security industry bear many similarities to the
late Middle Ages and early Modern period. There are some features of
today’s market, though, that are unique. First, unlike the military enter-
prisers of the late Middle Ages, today’s PSCs do not only provide the
foot soldiers, but act as supporters, trainers, and force multipliers for
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local forces. PSCs, then, operate differently from private armies—when
they leave, they leave behind whatever expertise they have imparted—
subject to whatever local political controls (or lack thereof) exist. Second,
unlike the period of the chartered companies, states do not authorize
private takeover of other territories, even though transnational corpo-
rations (TNCs) and INGOs finance security on their own—either by
subsidizing weak states or by hiring PSCs. The state charter of compa-
nies provided a more specific administrative and legal framework for
the private use of force than is the case with private financiers today.

GLOBALIZATION AND THE
MARKETIZATION OF SECURITY

The pressures and challenges associated with globalization—both
material and social—have been important components in the growing
demand for and supply of security in the marketplace, and the resulting
market for force is itself a global force. Though many analysts focus on
globalization’s economic effects, the increased intensity of information,
exchange, and marketization have come along with revised interests and
values that have led to security as well as economic concerns.”> Com-
mon conceptions of globalization refer to a “shift in the spatial reach
of social action and organization toward the interregional or intercon-
tinental scale.”” This shift’s impact on material well-being and social
identification suggests many ways that globalization might affect the
security goals and worries of a population. The variety of “new” secu-
rity issues bandied about in recent years—including environmental,
economic, and social well-being—may be attributable to the increased
social connectedness among peoples in different parts of the world.*
This connectedness—made possible by new communications technol-
ogy that Herrera discusses, as well as the ease with which people can
move from place to place that Adamson points out—has also brought
new worries. As disorder in one part of the world has combined with
information technology and the speed to travel to feed threats to life
and property in another, security has become increasingly diffuse,
transforming the meaning of borders as well as their defense.”

The new threat environment has been heralded (from the right and
the left) as bringing with it new forms of warfare and the merging of
security with a variety of other economic and political forms.*® Thus,
“national” security has become difficult to distinguish from international
or global security and the lines between internal and external security
have blurred. This is true for moralists who feel responsible to intervene
in order to help quell violence, pragmatists who worry about economic



112 « Deborah Avant

disruptions, and realists who worry about breeding grounds for terror-
ists. When illicit criminal networks not only produce social “bads” such
as drugs and prostitution, but also funding for terror, the internal gover-
nance of far-flung territories become a national security concern.
Ideational shifts—particularly belief in the superiority of market-
based solutions to collective problems—have led even states to view
the market and private actors as one obvious response to new security
demands.”” In the United States and Britain, a privatization movement
led governments to look increasingly to markets for solutions to govern-
ment problems.?® Arguing that social programs generated inefficiencies
and financing them required incentive-sapping levels of taxation and
inflationary budget deficits, conservatives “viewed retrenchment not as
a necessary evil but as a necessary good.” Initially associated with the
powerful conservative coalitions in the United States and the United
Kingdom in the 1980s, the endorsement of privatization widened with the
Soviet bloc collapse, the ensuing privatization of state-owned industries
across Europe, and the endorsement of these principles by international
financial institutions such as the IMF and the World Bank. Private has
come to denote competition, efficiency, and effectiveness; public stands
for bureaucratic, staid, expensive, and backward.’® This has led gov-
ernments to turn over functions to private entities and to insert mar-
ket-type mechanisms such as competition over authority to do certain
jobs into bureaucracies, both of which have enhanced marketization.
Though I am focusing on security in this chapter, marketization has
exerted widespread pressure on foreign and domestic governance.
Arguments about the future of defense in the United States demon-
strate how these pressures have led to the embrace of market options
for security in one country.” The United States, as the sole remaining
superpower, it is argued, must accomplish a variety of ends. It must leap
ahead technologically, search for the next peer competitor, and main-
tain the capacity to keep order in important, but less than vital, arenas.*
Maintaining stability includes combating illicit by-products of global-
ization such as organized crime, drugs, and terrorism as well as enforc-
ing emerging global norms about human rights and encouraging the
democratic institutions (seen as supporting such norms).*”* In response
to these imperatives, Cohen argues that it makes good sense to priva-
tize. This way the United States can make the most of information “spin
on,” take advantage of capitalist economies, and manage in a complex
world with fewer troops.** Privatization will also connect the military
with the civilian sector, which is driving technological change in the
information age and will produce the most cost-efficient solutions.*
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The purchase of security by nonstate actors is also connected to
global pressures—either the desire to exploit global markets or the
wish to protect global common goods such as conservation or human
rights. Whether due to economic interests, human concerns, or con-
cern with the global environment, many Western states and peoples
feel compelled to respond to issues not specifically tied to their national
territory. When responses to these issues require a physical presence in
a poorly governed territory, security becomes important—and increas-
ingly actors are looking for solutions outside of state bureaucracies.

Global forces have also made it easier for the private sector to sup-
ply security services through the market. Internet technology allows
PSCs to document their capacities on Web pages. Many exist as almost
virtual companies, with a small full-time contingent and a very large
database with which to staft contracts—the Internet also allows easy
maintenance of ties between retired military personnel. The speed of
air travel and availability of global communications makes it possible
for firms to bring together quickly teams to serve a contract and deploy
them. Moreover, the diffusion of professional information allows retired
troops from different countries to work together.

Most importantly, this increased supply of and demand for private
security has led to a market for force that operates outside the control
of any one state and is a precipitating global force itself. The market for
force does not replace state militaries, but exists alongside the state sys-
tem even as it operates on a global scale. The supply of force on a global
scale feeds back into processes that further enhance globalization by
offering tools to meet a variety of goals not attached to states—promis-
ing to enhance the market further.

HOW IS MARKETIZATION LIKELY TO
AFFECT NATIONAL SECURITY?

Conventional wisdom has it that globalization processes erode state
power.*® As Cerny puts it,

the more that the scale of goods and assets produced, exchanged,
and/or used in a particular economic sector or activity diverges
from the structural scale of the national state—both from above
(the global scale) and from below (the local scale)—and the more
these divergences feed back into each other in complex ways, then
the more that the authority, legitimacy, policymaking capacity,
and policy-implementing effectiveness of states will be challenged
from both without and within.”
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Relying on functionalist logic, Cerny assumes that as the efficiency of
the state erodes, so will state power.

Signs that the market has challenged states have appeared already.
Global demand has made it difficult for states seeking to outlaw mar-
ket supply of security to be successful.’® South Africa sought to reign
in its vibrant security industry with the 1998 Regulation of Foreign
Military Assistance Act, but the continued demand for security ser-
vices encouraged South African PSCs to simply shift their operations
to avoid government scrutiny. In addition, the nature of the industry
(service unattached to particular territory) made it difficult for the
South African government to prosecute offenders.”” Indeed, some
claim that the act simply pushed PSCs under cover and further from
government control.** Though government officials and academics hold
that delegitimizing the industry was worth the loss of control—the act
preserved the South African government’s rightful claim to monopoly
over the legitimate use of violence and made it clear that PSCs were
illegitimate mercenaries—South Africa alone has not been able to
delegitimate the industry.*' Because other legitimate actors continued
to purchase services from South African PSCs, the industry contin-
ued and even grew. In 2004, private soldiers from South Africa flooded
into Iraq under contract with the US government, the CPA, and private
industry.**

The market has also furthered connections among professional net-
works of security experts that span borders and trade information about
best practices in ways that affect the options available to states. This was
apparent in the late 1990s as representatives from PSCs such as DSL,
Sandline, Military Professional Resources Incorporated (MPRI), KBR,
and others were frequent participants in conferences about how to deal
with low-level conflicts, proper behavior in conflict zones, and even
US Army professionalism. PSCs are also increasingly intertwined
with global firms involved in the production of systems, weapons, and
equipment, making governments increasingly dependent on intercon-
nected firms.*® This complicates state control of force. As Rachel Epstein
argues, the increasing cross-national defense industry integration has
widened the gap between foreign policy ambitions and defense needs in
Europe because without integrated political processes and goals, Euro-
pean governments cannot take advantage of the industry’s integration
but also do not have domestic alternatives.**

There are also signs, however, that PSCs enhance the power of states.
States that embrace the market claim to have flexible new tools with
which to pursue foreign policy. The United States affected events on
the battlefield in Croatia without either deploying its forces or paying
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the bill simply by licensing a PSC to give advice and training to the
Croatian Army.” The United States also managed the chaos in Iraq
with fewer troops than many argued were necessary by hiring PSCs.
Also, PSCs, in effect, substituted for UN peacekeepers in Iraq not only
with security forces, but international forces. As one American Army
staff sergeant claimed, “we’re trying to get more international partici-
pation here and the contractors can hire internationally.™® Similarly,
the Hungarian government upgraded its military to NATO standards
more quickly by employing Cubic. The Saudi government trained a
national guard to protect the regime with the help of Vinnell Corpora-
tion and dramatically enhanced the functioning of its army, air force,
and navy with help from a range of different firms including BDM,
Booz Allen Hamilton, and Science Applications International Corpo-
ration (SAIC).Y

An alternative use of the institutionalist logic Cerny employs aban-
dons the functionalist assumption and focuses instead on how envi-
ronmental changes, such as marketization, alter the playing field on
which states and other actors compete and thus the nature of the politi-
cal game.* This need not erode the power of individual states per se, but
may lead to different patterns of competition and cooperation—both
within states and between them. Markets work differently than hierar-
chies and thus should advantage different actors and strategies. Reac-
tions to marketization may vary—leading to different policies, with
various consequences for the autonomy and capacity of states and their
relative power. Drawing on this logic, I argue that the market poses
dilemmas for strong states—offering potential gains in capacity and the
balance of power, but at a risk of autonomy and increased conflict. For
weak states, the market often exacerbates already present institutional
malformation in a way that decreases capacity and relative power in
addition to increasing the risks of conflict. Finally, the increasing use of
markets to allocate force (though partially a product of state decisions)
is likely to change the nature of conflict as well as its frequency in ways
that individual states have little control over.

The Market for Force, Redistribution of Power in Strong States and
Adventurous Defense: Trade-Offs between Autonomy and Capacity

Market alternatives for military services increase the options with which
states conduct defense. The use of the market, however, operates dif-
ferently from military organizations and advantages some actors more
than others. Generally, using market alternatives advantages executives
relative to legislatures, reduces governmental transparency, erodes the
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connection between citizenship and military service, and allows PSCs a
role in shaping or interpreting policy. The first three change the opera-
tion of institutional checks and balances and democratic practices that
have been connected to restraint in military policy.* The fourth assigns
influence to actors who may have a commercial interest in a lack of
restraint. Altogether, these changes suggest that the embrace of market
alternatives open the way for greater adventurousness in defense policy.
Below, I illustrate this argument with examples from the United States.

Market Options Redistribute Power within Government—Increased
Capacity Executives are advantaged in military decision making
to begin with, but contracting with PSCs enhances this advantage.*
The executive branch hires contractors, not Congress. Though Con-
gress approves the military budget, it does not approve individual
decisions for contracts. It is also harder for Congress to oversee PSC
behavior in contract with the US government. Although Congress
has access to the ins and outs of the process and behavior of military
institutions—indeed, Congress often has created these processes at a
previous time—its access to information about contracts is more cir-
cumscribed.” The executive branch can use its advantage to evade con-
gressional restriction on US actions—effectively limiting the influence
of Congress as a veto player. For instance, Congress often limits US
involvement in a conflict by stipulating a ceiling on the numbers of US
troops. By employing contractors, the executive branch can increase de
facto US involvement—if Congress stipulates a limit on the number of
contractors, PSCs can hire more local personnel.”> PSCs concentrate
power with those in charge of hiring dispersing funds to and oversee-
ing the contractor—generally the executive branch. Furthermore, the
market can allow governments to conduct foreign policy “by proxy” in
authorizing direct contracts between foreign governments and PSCs.
The United States licensed MPRI to provide advice and training to the
Croatian government in 1994. President Tudjman received many of
the advantages of US military assistance, but through a private entity.
Indeed, he touted the contract as evidence of the alliance between the
United States and Croatia.> The British government encouraged similar
contracts between PSCs and states in which British firms have an inter-
est—for instance, it encouraged Mozambique to hire DSL to facilitate
security for rail lines on which British firms transported goods. Though
the processes within individual states differ at the margins (exports of
military services are regulated in the United States, for instance, and
not in the United Kingdom), contracts between foreign governments
and PSCs reduce the veto power of some players.>
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Using PSCs also reduces transparency. By avoiding the mobilization
of military machinery, deploying private force avoids institutional-
ized mechanisms by which people become aware of force deployments.
When private forces are sent abroad, the deployment itself gets less
publicity—as do any mishaps. Consider the experience of the three con-
tractors working for the United States in the Colombian drug war who
were shot down by the Fuerzas Armadas Revolucionarias de Colombia
(FARC; Revolutionary Armed Forces of Colombia). Keith Stansell, Marc
Gonsalves, and Thomas Howes have been held by the FARC in Colom-
bia since February 2003.> A scan of Lexus/Nexus reveals that only 76
articles have mentioned “hostage,” “Colombia,” and “contractor” in
full text during the last two years.”® Even fewer (21) have mentioned
these terms within the articles’ titles or lead paragraphs. Thirty articles
total mentioned the hostages’ names. Contrast this with American hos-
tages Shoshana Johnson and Jessica Lynch, captured in Operation Iraqi
Freedom. During her 22 days of her captivity, Shoshana Johnson was
mentioned in 98 articles (excluding articles about the rescue itself). The
terms “Shoshana,” “Johnson,” and “Iraq” in the full text over the last
2 years yielded 360 hits. During Jessica Lynch’s seven days of captivity,
36 articles contained her name (excluding news of the rescue itself) and
the terms “Jessica,” “Lynch,” and “Iraq” in full text over the past two
years yielded more than 1,000 documents.”’

When PSCs contract directly with foreign governments, Congress
has even less opportunity to weigh in and the public less opportunity to
find out. The State Department’s Office of Export Controls does regulate
direct contracts for military services between a PSC and a foreign gov-
ernment, but the executive branch is not required to notify Congress of
such contracts ahead of time unless they are for more than $50 million.
Recently countries as varied as the United Kingdom, Hungary, Colom-
bia, Nigeria, Equatorial Guinea, and Croatia have contracted directly
with US PSCs for security services—with little attention from Congress
or the public.

Moreover, one of the cornerstones of democratic restraint is taken to
be the relationship between citizenship and military service. This is tied
to the idea that in democracies those with influence over foreign policy
are also those called upon to sacrifice for that policy in a way that raises
the bar for the use of force.”® PSCs may evade this dilemma, eliciting
less response from a democratic public, not only because of reduced
transparency but also because they are not serving, simply working.
Though empirical validation of this logic is yet to be completed, there
is a difference between the news coverage of private forces and soldiers
in Iraq. Articles about soldiers usually assume a patriotic motivation
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for serving, but articles about private security contractors generally
explain their behavior as commercially motivated.” Even in the cover-
age of the Blackwater employees killed in Falluja, more generous to the
contractors given the gruesome details of their deaths, there were many
references to the men’s monetary rather that service motivations.®

Private tools allow American leaders to use force when they other-
wise might not. During the 1990s, market alternatives gave the Clinton
administration means with which to affect outcomes in the Balkans
without mobilizing the population around the importance of the
“engagement” policy. When Croatia and MPRI signed a contract in
September of 1994 and the State Department licensed the project, the
United States wanted to change the Balkan game. Senior State Depart-
ment officials admitted that Croatia became our de facto ally—that arms
flowed in despite the embargo and that top retired American generals
were allowed to advise the Croatian Army.* Richard Holbrook recounts
the contents of a note passed to him by Bob Frasure before his death that
said, “We ‘hired’ these guys to be our junkyard dogs because we were
desperate. Now we need to control them....”® MPRI’s mere presence
was evidence of this “alliance.” It changed the strategic environment in
Croatia, provided benefits to Tudjman personally in his effort to con-
solidate political power,*> and boosted Croatian Army morale.** Also,
MPRI presence provided to Milosevic a signal of American commit-
ment to Tudjman—some have argued that Serbs in the Krajina put up
less resistance once they realized that Milosevic was not going to back
them up with Jugoslavenska Narodna Armija (JNA; Yugoslav People’s
Army) forces.® Croatian military successes that followed changed the
balance of power in the region such that strategic bombing by NATO
could push the Serbs to the negotiating table—the results of which were
the Dayton Accords.®® By licensing MPRI, the United States retained
its official neutral status while changing events on the ground in the
direction it favored.®’

Private support also reduced the numbers of US troops deployed to
the Balkans. KBR (then Brown and Root Services) first provided support
services to US troops operating out of Aviano air base in Italy as they
participated in patrols of the no-fly zone over Bosnia (Operation Deny
Flight) in early 1995. Then, in 1995, the US Army paid KBR $546 million
to provide logistical support for US soldiers deployed to the region as
part of NATO’s implementation force (IFOR) peacekeeping mission.®® It
is estimated that one out of every ten people deployed to the region were
contractors—cutting requisite US troops by at least one-tenth.

PSCs played a large role in the US intervention in Somalia, Haiti, the
Colombian drug war, and more. Common to all of these interventions
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were questionable levels of public support and civilian disagreement
over either their importance to US security or the best way to affect out-
comes or both. In the wake of low levels of public support and civilian
disagreement, it should be hard for the United States to move forward
on policy—particularly policy that requires the deployment of forces.*
Private options eased some of these difficulties.

Since the September 11, 2001, attacks on the United States, private
capacities have enhanced the options available to the Bush administra-
tion. The level of contractor support for American troops reduced the
number of troops necessary to take offensive action in both Afghani-
stan and Iraq. In Operation Iraqi Freedom, particularly, the government
made decisions and made arguments that led the war to be authorized
based on the number of troops they would need. There were heated
disputes over these numbers, particularly the numbers of US troops
that would be needed to stabilize the country after the war. General
Shinseki claimed that it would take 200,000 plus troops, a number that
was politically unacceptable. Secretary of Defense Donald Rumsfeld
claimed that the stabilization of Iraq could be done with many fewer
troops. After the overthrow of Hussein’s government, stabilization
proved to be more difficult than Rumsfeld had anticipated and, with
international support for the United States not immediately forthcom-
ing, PSCs provided surge capacity that filled in for the lack of adequate
numbers of troops.

Market Options Redistribute Power to Commercial Actors—Decreased
Autonomy Using PSCsopens the way for commercially interested PSCs
to affect policy implementation and goals. Private impact on implemen-
tation manifests itself most clearly where outcomes are hard to measure.
When PSCs provide foreign military training missions, the information
the US government receives about their progress generally comes from
either the PSC or the host government—both of whom have an interest
in reporting progress, even when none has been made, to ensure the
continuation of funding. Rosy reporting may encourage investment that
increases PSC revenues and host government military assistance. Penta-
gon employees complained that in Bosnia the information on progress
in military training came from either the PSC conducting the training
or the host government in ways that kept the gravy train going even
though the effects were questionable.”” PSCs also advise governments
on future programs, laying the groundwork for future contracts. KBR,
for instance, was awarded a contract to repair Iraqi oil fields without
competition in anticipation of their destruction during Operation Iraqi
Freedom because, “according to the Army’s classified contingency plan
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for repairing Iraq’s infrastructure, KBR was the only company with the
skills, resources and security clearances to do the job on short notice.
Who wrote the Army’s contingency plan? KBR.””! PSCs are also able
to affect policy goals. They can make arguments that interpret policy,
or reinterpret it through different frames, opening the way for changes
that enhance their commercial interests. Consider MPRI’s contract
with Equatorial Guinea. When MPRI first requested a license to evalu-
ate Equatorial Guinea’s defense department in 1998, the regional affairs
office for Africa at the State Department rejected the request immedi-
ately because of Equatorial Guinea’s poor human rights record.”” Offi-
cials from MPRI then visited the assistant secretary for African affairs
and congressional members to suggest looking at the license from a
different perspective.”” There are benefits, MPRI argued, to “engaging”
with a country rather than punishing it. Engagement might foster bet-
ter behavior (fewer human rights abuses) in the future and enhance US
(as opposed to French) oil interests, especially given that Equatorial
Guinea was going to hire someone (if not MPRI, it could be a less savory
company or one less interested in the interest of American companies
abroad).” These arguments, coming from esteemed, high level (retired)
military officers and reflecting a deep understanding of the ins and outs
of American defense policy, had an impact.”” When the application was
submitted again, it was approved by the regional office but held up in the
Office of Democracy, Human Rights, and Labor. Again, MPRI went to
visit and explain their case, to the assistant secretary, to more members
of Congress, and officials at Democracy, Human Rights, and Labor.”®
In the spring of 2000, the contract was approved—based on a different
set of guidelines than when it was originally rejected.”” One may find
MPRT’s logic persuasive or not, but the standard for licensing a contract
shifted with no new information about the impact of such a contract on
Equatorial Guinea’s human rights processes and no change in MPRI’s
contract with them. Some argue that MPRI simply gave more power to
those in government that were arguing for this approach to begin with.
This is true, but beside the point. These people were losing the argument
before MPRI joined forces.”®

That an agent might exploit information asymmetry to its advan-
tage is hardly new. Delegation always leads to a degree of information
asymmetry and some degree of slack.” This is at work when govern-
ments delegate to military organizations as well. However, delegating
to a private entity brings a commercial interest to the policy decisions.
This not only increases the potential for policy that does not match the
goals of leaders, it biases policy in a particular way. This influence can
enhance what Gowa calls “political market failures” or the tendency
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for resource endowments to benefit special rather than general inter-
ests.?” This can happen in a variety of ways—PSCs can report infor-
mation that encourages training programs that are not worth their
cost, encourage relationships with governments that do not support US
interests, encourage investment in areas that do not serve US interests,
and more.

Reduced state autonomy (via greater influence for commercially
interested actors) combined with the change in the processes of decision
making (fewer veto points and less transparency) give political officials
more leeway to make decisions that enhance their welfare or that of
PSCs rather than the polity as a whole. These procedural changes offer
a way around what is often termed “democratic restraint” in military
policy. If a leader can deploy military services or otherwise use force in
a way that reduces or eliminates mobilizing troops, the visibility, sacri-
fice, and political cost of using force go down. Though this logic applies
most clearly to democracies, where checks and balances are frequently
assumed to exact higher costs on executives who choose to deploy forces,
the logic should hold for other kinds of polities as well. As Gowa points
out, no leader can “jeopardize the cohesion of the coalition of forces
that maintain them in office.”®" If the costs of using force go down, all
things being equal, force is more likely to be used.*

This is not to suggest that PSCs cause adventurous policies. The causal
arrow may go the other way. Interest in adventurous policies may lead
governments to seek out private actors to implement their policies. The
ready availability of private options, though, may affect the perception
of threats by reducing the costs associated with using military tools
and the depth of the market for force make the use of private options
easier.®” Nor is it to suggest that only PSCs allow governments to be less
restrained in their use of violence. Other tools, such as covert action and
joining with foreign forces, similarly skirt democratic processes.’* The
presence of a market option for the use of force, though, is an additional
permissive factor for adventurous policies. Intriguingly, arguments
about the usefulness of contracted forces in the early Modern period
also associate market allocation with adventurous goals. According to
Thomson, “it appears that the European market for mercenaries was
largely a creation of war-makers seeking to escape the constraints of
feudal military obligations.”®

The Restraint Trade-Off: Democratic Practices and Autonomy versus
Increased Capacity and Relative Power Less restraint may allow pol-
ities that avail themselves of PSCs more tools for using force in ways
that enhance their power relative to other states. Some analysts argue
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that democracies have too many hoops to jump through in defense
policy making.® The need to build consensus and design policy trans-
parently reduces the capacity to respond effectively to the international
system—and may produce perverse or ineffective policy that reduces
national security.®” These analysts may view PSCs as a mechanism for
generating better security in the face of difficulties posed by democratic
processes. For instance, Barnett claims that the United States secures its
interests around the globe and has expressed concern that the United
States lacks the will to undertake the tough ground actions necessary to
solidify its hegemonic position.* From a different political perspective,
the Carnegie Commission on the Prevention of Deadly Conflict argued
that the international community needed to find a way to intervene
where conflict was likely.*” Moreover, Shearer argued that PSCs could
be the answer—a means to quell civil wars in the face of reluctant West-
ern states.”® The use of private alternatives, however, simultaneously
erodes democratic processes. As the previous section made clear, using
PSCs reduces both the institutional checks on foreign policy and the
amount of transparency in the process. Although one could still argue
that the process would be accountable in that citizens have a chance to
vote leaders out of office if they do not like the results, the erosion of
democratic processes is likely to have an impact on citizen involvement.
This has some obvious political consequences. There are many benefits
that come along with democratic processes that may be lost or reduced
if these processes are abandoned.”” The benefits of democratic processes
also extend to important dimensions of national security. Particularly,
democracies are said to ameliorate security dilemmas and generate
more effective military action.

A variety of arguments have linked the need for domestic coalitions
and transparent processes to the development of trust that reduces secu-
rity dilemmas and enhances the credibility of threats. Lipson argues, for
instance, that democratic processes generate contracting advantages,
making it easier for democratic states to keep commitments.’> Military
threats are different among democracies, Lipson argues, because these
states are less likely to bluff and thus their threats (and promises) are
more credible. The transparency of processes reduces misperceptions
that can lead to war. The need to build coalitions and the openness of
the policy process sometimes leads democratic states to expand the
range of potential options in ways that reduce the chance of conflict.
Over time, democracies develop expectations about each other based
on learning.”?

The restraint that makes democratic states less likely to initiate wars
also makes these states more effective in the wars they do fight.”* Lake
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claims that the lower levels of rent seeking that is common in democ-
racies provide more services to the state’s citizens at less cost. This
leads both to better economic growth and thus easier mobilization
for war, but also encourages loyalty among citizens that lead them to
fight harder to preserve the benefits they enjoy. Moreover, democracies
will join together to prevent mutual exploitation by autocracies. These
factors make democracies more effective militarily.”> Reiter and Stam
contend that democratic leaders are wary of the cost of war and thus
more discriminating: they choose wars they are likely to win. Further-
more, because democracies are consent-based systems, soldiers have
greater morale, fight harder, and exhibit superior leadership on the
battlefield.*®

The use of private options for security may eat away at these demo-
cratic benefits. If leaders can choose to use private forces, they may have
less incentive to mobilize the public behind foreign policy and may make
security decisions through processes less open to public view, less sub-
ject to challenges from opposition parties, and less scrutinized by the
press. Options that reduce transparency may simultaneously increase
the chance of misperception. Solutions that do not require the mobi-
lization of domestic coalitions may lead nonconflictual alternatives to
appear less beneficial. States that systematically evade these processes
may erode trust and increase tensions among democracies.

The ability to hire an international force may curb the willingness of
American leaders to bargain with other governments to build effective
international coalitions. Furthermore, private recruiting may infringe
on the security resources of other states. For instance, recent recruiting
activity by United States-based Blackwater, USA has caused Chilean
defense officials to worry that Chilean military personnel will be lured
away from national service by the lucrative pay in the private security
market. The increased influence of PSCs in the policy process may
generate rent, as collective resources are deployed to accomplish sub-
group goals. Just this concern arose in the recent Iraqi conflict. Ulti-
mately, when private soldiers work side by side with regular military
forces—but under different rules—it may erode the loyalty, initiative,
and fighting power of soldiers.

Others argue that the democratic peace and military effectiveness of
democracies are overstated.”” Even those who do not buy the “demo-
cratic goods” argument should agree that encouraging leaders to engage
in foreign policies that do not have widespread support should remove
restraint and enhance the potential for the use of force. This may lead to
some national security goods—enhanced capability (at least in the short
term) and an increase in power relative to other states (particularly
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other states that do not embrace market alternatives). It also, however,
leads to some national security risks. States that rely on market alterna-
tives may exacerbate security dilemmas. This has obvious ramifications
for the national security of individual states.

Strong states can choose to eschew market alternatives. South Africa
has both refused to purchase services from PSCs and acted to make
the export of such services illegal. This strategy maintains state auton-
omy from commercial forces and the democratic processes that the
state enjoys. It also, however, reduces the state’s relative power. Indeed,
South African PSCs and personnel are working for the United States in
Iraq—a war that the South African government did not support. South
Africa could (and may yet) choose to prosecute these individuals—but
the costs of halting their activities in Iraq would be high.

The Market for Force, Redistribution of Power in Weak States and the
Diffusion of Control over Violence: Institutional Malformation In
weak states, the market’s redistribution of power has a greater impact
on state autonomy—empowering actors outside the state. Also, the mar-
ket often generates long-term institutional malformation that reduces
state capacity. As Cooley suggests in his analysis of postimperial states,
the market frequently leads to rent seeking, the institutionalization of
illicit markets, the erosion of authority and accountability, and weak-
ened capacity to cope with transnational threats.”® This argument can
be extended to a variety of weak states where the market works to dif-
fuse control over violence. When nonstate actors finance violence, they
gain influence over security decisions that can affect state policy.”” Their
purchases, though, also create alternative revenue streams that diffuse
control over violence. Although some might imagine that nonstate
financing could bolster or shore up a weak state, nonstate financing
frequently either leads to an extreme form of “political market failure”
where the state works to guarantee private rather than public interest,
or disperses power over the control of force, which decreases the per-
formance and effectiveness of forces—or both. The former frequently
accompanies states rich in natural resources—and has been labeled the
“resource curse.” The latter is likely when transnational actors (whether
financing the state’s security apparatus, financing rebels, or hiring pri-
vate security) become additional principals in the control of violence.
When multiple principals with different aims have a say over forces,
they often issue competing instructions—resulting in forces that can
shirk and follow neither. Even if principals share goals, if they do not
coordinate their actions, they can still issue competing instructions that



The Marketization of Security o 125

reduce the capacity of forces to carry out basic missions.'” Increasingly,
these two effects work together to create forces that are not only repres-
sive and corrupt but also incompetent.'”!

Examples of the resource curse abound. Case study research has
suggested a relationship between foreign investment in oil, diamonds,
and other minerals and a repressive state security apparatus that is per-
ceived to work primarily on behalf of the property rights of foreign
investors in Latin America, Africa, the Middle East, and Asia.'"” The
logic of the argument is that foreign direct investors supply the state
with needed revenue, eclipsing the state’s need to build support among
its populace in return for taxes. The resulting “rentier” state is beholden
to external investors rather than internal support. This is said to erode
the potential for democracy and harness coercive forces for the protec-
tion of foreign property.'®®

In a twist on this logic, Will Reno has pointed out that foreign invest-
ment can lead in more perverse directions—instead of building effec-
tive state instruments of coercion, rulers may opt to guarantee foreign
property with a variety of nonstate coercive instruments. Though the
enhanced influence of external investors on security decisions is simi-
lar, worries about internal threats may lead rulers of weak states to fun-
nel foreign funds into privately controlled security rather than into state
bureaucracies. In these instances, the effect of foreign financing leads
not only to repressive forces, but also to the erosion of the state’s forces
altogether, leading to “quasi-states,” “shadow states,” and “warlords.”’**

For instance, in Nigeria, the huge sums of money paid by oil compa-
nies for security have been a magnet for corruption. The corruption also
extends down into the forces.'”” Both the police and military in Nigeria
have been distracted by money-making potential in a way that decreases
their capacity. Though there are many examples of the way corruption
has impinged on the capacity of the Nigerian police,'’ some of the most
obvious problems come up in the military’s behavior abroad. Both ofhi-
cers and common soldiers subsidize their salaries with private activities.
In the officer corps, this takes the form of administrative assignments,
payofls, and involvement in illicit trade; in the force at large, it takes the
form of looting."” Nigerian troops’ peacekeeping capacities are dimin-
ished by these activities. Leading the Economic Community of West
African States Monitoring Group (ECOMOG) regional peacekeeping
force in Liberia in 1997, the Nigerians reportedly engaged in system-
atic looting—including shipping entire buildings to be sold for scrap
abroad, trafficking in heroin, and child prostitution.'®® The dynamics of
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the Nigerian case bear much resemblance to those Cooley points out in
the postimperial states of the Former Soviet Union.

Multinational corporations do not have a corner on perverse private
financing efforts, though. INGOs seeking to “do good” can also con-
tribute to institutional malformation. For instance, the transnational
conservation community’s efforts to protect species have also been
prone to multiple principal problems that have similarly led to repres-
sive or ineffective forces. During the Cold War, some conservation
INGOs provided financing to repressive governments, who, in turn,
used the money to build up military forces contrary to what the INGOs
may have intended.'”” More recently, conservation INGOs have often
worked in failed states, where their financing efforts have simply led to
ineffective forces. In one case, the conservation community working to
save the last few Northern White Rhinos in the wild poured millions of
dollars into a park for little or no gain."°

In this case, the INGO did not negotiate a clear legal status in the
park. Though INGO staft financed and oversaw the guard force, they
did not have control over personnel."! With the government in charge of
personnel and the INGO controlling resources, neither set nor enforced
basic operating objectives and performance standards. Despite the vast
infusion of resources over more than ten years, the guard force was no
larger or better able to perform its duties in 1996 than it had been in the
mid-1980s."* A good portion of the forces was unable to field strip or
clean their weapons and many were too old to patrol."* More impor-
tantly, the chain of command was unclear. The management committee,
through which the park was run, allowed debate over the daily routine
but did not chart lines of responsibility or accountability."* Without
basic professional procedures, the money dedicated to antipoaching in
the park did not build a solid and professional force but allowed the
project to operate in a constant state of “crisis-management.”

As the Democratic Republic of Congo (DRC) descended into civil
war, some guards joined in looting the park’s supplies and weapons; but
the INGO had no authority to fire them. In a twist on the imperative for
organizations to compete over functional jurisdiction that Cooley talks
about, as the civil war dragged on, NGO staft allied themselves with
whatever forces were willing to do patrols in the park—inadvertently
exacerbating competition over jurisdiction to carry out violent activi-
ties in the park. This was arguably problematic for conservation but
even more so for the performance of security forces. Poorly paid troops
found the park—either through INGO support or poaching—to be a
source of rent. However, patrolling for poachers or poaching reduced
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their focus and capacity to defend against the variety of incursions
from other forces.

The availability of transnational capital to finance violence in weak
states is not only tied to the rentier state phenomenon that others have
analyzed at length. When the state controls one lever of control and
transnational financiers another, it can also reduce the effectiveness of
forces. Furthermore, the marketization of security offers opportunities
for security forces to participate in commercial or other activities that
increase their revenue but distract from developing competence. The
diffuse web of multiple controls over violence impedes weak state power
and authority even further—often leading to habitually malformed
security institutions where the organizational imperatives lead to indi-
vidual incentives that reduce the potential for developing functional
capacity. Though this tendency is not impossible to overcome, moving
toward functional and legitimate security institutions requires coordi-
nated action that is hard to engender with market mechanisms alone.'”

The Marketization of Security, Increased Conflict,
and Changes in the Purpose of Violence

Features of marketization in both strong and weak states also promise
changes in the frequency and nature of conflict. Among strong states,
increased opportunities for adventure should lead to more interven-
tion. As the previous section suggested, the use of PSCs makes it easier
for the United States to launch both “humanitarian” and “imperial
wars.” Once involved, it is conceivable that in the course of operating
to secure oil fields or other private facilities in Iraq (or Afghanistan),
PSCs could take action that could bring retribution on US forces and
cause an escalation of the conflict. Furthermore, PSC recruitment could
encourage tensions between strong states—as PSCs recruit internation-
ally they infringe upon the military capacities of other states as well as
the ability of these states to control the violent activities of their citizens
abroad—as the earlier mention of PSC recruiting in Chile and South
African PSC activity in Iraq demonstrate. Even the United States and
the United Kingdom have suffered a larger than usual separation from
special forces that they attribute to PSC recruiting.

The impact on conflict should be even greater in weak states. The
market for force allows actors with different constituents, roles, and
authority claims to wield violence—potentially leading to overlapping
claims that exacerbate conflict. In many territories of the developing
world, weak states, warlords, PSCs, INGOs, TNCs, rebels, criminals,
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terrorists, and sometimes strong state forces as well—each with some
claim to the use of force—operate within the same territory. Even a
neorealistic analysis might predict that the growing numbers of actors
alone would increase the potential for misperception and thus the
chance for conflict.!"® More classical realistic analyses are on record
envisaging that the range of actors will exacerbate conflict.!"” Institu-
tionalist insights about the logic of incomplete contracts focus on an
entirely different logic—suggesting that market solutions are unlikely
to generate enduring efficient solutions to governance problems—but
also expect tumultuous outcomes."®

These expectations ring true historically. In the thirteenth and four-
teenth centuries, Europe was characterized by a fragmentation of polit-
ical authority, public power in private hands, and a military system in
which an essential part of the armed forces was secured through private
contracts.'”® Military enterprisers allowed merchants, princes, kings,
popes, and even themselves to garner political power. According to
many, until the dawn of the modern state, the complex array of overlap-
ping claims and power led to conflicting demands, rampant tensions,
and frequent war."* Systematic examination of the number of histori-
cal conflicts lends support to this expectation. Even using Jack Levy’s
list of wars from 1495 to 1975 (which excludes civil wars, imperial and
colonial wars, and wars that do not involve a great power, and thus may
dramatically undercount the degree of actual conflict) demonstrates
a strong association between the prevalence of competing authorities,
contracted forces, and war.'”! In the period from 1495 to 1688, when
jurisdiction over territory often overlapped and markets allocated vir-
tually all force, there were, on average, 2.23 wars per year. In the period
from 1689 to 1813, as the nation-state system began to consolidate, the
rate of war was cut almost in half to 1.40 per year. In the period from
1814 to 1975 when the nation-state system was fully consolidated, the
rate of war fell more than one-half again to 0.49 per year.'*

As Levy argues, the modern nation-state has been associated with a
decrease in the rate of conflict, but an increase in its deadliness. Indeed,
the average annual battle fatalities from 1495 to 1975 were greatest in two
periods: from 1790 to 1813 (encompassing the Napoleonic Wars at the
end of the period of nation-state consolidation) and from 1917 to 1939
(encompassing World Wars I and II when the nation-state system was
consolidated)."” One interpretation is that the nation-state system has
harnessed violence to be deployed in a particular way—against other
nation-states and for collective purposes in a way that simultaneously
increases the relentless pursuit of goals even in the wake of battle deaths.
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Competing authorities with control over force may cause violence
to be used for a greater variety of ends, but also may make it hard-
er to harness violence for large collective purposes. This may lead us
to expect different kinds of conflict between different kinds of enti-
ties, more civil wars, more frequent uses of violence for individual or
small group gain, greater use of violence for purposes that do not entail
collective justifications, and perhaps more random violence. Further-
more, the laws of war, institutionalized among states and state-based
military organizations, may become less frequently observed—poten-
tially leading to greater use of violence against civilians. In other words,
the diffusion of control over violence may lead not only to increased
conflict but also to different kinds of conflict.**

There is some macro evidence supporting the plausibility of these
trends in recent years—particularly in Africa. After spiking at the
beginning of the decade, the number of armed conflicts in all regions of
the world declined in the 1990s (armed conflict defined as a contested
incompatibility that concerns government or territory or both where
the use of armed force between two parties—one of them a govern-
ment—results in at least 25 battle-related deaths).!*> The rate of armed
conflict during the decade, however, remained the same in Africa.
Moreover, the number of civil wars in Africa (a conflict that produces
at least 1,000 battle deaths) almost doubled in the 1990s.1%

There is also anecdotal evidence that the market’s forces, even the
more legitimate portions, have aggravated many of these internal con-
flicts.’?” PSCs and transnational financiers have played a large role in
internal conflicts. Though they have sometimes enhanced the short-run
capacity of state forces, their focus on short-run goals, as well as their
frequent allegiance to the private interests that finance their work have
often exacerbated conflict over the long term. EO’s work in Sierra Leone,
for instance, saved the capital from imminent defeat in 1995. However,
EO’s decision to remain working during a coup to oust the very leader
that had hired them (to suit the wishes of the diamond industry keenly
interested in maintaining control of the mines) and to work with the
local militias as they moved to the countryside exacerbated instabil-
ity.*® Similarly, in the DRC, mining companies, PSCs, and smuggling
networks are integrally networked with the military forces of Rwanda,
Uganda, and Zimbabwe, perpetuating a conflict based on competing
claims to the resources of the country.'” Also in Colombia, the combina-
tion of paramilitaries, PSCs, government forces, and a rebel movement,
all interspersed with criminal networks in the export of coca has been
tied to endemic conflict in that country.”®® Some multinational firms,
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particularly oil companies, have turned to PSCs to help train local forces
out of exasperation with the inability of government forces, but neither
the oil companies nor the PSCs can exercise control over these forces
once they are trained. Some forces have allegedly used their new skills to
extort the local population or sold them to the FARC or paramilitaries.
The violent capacities of these different groups allow them to turn to
violence more easily to solve jurisdictional problems—over coca fields,
transportation routes, or revenues from the local population. In all of
these conflicts, violence is used to meet many different goals, operates
without attention to international law, and often affects civilians."!

CONCLUSION

The market for force presents both opportunities and challenges to states
and its impact depends, in part, on the choices states make. Contin-
ued marketization, with the associated increase in adventurous foreign
policy and diftfusion of control, may feed back into increased pressures
for market solutions to security. If the United States intervenes more
quickly—for humanitarian or imperialistic reasons—it is both more
likely to need forces to accomplish postconflict stability operations and
may be less likely to get its friends and allies to go along via multilateral
institutions. Postconflict scenarios without UN peacekeepers, however,
pose additional opportunities to PSCs. Also, the increased number of
civil wars in Africa has led to increased financing for security by the
private sector—extractive industries that want to retain access to natu-
ral resources, conservation organizations that want to preserve species,
and humanitarian organizations that want to ease suffering—further
deepening the diffusion of control over violence on that continent.
Even increased tensions among the Western powers may make mul-
tilateral negotiations more difficult and enhance the appeal of market
solutions to deal with perceived threats. Efforts to tame the market for
force, though, either by slowing its growth or cooperating to regulate its
operation, are likely to engender a different future. The political reac-
tion to the more visible use of PSC in Iraq will be important for influ-
encing US choices and what the United States, with a defense budget
near 1 percent of gross world product, chooses will carry particular
importance—an example of the “mock systemic” forces to which Kir-
shner refers.'*
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THE PARADOX OF LIBERAL HEGEMONY
Globalization and U.S. National Security

Karl P. Mueller

ALTHOUGH THE FORCES OF GLOBALIZATION are by definition state-
less, the government, economy, and society of the United States have
been powerful drivers of many of them, sometimes deliberately, often
inadvertently. As most of the regionally oriented chapters in this project
describe, the belief that the United States benefits more from globaliza-
tion than any other major power is widespread—and is fundamentally
correct. Yet even for the United States, the national security implica-
tions of globalization are a mixed bag. Thanks to the economic size,
technological preeminence, and political characteristics of the United
States, globalization tends to reinforce American hegemony and the
unipolarity of the international system (and vice versa). However, it
also contributes to the most prominent threats to U.S. national security
in the early twenty-first century, and it significantly constrains the abil-
ity of the United States to deal with them.!

To describe and analyze all of the connections between globaliza-
tion and U.S. security in even a superficial way would require an entire
volume at least as large as this one. Therefore, this chapter focuses on
the narrower question of considering what impact the forces of glo-
balization have upon the nature and magnitude of security threats to
the United States and some resulting implications for American foreign
and defense policy. This is only one aspect of understanding the evolv-
ing security environment facing the United States, however. Most of the
factors that affect U.S. national security fall largely outside the realm
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of globalization, though many of these are related to it in some way.
For example, the extent to which nuclear weapons proliferate to states
that do not yet possess them has important implications for the secu-
rity landscape, but insofar as nuclear proliferation is the result of state
policy choices, its pace and direction has been affected only marginally
by globalization, and this is likely to continue to be true for the foresee-
able future.” Yet even in this very state-centered issue area, globaliza-
tion leaves its mark, for example, by contributing to the incentives for
Russia and especially North Korea to treat nuclear weapons technol-
ogy as a marketized export commodity.> However, even if globalization
were purely beneficial for U.S. national security, it would not necessar-
ily follow that the United States will become more secure as globaliza-
tion proceeds (because its favorable effects could be more than offset by
other forces), only that it will be more secure than it would be without
globalization. In short, the subject here is not how secure the United
States will be in an increasingly globalized world, but the differences in
that picture that are created by globalization.

The discussion that follows deals in turn with the consequences
of globalization for two principal categories of security threats to the
United States. The first is those from other states, the traditional focus
of defense policy, for which globalization’s impact on the distribution
of power is key. The second is threats posed by violent nonstate actors,
particularly transnational terrorist groups, for which globalization’s
effects on state capacity and axes of conflict loom large. The final sec-
tions of the chapter then consider how these shifts in the threat constel-
lation and in state capabilities affect the objectives and the instruments
of U.S. national security policy.

Two central arguments lie at the core of this essay. First, globalization
both reinforces and weakens American hegemony in the international
system: it shifts the distribution of relative power in favor of the United
States and its allies, but it constrains the autonomy and increasingly
limits the absolute capacities of states, including the hegemon. Second,
globalization is helping to shift the axes of conflict that face the United
States in the relatively near term, and is feeding the principal dangers to
the United States, although there is reason to expect that over the much
longer run it will tend to diminish them. Therefore, insofar as Ameri-
can liberal hegemony facilitates globalization, it contributes both to the
leading security threats against the United States and to its own gradual
erosion. What separates the creative self-destruction of liberal hege-
mony from the usual course of imperial rise and decline, and makes
it genuinely paradoxical, is that this pattern is a logical consequence
of the spread and entrenchment of a liberal order, the result of success
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rather than of failure.* This is not to say that American foreign policy
success is predestined, however, for if the United States fails to adapt
well to the demands of the globalizing world system, the potential for a
slow and graceful obsolescing of American hegemony could easily give
way to a far less comfortable future.

THE REDISTRIBUTION OF POWER

As the unchallenged global hegemon, the United States would seem to
be the state with the most to lose from fundamental changes in the
existing international political order. Indeed, as globalization is the
growth of forces beyond the control of states, its advance must neces-
sarily imply some measure of erosion of U.S. hegemony, assuming that
by hegemony, we mean the ability to shape the world as it desires and
not merely being the most powerful state. Yet there are three reasons
why U.S. leaders should be relatively sanguine about the consequences
of globalization for the balance of power, all of which relate to the basic
fact that globalization does not affect all states equally. First, the size,
power, and wealth of the United States tend to moderate the effects of
globalization, so that the process threatens U.S. security less than that
of most other states. Second, globalization is generally less beneficial —
or more toxic—for the states that pose the most significant security
threats to the United States than it is for modern Western powers, thus
strengthening the latter relative to the former. Finally, at least over the
long run, globalization should tend to drive the international system in
directions that are relatively compatible with the goals and principles of
the United States and the West, so that not being able to control these
forces is a problem that Americans should be able to tolerate. How-
ever, in diminishing the power of illiberal states, globalization may also
make them more dangerous to their neighbors, by increasing domestic
political incentives for the pursuit of aggressive foreign policies or by
contributing to internal conflicts that can spill over national borders.

Big Fish in a Big Pond

The scale of U.S. population, economy, and resources is the most basic
factor shaping the differential effects of globalization upon it and other
states. Continental size provides a significant degree of insulation from
the disruptive forces of globalizing exchange, information, and marketi-
zation. It not only cushions the effects of international economic crises
but also makes migratory population flows proportionally smaller than
they are for most other states, dilutes the political impact of external
media, and in general diminishes the extent to which stateless forces
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penetrate and affect the United States.” In short, if the sea gets rough,
larger ships are tossed about less violently than smaller ones.

This is essentially parallel to, though somewhat broader than, the
traditional international political economy argument that economic
interdependence affects small states more than large ones. Because the
United States is not an insular state like the Soviet Union, it is sheltered
less from the turbulent effects of globalization than another superpower
of its size might be, and it is not isolated from enjoying the benefits of
participation in the globalizing world economy (one of the factors that
helped to bring the Soviet economy, and thus the state, to its knees in
the 1980s).° Yet its size still provides a considerable measure of security,
so that other things being equal, the rising tide of globalization imper-
ils other states more than the United States, making generalized insta-
bility potentially attractive for the United States from a relative gains
perspective. Moreover, relatively stable growth over the long run offers
advantages for a state concerned with building and maintaining large,
high quality armed forces that are less significant for states that are not.
Finally, its role as the hegemon brings the United States a dispropor-
tionate share of the benefits of the economic pie that globalization is
helping to expand.”

The Relativity of Power

The second respect in which globalization provides relative security
advantages to the United States is that the countries posing the great-
est security threats to it tend to be poorly suited by their political and
economic systems to reap the full benefits of globalization. Conversely,
many natural or historical U.S. allies are greatly enriched by globaliza-
tion, even more than the United States in some cases, but few threats to
U.S. security interests are likely to emerge from their ranks.® As Alex-
ander Cooley notes, globalization did much to destroy the Soviet Union
and create a world in which the United States faces only comparatively
minor threats to its security’ Today the countries about which the
United States worries tend not to be as economically self-destructive as
the Soviet Union, but happily for the United States’s position in the dis-
tribution of power, globalization still presents problems for them. The
states that currently trouble U.S. grand strategy fall into two basic cat-
egories: one can be labeled reasonably as “rogue states,” and the other
has a single member, China."” (Failing states represent a third impor-
tant class, but they matter to the United States primarily because of
their potential contribution to threats from nonstate actors, addressed
in the next section of this chapter.)
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The term rogue state has often been ill used, but it arguably merits
rehabilitation. If we take the label literally, a rogue state can be conceived
as one that opposes the dominant international order and is willing to
defy it, usually in part because it has either withdrawn or been excluded
from membership in the system to the point that the opportunity costs
of lashing out against it are relatively low. By this definition rogue states
are not distinguished primarily by being anti-American, they need not
be (and usually are not) undeterrable, and they do not have to be minor
powers—Stalin’s Soviet Union and Hitler’s Germany were rogue states
by any sensible definition. Fortunately for Washington—and partly
because of globalization, it should be noted—today’s remaining rogue
states are a comparatively anemic lot: Iran and North Korea seem to be
its most prominent members, although Pakistan could perhaps be only
one assassination away from taking over that distinction." In general,
such states are potentially dangerous to the United States not because of
their ability to attack it directly, but because of the threats they can pose
to the security of states or the stability of regions that are important to
the United States."

Globalization may well make these states, and others that share
important domestic characteristics with them, more roguish, but it
does not do very much to make them more powerful. Police states,
theocracies, and countries that pursue economic or political isolation
are ill-suited to prosper in a world where economic success depends
on reasonably unfettered commerce, communication, and education.
Such inefficiencies are compounded in cases where important human
potential is squandered because the subjugation of women or ethnic
minority groups is intrinsic to the state’s political culture,” practices
that globalization should help to weaken through competitive market
pressures and the transnational spread of emancipatory ideas, a trend
that is further reinforced by the net migration of their best and bright-
est citizens to more prosperous and progressive states.'* Globalization
should cause significant internal disruption for some of these states as
well, in extreme cases, even placing the survival of their regimes or
their political systems at risk and forcing governments to concentrate
their resources on dealing with these threats."” As Marc Lynch explains,
globalization presents such problems for even the most progressive and
stable Arab countries.’® However, even where it is not actually desta-
bilizing, globalization should tend to shift the international distribu-
tion of power in favor of relatively liberal (mostly but not only Western)
states or others better able to adapt to its demands and for whom mar-
ketization is more natural.””
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China, on the other hand, is rapidly increasing in potential military
and economic power; the security threat it poses to the United States is
not so much that it will seek to replace America as the global hegemon,
at least not soon enough to matter for contemporary strategists, but
that it will become a regional aggressor."® China has met with consider-
able economic success in the globalizing world by relaxing central con-
trol of its economy, even though its ability to take full advantage of the
opportunities presented by globalization remains constrained by many
factors, particularly its illiberal political system," and thus poses a seri-
ous challenge to the claim that globalization will tend to weaken less
liberal countries more than the United States. Adam Segal describes in
detail the role of globalization in improving China’s access to the infor-
mation technology (IT) and human expertise it needs to modernize
its armed forces, as well as its contribution to the economic boom that
makes rapidly rising defense spending possible for Beijing (although he
also notes that both the pursuit and the effects of globalization-based
prosperity pose obstacles to the enhancement of Chinese military
power).”” Yet the proliferation of information and other technology has
also been exploited by the United States, whose military capabilities
have increased enormously in recent years, though the physical dimen-
sion of these advances is often deceptively inconspicuous: hardware
associated with intelligence collection, military command and control,
training simulators, and the like.” In many of these areas, even close
American allies are unable to keep pace. For China to plausibly try to
do so will require political and cultural reforms that will increase its
compatibility with the globalizing economy but are also likely to reduce
the potential of conflict with the United States even as they increase
China’s power potential.?

This is not to deny that China has grown more economically and
militarily powerful in recent decades, for of course it has, and indeed
this growth has been considerably greater as a result of globalization
than it would have been otherwise. However, Chinese power must be
considered in context, and although globalization has contributed to
China’s development, it has also helped fuel booms in many of China’s
neighbors. In particular, Taiwan’s involvement in the globalizing econ-
omy has greatly increased its wealth and power, and after decades of
investment preparing for the contingency, China still lacks the mili-
tary capabilities that would be required for a cross-strait invasion to
have good hope of success.”” Globalization has similarly helped make
many of China’s other neighbors into significantly capable players in
the East Asian security arena, and as China’s armed forces modernize,
these states will have ever greater incentives to balance against Beijing,
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limiting China’s prospects for regional hegemony and bolstering the
defense of U.S. interests in the region. Whether they will in fact do so
is uncertain, for states often fail to balance against rising powers, espe-
cially if their conduct is less than unmistakably threatening.>* However,
although China’s power is growing relative to that of many East Asian
states, a trend that is likely to continue as its economy and society mod-
ernize, globalization does not promise to make this power disparity sub-
stantially worse than it would otherwise be.> Small wonder that Chinese
leaders and analysts are ambivalent about globalization, fearful of its
consequences for political stability while needing the growth it facilitates
to legitimize their government, and recognizing that the United States is
in a better position to reap many of its benefits than they are.?

Thus, compared to China or Iran, let alone a state such as North
Korea, the United States and like-minded powers should be able to cope
relatively well with an environment in which international commerce,
travel, and communication are becoming faster, denser, and more diffi-
cult for states to control without incurring excessive opportunity costs.
The power of the United States should increase relative to that of its
principal adversaries as a result of globalization, or else its adversar-
ies should become less hostile as a result of reforming in order to reap
greater benefits from globalization (a possibility of which contemporary
Libya may provide an example). However, this emphatically does not
mean that China will actually fall behind in its effort to catch up with
American military capabilities, for even if globalization is impeding
this pursuit, China’s long-delayed economic modernization provides
great impetus for it and makes China’s eventual—albeit far from immi-
nent—emergence as a superpower virtually certain (provided that it
does not fragment into a set of smaller countries before this happens).”
Moreover, China’s ability to threaten U.S. security interests in East Asia
does not necessarily depend on it being able to increase its overall mili-
tary power relative to the United States.?®

This prospect also does not mean that globalization will necessarily
make the United States more secure in the future. As strategists and
national leaders have understood at least since the 1930s, being more
powerful relative to other states is not the same thing as being less
vulnerable to attack, even though the two naturally do tend to vary
together.”” The relationship between power and security can diverge
for a variety of reasons, some of which may be affected by globaliza-
tion (such as the rise of nonstate enemies, as will be discussed below),
although others will have little to do with it (for example, shifts in mili-
tary technology such as the development of ballistic missiles making
attacks intrinsically more difficult to defend against). At a minimum,
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the informational dimension of globalization is likely to facilitate both
cyber attacks and propaganda-based information warfare threats,
while restricting opportunities for some other types of military action,
such as attacks requiring the covert mobilization of forces that are more
easily detected in a world of rapid, global communications by the press
and other unofficial observers. States anticipating the possibility of
conflict with the United States are especially likely to embrace oppor-
tunities for unconventional strategies and policy instruments because
of the demonstrated effectiveness of U.S. military capabilities against
conventional military opponents.

Making the World Safer for Liberalism

The third reason that globalization should be relatively benign for the
United States is arguably the most important of all, though its subtlety
makes it easy to overlook. Globalization as it currently exists is largely a
manifestation of the success of liberal political and economic principles
in the international system, particularly individual freedom of move-
ment, expression, and communication.”> Whether the United States
deliberately laid the groundwork for globalization does not greatly mat-
ter—even to the extent that this is true, it is not necessarily the case
that a state’s actions will work to its advantage as intended over the long
run. What is significant is that globalization is doing more to remake
the world not in the image of the West, but in ways that are increasingly
compatible with Western security interests than it is pushing it in the
opposite direction.” These effects are very uneven, but even where glo-
balization is not yet producing substantial liberalization, for example in
most of the Arab Middle East, it generally does not appear to be making
states substantially less liberal than they would otherwise have been,
though it is certainly helping to make some of them less stable.*

Thus, although globalization gradually chips away at U.S. hegemony,
as the importance of forces over which states do not easily have con-
trol increases, it also tends to make that hegemony progressively less
essential to the achievement of many basic American foreign policy
objectives. For example, if globalization creates incentives for states to
eschew protectionism, it becomes less important for the United States
to promote and defend openness in international trade. To say that
globalization is simply the withering away of a system of hegemonic
control whose purposes have been achieved would be a great exaggera-
tion—after all, there are dimensions of state control over events that
liberal statesmen certainly do not wish to see erode. However, much
as Britain was relatively comfortable with the United States acceding



The Paradox of Liberal Hegemony « 151

to the role of global hegemon in an earlier era because the two states
favored roughly the same future for the international system, so the
United States should fear having its power displaced by globalization
far less than an illiberal state would.

The Disruption of Change

That globalization is highly problematic for many other states poses
problems for the United States, however. Economic and political
instability as a result of changes in the distribution of wealth and the
weakening of traditional cultural systems, for example, is a frequent
consequence of globalization, both in states that resist it and in those
that eagerly embrace it as the path to modernity and prosperity.** These
in turn can lead to international security threats in at least three ways,
though each is usually produced by a combination of forces of which
only some are closely related to globalization. One is by generating
internal conflicts, typically along lines of regional, class, ethnic, or reli-
gious divisions, that spill over into neighboring states. Some of these
matter to United States foreign policy, if at all, only because of their
humanitarian effects; others may impinge on deeper national inter-
ests. Second, regimes facing the threat of internal unrest may turn to
aggressive international behavior either to distract their citizens or to
gain wealth through conquest or coercion that can be used to shore up
their domestic problems. Finally, instability can lead to partial or com-
plete state failure, creating geographical or functional power vacuums
that terrorist groups or other dangerous organizations can exploit, a
threat to which the next section will return. Thus, for example, glo-
balization may reasonably be said to have contributed significantly to
the outbreak of the Yugoslav wars of secession, the Falklands War, and
multiple conflicts in post-Soviet central Asia and the Caucasus, respec-
tively. As instability in once peripheral parts of the world becomes more
and more difficult for the United States to ignore safely (more on this
below), in large part because of globalization, dealing with such events
increasingly demands American attention and resources.

THE EMERGENCE OF TRANSNATIONAL THREATS

If the good news about globalization for U.S. national security is that
it should tend overall, if inconsistently, to reduce the severity of tra-
ditional military threats from other countries, the bad news is that it
facilitates the emergence of a new class of nonstate enemies. Specifi-
cally, globalization creates conditions under which transnational ter-
rorist groups and other violent nonstate actors can better develop and
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perhaps thrive, among which the preeminent concern for American
grand strategists is radical Islamist groups mounting terrorist attacks
against the United States and its allies.” Although such enemies can-
not imperil the national survival of a power such as the United States,
they do have the capability to inflict serious harm and are more likely
to attack than is any state.*® The extent to which globalization will, on
the whole, mobilize people to participate in such organizations is less
certain, but it seems likely to continue to do so in the near term, even
though over the long run the advance of modernity should diminish
the threats posed by those who resist it.

Terrorists have, of course, existed for centuries, usually in the form
either of insurgent or separatist groups internal to individual states that
practice terrorism as a tactic of irregular warfare, sometimes creating
serious local security problems but affecting the broader international
security environment only slightly, or small groups of criminals or ide-
ological or religious zealots that may present the states they attack with
a significant law enforcement challenge but are of little consequence for
national security.”” However, there is another, more recent class of ter-
rorist organization, currently but imperfectly exemplified by al Qaeda,
that can actually pose a genuine security threat to the United States; for
want of a better term, I use the label “hyperterrorist” for such groups.*®
The potential for them to exist and operate is intimately connected to
globalization, and the motivations of their members may often be as
well, though neither is a product of globalization alone.

Evolving Predators

A hyperterrorist group is essentially the terrorist ideal, the sort of ter-
rorist organization that has been commonplace in movies for decades
but is rarely approximated in real life, so it is best viewed as an ideal type
rather than a description of existing groups.* It is defined by a combina-
tion of three characteristics, each of which makes such groups difficult
to deal with by traditional means. The first is structural: hyperterror-
ist organizations are genuinely transnational political entities, neither
dependent on nor beholden to any state or set of states for their survival
and ability to function, although the policies of states will inevitably
shape the spaces in which they can operate. Although a hyperterror-
ist group may exercise effective control over territory—potentially
even over states themselves as al Qaeda did in Afghanistan prior to the
destruction of the Taliban—and be the stronger for it, it is fundamen-
tally nonterritorial in nature. Second, the destructive capabilities of
hyperterrorist groups rival those of at least very small states and can be
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projected well beyond a single area of operations. This is partly a matter
of scale, with the sheer size and wealth of a group like al Qaeda setting
it apart from lesser terrorists. However, quality matters even more than
quantity, and it is a terrorist entity’s organizational sophistication, the
specialized skills of its key personnel, and the sagacity of its leadership
that make the greatest difference between being a manageable threat to
its enemy’s peace of mind and posing a significant threat to its national
security. Finally, hyperterrorists are distinguished by the nature and
intensity of their ideologies: their objectives are essentially uncondi-
tional and are unlimited, transcendental, or simply so extreme that any
meaningful accommodation of them by their adversaries is difficult
or even inconceivable, and their commitment to the pursuit of these
objectives overrides any other goals they may seek.*’

Dealing with terrorist groups that possess these characteristics is
particularly problematic for national security strategists. Genuinely
transnational terrorists possess little in the way of vulnerable targets
against which to apply punitive coercive pressure and do not depend
on sponsors who might themselves be susceptible to such threats.*
Similarly, their resources and fanaticism, along with the inherent dif-
ficulty of defending against terrorist attacks, make deterrence by denial
unlikely to succeed, while their ability to operate transnationally greatly
complicates the problem of completely disabling them. Nor is accom-
modation feasible against an adversary that is committed to pursuing
essentially unlimited goals, in contrast to its frequent utility when deal-
ing with terrorists seeking more limited ends, such as regional auton-
omy for their homelands or better treatment of laboratory animals. In
this sense, globalization limits state capacity to deal with such threats
not by reducing defensive capabilities that previously existed, but by
encouraging the emergence of enemies that are intrinsically difficult
for traditional strategies to defeat.

Unfortunately, globalization does not only enable the emergence of
occasional groups that approximate the full hyperterrorist model. It
also facilitates threats from terrorists and other nonstate actors who
possess only some of these characteristics, ranging from wealthy and
powerful Colombian drug cartels and insurgents to locally focused but
highly capable terrorist groups such as Hamas and the Tamil Tigers to
fanatical antigovernment extremist groups in the American hinterland.
So far, none of these has truly reached the point of appearing to pose a
serious threat to U.S. national security, but they do imperil important
U.S. allies and interests, threaten the safety of Americans at home or
abroad, and as with al Qaeda, the worst may be yet to come.
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Although it is common to discuss al Qaeda as if it were the greatest
possible terrorist threat to the United States, and to place it at the far
edge of the scariest corner of briefing chart graphics depicting terror-
ists’ capabilities and objectives, this is highly optimistic. In fact, it is
no more than an imperfect prototype of the hyperterrorist ideal, upon
which any successor groups are likely to try to improve. With respect
to ideology and motivation, al Qaeda would be fairly hard to surpass,
for although the United States could face more ideologically extreme
enemies, there are not likely to be many anti-American ideologies that
would simultaneously exceed its jihadist Islam both in extremity and in
their appeal to potential members and supporters. Organizationally, the
ideal hyperterrorist group should exist entirely in what might be called
virtual territory, even more fully exploiting the effects of globalization
to organize and operate in myriad interstitial spaces within societies
around the world. It should also be organized in a robust, nonhierarchi-
cal manner to minimize the effects of damage to the network without
sacrificing operational effectiveness, something at which some Palestin-
ian terrorist groups excel, and although al Qaeda may be evolving along
such lines, it was far from having such a structure in its heyday. But it
is with respect to its strategic and destructive capabilities that al Qaeda
fortunately falls shortest of what a more advanced terrorist organiza-
tion might look like on at least two levels. First, al Qaeda’s attacks other
than the September 11, 2001, operation have employed relatively mod-
est means compared to the possibilities presented by the marketplace
of modern unconventional violence. It is easy to picture (and unneces-
sary to list) ways in which future terrorist campaigns might potentially
be far more destructive, with other possibilities paling beside that of
nuclear terrorism.*> Second, future hyperterrorist groups might also be
much more capable than al Qaeda on the human dimension. Although
al Qaeda is a large organization with thousands of members, relatively
few of them possess specialized skills well-suited to conducting major
terrorist operations against Western targets, and although many of its
members are well-educated by Arab standards that adverbial qualifier
is an important one.* An equally well-disciplined but smaller group
consisting primarily of personnel capable of operating easily in the
West could be far more dangerous.** All of these developments would
be facilitated by globalization.

The Globalization of Insecurity

Globalization is a necessary prerequisite for powerful transnational
terrorist groups to emerge and function, almost by definition, and it
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is important to all three of the dimensions discussed above to vary-
ing degrees. Rapid, dense international travel and communication are
clearly central to the formation and the maintenance of dynamic trans-
national organizations, all the more so for decentralized ones and those
with powerful enemies. This may be especially crucial for the growth of
groups fighting to promote very extreme ideologies: although they can
be cultivated, true extremists tend to be in short supply,* but the “eBay
effect” of modern telecommunications, and particularly the Internet—
enabling small numbers of individuals who share an unusual interest or
goal to find each other and collaborate effectively—creates the oppor-
tunity to unite dispersed but like-minded enthusiasts for a cause into
a coherent organization, and IT greatly facilitates their operations.*t
More subtly, globalization helps to create more potentially useful
recruits by expanding the range of education and information available
to them. The ability to move people, weapons, money, and information
across borders is also central to the operational effectiveness of inter-
national terrorists, and it increases their prospects for acquiring the
skills, knowledge, and tools required to cause destruction repeatedly
on a large scale.”” Expanding international travel and migration also
makes terrorists better able to blend in to increasingly heterogeneous
societies far removed from their homelands, and globalization creates
new opportunities for innovative terrorists to cause harm by encour-
aging technological developments such as large airliners, container-
ized shipping, and widespread computer networks. Finally, although
transnational terrorists can by definition function without having use
of their own territory on a significant scale, almost all terrorist groups
benefit greatly from being able to control their own real estate. As overt
state sponsorship of international terrorists becomes less common, ter-
rorist sanctuaries are increasingly likely to be the product of state fail-
ures, when a government either collapses altogether or loses the ability
to exercise effective control over part of its territory, and globalization
can contribute significantly to such failures.*®

Yet hyperterrorist groups per se have appeared very infrequently—
indeed, al Qaeda is nearly the first to emerge*—even though they have
been feasible for many years. Although the potential for hyperterrorists
grows along with globalization, globalization is merely a new label for
a trend that has been actively underway at least since the eighteenth
century. And although the threat of nuclear, biological, and other
exotic forms of terrorist attack is relatively recent, major acts of terror-
ism merely require technology that was familiar a hundred years ago:
high explosives, repeating firearms, telegraphy, and a level of indus-
trialization that concentrates large numbers of people in vulnerable
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targets such as steamships, trains, and factories. For example, ninety
years before the September 11 attacks, nineteen fanatical and well-
trained anti-British terrorists could certainly have embarked aboard a
pre-World War I transatlantic liner carrying with them the means to
sink the vessel or to seize control and of the ship and scuttle it, killing
thousands.”® Nor have large, sophisticated, covert international organi-
zations emerged only during the computer age.

Various factors contribute to this absence of hyperterrorists in the
fossil record, beyond the fact that globalization used to be less advanced
than it is today. For example, prior to the end of the Cold War, those
desiring political change could do so by embracing states with differ-
ent ideologies—and in some cases, such powers would work to prevent
would-be revolutionaries from striking out on their own, or from turn-
ing to large-scale terrorism. Much of the explanation for hyperterror-
ists appearing on the scene only recently relates to the importance of
entrepreneurial innovation: until Osama bin Laden came along, no one
had combined the vision, leadership abilities, resources, motivation,
and luck required to get such a hyperterrorist operation off the ground.
However, globalization also plays a role by helping to create a target that
appears worth forming an elaborate transnational network to attack:
not only unipolarity but also modern communications and U.S. cul-
tural hegemony help to make the United States into a worldwide light-
ning rod for discontent that usually begins at the local level.

Terrorism, like crime, requires more than mere opportunity; it also
depends on motivation. The direct and indirect consequences of glo-
balization—economic, political, and, perhaps most powerfully, cultural
and social—can and do contribute powerfully to extremist motivations
for terrorism in general and terrorism directed against the United States
as the leading source and preeminent symbol of globalization in par-
ticular.”® As Marc Lynch observes, “It is almost impossible to overstate
the extent to which Arab intellectuals view globalization as a threat,
in spite of its apparent empirical irrelevance to the region.” Global-
ization encourages its real and imagined victims to rally around those
who offer an alternative future, and to the extent that globalization
and Americanization appear—not without reason—to be synonymous,
this should translate into opposition—and, to the extent that it appears
potentially effective, active hostility—toward the United States. These
effects on the political environment of the terrorists may also create
incentives (and remove disincentives) for mounting spectacular, very
high casualty attacks.”
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Globalization increases the aggregate economic well-being of the
international system, and the gradual spread of modernity, prosperity,
and liberal political systems can be expected overall to diminish violent
political conflict and unrest—eventually.’* To the extent that hyper-
terrorists are created by globalization, they should be a transitional
phenomenon, but the period of transition will not be brief, and where
states are particularly bad at adapting to the new reality, it could drag
on almost indefinitely. On the other hand, as globalization proceeds,
both the numbers and the resources of states with an interest in defend-
ing the system against adversaries such as al Qaeda should continue
to grow, offering a more immediate silver lining to the relationship
between terrorism and globalization.

THE GLOBALIZATION OF U.S. GEOPOLITICAL INTERESTS

In addition to increasing the power of the United States relative to its
traditional rivals, while diminishing American control over the inter-
national system in absolute terms and contributing to new classes of
threats, globalization will also tend to expand the scope of U.S. security
interests by diminishing the traditional difference between core and
periphery.” The increasing speed, density, and uncontrollability of the
international movement of people, goods, and information reduce the
physical and temporal barriers that separate states. One part of this
pattern—the diminution of distance—is not a consequence of global-
ization, but rather one result of technological developments that also
drive globalization to a considerable degree. Even those who have never
heard of globalization are familiar with the idea that improvements in
methods of transportation and communication are making the world
a progressively smaller place, and it is hardly necessary to list the inno-
vations that have accelerated travel, commerce, and communication
between distant locations by many orders of magnitude over the centu-
ries. The same sorts of forces have made it possible to project military
power at ever-increasing speeds and ranges, compelling states to pay
greater attention than they once did to distant neighbors or to potential
enemies on the other sides of physical barriers such as oceans or moun-
tain ranges. As the geography of warfare and trade becomes shaped less
by shipping and railroads and more by air transport and telecommuni-
cations, MacKinder’s global “heartland” is expanding, with the ranks
of marginalized states on the periphery gradually decreasing.*

The other factors that contribute to this drift toward the formation
of a geopolitical Pangaea are central to globalization per se, however.
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International movement and contact are not only becoming easier and
more rapid, but also far more frequent and more challenging for states
to control, or even to monitor—although as Herrera notes, their ability
to exploit IT for surveillance is greater than is often appreciated.”” This
increase in density is a natural result of technology making travel and
communication easier and cheaper, but not an inevitable one, as a
number of seclusionary states have demonstrated over the years. How-
ever, globalization punishes such states with serious opportunity costs:
economic and informational isolation will interfere with creating the
wealth that underpins national power (and is also likely to be politically
unpopular among its domestic victims). The result is that most states
are far less insulated from physical and intellectual contact with the
outside world than they were even as recently as a generation ago.

International borders thus become increasingly porous to move-
ments of people, goods, and information.*® This increases the suscepti-
bility of the United States to threats emanating from parts of the world
that were once comfortably far away.” It also increases the potential
for the transnational spread of local instability to states whose stability
or friendship is important to U.S. security, not only across contiguous
borders but also along lines of cultural and other communication. Most
importantly, the United States has increasing reasons for concern about
terrorist enemies establishing bases or sanctuaries in effectively ungov-
erned territory, even when these locations are in relative backwaters.

Other things being equal, this globalization of interests ought to
point the United States (and the West) toward adopting an increas-
ingly constabulary foreign policy, actively seeking to avert, contain, or
quash potentially dangerous developments in states around the world
on the grounds that threats to important national interests can now
come from anywhere. Indeed, U.S. policy has already moved in this
direction to a significant degree, albeit only by fits and starts. Truly
embracing the constabulary option would be an interesting strategic
course to pursue, but would also be difficult and expensive, for if the
entire world matters, there is going to be a lot to do. Mobilizing and sus-
taining American domestic political support for spending substantial
blood and treasure to deal with threats that are distant (both in geogra-
phy and time), often highly ambiguous, and that must be addressed in
many cases through patient, long-term engagement is challenging, and
is likely to be all the more so as a result of the experience of occupy-
ing Iraq. It might nevertheless be cost-effective, however, if it could be
conducted efliciently and if enough of the protothreats were expected to
metastasize into true dangers sufficiently severe to make systematically
interdicting them worthwhile.®
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ADAPTING TO SECURITY CLIMATE CHANGE

Globalization is one of a number of forces that will shape the interna-
tional security environment of the next several decades. Because it is not
the only one and, for the United States at least, is probably not even the
most important of these, understanding how to deal with the effects of
globalization does not reveal what future U.S. foreign policy ought to look
like. Nevertheless, there are a number of ways (in addition to the above)
in which the design and conduct of American foreign policy ought to
evolve to thrive in an increasingly globalized international system.

Before examining some of these prescriptions, however, it is appro-
priate to note that there is an alternative policy trajectory open to U.S.
leaders, at least in theory. As Kirshner notes in his introduction to this
volume, globalization is to a considerable extent the result of state pol-
icies, above all the policies of the United States, which has generally
favored the march of globalization since 1945 and in some cases has
acted energetically to promote it." However, Washington could choose
to pursue a different approach in the future, seeking systematically to
retard and even to reverse globalization on the grounds that its security,
economic, or other costs outweigh its benefits to the United States. Such
a policy course would probably be supported by a number of domestic
interests from both the protectionist left and the isolationist right, and
even today, although it appears unlikely, it is not inconceivable. Given
the right combination of catalysts, perhaps including a combination
of domestic economic crisis and a major escalation of terrorist attacks
against U.S. interests at home and abroad, it could become considerably
more likely in spite of its potentially enormous costs.

But as other states have demonstrated in the past, most conspicu-
ously the Soviet Union, rejecting globalization simply by opting out of
it is a losing strategy. The U.S. economy would not collapse like North
Korea’s if Americans decided to fence themselves off from interna-
tional exchange, information flows, and marketization, but it would be
condemned to relative decline, as the rest of the international system
adapted to the U.S. exit and carried on reaping the benefits of global-
ization.*? Instead, the United States would need to fight globalization
far more actively, working to promote barriers to trade and migra-
tion, inciting the fragmentation of the international community into
regional and subregional blocs, and fomenting xenophobia—in short,
persuading other states to join it in a comprehensive rejection of glo-
balization. This would be difficult and expensive, even for the hegemon,
and it would require the United States to embrace a set of preferences
that fundamentally contradict the dominant American norms of the
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past sixty-five years.”® Yet because globalization is not an unalloyed
boon even for the United States, the possibility of such a policy will
persist.

Distribution of Power: Keeping Your Friends Close

It is with respect to the balance of power that the security implications
of globalization are the most positive for the United States. The differ-
ential effects of globalization generally favor the United States relative
to the states most likely to pose security threats to it, reinforcing U.S.
preeminence, particularly in the military arena. Yet it would be a mis-
take to interpret globalization as strengthening the case for unilateral-
ism in American foreign policy.

There are at least four interconnected reasons why globalization
actually increases the value of allies for the unrivaled liberal hegemon.
The first follows from the tendency of globalization to contribute to
the formation of transnational, stateless threats. Threats that are firmly
rooted in individual states are the easiest to address through unilateral
means, whether through brute force or coercive pressure against the
local government. The closer the adversary moves toward the slippery,
stateless end of the spectrum, the less able any single state, even the
United States, will be to suppress it wherever it might decide to operate.
Within this broad generalization, the need for allies and partners will
vary by policy type: U.S. military force will often continue to be usable
with essentially full effectiveness in a close-to-unilateral way, while
effectively attacking adversaries’ finances or conducting transnational
policing against terrorists generally requires very extensive interna-
tional cooperation if the target is not to slip through the net.**

Second, as U.S. security interests become even more global because
enemies in the periphery are no longer safe to ignore, and the more the
United States moves toward a constabulary security strategy as a result,
the more important the participation of allies becomes. This is not so
much because resource contributions from partners would be neces-
sary to sustain an ambitious intervention strategy, true though this is,
as it is due to the daunting challenge of having deep area expertise and
skillful diplomacy available to use virtually everywhere in the world.
Over the long run, globalization itself may help to provide capable and
sympathetic allies by promoting economic growth and liberal moder-
nity in regions of the world where this has been in short supply. In the
nearer term, however, it may have greater impact as a catalyst of insta-
bility, complicating more than assisting with the challenge of stabiliz-
ing the decreasingly peripheral periphery.
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Third, globalization increases the likely prominence of counterinsur-
gency and related types of warfare on the U.S. military task list, which
creates resource problems for the U.S. armed forces of which recent
personnel demands from the Iraq occupation are only the most recent
and visible example. The problem for the United States is that improve-
ments in military technology enable fewer people to achieve more on
the battlefield, but this is far truer for high-intensity conflict against
conventional armies than it is in low-intensity conflict, peace opera-
tions, and other military missions that depend on face-to-face contact
with local populations. The United States is large and populous, but if it
is going to conduct a lot of counterinsurgency warfare and other labor-
intensive operations, assistance from allies will be indispensable.

Finally, as U.S. security interest proliferate, allies are necessary to
provide bases and other support for American military forces. Although
projecting power intercontinentally is more feasible than it used to
be, it remains very ineflicient, and is altogether impractical even for
the United States in most types of sustained military operations. This
does not necessarily mean that large U.S. forces must be permanently
stationed around the world, but if they are to deploy forward from
North America in times of crisis this will still work best if substan-
tial infrastructure and equipment is already located in theater. More-
over, as potential adversaries develop improved capabilities to attack
fixed bases, it will be desirable to have available more than a few easily
predictable and irreplaceable basing options in each region of interest.
Such facilities need not be American-owned, but they should not have
to be hurriedly improvised if they are suddenly needed.

State Capacity: The Policy Integration Challenge

The more U.S. security policy comes to focus upon the sorts of diverse
threats that should be favored and facilitated by globalization, the
greater the extent to which effective policy measures will require means
other than—or in addition to—military force, as the ongoing campaign
against al Qaeda aptly illustrates. Addressing security threats has never
been an exclusively military problem, especially when seeking to pre-
vent the emergence of threats instead of waiting to fend them off after
they appear. However, it is becoming more and more difficult to pretend
that armed force is enough, and to get by pursuing policies built on the
premise that the nonmilitary dimensions of security policy are mere
appendices to the use of military force. This challenge is compounded
by the ways in which globalization acts to erode state capacity, which
further increases the need for the United States and its allies to employ
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the full spectrum of means that are available to them with efficiency
and subtlety.

Itwould be rather peevish for a country that spent forty years obsessed
with the Soviet menace to complain too strongly about finding that its
principal security threats have now been reduced to ones usually best
dealt with using police instead of armies, but this is in some respects
bad news for American security policymakers. Of course, it is problem-
atic for anything to limit the utility of military power when you possess
so much of it. Perhaps more daunting in terms of practical policy, how-
ever, is that all of these considerations suggest that it is imperative for
the United States to devote considerable effort to dramatically improv-
ing “interagency” coordination in its security policy—the integration
of military, diplomatic, intelligence, law enforcement, and other efforts
into a coherent whole that is more instead of less than the sum of its
parts. This is a notoriously difficult problem for a host of reasons, as
illustrated by the planning of the U.S.-led invasion, occupation, and
reconstruction of Iraq, and by the checkered history of U.S. counter-
terrorism policy.

Axes of Conflict: War Is Politics

Finally, and closely related to the preceding issues, perhaps the most
visible implication of globalization for the conduct of U.S. security pol-
icy is the growing importance of public diplomacy.®® As global informa-
tion networks expand and proliferate into the emergent hypermedia
environment, and globalization makes public opinion increasingly
important in many states, this dimension of foreign policy becomes
evermore powerful as both a frequent threat to and a potential instru-
ment of American policy.* Unfortunately, it is a realm in which the U.S.
government and armed forces have not traditionally excelled, to put it
kindly, as has been demonstrated during a number of recent military
operations, though sometimes these deficiencies have been masked by
similar or even worse performances by U.S. adversaries.

In general, the armed forces (and often the national leaders) of the
United States tend to be vastly less adept at communicating persua-
sively with international audiences than with the American populace,
who not only have been intrinsically receptive to official statements
in recent years, but tend to be quite ill-informed about international
events and to have little exposure to hostile sources of information.*’
To expect that globalization will make domestic U.S. audiences sub-
stantially more active and critical consumers of the news seems over-
optimistic, so instead the purveyors of public information will need to
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take it upon themselves to improve the effectiveness of their product in
the globalizing information marketplace.

One place where reform might begin in the military arena would
be to reverse the developing subordination of public affairs to “infor-
mation operations” (an extremely broad category also encompassing
cyberwar, psychological operations, and other components), in which
propaganda directed at the enemy looms particularly large. In the cur-
rent hypermedia environment, the traditional doctrine separating pub-
lic information from propaganda has become obsolete, forcing a choice
to be made as to whether it is preferable not to lie when conducting
public affairs and sacrifice some opportunities to mislead the enemy
through propaganda, or to maximize the effectiveness of offensive
information operations at the cost of deceiving U.S. and allied citizens
about the military operations being conducted in their name. Similarly,
it has become more and more difficult to conduct apparently contra-
dictory or inconsistent policies in different parts of the world, because
each audience will have the ability to see both local and distant actions.
As General Chuck Horner, the coalition air commander in the 1991
Gulf War, argues,

Sure we can try to manipulate the press, and the press can attempt
to manipulate the truth; but in the end there is enough integrity
in both the military and the media to make sure most of the truth
gets out to the world.... The CNN Effect means that God’s looking
over your shoulder all the time, and I think it is a blessing. It is not
pleasant, and you take hits, but in the end it brings out the best in
mankind when he is out doing his worst, waging war.5®

THE IMPORTANCE OF CHOICE

Globalization is only one of several factors contributing to the ongoing
decline in state-based security threats to the United States and the rise
of threats from nonstate adversaries. For all its disturbing features, this
trend is to a considerable degree the product of American success in
international politics, and while the new threats and axes of conflict,
particularly the rise of rabid Islamist extremism, are less simple to deal
with than the principal security threats the United States faced in the
twentieth century, they are also less severe. Globalization does indeed
threaten U.S. hegemony over the long run, but hegemony should be
viewed not as the goal of liberal national security policy, but as a means
to achieve more fundamental objectives, and these interests are served
by globalization more than they are endangered by it.



164 « Karl P. Mueller

This assessment of the impact of globalization upon the evolving
constellation of security threats facing the United States is a relatively
optimistic one, particularly over the long term. In spite of the dangers
it poses, globalization is a trend with which the United States should
be able to live more compatibly than the subjects of most of the other
regional chapters in this volume—and this is fortunate for Americans,
because globalization is for all practical purposes something with which
we must live, whether we like it or not. However, this scenario is only
potentially, not inevitably, rosy. The forces of globalization are powerful
and failing to adapt appropriately to them could well make the differ-
ence between the United States gradually and comfortably slipping into
hegemon emeritus status, enjoying similar benefits but with less work,
or spending long years disconsolately reminiscing about how much
nicer the world was before everything became so complicated.
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Arguably the greatest threat posed to the United States by terrorists like al Qaeda
is that their attacks will trigger a catastrophic overreaction in which the United
States sacrifices some of the liberties and principles upon which it is based in order
to increase the efficacy of its counterterrorist policies. This is the only way in which
al Qaeda could plausibly destroy the “American way of life” that it is often said to
imperil; fortunately, it is a path to victory that the United States can deny to the ter-
rorists by refusing to play along.

On the evolution of terrorism, see Bruce Hoffman, “Terrorism Trends and Pros-
pects,” in Countering the New Terrorism, ed. Ian O. Lesser et al. (Santa Monica, CA:
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during the Cold War.
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in the normal course of events; moreover, their value is instrumental and would
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unless they surrender is likely to be futile.

It is easy to exaggerate even the destructive potential of a terrorist group armed with
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GLOBALIZATION AND ARAB SECURITY

Marc Lynch

IN CONVENTIONAL USAGE OF THE CONCEPT of globalization, the Arab
Middle East is indisputably one of the least globalized regions in the
world: state-dominated economies, relatively closed borders, controlled
flows of information, low levels of domestic liberalization, and a highly
ambivalent relationship with Western cultural products. Arab competi-
tiveness has dramatically declined over the decades, as economies stag-
nate and population explodes. Outside of oil (and political violence), it
produces few goods that are competitive on international markets. The
region is almost completely excluded from the flows of private capital
that have driven globalized finance—the Middle East attracts less pri-
vate investment than even sub-Saharan Africa.! Attempts at regional
integration have always failed. Perpetual risk of war and the fears gen-
erated by Islamist extremism allow states to justify extensive internal
security apparatuses and tight border controls, as well as to postpone
moves to democracy. Even the functional interdependencies of labor
migration from the poorer and more populous Arab states to the Gulf
have declined over the last decade, as the Gulf states turn to less politi-
cally suspect Asian and African workers in place of Palestinians and
other Arabs.

This recitation of the region’s economic failings misses the profound
impact on security of the deeper underlying processes of globalization
emphasized in this book.? For all its marginality in terms of global trade
and financial flows, the Arab Middle East has been deeply affected by
the transformation in the global flows of information and people. The
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impact of a market-seeking transnational Arab media arguably exceeds
that to be found in any other part of the world. Labor migration and the
impact of cheap travel and communications technology on the relation-
ship between these diasporas and homeland politics have profoundly
affected the region. The Arab Middle East stands at the center of the
conflicts and fears associated with the backlash against the globaliza-
tion and Americanization of culture. Both in terms of internal chal-
lenges to the domestic security and stability of Arab states, and in terms
of the impact of regional actors on global security, tight and explicit
causal relationships exist between particular processes of globalization
and national security.’

Defining globalization as “relatively general phenomena that are
stateless and uncoordinated, and that have little inherent regard for
national borders” directs attention toward specific processes rather than
to grand claims about systemic transformation. Although the Middle
East has been largely excluded from economic globalization, it has been
deeply reshaped by other processes of globalization. I emphasize three
globalization processes that combine to produce a genuinely distinc-
tive set of security challenges: marketization, information and commu-
nication technologies, labor migration. These processes together have
reshaped the security environment for states, the region as a whole,
and the wider international system. These changes have brought a more
intense American involvement in the region while shifting local bal-
ances of power and restructuring perceptions of threat. More broadly,
the intersection of blocked domestic political systems and struggling
economies with a radically transformed information environment has
presented great challenges to Arab states. Their responses—including
the externalization of domestic challenges and defensive responses to
a new public opinion—in turn create new security threats. Both states
and their challengers have adapted creatively to the new conditions cre-
ated by globalization. Indeed, the “war on terror” in the Middle East
largely revolves around this competition between states and their chal-
lengers to seize the opportunities while minimizing the challenges pre-
sented by globalization processes.

It is important to be clear about what this chapter does not do. It
does not examine all of the myriad security issues confronting the Mid-
dle East. Instead, I discuss only those security issues with a tight and
explicit link to the processes of globalization that define this volume.
In some areas, the linkages are clear and direct; in others, the linkages
reflect more second-order security effects. I do not make a monocausal
claim that globalization is uniquely responsible for these security
problems. Nor do I argue that any one of the processes described is
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historically unprecedented. Instead, the argument is conjunctural: that
globalization processes intervened and reshaped a range of challenges,
problems, and incentives at a particular historical moment. The pres-
sures of economic globalization, especially after the end of the Cold
War, framed a set of undesirable political choices for most Arab states.
Economic reform and demands for democratic opening alike threat-
ened the power of entrenched elites. Limited political openings in many
Arab countries in the early 1990s amounted to little, as regimes soon
clamped down again. Tentative moves to privatization and economic
liberalization similarly ran aground in most cases. As both political
and economic conditions stagnated, the nature of political opposition
began to change. Before the 1990s, Islamism primarily took the form of
domestic challenges to the secular nationalist authoritarian regimes of
the Arab world. With the Algerian and Egyptian descent into civil war,
repression took the place of attempts at inclusion through much of the
Arab world. This repression, although exacting a horrible human cost
and devastating political and civil society, largely succeeded in either
eliminating radical Islamists or driving them from their countries. The
transnationalization of radical Islam follows directly from their domes-
tic failures—they shifted their focus abroad because they had no other
real alternative.

This shift of focus came at just the historical moment when global-
ization was creating new opportunities for transnational networks.
Information (media and communications) globalization transformed
political perspectives, both through transnational media and through
vastly increased possibilities for communication and organization. The
emergence of satellite television stations, especially Al Jazeera, focused
political attention on broad regional issues—Palestine, Iraq, and later
the war on terror—while blasting Arab states for their impotence in the
face of these collective problems. Labor diasporas, more closely tied to
homeland politics through new communications technology, further
broke down geographical conceptions of state borders and security.
The growing European and American Arab diaspora contributed to the
globalization of Islamic dissent, as the Internet and easier international
travel allowed groups like al Qaeda to organize in ways which would
not have been previously possible. European cities such as London,
Hamburg, and Paris became central nodes of the Islamist network,
making it impossible to maintain a strictly geographical definition of
the Middle East. American unipolar dominance and deep involvement
in the politics of the region made it a strategic target for dissatisfied
actors. Hence, 9/11 and the closing of the circle.
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GLOBALIZATION PROCESSES

The demand for regional integration in the Arab world predates the
current era of globalization, but has rarely been directly rooted in
underlying material processes. Throughout the 1950s and 1960s, at a
time of little inter-Arab economic interaction, Arab politicians and
intellectuals pushed urgently, if unsuccessfully and hypocritically, for
Arab states to unite into a single state.* The pan-Arabist momentum
crashed to a halt after the 1967 war with Israel, which discredited Egyp-
tian President Gamal Abd al Nasser and an entire generation of Ara-
bist politics. Curiously, however, transnational migration and revenue
flows—the stuff of economic integration from below—peaked during
the 1970s and 1980s, precisely when pan-Arab ideologies were at their
weakest, and before the explosion of globalization.® Arabist ideas have
resurged powerfully in the second half of the 1990s, primarily driven
by rapid and dramatic changes in the media and information environ-
ment rather than by any material economic forces.

Many analysts explain the security problems of the region in terms
of its failure to globalize economically, but fail to appreciate the ways
in which the other globalization processes stressed in this volume have
transformed the region’s security environment. The conventional wis-
dom points out that the region has resisted the major economic and
political processes of globalization, with strong states and stagnant
economies defying global trends toward greater openness. Threatened
by universalizing Western culture, unable to compete economically,
saddled with top-heavy and nondemocratic states, the Arab Middle
East exports political violence in no small part because of its failure
to export anything else beyond oil. Failure to compete economically
undermines regime legitimacy while dooming the people of the region
to falling further and further behind. An exploding demographic
pyramid exacerbates the problem, as ever-growing numbers of young
people find few prospects. Desperate, corrupt regimes cling to power
through repression, while carefully negotiating limited cooperation
with the United States and with global economic institutions to stave
off collapse. The combination of the absence of economic and political
liberalism generates frustration, resentment, and alienation, driving
more and more young people to Islamic extremism.”

The assumption that more globalized polities would ameliorate many
of these security problems crosses political and theoretical divides. The
Bush administration argues that bringing globalization to the Middle
East will ease the security threat that the region poses to the United
States.® Senator Joseph Lieberman agrees: the “problem of the Muslim
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world is not that there is too much globalization, but that there is too
little.”® The Broader Middle East Initiative adopted at the 2004 G8 Sum-
mit rests on the premise that economic and political reform in the Arab
world would have direct and significant security payofts. (The Group
of Eight [G8] consists of Canada, France, Germany, Italy, Japan, the
United Kingdom, the United States of America, and the Russian Fed-
eration.) Kofi Annan, secretary general of the United Nations, similarly
calls on Muslim states to “embrace globalization” to escape their wors-
ening predicament.”” These arguments all assume that globalization
would expand economic opportunities, which would stabilize regimes,
advance political liberalization, and reduce the recruiting pool for
terrorism. The proponents of globalizing the Middle East often seem
curiously immune to the doubts that have been so widely expressed
elsewhere about the political and economic implications of globaliza-
tion. The region’s record to date offers little reason for optimism. As in
Cooley’s discussion of the former Soviet areas in this volume, global-
ization can exacerbate rather than ease the institutional dysfunctions
that plague Arab politics. The prioritization of economic reforms has
led to a downgrading of political liberalization in “success stories” such
as Jordan and Morocco. Globalization increases the impact of the West
on all aspects of Arab life, which can exacerbate political and cultural
resentments and drive anti-Americanism." It remains an unproven
counterfact that more globalization would reduce resentment of the
West, reduce the pool of recruits to Islamism, or enhance the legiti-
macy of troubled Arab regimes.

The “failure to globalize” thesis exaggerates the relationship between
economic globalization and political radicalism in the region and
neglects the important ways in which other aspects of globalization have
profoundly affected the region. Many of the problems in Arab societ-
ies most directly linked to security may in fact be caused by too much,
rather than too little, globalization: forced reduction of the state sec-
tor leading to unemployment among previously favored constituencies;
reduced state intervention in the economy increasing economic and
social inequality and conspicuous consumption; increasingly intense
exposure to global media triggering cultural defensiveness; greater lev-
els of migration linked more tightly back to the homeland; increased
opportunities for transnational mobilization; greater access to weapons
of mass destruction and other weapons systems on a global arms mar-
ket. Although economic globalization remains limited, the Arab world
has a remarkably high level of transnational media, a disproportionate
involvement in labor migration, and is at the center of the emergence of
violent transnational networks such as al Qaeda.
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Marketization

Defining marketization as “the intrusion of market mechanisms into
new spheres of life” allows a conceptualization of its effect on the Mid-
dle East which its well-documented aversion to market globalization
defined in purely economic terms."” As Paul Kingston concludes, “the
region remains on the margins of—and indeed in many ways is detach-
ing itself from—the accelerating processes of globalization.”* The
region has been virtually shut out of flows of private capital, attracting
less than 2 percent of FDI in the developing world—and all told the
entire region receives less foreign direct investment (FDI) than Swe-
den. Arab economies, rich and poor, remain largely at the mercy of oil
markets." Its share of world exports fell by more than half from 1980 to
2000, while its import tariffs average over 20 percent.”” The Middle East
region underperformed every other region in the world except for sub-
Saharan Africa between 1975 and 1999. It currently shows few signs of
improvement.

Some Arab governments have signaled a willingness to embrace
economic globalization, but they are poorly equipped to handle its
pressures and have been little rewarded for their efforts.'® American
officials have often held up Jordan as the model for how Arabs might
embrace globalization not only as an escape from crushing poverty and
debt but also as a bold move to protect national security. The Jorda-
nian state enthusiastically pushed for globalization with King Hussein’s
peace treaty with Israel directly tied to his vision of a “New Middle
East” linked both regionally and globally to the Western liberal inter-
national economy. King Abdullah’s court has routinely tied Jordan’s
security to mastering globalization. As a result, policies such as join-
ing the World Trade Organization (WTO), implementing International
Monetary Fund (IMF) structural adjustment programs, encouraging
foreign investment, and establishing free trade zones with the United
States are presented not only as economic packages but also as vital to
national security.

Despite Jordan’s painful adjustments, however, its economy has
continued to deteriorate. Privatization has fueled ethnic suspicions, as
well as the predictable allegations of corruption. Poverty has skyrock-
eted, along with a frightening increase in inequality.” What is more,
reduced public spending often directly harms those constituencies that
have traditionally supported the regime, cutting into their patronage
and entrenched benefits (in the case of Jordan, this means harming the
trans-Jordanian population that dominates the public sector while help-
ing the traditionally less favored Palestinian population that dominates
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the private sector). Despite its aggressive pursuit of neoliberal policy
prescriptions, then, Jordan’s per capita income has yet to return to 1985
levels, unemployment remains high (between 15 and 20 percent), and
the qualified industrial zones (QIZs) and free trade agreements have
done little for the vast majority of Jordanians.'

Jordan’s experience mirrors that of other Arab states. Attempts to
meet the demands of economic globalization have often proven danger-
ous to regimes, with few obvious payoffs. Many of the most dramatic
riots and protests in the Arab world have responded to IMF-dictated
economic reforms, and the short-term effects of liberalization have gen-
erally been to exacerbate inequalities and to undermine the well-being
of the majority of the population. Implementing structural adjustment
programs has often directly led to popular unrest, without doing much
to strengthen economies. States such as Syria, which have taken a more
defensive approach to globalization, see little in these experiences to
change their minds. While economic reforms may have important
long-term benefits, to this point their impact has been limited, ambiva-
lent, and politically inflammatory.

Despite its near-complete exclusion from the core of contemporary
economic globalization, the Middle East as a region has been deeply
shaped over the last few decades by processes of marketization. Oil,
which stands at the nexus of global finance and trade, is the most obvi-
ous driving force, affecting Middle Eastern oil producers and nonpro-
ducers alike. The security implications of the possession of oil are direct
and obvious. The extensive network of American bases in the Persian
Gulf—even before the invasion and occupation of Iraq—meant that the
region might be seen as the forward deployment of American hege-
monic power. The United States has always perceived a vital national
interest in maintaining control over the flow of oil—keeping the Soviet
Union out, preventing the Iraqi annexation of Kuwait, and maintaining
a friendly Saudi regime. Relatively cheap oil has been a vital foundation
of the liberal international economy, and challenges to that flow of oil
represent a major challenge to American and to global conceptions of
at least economic security.

Oil revenues have been an integral part of the global financial order,
implicating Arab states directly in the globalization of finance. For oil
producing states, the impact of changes in global finance is fairly direct,
particularly as states such as the United Arab Emirates (UAE), Kuwait,
and Saudi Arabia have diversified their portfolios beyond the oil sector.
Indirectly, the other states of the Arab Middle East are all affected by
the fortunes of the oil producers—through formal and private aid, labor
migration and remittances, and some investment. The oil busts of the
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1980s delivered a body blow to development plans, one from which few
Arab states have recovered. The recycling of petrodollars beginning in
the 1970s helped to stabilize the international financial system and argu-
ably laid the foundations for the financial globalization of the 1990s.

At the same time, like the post-Soviet space described by Cooley
(chapter 7 of this volume), the informal economy has been dramatically
affected by globalization processes. The region is unusually tolerant of
and dependent on “gray money,” with financial institutions designed
to minimize transparency and to facilitate the secretive movement
of money."” The hawala structures of moving money that evolved in
response to the demands of labor migration operate completely outside
of formal economic institutions. Even within formal banking, “institu-
tionalized corruption” has been the constitutive norm, to the interest
not only of government ministers but also of drug traffickers, arms
dealers, and terrorist groups. The free and unregulated movement of
goods and money in the Middle East’s gray economy offers a rather
different picture than its stifled and obstructed formal economy. It also
presented distinctive opportunities for nonstate actors to organize in
ways that posed serious security challenges to states, both in the region
and globally. Not all—or even a substantial portion—of these hawala
financial transactions were terrorist-related, however. In the face of
post-9/11 crackdowns on hawala networks, for instance, “millions of
Somalis dependent on remittances from relatives abroad are now going
without ... the closure of the hawala threatens to all but destroy Soma-
lia’s larger economy, which has been heavily dependent on the inflow of
remittances for over three decades.”

The security implications of this informal economic globalization have
not gone unnoticed. As the Council on Foreign Relations notes, “build-
ing al Qaeda’s financial support network was Osama bin Laden’s foremost
accomplishment ... aslong as al Qaeda retains access to a viable financial
network, it remains a lethal threat to the United States.”* Al Qaeda’s
financial network included earnings from legitimate businesses “then
channeled to terrorist ends,” but “the most important source of al Qaeda’s
money is its continuous fund raising efforts ... built from the foundation
of charities, NGOs, mosques, Web sites, fund-raisers, intermediaries,
facilitators, and banks ... that helped to finance the mujahideen in the
1980s.”** Although Saudi Arabia was the largest source of these funds,
significant funds have come from other Gulf states, Egypt, Jordan, South
Asia, Europe, the United States, Asia, and virtually everywhere else. These
transnational fund-raising efforts directly relied upon the mechanisms
of globalization highlighted in this volume: media, financial flows, com-
munications, and an effective framing of a common Islamic purpose in
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the face of the threat of an American-style globalization. Although Saudi
Arabia originally dismissed accusations of terrorist funding, its attitudes
changed after a series of terrorist attacks inside the kingdom beginning
in May 2003. With an escalating perception of internal threat, the Saudi
state began to crack down on terrorist financing, as well as other aspects
of Islamist networks that had previously gone unchallenged.” Other
Gulf states, such as the UAE, have responded unevenly to pressures to
more closely regulate the banking sector.

Information

The media and information environment have been among the most
profound areas in which globalization has transformed Arab poli-
tics.* The Arab media environment has changed almost unbelievably
quickly.” The emergence of transnational satellite television broadcast-
ing, the Internet, and so forth have dramatically altered the structure
of political opportunity in the region. Although states have responded
vigorously to the challenge of information globalization, their adapta-
tions have themselves changed the security environment. Overall—and
contrary to Herrera’s expectation in chapter 3 of this volume—Arab
states have been relatively more successful at controlling the Internet
than they have been at combating the new media environment.

These media themselves represent an important marketization
dynamic, as the most prominent new media are driven by an intensely
competitive search for market share (even ifadvertising revenues remain
elusive). This market-driven transnational broadcasting has facilitated a
much stronger and more clearly articulated transnational public opin-
ion by focusing upon regional issues such as Palestine and Iraq, which
arouse interest across the entire region.*® The new media have radically
transformed the sense of distance among Arabs and Muslims, bringing
them together in real time and in a common language alongside intense
images and a shared political discourse. Although such media cannot
directly produce political outcomes, they have at a minimum decisively
broken the state’s monopoly over information, even in more repressive
states such as Saudi Arabia and Syria.”” Arab audiences now have, and
expect, a choice in news sources—something that they largely lacked
even a decade ago. Ratiba Hadj-Moussa offers a telling description of
the process in Algeria: “The national television network is so lacking in
credibility that the only reliable sources of information about Algeria
come from outside ... the advent of satellite television has created a
circuit which begins in Algiers goes back to Paris or London and back
again to Algiers.”
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The widely cited radicalizing and mobilizing impact of this new
media in the Arab context must, however, set aside conventional argu-
ments that globalizing television has the reverse, depoliticizing effect,
as a global, market-driven corporate media induces passivity and con-
sumerist values in its audiences.”” One key difference between the Arab
transnational media and generically globalizing media is the preexist-
ing collective identity and shared political interests across Arab state
borders. Where a globalized media might “exclude much of local poli-
tics, citizen activism, public policy analysis, and deliberation,” the new
Arab satellite stations for the first time included exactly those things—
with core Arab concerns such as Palestine and Iraq standing along-
side demands for democratic reform as “local issues.” The preexisting
political community, combined with the tedium of tightly controlled
domestic state media, gave an arguably unique impact and salience to
the new media in the Arab region.

As recently as the first Gulf War, there were no Arab satellite broad-
casts. Arab satellites began broadcasting in growing numbers after the
first Gulf War, but their entertainment content had little direct politi-
cal impact. By 1994, at least 20 different regional satellites had been
launched.’ The impact of the incredibly rapid growth of transnational
broadcasting permeates almost every realm of Arab politics, includ-
ing security. Marketization processes can clearly be seen in the media
realm, as some 200 Arab satellite stations compete fiercely for market
share. Satellite dishes—legal or otherwise—have become ubiquitous. It
was the creation of the Qatar-based satellite television station Al Jazeera
in 1996, which revolutionized the Arab and Muslim media environ-
ment by adopting an overtly political focus. Speaking to an explicitly
transnational audience addressed as fellow Muslims and fellow Arabs,
AlJazeera quickly moved to the center of an emerging Arab public
sphere. Its coverage of the American strikes against Iraq in December
1998, and then of the second Palestinian Intifada beginning in 2000,
captured the public imagination and focused attention squarely on
politics rather than on music videos, game shows, and Egyptian soap
operas. Al Jazeera coverage dramatically shaped public perceptions of
the Afghan and Iraq wars by showing civilian casualties and by adopt-
ing a critical, Arabist political discourse that rejected the patriotic,
nationalist discourse of American networks such as Fox and CNN.

Marketization of the media has meant the near-complete destruction
of the voice monopoly formerly enjoyed by authoritarian regimes, as sat-
ellite television stations and other new media outlets compete furiously
for market share. The particularly political focus and combative style of
Al Jazeera and its competitors have quickly acclimated Arab audiences
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to the expectation of choice and disagreement. After rising to a posi-
tion of near-hegemony by 2001-2002, Al Jazeera now faces numerous
challengers for Arab market share. Market surveys demonstrate both
the rapid rise of Al Jazeera as a challenge to the official media after 1997
and the fragmentation of the media market since 2003.** For instance,
among those Jordanians who owned a satellite dish, 25 percent in
1998 saw Jordan TV as most credible for Arab news and 24 percent Al
Jazeera while by 2000, the numbers were 25 percent and 49.4 percent,
respectively. By 2003, about 35 percent of Jordanians viewed Al Jazeera
as the most trusted source for Arab and international news—beating
Jordan TV in both areas. Other countries showed a similar pattern.
In September 1999, 51 percent of Palestinians named Al Jazeera as the
most watched satellite television station, which grew to 58 percent in
2004.” In December 2004, 88 percent of Cairenes surveyed said that
they watched Al Jazeera.*

The launch of the Dubai-based al-Arabiya in February 2003, with
$300 million in start-up money from Saudi Arabia, technologically
advanced facilities taken over from Saudi TV station MBC, and a vet-
eran team of broadcasters, offers a clear marker of the evolution of
a more competitive media environment. At around the same time,
Abu Dhabi TV temporarily switched to an all-news format to compete
with Al Jazeera. Others combined news programming with popular
entertainment, such as the Lebanese stations LBC and Future TV’s
mix of reality TV shows and political content. Some competitors have
chosen to cultivate niche audiences—such as CNBC Arabiya or Dubai
TV’s focus on businessmen—or on particular countries or regions. In
June 2004, a survey by Shibley Telhami found that Al Jazeera ranked as
the primary station for 62 percent of Jordanians, 54 percent of Moroc-
cans, 44 percent of Lebanese, 44 percent of Saudis, and 46 percent in
the UAE, with a variety of other stations scoring well in particular mar-
kets.?® In November 2005, Telhami found that Al Jazeera was the first
or second choice of 65 percent of respondents in six Arab countries,
while al-Arabiya was first or second for 34 percent, Abu Dhabi TV for
19 percent, MBC for 19 percent, LBC for 16 percent, and al-Manar for
9 percent.* Again, that masked significant regional variation. Surveys
by Ipsos-Stat on behalf of al-Arabiya found the Saudi-owned station
overtaking Al Jazeera in the Saudi market in late 2005, while numerous
surveys showed Al Jazeera scoring poorly in Iraq.

In short, intense market competition increasingly drives the Arab
media realm. There are limits, however. Few of these stations rely on
advertising revenues, and advertising choices in the region are still
driven more by politics than by market rationality. Al Jazeera, most
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dramatically, is shut out of the large Saudi market for political reasons
despite its huge audience. Al-Arabiya’s experience also shows both the
realities and the limits of marketization. Despite al-Arabiya’s man-
date to be “moderate,” during the war in Iraq it found itself adopting a
more Arabist and radical voice in response to competitive market pres-
sures. In 2004, however, its Saudi owners changed the management of
that station in order to produce more pro-American coverage even at
the risk of losing market share.

Broadcasting and the Internet have also revitalized the Arab press.
Despite continuing high levels of illiteracy, the rapid expansion of mass
education, combined with the traditionally high value placed on texts in
Islamic culture, ensure that these globalizing processes encompass the
print media as well.”” As Abdullah Schliefer points out, “the first major
impact of new satellite technologies upon Arab media was in the eight-
ies, not the nineties, and it was the satellited daily newspaper, not tele-
vision.”*® Newspapers such as Al Hayat, Al Sharq al Awsat, and Al Quds
al Arabi, published in London and aimed at a pan-Arab audience,
offered an early challenge to state control over information. Globaliza-
tion has helped newspapers to overcome their traditional difficulty in
reaching an audience in the Middle East, whether because of their price
and because governments could stop them at the border or censor their
contents. But these papers now widely circulate among elites, and most
now post their content free online. What is more, satellite television
news broadcasts routinely read from these newspapers, which allows
them to reach a far wider audience. These papers therefore have a dis-
proportionate impact among influential Arab elites, and “are a funda-
mental link between expatriate Arab communities ... and the Arab
world itself.”** In an earlier study, for example, I found that 68 percent
of the letters to the editor published in one newspaper in 2001 and 2002
came from Europe or the United States.*

Governments take the destabilizing power of the new Arab media
quite seriously and have worked to influence their coverage even against
prevailing market forces.*' The United States increasingly saw the new
Arab media as a principle enemy in the region, pressuring Qatar to
rein in Al Jazeera and harassing its correspondents in the field.** Arab
governments have issued literally thousands of complaints against
Al Jazeera and have regularly closed down the offices of satellite sta-
tions for airing offensive programs. When pro-Iraqi advocates managed
to organize a rally outside the Iraqi embassy in Jordan, for example, the
Al Jazeera camera operator was the first target of Jordanian security
forces—the Jordanian government did not want to project an image
of instability, or a pro-Iraqi image, or to attract undue attention to its
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repression of the rally.** As in China (see Segal, chapter 10 this volume),
the new media may not have created democracies, but they have cre-
ated a situation where even authoritarian rulers cannot afford to ignore
public opinion.**

The Internet has been less pervasive and more easily countered than
the satellite television revolution, even if over the long term it has great
potential for reshaping the security environment of the Arab world.*
In the spring of 2005, bloggers and Internet activists played a signifi-
cant role in organizing democracy protests in Arab countries such as
Egypt, Lebanon, and Bahrain. Jihadist groups rely heavily on Internet
chat rooms and other online sites to organize the jihad and recruit new
members. Still, as a recent RAND report puts it, “most of the coun-
tries of the Middle East and North Africa show no signs of impending
information revolutions.™® The Middle East remains one of the regions
of the world least connected to the Internet—one commonly cited sta-
tistic showed only 2 million total Internet users in the Middle East out
of a total population of more than 220 million—but the distribution
patterns range widely. Egypt, Jordan, and Lebanon, for example, have
many easy and inexpensive Internet cafes. For the elite, Internet access
is increasingly widespread and the trend is clearly upward, but this
could in turn create new problems:

the irregular pattern of ICT diffusion and use ... favoring the
wealthy and privileged ... will increase the standard of living
and opportunity gaps between the richest and poorest sectors
of MENA [Middle East and North Africa] societies, resulting in
continuing unrest—including armed rebellion and the export of
terrorism—and justification for a government’s strict controls,
which contributed to the problem in the first place.”

Outside the geographic Middle East, information technology has
had a more direct and clear impact on security. The Internet has played
a hugely important role in coordinating and maintaining the transna-
tional Islamist networks in the diaspora, especially in Europe and North
America. Chat rooms, Web sites, and e-mail lists allow Arabs and Mus-
lims in the diaspora to maintain contact with their communities.*®
Islamist groups have been particularly active on the Internet, creating
sophisticated and well-designed Web sites for news, fatwas, Quranic
and sharia texts and interpretation, and community building. But as
with other aspects of globalization, these changes have also been used
by radical groups for organization and mobilization.*

At the micro level, mobile phones and text messaging have played
an important role in changing communication patterns and the
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dissemination of information. For example, Jordanian activists
arranging a demonstration against the sanctions on Iraq managed to
circumvent close scrutiny by state security agencies by “blasting” the
location of the protest over instant messaging only at the last minute.
By the time the police reacted, the protestors had already been filmed
by Al Jazeera and their message broadcast to a wide audience.”® Even
before the explosion of satellite television dish ownership, videotapes
of the most exciting and controversial Al Jazeera programs circulated
freely to be played on already ubiquitous VCRs. These mid-tech com-
munications technologies pose real difficulties for regime control, given
their centrality to business and their widespread integration into daily
life.*! Early challenges to the legitimacy of the Saudi regime by Islamist
dissidents such as Mohammad al-Masa’ri, for example, deployed infor-
mation collected from local sources or from Western media, and then
used fax machines, and later the Internet and e-mail, to distribute
information damning to the Saudi regime into the kingdom. The Aya-
tollah Khomeini famously used cassette sermons taped abroad to rally
and mobilize Islamic protests against the shah of Iran.>

States have battled back against the challenges of new information
and media technologies. They have been far more successful in the for-
mer than the latter. Contrary to widespread expectations about the rev-
olutionary impact of the Internet, Arab states have proven quite adept
at developing new mechanisms of surveillance and control. Indeed,
these Arab states have harnessed these information technologies in
many cases to increase their surveillance and control capabilities—par-
ticularly since 9/11.* Arab governments have used techniques ranging
from sophisticated censorship regimes to state-controlled Internet ser-
vice providers and proxy servers to highly publicized crackdowns on
Internet users to intimidate or prevent political uses of the Internet.>*
A study by the Berkman Center found that Saudi Arabia blocked over
2,000 Web sites for various reasons.” RAND claims that “as poorly
as the governments might be doing, they are still light years ahead of
the opposition ... [which have] not taken to the Information Age, and
none is more technically savvy or well-wired than the government.”*
This conclusion, I suspect, rests on a narrowly conceived notion of “the
opposition,” however. It is clearly the case that Islamists in general have
proven remarkably adept at using the Internet; al Qaeda specifically has
used the Internet creatively and effectively; and the measuring of “suc-
cess” focuses too much on outcomes and not enough on the underlying
processes by which opposition groups come together, mobilize, orga-
nize, and reach out to a wider public.”
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The Arab states have proven less adept at responding to the dramati-
cally changed media environment, however. Almost every state has
harassed or shut down the bureaus of independent satellite stations,
banned circulation of independent newspapers, or arrested indepen-
dent journalists. Most have attempted to compete by launching their
own satellites to “get their message out.” Even relatively liberal Leba-
non introduced, in January 1997, laws featuring prior censorship of
news programs and authorizing the blocking of “the transmission of
any news or political item affecting state security,” and Jordan issued a
series of evermore restrictive media laws in the late 1990s.°® But these
heavy-handed efforts have largely backfired. Satellite dishes have spread
even in rigidly authoritarian regimes such as Syria and Saudi Arabia.
Arab audiences have become rapidly acclimated to having a genuine
choice of engaging, independent media and have little to no interest in
stodgy, politically controlled state broadcasting.

Migration

As Adamson argues in this volume, the impact of migration on secu-
rity is mediated by the transformations in information and communi-
cations technology described above. The movement of people has long
been an integral part of the political economy of the Middle East, esca-
lating to a central position with the oil boom beginning in 1973 and
persisting even after the oil busts of the mid-1980s. Indeed, in terms of
labor, migration in the Middle East seems to be on the vanguard of glo-
balization rather than a laggard. A large number of Arabs from poorer
states went to the Gulf to work, sending home remittances that helped
to finance extended family networks. Migrants to the Gulf proved a
key link in spreading more conservative conceptions of Islam through
the region. Arabs, particularly North Africans, also went to Europe,
where they found growing and vibrant communities; as Adamson
notes in chapter 2, some 10 percent of the Moroccan population lives
in Europe.” Over the course of the 1990s, replacement migration has
dominated the Gulf, as wary Gulf states have turned to supposedly
apolitical South Asians and other non-Arabs instead of Palestinians
or other Arabs, which has cut back on the intraregional migration to
some extent. Kuwait, for example, expelled some 350,000 Palestinians
and 110,000 Syrians after the Gulf War; Saudi Arabia expelled some
800,000 Yemenis.*®

Labor migration to the Gulf helped to regionalize the political econ-
omy of the Arab world in the 1970s and 1980s in ways that the political
ideologues of Arab nationalism could have only dreamed in the 1950s.'
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Egypt, for example, received remittances from its workers in the Gulf
averaging $3 billion to $4 billion a year through the 1980s and 1990s.
Jordan went from around $21 million in remittances in 1972 to over
$1 billion in 1982, and some $6 billion in 1996.%* Even Syria, with its
closed economy, had remittance income averaging over $1 billion a
year over these decades—interestingly, with a far wider geographic dis-
tribution than the Gulf. Returnees from the Gulf impacted domestic
societies in a number of ways, not only economic; for example, the con-
servative culture and religious ideas to which the migrant workers were
exposed—and their relative wealth upon their return—had noticeable
effects on public life.

The role of immigrant labor poses important security challenges in
Arab states. Prior to the decision to replace Palestinian and other Arab
labor, states carefully monitored these Arab communities for signs of
politicization. The current situation poses a new kind of challenge,
however. Saudi Arabia—to say nothing of the new Iraq—relies heav-
ily upon foreign contractors to provide vital services in areas ranging
from regime security to oil production. As terrorist attacks targeting
foreigners raise the costs of such contractors or even drive them from
the region, such countries could face serious threats to their abilities to
maintain viable levels of security and economic productivity.

Migration to Europe, particularly from North Africa, has developed
to such a degree that it has become difficult to even speak of “the Mid-
dle East” as a geographic region. Life in Europe exposes Arabs to ideas
and experiences that deeply affected their attitudes to local cultures
and politics. The European Union, recognizing this reality, has pushed
its Euro-Med initiative to develop North African economies and societ-
ies, in large part to reduce the push factors driving this Arab migration
north.” Large Arab and Muslim immigrant communities are now well-
established in almost every European country, and—due to the trans-
formation of information and communications technology—are far
more attuned to the political life of their homelands than in the past.
Concern over the “threat” posed by this large-scale Muslim immigra-
tion has pushed migration to the top of European security agendas—
both for the threat to cultural integrity and for more direct concerns
about terrorism and the externalization of Middle Eastern conflicts.®*
As I discuss below, the role of networks linking Moroccan communi-
ties in Spain back to North Africa in the March 2004 Madrid terrorist
attacks, of London-based radical Islamist mosques in wider political
movements, or of the Arab students in Germany in the 9/11 attacks all
attest to the importance of these migration patterns for wider questions
of international security.®
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IMPACTS

How have these processes affected national security as defined in this
volume? There are three broad areas in which direct and clear impacts
can be seen: the balance of power and the threat of war, cultural con-
flicts, and violence associated with Islamist terrorist networks. The final
section of this chapter then looks briefly at how the American-led war
on terror intersects with globalization processes in these issue areas.

The Balance of Power and the Threat of War

As Mueller discusses in chapter 5, the transformation of American
conceptions of its vital national interests driven by globalization has
radically increased American involvement in the Middle East. Because
such involvement often takes conflictual forms—from the imposition
of sanctions to war—growing American intervention clearly represents
a major security issue. American forces invaded and occupied Iraq in
2003, and there have been serious discussions of possible military inter-
ventions—as well as the actual leveling of economic sanctions—against
many other Arab states (Lebanon, Syria, Sudan, Libya, Saudi Arabia), as
well as Iran. In short, as American presence in the region has increased,
so has the level of threat perceived by many regional actors. The grow-
ing identification of globalization with Americanization intersects
with the spiraling levels of anti-American sentiment in the region to
reinforce hostility to both.% This radicalized anti-American opinion in
turn increases both the pool of recruits for terrorist movements and the
political incentives for public attacks on American targets.

The interminable Arab-Israeli conflict has little to do with global-
ization, but the processes of globalization may have contributed sig-
nificantly to shifting the military balance of power in Israel’s favor in
the 1990s as that country’s high-tech modern economy thrived even
as Arab states struggled to adapt. But Israel’s military supremacy has
not prevented a horrific spiral of violence since the fall of 2000, with
suicide bombings and terrorism inflicting great physical and psycho-
logical harm upon Israeli society. The marketization processes making
weapons of mass destruction more available (as described next) raises
the risk of catastrophic terrorism—precisely the fear that led the late
Yitzhak Rabin to pursue the peace process in the early 1990s. The uni-
fying and mobilizing impact of coverage of the second intifada in the
new Arab media arguably has had a magnifying and even distorting
effect on Palestinian resistance. What is more, as authoritarian Arab
governments pay more attention to a public opinion empowered by the
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forces described above, they are likely to adopt more confrontational
rather than more conciliatory policies toward Israel.

As Epstein points out in chapter 8, the role of globalized production
networks in making accessible weapons of mass destruction (WMD)
components, along with the market incentives driving arms companies
to seek out Middle Eastern markets, has important implications for
national, regional, and international security. It is not only European
companies, of course. Chinese sales of sophisticated antiaircraft sys-
tems to Iraq were motivated more by profit than by politics. Perhaps the
most troubling instance of this concerns the Pakistani “nuclear Wal-
Mart,” which demonstrates the very real possibility that any state with
the financial resources—from Saudi Arabia to Libya—could purchase
nuclear weapons off the shelf. Although there have been initiatives to
reassert political and state control over the nuclear market, globaliza-
tion processes would seem to cut against the ability of states to success-
tully do so.*’

Cultural Conflicts

For many Arabs and Muslims, like the Chinese leaders described
by Segal in chapter 10, globalization itself represents a major threat
to security. Memories of the era of colonialism, and anger at what is
widely seen as the neoimperial aspirations of the West, deeply perme-
ate Arab and Islamist political culture. The bookstores of Cairo and
Amman, the columns of the major Arabic newspapers, the preaching
in Islamist mosques are all full of explicit condemnations of globaliza-
tion. In these conceptions, globalization is part of the American (and
Western) hegemonic project, which seeks to finally eradicate the Arab-
Islamic identity.®® Cast in cultural terms as much as economic and
political terms, the Arab-Islamist discourse places globalization and
“the Western cultural invasion” firmly in the realm of security threat.®
As one Egyptian commentator put it, “globalization is another term for
capitalism and imperialism and all Arabs and Muslims need to con-
sider it an imminent danger that is endangering our political, social,
cultural, and economic stability.”” This view of a cultural threat tends
to conflate globalization with Americanization in important ways: “in
light of unipolar [American] hegemony in international politics ... we
must return to the concept of globalization which brings together poli-
tics and the economy and culture and thought.””!

It is almost impossible to overstate the extent to which Arab intel-
lectuals view globalization as a threat, in spite of its apparent economic
irrelevance.” For the Egyptian Islamist Hassan Hanafi, just as for the
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Marxist Galal Amin, globalization’s essence is “the north’s desire to
control the south.” For Yusuf al Qaradawi, probably the most important
politically moderate Islamist public intellectual today, globalization is
simply “the old imperialism presented under a new name.” Qaradawi
warns that globalization

from the beginning has been linked to the expansion of the Ameri-
can model and widening it to encompass the whole world ... itis not
only about a mechanism of the expansion of modern capitalism, but
also the call to build a specific model ... as an economic model it is
also an ideology expressing this system and serving it and consoli-
dating it ... that is why some authors call it “Americanization.””’

Many worry about whether a place will remain for Islam in a globalizing
world in the face of Americanization and a global culture of modernity.
One response to American support for Israel and the war on terror has
been a largely symbolic but impressively self-sustaining popular boy-
cott of American products and chains such as McDonald’s. Although
this has had little economic impact, it has given its participants some
sense of empowerment against these distant and impersonal forces
shaping their lives.

Fear of this cultural onslaught has driven the efforts of Islamist con-
servatives, who have focused their energies on policing the public sphere
for signs of blasphemy.” Their efforts were not purely defensive, even if
they seemed somewhat quixotic in the face of the rapidly globalizing
media environment. These Islamists saw the realm of culture as the
primary battleground for the defense of Islamic authenticity and iden-
tity. They also tended to pick fights they could win. Egypt again offers
the best example. To diffuse Islamist opposition to the regime, Egypt
delegated increasing power over public affairs and the media to the
conservatives at Al-Azhar. Furthermore, Islamists had an increasingly
central place within the Egyptian legal system, with judges and lawyers
sympathetic to the Islamist trend willing to push for the recognition
and implementation of sharia.” In this instance, then, the fears gener-
ated by globalization played into the hands of cultural conservatives,
which arguably in turn enhanced the domestic position of Islamists
who could in principle threaten the regime’s security.

The explosion of satellite television and access to information has
been one of the most transformative dimensions of globalization for
the region. As Michael Hudson points out, “the lower classes in the
Middle East ... may be falling behind, but they can also see that they
are falling behind.””® It is quite simply no longer possible for even
highly authoritarian states to confidently control the dissemination
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of information and political opinion. It has also triggered some of the
more extreme instances of backlash and cultural defensiveness. Beyond
the usual conservative complaints about Baywatch, concerns are widely
expressed about the spread of consumer culture and of encoded West-
ern ideas.

The rise of Islamism in its current form is directly linked to the pro-
cesses of globalization. Islamism rose to the forefront of the politics of
the Middle East in the early 1970s, in response to the failure of secu-
lar development models and foreign policy, not during the 1990s (the
period in which globalization is generally considered to have peaked).
It was not the downtrodden and uneducated, for the most part, who
drove Islamism’s rise. On the contrary, it was educated, politicized uni-
versity graduates who took the lead of what was overwhelmingly an
urban movement of the educated middle class. What has changed in
recent years has been the emergence of a new kind of Islamist, territori-
ally detached and politically radical. Al Qaeda represents a globalized
form of Islamism that challenges the older forms of Islamist political
and social activism as profoundly as it does Arab regimes or the West.

The conventional view of Islamism as a defensive reaction to global-
ization profoundly misunderstands the creative and aggressive ways in
which Islamist movements engaged with globalization. Indeed, some
go so far as to argue that Islamism is “self-consciously advancing the
cause of an alternative form of globalization from the currently domi-
nant, and made to seem inevitable, Western capitalist one.””” Islamism’s
emphasis on transnational activism—including both political action
and the construction of a dense array of Islamic NGOs and voluntary
associations—anticipated the kind of global civil society made pos-
sible under conditions of globalization. Islam is not tied to territory
and has never accepted the division of the umma into nation-states. It
is embodied in people—mobile, deterritorialized people carrying ideas
and practices. But Islamism has been powerfully reshaped by global-
ization processes, particularly information and migration. Islamism
has taken on a more universalist focus, moving away from a state-level
focus that had come to dominate Islamist practice in the 1980s, and has
also taken on a more confrontational hue with regards to the United
States and its allied regimes.

The transnational nature of Islamism is not new, but the inten-
sity and global focus—both organizationally and in the new kinds of
media described above—suggests something qualitatively new. Politi-
cal Islam is inherently a transnational movement, and there have been
linkages among Islamist groups for years. Muslim Brothers, Deoban-
dis, Tablighis, Wahhabis, and other groups have long traveled through
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the region proselytizing (dawa), setting up mosques and schools, and
collaborating on social and cultural ventures. Islamism has been orga-
nized in network structures since long before Western sociologists of
globalization became enamored with the concept. The initial rise of
Islamism in the 1970s was aided, but not caused, by the investment by
the suddenly massively wealthy Saudi state in a far-flung network of
mosques and charities aimed at spreading both a religion and a con-
servative political ideology. At the time, this seemed desirable to the
United States and to Western-oriented Arab rulers who saw Islamism
as a useful balance to the more dangerous leftist groups. Because they
generally shared modernization theory’s view that economic progress
and social mobilization would weaken religious forces over time, they
were not greatly worried about the future of this Islamist trend.
Nevertheless, for the first decades of the Islamist revival, most
Islamist activism focused at the level of nation-states, with political
parties contesting elections and local movements challenging govern-
ments. The Gulf war transformed the profile of Islamism, setting it on
a more globalized trajectory. As the first global media war, it enabled
Islamist movements for the first time to witness one another engaged
in common protests over the same issue in real time. The main trans-
national components came from the Saudi role in financing networks
of mosques and social welfare organizations. Oil wealth and labor
migration both played a major role in this process. Saudi support for
the vast expansion of religious institutions and services throughout
the Middle East and the world helped to create the infrastructure for
Islamist opposition. Although Saudi Arabia sometimes withdrew or
shifted its official financial support, sympathetic Saudi citizens contin-
ued to finance them. Saudi dissidents, such as bin Laden, furious at
the Saudi alliance with the United States, at this time began organiz-
ing their global jihad from bases in sympathetic but weak states such
as the Sudan and Afghanistan. In the 1990s, this radical jihad became
increasingly global in outlook, fitting conflicts everywhere from Bosnia
to Chechnya, Kashmir to Indonesia, into a single common narrative.”
This does not mean that there exists a single, unified Islamist move-
ment, under the command of an Islamist International. It does mean
that globalization—media, travel, and the common experience of inter-
national politics in the post-Cold War era—heightened mutual aware-
ness of “Islamic” issues, sharing of strategies and theories, and a general
transcending of the nation-state. This network of charities, mosques,
and NGOs fits well within the tight definition of globalization in terms
of uncoordinated individual decisions having a direct impact on tra-
ditionally defined security. This Islamist transnational civil society is
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empowered by the same forces as the presumably more benign global
civil society, operates in much the same way, and helps to engender
similarly cosmopolitan—though not Western—worldviews.”

The crisis over the publication of cartoons deemed offensive to Islam
in a Danish newspaper in the fall of 2005 illustrates powerfully how
these globalization processes can interact to produce security threats.
Originally published as a local political provocation, the cartoons ini-
tially generated little response—even after being republished in at least
one Egyptian newspaper. Over a period of several months, however,
Islamist activists cultivated outrage over the Internet and through the
dissemination of inflammatory dossiers through mosque networks. In
January, several major Islamist figures publicized Islamic anger over the
cartoons on satellite TV, with Yusuf al-Qaradawi on Al Jazeera calling
for Muslim rage in response. Protests erupted across the Arab and Mus-
lim world, with the issue rising to the top of the political agenda and a
boycott of Danish products biting into that country’s exports. When
consulates were burned in Damascus and Beirut, Qaradawi and others
called for calm, “rational rage™ defending the boycott and the expres-
sion of anger but condemning violence. In a fascinating example of the
marketization of Islamist politics itself, other Islamist would-be lead-
ers offered competing plans (the televangelist Amr Khaled organized a
dialogue in Copenhagen heavily publicized by al-Arabiya, for instance),
while al Qaeda reaped the fruits of Muslim outrage with the West.
Rather than an example of a timeless clash of civilizations, the Danish
cartoons crisis exemplified how the processes of globalization—from
restive immigrant populations in Europe to the mobilizing impact of
the Internet and satellite television—can drive cultural conflict.

Organized Violence

Europe became central to Arab and Islamist politics in the 1980s. Lon-
don hosted the most influential new Arab media, especially newspapers,
and a vibrant Arab and Islamist cultural and political scene. Within
these European capitals, Arabs and Islamists of all nationalities found
the opportunity to network, form alliances, and to carry on localized
but intensely transnational dialogues. The new media also allowed this
diaspora to actively participate in the politics of the region. At times
this took a direct form, as when the vicious war between the Armed
Islamic Group and the military in Algeria externalized itself to France
and to local Algerian communities in France, in alarming ways. At
other times, the relationship is more indirect.
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Egypt offers an outstanding example of the connections between
domestic and globalized violence. From roughly 1992 to 1997, Egypt
waged a brutal campaign of repression against an equally brutal Islamist
insurgency. Its success in this campaign had several unintended con-
sequences. First, although the fierce campaign did largely defeat the
Islamist insurgency, the broadly based offensive against Islamist move-
ments in general, and the state’s refusal to distinguish between moder-
ate and radical Islamists, drove ever deeper the wedge between the state
and society. Second, the state’s success in crushing the insurgency led
many of its leaders and cadres to flee the country. In exile from Egypt,
these radical Islamists found themselves placed into close proximity
with other Islamists living in exile, including the “Afghan Arabs.” The
first attack on the World Trade Center in 1993 was planned and executed
by Egyptian radicals associated with the blind Islamist Shaykh Omar
Abd al Rahman. Ayman al Zawahiri, leader of Al Gihad al Islami, took
advantage of his exile from Egypt to join forces with Osama bin Laden,
exiled from Saudi Arabia, to form al Qaeda. Even though bin Laden
has been the most prominent public face of the al Qaeda network, the
Egyptian presence has been crucial to its development. Mohammed
Atta, of course, was an Egyptian who had studied in Europe and had
come to al Qaeda through Zawahiri’s network.*

The shift to globalized networks and direct action against the United
States is a function of both the technological and political possibili-
ties created by globalization and the successful repressive campaigns
of Arab states such as Egypt and Saudi Arabia that forced dissidents
such as Osama bin Laden and Ayman al Zawahiri to work outside their
homelands. The jihad against the Soviet Union in Afghanistan produced
a hard core of “Afghan Arabs” who were highly motivated and well-
trained in guerrilla warfare and terrorist methods. When these Afghan
Arabs returned to their homes, in Egypt and Algeria especially, they
often pushed Islamist opposition in a more radical and more effectively
violent direction. Successful repression of these challengers tended to
externalize rather than eliminate these security problems, as Egypt,
Algeria, and other troubled Arab states exported their problems. Saudi
Arabia most explicitly attempted to actively orient opposition activity
outside of its borders by continuing to fund otherwise hostile groups as
a way of keeping their attention elsewhere.

The high levels of violence and uncertainty in the region help perpet-
uate a self-fulfilling prophecy with regard to globalization. As Noland
and Pack point out, “close integration with producers beyond the
region requires cross-border investment and frequent personal contact,
which immediately raises issues relating to political risk.” The targeting
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of international workers by al Qaeda in Saudi Arabia and by the insur-
gency in Iraq, like earlier campaigns against tourism and foreign work-
ers in Egypt and Algeria, adds to the perception and the reality of such
risk.

A regional political economy heavily shaped by oil and by geopolitics,
including the ongoing conflictbetween Israel and its Arab neighbors, has
contributed to unusually heavy militarization.® Militarization—often
directed inwardly more than externally—and an overdeveloped state,
has plagued the Arab world; the “oil curse,” concentrating economic
resources in the state, exacerbated the trend.* War and oil together
have justified—and made possible—an unnaturally large state sector.
Pervasive autocracy, repression, corruption and patronage politics, and
tight control over information followed. The militarization of the region
and the exaggerated role of the state stand firmly against transparency
or the easy movement of goods, people, and information upon which
globalization depends.

THE WAR ON TERROR: GLOBALIZATION
STRIKES, STATES STRIKE BACK

The terrorist attacks of September 11 emerged from this interaction
of globalization and security. The al Qaeda network associated with
Osama bin Laden used globalized communications technologies to link
together frustrated diasporas and externalized oppositions to wage their
campaign before a globalized media. The war on terror has in turn con-
centrated precisely on those areas where globalization processes have
most impacted the Middle East: global Islamic networks and their con-
nection to an Arab (Muslim) diaspora, immigration, communications
and media, and the movement of money (hawala system and terrorist
financing). The war on terror can in large part be read as the state strik-
ing back, adapting to the security challenges posed by globalization.
The concrete impact of the war on terror has been decidedly negative
in terms of globalization processes. Tighter control over Arab immigra-
tion to the West, greater surveillance over diaspora communities, and
an uneven but real attempt to assert control over financial networks
and banking all target core globalization processes. Arab and Islamist
civil society is under siege, especially global NGOs and charities coming
under scrutiny as potential sources of terrorist financing.® The greater
attention to tracking the movements of “potential terrorists” raises
the costs of and obstacles to labor migration, and has made it vastly
more difficult for Arabs to enter the United States (and to a lesser extent
Europe) for work, study, or tourism. But these statist responses cut
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against powerful underlying globalization forces. Migration responds
to the very real incentives of the market and may be beyond the power of
states to seriously control or regulate. It is difficult to imagine the large
Muslim communities resident in Europe easily repatriating; indeed, the
trend is toward a more consolidated Muslim presence. But if the war
on terror does significantly reduce labor migration, the loss of remit-
tances will have a devastating economic effect on many states in the
region. The inability to export unemployed young men, combined with
growing economic problems, will place greater stress on these govern-
ments. And this may increase the potential recruits to violent opposi-
tion movements. This may alleviate international security problems by
reducing the ability of states to externalize their problems, at the cost of
the security of the increasingly besieged states in the region.

For all the talk of democratization and reform by the Bush adminis-
tration, greater priority has been given to granting Arab governments
leeway to control highly mobilized populations intensely opposed to
the invasion of Iraq. The war on terror, by giving Arab and Muslim
governments a free hand to repress domestic Islamist opposition, has
tended to encourage repression while undermining pressures for politi-
cal and economic reform. This increased repression may well increase
the likelihood of externalized violence.

The war on terror has, if anything, increased the importance of the
Arab and Islamic transnational media—in spite of intense but ineffec-
tual American efforts to contest that influence.®* Al Jazeera and its com-
petitors have prospered covering the wars in Afghanistan and Iraq and
have locked in enormous audiences. The battle for Arab and Muslim
public opinion has been one of the greatest failures of the American
“war on terror.” The United States created its own Arabic language sat-
ellite television station, Al Hurra, to have a voice in the new Arab public
sphere, but this statist response to a market problem has to this point
been a failure.

The last several years have seen the arrest or killing of significant
portions of the al Qaeda leadership (although not the top leadership).
But in response, al Qaeda and like-minded groups have become more
globalized and less centralized.®” The terrorist attacks in Morocco and
Saudi Arabia in recent months—not to mention the escalating violence
in Irag—certainly suggest that regional targets will be hit when the
opportunity and incentive arise.

To the extent that American policy makers consider economic
reform in the Middle East to be a vital security interest, American ini-
tiatives could provide a spur to increased marketization processes in
the region. However, as this chapter argues, increased marketization
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would not necessarily enhance security. It might well increase, rather
than mitigate, much of the impact of globalization described above.
It might paradoxically increase the perception of threat by those con-
cerned that globalization really means subordination to American
interests. The war on terror, therefore, can be read in large part as a
response to the impact of the globalization processes emphasized in
this book on the Arab and Muslim worlds. Attempts to reestablish state
control over areas increasingly driven by marketization cut against the
idea that globalization holds the key to normalizing the Middle East.
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GLOBALIZATION AND NATIONAL
SECURITY AFTER EMPIRE

The Former Soviet Space

Alexander Cooley

BY MOST ACCOUNTS, GLOBALIZATION PLAYED a critical role in the
collapse of the Soviet Union. The Soviet Union was unable to bear the
opportunity costs of maintaining a completely self-sufficient system of
economic organization and, by the late 1980s, no longer could compete
with a Western economic community that reaped the efficiency advan-
tages of global production chains, international financial markets, and
a liberal international trading system.' Transnational movements and
a global civil society of policy makers, peace activists, and scientists
provided ideas and information that further undermined entrenched
hard-line Soviet defense policies.? By the time that Mikhail Gorbachev
ushered in the “new thinking” that favored constructive engagement
with the West,* global forces had undermined the Soviet monolith to
the point that it rapidly unraveled under the weight of economic stag-
nation, nationalist mobilization, and a new environment of political
openness. With the end of the Cold War, Russia and its former imperial
satellites were thrust into a period of internal transition and geopoliti-
cal uncertainty, as many debated the merits of reorienting themselves
away from Eurasia and toward the West.*

Although international relations scholars have pointed to how global-
ization contributed to the Soviet collapse, few have systematically theo-
rized about the effects of globalizing processes on the state formation
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and national security of the post-Soviet states.® Unlike the other regions
under consideration in this volume, the very formation and develop-
ment of the post-Soviet space has coincided with the era of globaliza-
tion, making an examination of how global exchange, marketization,
and the rise of nonstate actors affect post-Soviet security all the more
analytically instructive.

Lately, media depictions of Eurasian politics have produced images of
terrorist insurgencies in the Caucasus, al Qaeda-type suicide operations
in Moscow, and the smuggling of radioactive materials, weapons, and
narcotics across Central Asia, suggesting that the nefarious elements
of globalization have infiltrated even the previously insulated Eurasian
region. Indeed, even Russian President Vladimir Putin observed in
December 2003, that “drugs, terrorism and money laundering are links
of one chain.” This image also fits the broader emerging narrative in
security studies that globalization has created a category of nonstate
actors such as criminal organizations and terrorist movements that
now threaten the fundamental security of nation-states.”

AsIwill argue later in this essay, there is much that is actually correct
about this alarmist view, although the involvement of the state and its
security institutions in these globalizing processes is much more instru-
mental than the Russian president and many globalization theorists
acknowledge. But, as Jonathan Kirshner underscores in chapter 1, the
claim that globalization inevitably undermines state security is neither
analytically helpful nor empirically new.® Missing from most analyses
of globalization and national security is not so much an identification
of the global actors that might challenge state security and authority,
but a theoretical explanation of why states’ capacities for coping with
these global threats vary so greatly. The post-Soviet cases suggest that
globalization not only weakens the capacity of states in security mat-
ters, as other contributors to this volume also point out, but that the
global processes of exchange and marketization can alter, condition,
and even “criminalize” the very functions and organizational purpose
of a state’s security apparatus.

This essay advances an organizational theory of the relationship
between globalizing processes and the evolution of national security
within a particular institutional domain: the postimperial state. My
central argument is that the fragmented organizational structures of
postimperial states, especially in the security sphere, differ significantly
from those of traditional states. Whereas Western states maintain a
clear differentiation among security functions, organs, and agencies,
postimperial states lack these distinctions and an overall rationalization
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of their state security structures. As in Robert Jackson’s “quasi-states”
formulation, postimperial states lack positive sovereignty and the abil-
ity to effectively monopolize, organize, and control the use of violence
within their boundaries.’ Given this starting point, the global processes
under consideration in this volume—particularly the legal and illegal
international economic exchange described by Kirshner; the market for
private security as described by Deborah Avant; the flows and the net-
working of people as described by Fiona Adamson—tend to criminalize
the operations of security institutions, diminish the capacity of states to
cope with external security threats, and blur distinctions between the
various functions associated with internal and external security.

Much like Marc Lynch suggests in chapter 6 on the Middle East, glo-
balization has significantly affected the security of the post-Soviet space,
but not in the sanguine “liberalizing” or interdependence-promoting
manner in which the term is popularly understood. In fact, rather than
promote the normalization of security institutions, globalization has
exacerbated these institutional dysfunctions across the post-Soviet
states. It will continue to do so unless a set of international organiza-
tions or other external actors, such as the North Atlantic Treaty Organi-
zation (NATO) or the European Union (EU), impose a comprehensive
institutional conditionality that can standardize and reorganize the
security apparatus of these states.

I begin by contrasting the organization forms of two types of states,
the traditional state and the postimperial state, and show how the
security institutions of the latter are characterized by declining func-
tional differentiation, organizational corruption and chronic rent-seek-
ing, and severe control or agency problems. After specifying certain
hypotheses concerning globalization and postimperial state security, I
examine the organizational legacies of the Soviet collapse and the secu-
rity structures of the region’s states. Next, I illustrate these theoretical
claims about the effects of globalization on the region’s security appa-
ratus with evidence from the post-Soviet space, focusing on elements
of the arms trade and weapons smuggling, the rise of mercenaries and
private security actors, and the expansion of illicit markets. I find that
the global processes of exchange and marketization, in particular, have
exerted a profound impact on the capacity and very nature of the post-
Soviet state. In the final section, I explore how these state dysfunctions
have prevented post-Soviet authorities from adequately coping with the
security threats posed by emerging nonstate actors such as criminal
and terrorist movements, before offering some tentative conclusions.
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THE ARGUMENT: GLOBALIZATION AND
POSTIMPERIAL SECURITY INSTITUTIONS

The Organizational Structure of Traditional and Postimperial States

Traditionally, states follow a centralized organizational form in which
various functional divisions of governance correspond to certain min-
istries or departments. Ministries, in turn, are responsible for imple-
menting general policies within their particular functional or issue
areas. Usually, the center determines the state’s general priorities, over-
all goals, and jurisdictional responsibilities and provides the revenues
necessary to finance each ministry’s operations. Although the scope of
state functions may vary somewhat (i.e., a totalitarian state may per-
form a wider array of functions than a more limited liberal state), this
type of organizational structure holds for most modern states with
some degree of bureaucratic capacity.

The organization of political violence and security-related functions
also follows such an organizational structure. Different security-related
functions such as the armed forces, internal security, law enforcement
and policing, border patrol, and intelligence services all usually oper-
ate as distinct entities or agencies within the state, and each functional
division plays a specified and well-defined role. Of course, the exact
functional divisions and security-related jurisdictions will vary across
states, as will the centralized state institutions responsible for coordi-
nating them (national security agencies, joint chiefs of staff, etc.), but
traditional state security policies are predicated on some variation of
this functionally differentiated state structure.

Now consider the organizational structure of a postimperial state
or other fragment of a collapsed larger hierarchical entity. In all likeli-
hood, the new state will not inherit intact the broad array of functional
bureaucracies from the larger polity. Instead, the state structure is likely
to be composed of a mix of agencies and branches that were locally based
during imperial times, as well as a number of collapsed functional divi-
sions that were centrally controlled. Rather than a unitary organiza-
tional structure, such states will be characterized by a patchwork-type
organizational structure, with various agencies, bureaucratic fragments,
and informal networks all co-existing with various levels of capacity,
resources, and ties to the new state center. The more centrally orga-
nized a particular branch was at the time of hierarchical collapse, the
more likely that the postimperial fragment will lack the well-developed
organizational characteristics of a coherent agency or mature bureau-
cratic division. In both the Yugoslav and Soviet federal structures, for
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example, the armed forces and other external security-related functions
were typically tightly controlled by the center and were, therefore, the
most likely to disintegrate or unravel within peripheral republics upon
hierarchical collapse. As Charles Fairbanks Jr. notes:

In the Soviet Union and in Yugoslavia, state institutions were much
more weaker in the federal units than in the national capitals
because the economy, foreign policy, the security police, ideol-
ogy, and the official appointments were controlled from the center.
Thus from the moment of the federal republics’ secession their state
structures were decisively weaker than the earlier state structure.”

The Organizational Imperatives of the Postimperial State

As a result of this patchwork organizational structure, three features
will distinguish the political dynamics of postimperial states that would
be absent or tempered in traditional states and their security agencies.
First, postimperial state agencies are more likely to develop indepen-
dent mechanisms for revenue extraction. Xiaobo Lu has referred to
the process of autonomous rent-seeking by state agencies as “organiza-
tional corruption” and has noted that many underfunded state organs
in China and other parts of the developing world must raise revenues in
this illicit manner to sustain their operations." Obviously, the types of
revenue activities will depend on that agency’s particular function, asset
base, or expertise but may include trading in goods and services, as well
as the granting of unoflicial regulatory licenses. For security agencies,
this will mean commercializing in some manner their security-related
activities.

Second, agencies within a postimperial state are more likely to aggres-
sively compete over new areas of functional jurisdiction. Although it is
a fundamental characteristic of bureaucracies to fight turf wars against
other bureaucracies,"”? both the scale and scope of this dynamic are
greatly heightened in the setting of a postimperial state. Wholesale
functions once executed by the center may now exist in the most rudi-
mentary or fragmented form, thus becoming prime targets for an orga-
nizational “takeover” by other agencies. This is particularly relevant
in the security sphere, where the distinctions among security activi-
ties can become blurred. Armed forces are liable to step into internal
policing and security roles and vice versa, depending on which one had
the greater organizational capacity upon the start of independence and
which one has maintained stronger institutionalized links to the new
central government.” Furthermore, new jurisdictional areas related
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to the control of political violence, such as border patrols or customs
posts, can provide enticing revenue-enhancing targets for such agen-
cies. As state agencies undertake multiple tasks, distinctions between
various security-related functions such as policing, defense, and the
border patrol will become increasingly obscured.

Finally, the patchwork structure of the postimperial state greatly
increases the control loss or agency problems faced by the center vis-
a-vis its various state organs. As in any set of hierarchical relations,
traditional states also face agency problems as a result of the regular
process of political delegation.”* Again, the issue in postimperial states
is one of degree. Postimperial agencies that independently pursue rent-
seeking activities and expand their jurisdictional scope will be much
more difficult for the center to monitor than agencies with a clearly
designated functional purpose. The center may even purposefully allow
a great deal of “organizational slack” to security agencies, especially if
they happen to also serve as the guardians and protectors of the regime
in question. At the extreme, warlords and militias that command state
resources for substate political purposes may even be tolerated by a
weak center that views its political standing as precarious or lacks the
resources to combat such defections."

In sum, the organizational differences between postimperial states
and traditional states also create distinct organizational imperatives for
postimperial security agencies. The proliferation of organizational cor-
ruption and revenue-seeking, the expansion of jurisdictional scope, and
the exacerbation of control loss problems all come together to reduce
the functional differentiation of state agencies and their activities. In
the security sphere, this undermines the ability of the state to effectively
control, monitor, and organize political violence on its territory.

Globalization and Security in a Postimperial Setting

As defined by the essays in this volume, globalization refers to the “rise
and influence of unorganized and stateless forces.” Of these forces,
the most important for the development of the postimperial state are
the processes of exchange—the increasing volume of legal and illegal
cross-border transactions—and marketization—the encroachment of
market forces into noneconomic areas of social organization. Overall,
global exchange and marketization will tend to magnify each of these
previous state imperatives and diminish the postimperial state’s overall
capacity to effectively and exclusively perform security-related func-
tions. The following three hypotheses further specify these processes
and interactions.
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Hypothesis 1: Globalization offers alternative markets and exchange
opportunities for security-related agencies to rent-seek and fund their
organizational activities Globalization allows weak or unfunded
state institutions to continue their activities by other means rather than
restructure their activities or fold their organization. In terms of this
volume’s analytical framework, global exchange and marketization
(processes) undermine and transform state capacity. First, exchange
and marketization allow state security agencies to independently raise
revenue. Security agencies with access to weaponry, military technol-
ogy, or other marketable items can engage in asset-stripping and export
these items to private clients. State agencies can also offer their services
to the global marketplace, either independently or with tacit official
acquiescence. In the realm of security, the proliferation of a global mar-
ket for private security services allows agencies facing budget cuts or
other financial constraints to find alternative revenue opportunities
and clients.'® States, therefore, can be suppliers as well as consumers of
the global market for security-related goods and services. In addition,
the existence of smuggling networks allows state agencies involved with
internal security matters to rent-seek and network with the criminal
groups that organize these illicit exchange activities. As Peter Andreas
suggests, organized smuggling networks always involve some degree
of state complicity, usually an agency that must be co-opted or bribed,
and the illicit international political economy often intersects with the
activities of security-related actors.”” Again, positions that bring state
officials in contact with smuggling or trafficking networks are partic-
ularly lucrative for the presiding security agency and the individuals
who staff them. As illicit global markets develop, state security agencies
are uniquely well-positioned to act as their de facto regulators. Diego
Gambetta has argued that the mafia and other organized crime groups
perform the economic function of regulating unofficial markets."® By
offering protection services, guaranteeing contracts, and managing
dispute settlements, organized crime becomes a de facto regulator of
illegal markets in which the state is not present. As analysts of global-
ization suggest, the worldwide retrenchment of the state, the opening
of borders and liberalization of exchange, and the advent of new com-
munications technologies have contributed to the proliferation of global
underground markets for illegal goods and finance." The very fact thata
security agency might itself be responsible for border patrolling or polic-
ing smuggling routes makes these clandestine activities more likely to
become encompassed within its informal organizational jurisdiction.
Finally, the involvement of the state within the illicit political
economy of smuggling and trafficking has led security analysts to
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increasingly incorporate these criminal actors and their activities into
their analyses of contemporary internal warfare as well as to formulate
distinctions between recent and previous wars based on these factors.?
Indeed, as the Bosnia and Kosovo conflicts suggest, the state’s very abil-
ity to effectively conduct warfare or perform security functions may be
contingent on the success of its various security agencies in regulating
and profiting from these illicit markets.*'

Hypothesis 2: Globalization increases the security threat posed by non-
state actors by weakening the capacity of postimperial states to cope
with such transnational actors Second, globalization, perhaps para-
doxically, diminishes the capacity of states to respond to transnational
security threats such as insurgents, terrorists, and organized crime
networks. Effectively combating the threat of nonstate actors requires
that states and their security agencies maintain adequate border con-
trols, share information, coordinate tasks with other state agencies,
and effectively infiltrate such networks without being co-opted.* Such
interagency capacity, coordination, and purpose do not typically char-
acterize postimperial states.

Hypothesis 3: Globalization prevents the postimperial state from nor-
malizing its malformed security institutions Finally, as a result of
these unofficial organizational activities, globalization actually inhibits
the internal processes necessary for the “normalization” of these dys-
functional and criminalized security institutions within a postimperial
state. Rather than develop the internal institutions necessary for state
building and consolidation, the presence of the global processes of
exchange and marketization will hinder effective state formation. The
acute agency problems that already characterize relations between cen-
tral governments and security agencies in postimperial states will only
be exacerbated by global processes. Corruption in border patrols and
policing, trafficking in arms and military hardware, and the use of state
assets to pursue private profits all diminish domestic and international
confidence in state-related security institutions. However, the very abil-
ity to pursue alternative revenue-seeking activities within the global
market might itself be a quid pro quo for a certain security agency to
maintain its loyalty to a particular regime. Contrary to the expecta-
tions that interaction with the international system will homogenize
or inevitably rationalize these organizational characteristics, interac-
tions with global markets and economic flows are only likely to insti-
tutionalize these types of organizational activities as a normal state of
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affairs. Similarly, the counterfactual should also hold: effective state
formation and internal consolidation would be more likely to tran-
spire in the absence of globalization. For example, studies of European
state formation and the development of the modern state system have
highlighted the importance of the state’s ability to develop an effective
apparatus for taxation, monopolize the institutions of violence by pro-
moting national militaries, and expand centralized, bureaucratic con-
trol.”® Tellingly, these state formations occurred during eras when the
global processes of exchange and marketization were relatively muted.

SOVIET AND POST-SOVIET ORGANIZATION
OF SECURITY AND STATE VIOLENCE

Under the Soviet system, security and economic activity were vertically
integrated under unionwide ministries and centralized state control.
Of the main security functions, the five distinct functional divisions of
the armed forces (Ground Forces, Strategic Rocket Forces, Air Forces,
National Air Defense Troops, and the Navy) represented the highest pri-
ority function of the Soviet state and were assigned to various military
districts (noncontiguous with individual republics) under the auspices
of the Ministry of Defense.** The Committee for State Security (KGB)
controlled internal security, intelligence services, and the border patrol,
while the Ministry of Internal Affairs (MVD) retained jurisdiction over
routine policing and militia matters. Branches of each of these bureau-
cracies were placed within each Soviet republic, each with varying
degrees of accountability to regional organs. Usually, the more sensitive
the security function, the more likely that the branch organ would be
exclusively accountable to its functional division located in Moscow.

When the Soviet Union collapsed, so too did the various unionwide
organizational entities and administrative hierarchies responsible for
various security-related functions.” The Soviet army was left in organi-
zational disarray, with various ex-republics inheriting varying numbers
of Soviet-era troops and nontitular national officers, military hardware,
institutional legacies, and nonmovable installations on their respective
territories.”® Moreover, the growth of clandestine security actors, crimi-
nal organizations, and ethnically motivated paramilitary organizations
during the Gorbachev era further contributed to the unclear division
of security-related institutions and functions in the immediate post-
Soviet era.

As a result, upon their independence, the post-Soviet states failed
to develop well-institutionalized national armed forces, especially as
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several post-Soviet states (Azerbaijan, Armenia, Georgia, Moldova, and
Tajikistan) descended into violent conflicts in 1992 and 1993.”” Instead,
national defense units were pragmatically cobbled together as an
assembly of national guardsmen, paramilitary organizations with ties
to certain individuals or state agencies, mercenaries, and external forces
(usually Russian) charged with specific duties such as peacekeeping or
border patrols.?® Underfunded, ridden with corruption and desertions,
and lacking in any organizational capacity, the national militaries of the
post-Soviet states are far weaker organizations than they were during
Soviet times. Indeed, in most post-Soviet countries, police agencies—
the organizational benefactors of the locally organized MVD associa-
tions of the Soviet era—have assumed many of the broader security
functions that were previously performed by the Moscow-based KGB
or even defense forces (see Table 7.1).

For example, a recent International Crisis Group report on Central
Asian policing and internal security found that:

the military in Central Asian states plays a more limited role in
everyday political life than the interior ministries. Police forces
in the region are much more powerful than the militaries and
include their own armed units designed for internal control. They
have a considerable role in political life that may grow further in
the future. Although the role of militaries in Central Asian soci-
eties should not be ignored, the internal security forces pose the
greater threat to stability and the greater opposition to deeper
economic and political reform.*

In sum, the unitary and clearly functionally defined security institu-
tions of the Soviet military gave way in the post-Soviet era to a patch-
work of official and nonofficial security organizations with unclear
functional roles, organizational mandates, and weak capacities.

GLOBALIZATION AND SECURITY
IN THE POST-SOVIET SPACE

Two particular processes of globalization—global exchange and mar-
ketization—have exacerbated these organizational legacies and dys-
functions of the post-Soviet states. First, post-Soviet state security
agencies have actively used global exchange to further enhance their
organizational interests. They have sold their assets and services on both
the official and unofficial global markets and, by so doing, managed to
maintain their operations after the Soviet collapse. Security agencies
have also regulated the structure and operation of illicit markets, as the
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Table 7.1 Comparative Number of Internal and External Security Troops, 2003

Ratio

National Police and External: = Armed Police

Country or Armed Internal Internal Forcesper Forces per
Region Forces  Security = Forces Population Population
CIS
Russia 860,000 700,000 1.23 1:168 1:206
Western NIS
Belarus 82,900 98,000 0.85 1:125 1:105
Moldova 8,500 16,000 0.53 1:522 1:277
Ukraine 303,800 386,000* 0.79
Caucasus
Armenia 44,667°  50,000° 0.89 1:74 1:67
Azerbaijan 64,820° 50,0004 1.30 1:121 1:157
Georgia 18,200  80,000' 0.23 1:271 1:62
Central Asia
Kazakhstan 60,150  69,000" 0.87 1:279 1:243
Kyrgyzstan 11,000 19,000 0.58 1:445 1:258
Tajikistan 6,000  28,800™ 0.21 1:1144 1:238
Turkmenistan 17,500 25,500 0.69 1:273 1:187
Uzbekistan 70,000 200,000 0.35 1:371 1:130
Other

Hungary 39,000 37,000 1.05 1:258 1:271
Belgium 39,655 40,000 0.99 1:259 1:257
New Zealand 8,750 7,100 1.23 1:452 1:557
Guatemala 32,200 9,800 3.29 1:432 1:1419
Peru 120,000 89,000 1.35 1:237 1:319
Cameroon 13,650 9,000 1.52 1:1154 1:1750
Botswana 7,800 4,695 1.66 1:202 1:335
Jordan 100,500¢ 25,000 4.02 1:54 1:218
Sri Lanka 110,000 80,000 1.38 1:179 1:247
Thailand 240,000 120,000 2.00 1:268 1:536

(continued)

smuggling and trafficking of illegal goods such as narcotics have become
vital components of their operations. The origins of such illicit activi-
ties can be traced to the Perestroika era when official decentralization
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Table 7.1 (continued) Comparative Number of Internal and External Security Troops, 2003

@ 2002 data; ®Reserves estimated at 222,000;  Police and internal paramilitary;
4 Estimate; ¢ Reserves estimated at 300,000

Source: Janes Defense Weekly Online, Sentinel Security Assessment; except (n/a in
Janes): (i) Estimate of U.S. Department of State 1999 Human Rights Report.
Some international NGOs estimate the number to be even higher. (ii)
International Crisis Group. (iii) Seventh United Nations Survey of Crime
Trends and Operations of Criminal Justice Systems, covering the period
1998 to 2000 (United Nations Office on Drugs and Crime, Centre for
International Crime Prevention).

created an environment for the systematic stripping and selling of state-
owned assets;** however, the general lawless environment encouraged
by Russia’s radical shock-therapy-style economic reforms in the early
1990s created unprecedented opportunities to expand this unofficial
international exchange, especially in security sectors.* Thus, although
the tendencies for illicit exchange were evident in the late Soviet era,
the post-Soviet states’ interaction with global processes afforded them
immediate opportunities to profit from their security-related assets
and activities.

Post-Soviet Security Agency Revenue-Seeking
and Exchange in Official Markets

Much of the security-related exchange activities involve the direct
descendants of the old Soviet military-industrial complex. Officially, the
military-industrial complex remains an important domestic influence in
Russian politics and the Russian government seems determined to support
and promote strategic sectors.’? Given a very limited and cash-strapped
domestic market for these specialized military goods, globalization has
afforded various defense-related industries the opportunity to reorient
their production for the new global market for military hardware. As
Rachel Epstein notes in chapter 8, ailing post-Soviet defense industries
face stiff competition from European companies that also desperately
seek new global clients and markets. The emergence of a truly global
market for weapons and military hardware has allowed former Soviet
state defense companies to continue their production, but, unlike the
European Union suppliers that Epstein describes, post-Soviet produc-
ers and their governments do not seem overly concerned with dealing
with unsavory international clients. The Russian state-owned company
Rosvooruzhnie (Russian Armaments) increased its export sales in the
year 2000 to $2.8 billion in sales (out of a total of $3.4 billion) to 49 dif-
ferent countries, helping to make Russia the fourth largest exporter of
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arms in the world.*® The Russian nuclear energy ministry (Minatom)
has also stepped up its export activities to about $2.6 billion in 2003,
including continuing a major project (worth $800 million and 20,000
Russian skilled jobs) to construct a nuclear complex in Bushehr, Iran,
over the public objections of US officials.** This has raised concerns
over Iran’s weapons of mass destruction (WMD) production potential
and Russia’s role in global nuclear proliferation.

Even though buyers such as Iran and China may be out of favor
with the West, the global market for security-related industries offers
an important source of hard currency for Russia’s producers, and
Moscow has demonstrated a commitment to reinvigorating these
sectors.” As Robert Legvold observes of the link between Soviet-era
military-industrial organization and post-Soviet economic develop-
ments in Ukraine and Belarus,

not only do the remnants of the Soviet architecture create depen-
dencies whose organizational and economic imperatives compel
leaderships to live with a fragmented, non-viable military-indus-
trial base, they also push them to hawk their arms abroad, even
when selling in some markets adds to international instability
and angers potential supporters.*®

Similarly, Kimberly Marten Zisk has observed that across a broad
array of former Soviet defense-related industries, enterprise managers
opportunistically initiated a number of new spin-ofts and start-ups from
the larger enterprise, thus ensuring their survival in a time of economic
crisis.’”” As Zisk suggests, the activities of these “daughter enterprises”
are by their very nature secretive and make it difficult for the Russian
state to accurately assess, monitor, and tax these enterprises, let alone
regulate their production and exports within the global marketplace.’®

Asset Stripping and the Unofficial Markets
for State-Produced Military Goods

Unofficially, the exchange opportunities afforded by international
markets have allowed state security agencies to both appropriate and
illegally sell state assets and resources on the global market as well as
to engage in explicitly illegal activities such as drug and human traf-
ficking. In both cases, international exchange has been facilitated by
the cooperation of organized criminal networks with well-developed
international business contacts and networks. The illicit exchange
opportunities afforded by globalization have been every bit as signifi-
cant, if not more so, as official exchange.
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The collapse of the Soviet army generated seemingly unlimited
numbers of minimally guarded supply depots, ammunitions dumps,
military garrisons, and arms—producing plants. For instance, in 1992,
the Ukrainian-Siberian Commodity Exchange switched from broker-
ing commodity trades to selling Soviet-era fighter planes, tanks, and
antiaircraft systems, as global buyers rushed to find military hardware
at bargain prices.”” Russia’s military procurator’s office estimates that
from 1995 to 2001, over 8,000 firearms were stolen from army stor-
age, with 184 servicemen convicted of illicit arms trafficking in 2001
alone.*” In 2003, the military procurator estimated that 1,700 crimes
were committed against federal property, with criminal proceedings
initiated against 1,100 military service members.*" Clients for these
assets have ranged from global arms traffickers, to international crimi-
nal organizations, to local private actors undertaking security-related
and protection activities.

As Graham Turbville observes of the scope of these unofficial activi-
ties, the Russian armed forces since independence have been involved in

smuggling crimes of all types (particularly drugs and armed
trafficking), the massive diversion of equipment and materials,
illegal business ventures, and coercion and criminal violence ...
financial crimes and schemes involving a spectrum of banks
and financial organizations, real and dummy corporations, joint
ventures with foreign partners, and overseas money laundering
schemes.*?

The proliferation of such criminal activities has even led some to specu-
late that Russian criminal organizations and their state security col-
laborators actively constitute a global security threat.*> For example, in
April 2001, Italian authorities arrested Russian and Ukrainian mem-
bers of a crime network that had smuggled over 13,400 tons of weap-
onry to various fighting factions in the Balkans (including the Croatian
army) and, just a few months later, dismantled a similar network that
was trafficking weapons to Charles Taylor’s forces in Sierra Leone.**
Stripped and smuggled military assets have also been used within
post-Soviet conflict settings. For example, the weapons pipeline to rebel
factions in Chechnya has regularly been supplied by Russian person-
nel and even soldiers stationed in the region. In addition, the Russian
military in Chechnya is widely rumored to be siphoning off oil and facil-
itating smuggling, thereby further entrenching themselves in the region
as a result of these lucrative spin-off activities.*” In the spring of 2002, a
discovery of Russian-manufactured Igla man-portable air defense sys-
tem (MANPADS) missile launchers in Vedeno prompted Russian secu-
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rity officials to accuse Georgia of selling these weapons systems to Arab
mercenaries operating in Chechnya.*® Georgian officials countered that,
in fact, troops at the sovereign Russian military base of Akhalkalaki (in
southern Georgia) had illegally sold the systems to the Chechen rebels.*”
In fact, many observers have reported that unmonitored Russian mili-
tary personnel on these bases regularly smuggle weapons and hardware.
Russian troops are also accused of having smuggled arms to factions in
Abkhazia, Ossetia, Nagorno Karabakh, and Moldova during the early
1990s (although some would argue with tacit government approval).

Illegal Exchange: Rent-Seeking and the Market for Illicit Goods

The exchange, regulation, and financing of illicit goods has been
another source of revenue extraction for many state security agen-
cies. The tacit regulation of illegal economic sectors is a function that
post-Soviet agencies are undertaking, also usually in cooperation with
various international criminal networks and other transnational actors
with global links.

Of all the smuggling networks within the post-Soviet space, the most
lucrative remains the drug trade, especially in the former Central Asian
republics. The United Nations estimates that about 75 percent of the
world’s opium (and all of European and Russian supply) is produced in
Afghanistan and about half that Afghan production passes through the
post-Soviet Central Asian states.* Drug trafficking is a major revenue
source for various involved parties in transit countries. Kyrgyz Deputy
Prime Minister of National Security Miroslav Niyazov estimated that
narcotics trafficked through Kyrgyzstan alone is worth about $1 billion
annually to international crime syndicates.* The United Nations Office
on Drugs and Crime (UNODC) estimates that income from drug traf-
ficking accounts for about 35 percent of Tajikistan’s gross domestic
product (GDP).”® Although the amount of opium seized by Central
Asian border guards has increased every year, these interdictions have
been minor compared to the rise in production over the same time.
The border guard, police units, and government officials receive kick-
backs for allowing the majority of shipments to pass through.”' The
International Crisis Group estimates that the internal security forces
of Kyrgyzstan and Tajikistan have become so dependent on these illicit
markets that the central government provides only 25 percent of their
operating budgets.” In addition to the Central Asian countries, all three
countries of the Caucasus are regularly cited as transshipment points
for narcotics. The freelancing military units of the breakaway Trans-
dniestria region in Moldova also allegedly structure and manage the
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trafficking of drugs and weapons—about $2 billion worth a year—in
order to finance their activities.”

The global smuggling of people, in addition to drugs and contra-
band, is also a lucrative business in the Eurasian region and another
illicit market that is regulated by state security agencies in collusion
with organized crime. The trafficking in women from various for-
mer Soviet republics is now a multibillion dollar business with well-
established supply chains throughout the Eurasian space.* In 1998, the
Ukrainian Ministry of Interior estimated that over 400,000 Ukrainian
women had been illegally trafficked since independence, a number that
domestic and international NGOs dispute as too low.> In 1999 alone,
four thousand Kyrgyz women and girls were illegally sold abroad as
sex workers to the Gulf states, China, Turkey, and Eastern Europe.* In
certain conflict-ridden areas, kidnapping and ransoms can also pro-
vide important sources of revenue. In Chechnya, various militant and
rebel groups have used ransoms from the kidnapping of foreign aid and
humanitarian workers as their primary source of hard currency.

Those political entities or quasi states that lack access to official
international sources of revenue seeking—IMF, World Bank, interna-
tional capital markets, and bond issues—have little alternative but to
rely on the underground world economy to raise revenues and estab-
lish payments systems. This seems to be especially applicable to the
de facto states that have been established in the Eurasian territories of
Nagorno-Karabakh (in Azerbaijan), Abkhazia (in Georgia), Ossetia
(Georgia), Transdniestria (Moldova), as well as portions of Chechnya
(Russian Federation). Charles King has observed that the police and
militia forces of these regions are the main facilitators of commerce,
regulating the transit of everything from petrol to cigarettes and nar-
cotics.”” Indeed, the involvement of international humanitarian agen-
cies and international organizations in these conflict areas provides the
only internationally “legal” injection of foreign exchange into these ter-
ritorial economies.

Of course, the greatest US security concern in the area of illicit
exchange remains that nuclear-related materials will be illegally sold
on the black market and may be acquired by organizations with links
to international terrorist networks. Several interdictions of Russian
uranium and fissile materials in the mid-1990s further added to the
Western perception of a “loose nukes” problem. According to Rens-
selaer Lee III, the nuclear black market involves two types of criminal
syndicates—career criminals and “bureaucratic criminals”—com-
posed of active or retired state employees, including military officers,
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naval personnel, and KGB operatives.*® However, these criminal groups
also act pragmatically and do not maintain any permanent organi-
zational structure to traffic these materials in the way they do other
contraband sectors. Major seizures of Soviet-era fissile materials in
Munich and Prague in 1994 revealed that even though the traffickers
were immersed in a dense international trading network, they were
still actively looking for buyers for the materials.” Moreover, although
certain terrorist organizations such as al Qaeda would undoubtedly
like to procure nuclear materials, the exact market demand outside of
international sting operations is almost impossible to assess with any
certainty.®

Post-Soviet Security Agencies and the
Marketization of Security Services

As described by Deborah Avant in chapter 4, the rise of a global pri-
vate security industry over the last decade has been remarkable,® but
its growth within Russia and the other ex-Soviet republics is especially
noteworthy. With the downsizing of the Soviet “power ministries”
(the KGB/Federal Security Service [FSB], MVD, and Defense Minis-
try) in the 1990s, a flood of security personnel was unleashed into a
rapidly privatizing economy and relatively lawless environment.®* With
minimal initial regulatory oversight and the liberalization of financial
transactions, the demand and financing for private security quickly
created a glut of private security firms that became both the guardians
and beneficiaries of the Russian economic transition. The sheer number
of private security businesses in Russia is staggering, having more than
doubled from 4,540 in 1993 to 11,652 in 1999, absorbing about 50,000
former officers of Soviet state security agencies (see Table 7.2).°*

Table 7.2 Growth of Private Security Sector in Russia by Year
1992 1993 1994 1995 1996 1997 1998 1999

Total number of 0 4540 6,605 7,987 9,863 10,487 10,804 11,652
private agencies

Private protection 0 1,237 1,586 3,247 4,434 5280 5995 6,775
companies

Private security 0 2,356 2,931 4,591 5,247 5,005 4,580 4,612
agencies

Agencies closed by 0 73 690 622 978 1,364 1,277
authorities

Source: Vadim Volkov, Violent Entrepreneurs (Ithaca: Cornell University Press, 2002),
p. 138, Table 3.
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Private security businesses include private protection companies
and private security services and, by a 1992 law detailing licensing
procedures, all Russian enterprises are entitled to establish security-
related subdivisions.®* Analytically, distinguishing between PSCs and
other forms of extrastate violence-wielding groups such as the mafia
is often difficult given that both groups employ former Soviet security
personnel, both provide protection services for various commercial
enterprises, and both maintain institutionalized links to various state
agencies and bureaucracies.® In November 2000, the head of Russia’s
Interior Ministry’s Main Administration for Public Order observed
that half of the country’s 12 largest private security firms (employing
over 200,000) served as fronts for organized crime and explained that
his agency had revoked the licenses of over 2,000 such firms.*® Although
the Russian state is now trying to more carefully monitor and clamp
down on the activities of PSCs, as Avant observes, the marketization of
security functions in the post-Soviet era undoubtedly has redistributed
power away from the central state toward certain powerful groups and
organizations within Russian society.

Military-related or mercenary activities have also proliferated within
the post-Soviet space. With their national militaries in economic and
organizational disarray, former skilled fighters such as pilots or spe-
cial operatives initially found lucrative opportunities for employment
in regional conflicts precipitated by the Soviet collapse. For instance,
Ukrainian and Russian pilots (mostly stationed from a recently dis-
banded unit in Latvia) were hired by the Azerbaijani Defense Ministry
to fly MIG-25 sorties into Nagorno-Karabakh.®” Azerbaijan was also
accused of hiring Afghan troops in an attempt to bolster its failing
ground campaign in the same area during the summer 0of 1992.% Atsome
point in the early 1990s, Russia, Armenia, Azerbaijan, Transdniestria,
Uzbekistan, Chechnya, Taliban, and Northern Alliance Afghanistan,
as well as international networks of Islamic militants, had all report-
edly financed some private military activity outside of their borders in
the post-Soviet space.”” The most publicized deployment remains the
Russian government’s increasing use of hired soldiers or kontraktniki
in Chechnya, a group that have acquired a formidable reputation for
their harsh attitudes and brutal actions against civilians.”

Post-Soviet private security forces have also supplied personnel and
services to external clients outside of Eurasia. In addition to buying
a wing of Russian Su-27 fighters, the Ethiopian government hired a
number of Russian military experts in a private capacity to run critical
military functions such as air defense, radar warfare, and artillery as
well as to advise the Ethiopian government on basic military strategy.”
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According to Peter Singer, every meeting of the Ethiopian General Staff
during its Eritrean campaign included the guiding participation of hired
Russian advisors, and other accounts have speculated that Russian pilots
were flying aircraft for both sides during the Ethiopian-Eritrean border
conflict.”> Ukrainian soldiers have been reportedly hired for combat ser-
vices in the former Yugoslavia, North Africa, Southern Africa, and the
Middle East,” and a reported band of 300 mercenaries fought on behalf
of rebels in Sierra Leone in 1997 and 1998, an allegation that the Ukrai-
nian government continues to deny.” It is now widely acknowledged
that a number of different Russian mercenaries fought for Serbian forces
in Kosovo, thereby making the injection of Russian peacekeepers after
the conflict more difficult for the Kosovar population to accept. Finally,
other ex-Soviet PSCs have formally folded themselves into larger inter-
national or Western-based security-related corporations. For example,
the Moscow-based Alpha firm, a descendant of the Soviet-era elite spe-
cial forces organization, was acquired by ArmorGroup to enhance its
capacity for operations in the former Soviet states.”” As Avant observes
about the ambiguous relationship between the US government and the
activities of US-based MPRI in Croatia, the expanding international
market for force affords opportunities to post-Soviet military personnel
to offer a broad range of services to global clients, while simultaneously
allowing the post-Soviet governments to deny any official responsibility,
complicity, or accountability for these groups’ activities.

Empirical Reprise: The Effects of Global Exchange
and Marketization on the Postimperial State

The involvement of state security agencies in the global underground
economy testifies to the weakness of central authorities to both ade-
quately fund and control political violence within and outside of their
territories. Through their asset-stripping, provision of services to other
clients, and regulation of illicit markets, the security agencies of the
post-Soviet state have used the exchange opportunities afforded to
them by globalization to pursue self-interested organizational impera-
tives. Charles Fairbanks goes even further to suggest that a network of
patron-client relations has become institutionalized within the post-
Soviet state, with central governments ceding significant leeway to
security agencies to the pursuit of unofficial revenue-raising activities
in exchange for supporting the governing regime.”

Taken altogether, the processes of exchange and marketization have
eroded the ability of the post-Soviet states to maintain adequate control
of their various security agencies. Such principal-agent problems have
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been aggravated by the patchwork nature of the post-Soviet security
state, but the empirical trends suggest that globalization is making the
security apparatus in various post-Soviet states less, not more, coherent
over time. Without a doubt, the organizational corruption, rent-seeking,
and entrepreneurial activities of the post-Soviet security agencies can
be starkly contrasted to the centralized and relatively well-maintained
military apparatus of the pre-Gorbachev era.

THE RISE OF NONSTATE SECURITY THREATS
AND POST-SOVIET SECURITY INCAPACITIES

Finally, the criminalization of the post-Soviet state, nurtured by globali-
zation, also hampers these governments’ ability to successfully eradicate
new transnational security threats such as mafia organizations and
terrorist groups. Although ethnic and regional conflicts proliferated
throughout Eurasia after the Soviet collapse, most are now relatively
calm as nonstate actors have now emerged as the primary sources of
instability throughout the post-Soviet space.”” The rise of both militant
Islamic insurgent movements as well as the activities of organized trans-
national criminal networks constitute important challenges to state
authority and, in some cases, even regime stability. Although we should
be wary of the fact that certain governments might overstate the threat
posed by these Islamic groups in order to justify broader crackdowns
on political dissidents, the post-Soviet state security agencies seem to
lack the capacity to adequately deal with these nonstate groups.
Islamic movements with international ties emerged as a primary
security threat in the Central Asian states in the late 1990s.”® For exam-
ple, the Islamic Movement of Uzbekistan (IMU) had developed exten-
sive ties with al Qaeda in Afghanistan and Osama bin Laden reportedly
made its leader—Juma Namangani—an al Qaeda deputy before the
Uzbek was killed in fighting in Afghanistan in the fall of 2001.”° Prior
to the US campaign in Central Asia, the IMU had launched multiple
guerrilla-like assaults throughout Uzbekistan and its neighbors. IMU
forces were remarkably effective in their guerrilla campaign and man-
aged to finance their operations through extensive drug smuggling made
possible through collusion with local law enforcement officials and a
notoriously corrupt Central Asian border guard. The IMU insurgents
also mounted raids into Kyrgyzstan and kidnapped foreign workers,
including a group of Japanese geologists in the south of the country,
prompting the Kyrgyz government to appeal to the international com-
munity for help. Most recently, the rapidly growing militant Islamic
movement Hizb ut-Tahrir, a movement born out of a Palestinian group
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and currently based in London, has been identified as a growing threat
to regional governments. The movement, which officially advocates
nonviolent means to establish an Islamic government, is active in all
the Central Asian republics and is rumored to be networking and uni-
fying a number of previously distinct regional groups such as the IMU,
Uighur separatists, and isolated al Qaeda cells.* The April 2004 coordi-
nated suicide attacks and market bombings in Uzbekistan, which killed
about 50 people and were blamed on Hizb ut-Tahir, signal that radical
Islamic elements continue to reorganize, network, and mount periodic
attacks on the Central Asian governments.

In the Caucasus, a striking rise in Islamic militant activity has been
accompanied by a dwindling state capacity to intercept and eradi-
cate these movements. A flood of Islamic militants in the republic of
Dagestan helped to provoke the second Russian military campaign in
Chechnya. Elements of the Chechen resistance cemented their status
as a terrorist organization when in October 26, 2002, a Russian spe-
cial forces operation in a Moscow theater hostage crisis resulted in
170 deaths. Among the dozens of Chechen factions that are fighting
Russian troops in the small breakaway republic, some are financed by
external patrons such as Saudi Arabia, Jordan, and Pakistan, with some
possibly having received training and funds from al Qaeda.®' Russian
Presidential Aide Sergei Yastrzhembsky declared in 2001 that Russian
intelligence estimated that about 200 foreign mercenaries were hired
by rebel militias and actively involved in the region.®? Perhaps no other
incident symbolizes the global links of these transnational actors better
than the accusation that Chechen rebel forces were actively recruiting
for their cause in English universities, including the London School of
Economics.* The Russian government, like its Central Asian govern-
ments, has an interest in exaggerating the links of Islamic and terror-
ist insurgents to foreign Islamic networks in an effort to conflate their
domestic anti-insurgent campaigns with the ongoing “war on terror.”

Similarly, neighboring Georgia’s Pankisi Gorge has become an infa-
mous safe haven for criminal organizations and Islamists involved in
drug trafficking and kidnapping, as well as a hiding place for Chechen
rebels. With endemic corruption, two breakaway provinces within
its borders, and the dominance of regional warlords at the expense of
the center, Georgia is very much a failing state with little capacity to
police internally, let alone patrol its borders and mount effective counter-
insurgency campaigns. In the summer of 2002, Russia engaged in covert
operations against Chechen rebels in the gorge and even threatened
to send troops into Georgian territory.** Concerns over Pankisi were
so great that in 2002, then Georgian President Edward Sheverdnadze
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invited 200 US troops to train the Georgian army in counterinsurgency
operations. Currently, Russia and Georgia partly defused tensions by
agreeing to joint border patrols of the region.*> Although Georgian-Rus-
sian relations have improved under the leadership of President Mikhail
Saakashvili following the “Rose Revolution” in late 2003, the country’s
institutions remain mired in organizational disarray and institutional-
ized corruption. Until Georgia and the other institutionally weak post-
Soviet states find a way to normalize their security services and state
structures, authorities will lack the capacity to adequately address the
growing security challenge posed by transnational actors.

But perhaps no other events illustrate how security agency dysfunc-
tions have reduced the ability to effectively combat terrorism than reports
indicating thatin three of the biggest terroristincidentsin Russiain recent
years—the 2002 Moscow theater hostage crisis, the September 2004 sui-
cide bombings, and the Beslan attack—terrorists bribed Russian security
forces prior to committing their acts.* The investigation of the Moscow
theater hostage crisis indicated that the Chechen gunmen had bribed
over 100 police and security officials at checkpoints between Chechnya
and Moscow, including a group of police officers at railway stations who
were about to inspect the gunmen’s bags.*” In September 2004, it was
revealed that one of two Chechen suicide bombers, who simultaneously
blew up two Sibir Air flights from Moscow, had bribed her way on to the
plane.®® Underscoring the point, Aleksandr Torshin, chairman of the
parliamentary commission inquiry into the Beslan attack, commented
about the area’s security forces that, “Corruption, total corruption [is
what we see] in the North Caucasus.” In a post-Beslan story on police
corruption and Russia’s ineffective response to terrorism, one Russian
newspaper noted, “some police chase terrorists while others cover the
latter for bribes. And now we are surprised that caches with weapons
and TNT are found right near Moscow everyday.”*

CONCLUSIONS: GLOBALIZATION AND
SECURITY IN THE POSTIMPERIAL STATE

I have argued that the patchwork of post-Soviet security agencies, their
lack of clear functional distinctions, and their organized corruption are
nourished and even exacerbated by the processes of globalization under
consideration by this volume. Although much of the globalization lit-
erature points to the rationalizing and homogenizing impacts that
international flows have on state economies, my findings suggest that in
conditions where institutions are initially underdeveloped, globaliza-
tion serves to exacerbate, not correct, such institutional dysfunctions.
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The basic problem currently confronting the post-Soviet states is that
because these globalized networks symbiotically developed during the
state formation and consolidation following their independence, these
legal and illicit multiple functions have become institutionalized as part
of their security agencies’ organizational missions. State security agen-
cies and markets exist not in tension, as formulations of international
political economy often frame the relationship, but in a transformative
and mutually reinforcing symbiosis that should be a cause for concern.
Cash-strapped and underfunded, central governments have seemingly
little choice but to tacitly allow this criminal freelancing on behalf of
security forces. The provision of security, in both the private and pub-
lic spheres, has become an increasingly lucrative and entrepreneurial
activity. Accordingly, the very ability of the state to conduct other activ-
ities that require a functioning and credible security apparatus will be
increasingly constrained. For example, international investors are now
skeptical of the ability of post-Soviet security agencies to enforce the
security for high-priority direct investments in fixed assets, such as the
oil wells, transit pipelines, and mines. As a result, international compa-
nies have turned to the international security services market to guar-
antee their property rights.

Although this essay has focused empirically on the post-Soviet space,
the basic argument can be applied to a number of settings, most nota-
bly to other postcolonial states after they gained their independence.
Postcolonial states lack internal state capacity, must simultaneously
manage internal and external threat, and are primarily supported by
international legal recognition as opposed to domestic control. Their
increasing penetration by various global processes and actors should
only further fragment and erode their overall institutional capacity.”
Perhaps the most analogous organizational structure to the Soviet
case is that of the former Yugoslav states, where a mix of former fed-
eral institutions and local institutions created a similar patchwork-type
state security structure when the Yugoslav state disintegrated. The
arguments developed in this paper should be readily testable in both
of these settings.

Alternatively, examining the cases in Eastern European states and
the Baltic states where security institutions have been normalized since
the Communist collapse suggests that international organizations and
their accessions requirements could play a constructive role in revers-
ing this dysfunctional development. The extensive reform-oriented
conditionality imposed by both the European Union and NATO played
a critical role in their institutional development.”> For example, in
Romania and Bulgaria, NATO’s conditionality expedited the process of
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defense industry conversion and forced authorities to more effectively
deal with smuggling and trafficking on their non-EU borders.”> From
this perspective, the expansion of NATO even further eastward may
be beneficial purely from the standpoint of encouraging comprehen-
sive institutional reforms that would otherwise not be attempted by the
post-Soviet governments. Similarly, if Russia were to join the WTO, its
ability to provide subsidized energy exports, which it currently uses
to exercise political leverage within the post-Soviet space, would be
curtailed as a discriminatory practice.” Thus, membership in interna-
tional organizations, not the unchecked processes of global exchange
and marketization, may offer the best hope of standardizing the institu-
tional behavior, practices, and policies of the post-Soviet states.

In this era of globalization, the lines distinguishing the operations of
state security agencies, security contractors, criminal groups, terrorists,
and other militant insurgents are increasingly becoming blurred, but
they also demand analytically rigorous explanations. Criminal and ter-
rorist networks may threaten global security, but, conversely, criminal-
ized states are in no position to adequately deal with these global security
challenges. Understanding the organizational imperatives facing state
security institutions is a necessary step to theorizing the relationships
between national security and the political impact of globalization.

NOTES

1. On the material sources of Soviet collapse, see Stephen Brooks and William Wohl-
forth, “Power, Globalization, and the End of the Cold War: Reevaluating a Land-
mark Case for Ideas,” International Security 24(3) (Winter 2000): 5-53.

2. Matthew Evangelista, Unarmed Forces: The Transnational Movement to End the Cold
War (Ithaca, NY: Cornell University Press, 1999).

3. This literature is vast. For representative examples, see Jeffrey T. Checkel, Ideas and
International Political Change (New Haven, CT: Yale University Press, 1997); and
Robert G. Herman, “Identity, Norms, and National Security: The Soviet Foreign
Policy Revolution and the End of the Cold War,” in The Culture of National Security,
ed. Peter Katzenstein (New York: Columbia University Press, 1996).

4. See Dmitri Trenin, The End of Eurasia: Russia on the Border between Geopolitics and
Globalization (Washington, DC: Carnegie Endowment for International Peace, 2002).

5. There are some notable exceptions. See Georgi M. Derluguian, Bourdieu’s Secret
Admirer in the Caucasus: A World-System Biography (Chicago, IL: University of
Chicago Press, 2005); Robert Legvold and Celeste Wallander, eds., Swords and Sus-
tenance: The Economics of Security in Belarus and Ukraine (Cambridge, MA: MIT
Press, 2004); Rawi Abdelal, National Purpose in the World Economy: Post-Soviet
States in Comparative Perspective (Ithaca, NY: Cornell University Press, 2001);
Rajan Menon, ed., Russia, the Caucasus and Central Asia: The 21st Century Security
Environment (Armonk, NY: M. E. Sharpe, 1999); and Barnett R. Rubin and Jack
Snyder, eds., Post-Soviet Political Order: Conflict and State-Building (Boulder, CO:
Routledge, 1998).



10.

11.

12.

13.

14.

15.

16.
17.

18.

19.

20.

21.

22.

Globalization and National Security after Empire « 225

. “Drugs, Terrorism, Money Laundering Links of One Chain—Putin,” ITAR-TASS

News Agency, December 5, 2003.

. For example, see Audrey Kurth Cronin, “Behind the Curve: Globalization and Inter-

national Terrorism,” International Security 27(3) (Winter 2002-2003): 30-58.

. Also see Stephen Krasner, Sovereignty: Organized Hypocrisy (Princeton, NJ:

Princeton University Press, 2000).

. Robert Jackson, Quasi-States: Sovereignty, International Relations and the Third

World (New York: Cambridge University Press, 1990).

Charles H. Fairbanks, Jr. “Weak States and Private Armies,” in Beyond State Crisis:
Postcolonial Africa and Post-Eurasia in Comparative Perspective, eds. Mark Beiss-
inger and Crawford Young (Baltimore, MD: Johns Hopkins University Press), 146.
Xiabo Lu, “Booty Socialism, Bureau-preneurs, and the State in Transition: Organi-
zational Corruption in China,” Comparative Politics 32(3) (2000): 273-295.

See James Q. Wilson, Bureaucracy: What Government Agencies Do and Why They Do
It (New York: Basic Books, 2000); and Graham Allison, Essence of Decision, 2nd ed.
(New York: Pearson Longman, 1999).

Indeed, the mode of imperial extrication may determine which type of security actor
monopolizes the use of force in the independence era. For instance, in many British
colonies, a well-maintained police service became increasingly militarized during
decolonization and thus formed the nucleus of the security forces of the postim-
perial state. See D. M. Anderson and David Killingray, eds., Policing and Decolo-
nisation: Politics, Nationalism and the Police, 1917-1965 (Manchester: Manchester
University Press, 1992).

See David Epstein and Sharyn O’Halloran, Delegating Powers (New York: Cam-
bridge University Press, 1999).

See William Reno, Warlord Politics and African States (Boulder, CO: Lynne
Rienner, 1998).

Peter Singer, Corporate Warriors (Ithaca, NY: Cornell University Press, 2003).

Peter Andreas, Border Games: Policing the U.S.-Mexico Divide (Ithaca, NY: Cor-
nell University Press, 2000), 21-25. Also see Andreas, “Illicit International Political
Economy: The Clandestine Side of Globalization,” Review of International Political
Economy 11 (3): 641-652.

Diego Gambetta, The Sicilian Mafia: The Business of Private Protection (Cambridge,
MA: Harvard University Press, 1990).

See Andreas, Border Games; James Mittelman, The Globalization Syndrome (Prince-
ton, NJ: Princeton University Press, 2000), chap. 11; and R. T. Naylor, Wages of
Crime: Black Markets, Illegal Finance, and the Underworld Economy (Ithaca, NY:
Cornell University Press, 2002).

See Mary Kaldor, Old and New Civil Wars: Organized Violence in a Global Era (Palo
Alto, CA: Stanford University Press, 1999), and Stathis Kalyvas, “New’ and ‘Old
Civil Wars™ A Valid Distinction?” World Politics 54(1) (1999): 99-118. See also the
World Bank’s ongoing research program on “The Economics of Civil Wars, Crime
and Violence.”

On criminality and warfare in Bosnia, see Peter Andreas, “The Clandestine Political
Economy of War and Peace,” International Studies Quarterly 48(1) (Spring 2004):
29-51. On Kosovo, see Adamson, chapter 2 of this volume.

On the state requirements to combat such internal security threats, see Peter Andreas
and Richard Price, “From War-fighting to Crime-fighting: Transforming the Ameri-
can National Security State,” International Studies Review 3(3) (Fall 2001): 31-52.



226

23.

24.

25.

26.

27.

28.

29.

30.
31

32.

33.

34.

35.

36.

37.
38.
39.
40.
41.
42.

43.

« Alexander Cooley

On institutional development and state formation in the modern international sys-
tem, see Hendrik Spruyt, The Sovereign State and Its Competitors (Princeton, NJ:
Princeton University Press, 1994). On the consolidation of military capacity, see
Charles Tilly, Capital, Coercion and the Formation of European States: AD 990-1990
(Cambridge, MA: Blackwell, 1990). On bureaucratic expansion and administrative
centralization, see Thomas Erstman, Birth of the Leviathan (New York: Cambridge
University Press, 1997); and Reinhard Bendix, Kings or People: Power and the Man-
date to Rule (Berkeley: University of California Press, 1978).

For an organizational overview, see Robert V. Barylski, “The Soviet Military before
and after the August Coup: Departization and Decentralization,” Armed Forces &
Society 19(1) (Fall 1992): 27-45.

On the collapse of Soviet administrative hierarchies, see Alexander Cooley, Logics
of Hierarchy: The Organization of Empires, States and Military Occupations (Ithaca,
NY: Cornell University Press, 2005).

Alexander Cooley, “Imperial Wreckage: Property Rights, Sovereignty and Security
in the Post-Soviet Space,” International Security 24(3) (Winter 2000): 100-125; and
Daniel W. Drezner, The Sanctions Paradox: Economic Statecraft and International
Relations (Cambridge: Cambridge University Press, 1999), 130-230.

For an overview of these conflicts, see Barnett Rubin and Jack Snyder, eds., Post-
Soviet Political Order: Conflict and State Building (New York: Routledge, 1998).
Charles H. Fairbanks, “The Post-Communist Wars,” Journal of Democracy 6(4)
(1995): 18-34.

International Crisis Group, “Central Asia: The Politics of Police Reform,” 1. Accessed
at http://www.crisisweb.org/projects/showreport.cfm?reportid=843.

Steven Solnick, Stealing the State (Cambridge, MA: Harvard University Press, 1998).
See William E. Odom, The Collapse of the Soviet Military (New Haven, CT: Yale
University Press, 1998).

For a discussion, see Celeste Wallander, “Economics and Security in Russia’s Foreign
Policy and the Implications for Ukraine and Belarus,” in Legvold and Wallander,
Swords and Sustenance, 63-100.

Michael R. Gordon, “Russia is Pushing to Increase Share in Weapons Trade,” New
York Times, July 14, 2000; and Guy Chazan, “Russia’s Defense Industry Launches Bid
to Boost Sales,” Wall Street Journal, July 14, 2000.

Eve Conant and Adam Piore, “Open for Business,” Newsweek (International ed.),
September 8, 2003, 31.

Wallander, “Economics and Security in Russia’s Foreign Policy,” 75. Wallander also notes
that Russian aircraft manufacturers sell more to China than to the Russian military.
Robert Legvold, “The United States, the European Union, NATO and the Econom-
ics of Ukrainian and Belarusian Security,” in Legvold and Wallander, Swords and
Sustenance, 195.

Kimberly Marten Zisk, Weapons, Culture, and Self-Interest: Soviet Defense Managers
in the New Russia (New York: Columbia University Press, 1997), chap. 4.

Ibid., 125-130.

Naylor, Wages of Crime, 100.

“Supreme Court to Advise on Illegal Arms Trafficking Cases,” ITAR-TASS News
Agency, January 31, 2002.

“Russian Military Prosecutor Discusses High Profile Crime in Armed Forces,”
Rossiskaya Gazeta, December 24, 2003.

Graham H. Turbville, Jr., “Organized Crime and the Russian Armed Forces,” Trans-
national Organized Crime 1(4) (Winter 1995): 63-64.

See Jeffrey Robinson, The Merger: The International Conglomerate of Organized
Crime (New York: Overlook Press, 2000).



44.

45.

46.

47.

48.

49.
50.

51.

52.
53.

54.

55.
56.

57.

58.

59.

60.

61.
62.

63.

Globalization and National Security after Empire o 227

Louise Shelley, John Picarelli, and Chris Corpora, “Global Crime, Inc.” in Beyond
Sovereignty: Issues for a Global Agenda, ed. Maryann Cusimano Love (Belmont, CA:
Wadsworth Publishing, 2002), 149.

Remarks by Glenn Howard, president of the American Committee on Chechnya,
presented to the Carnegie Council Roundtable on Ethics and Foreign Affairs, New
York, April 21, 2004. Also see Yuri Zarakhovic, “Profits of Doom: A Russian Special
Ops Commander Says the Chechen War Is Really Being Fought for Oil, Arms and
Money,” Time (Europe), September 28, 2003.

Adam Geibel, “Potential MANPAD Threat in Central Asia,” Journal of Electronic
Defense 25(1) (June 2002): 29. On the hybrid governance arrangements that under-
pin these post-Soviet basing arrangements, see Cooley, “Imperial Wreckage.”
Geibel, “Potential MANPAD Threat,” 29-30.

Nancy Lubin, Narcotics Interdiction in Afghanistan and Central Asia: Challenges for
International Assistance (New York: Open Society Institute, 2002), 5.

Lubin, Narcotics Interdiction in Afghanistan and Central Asia, 5.

See UNODOC, Illegal Drug Trade in Russia (Freiburg: Max Planck Institute for For-
eign and International Criminal Law, 2000), 5.

For a sobering account of drug trafficking and corruption on the Tajik-Afghan bor-
der, see Aram Roston, “Central Asia’s Heroin Problem,” The Nation, March 25, 2002,
23-25.

ICG, “Central Asia: The Politics of Police Reform,” i.

Eugen Tomiuc, “Presidents from Moscow, Kyiv and Chisnau Discuss Transdniester
Trafficking,” RFE/RL Report (March 2002). Accessed at http://www.rferl.org/nca/
features/2002/03/18032002105939.asp. Also see ICG, Moldova: Regional Tensions
Over Transdniestria, Europe Report No. 157, June 14, 2004 (Brussels/Chisnau: ICG,
2004).

See Louise Shelley, “The Trade in People in and from the Former Soviet Union,”
Crime, Law & Social Change 40 (2003): 231-249. Also see Shelley, “Trafficking in
Women: A Business Model Approach,” The Brown Journal of World Affairs 10(1)
(Summer/Fall 2003): 119-131.

International Migration Organization, Trafficking in Migrants 23 (April 2001): 5.
Quoted in Ahmed Rashid, Jihad: The Rise of Militant Islam in Central Asia (New
Haven, CT: Yale University Press, 2002), 129.

Charles King, “The Benefits of Ethnic War: Understanding Eurasia’s Unrecognized
States,” World Politics 53(4) (2001): 524-552.

Rensselaer W. Lee, Smuggling Armageddon: The Nuclear Black Market in the Former
Soviet Union and Europe (London: St. Martin’s Press, 2000), 47-72.

Of the six Central European seizures of weapons-usable materials in 1994 and 1995,
in five of the cases authorities traced the materials to a supplier in Obninsk, Russia.
Lee, Smuggling Armageddon, 89.

Lee, Smuggling Armageddon, 140-141.

See also P. W. Singer, Corporate Warriors (Ithaca, NY: Cornell University Press, 2003).
See Vadim Volkov, Violent Entrepreneurs: The Use of Force in the Making of Russian
Capitalism (Ithaca, NY: Cornell University Press, 2002), 126-154. On the lack of
state capacity during Russian privatization, see Michael McFaul, “State Power, Insti-
tutional Change, and the Politics of Privatization in Russia,” World Politics 47(2)
(January 1995): 210-243.

Volkov, Violent Entrepreneurs, 138. According to Volkov, as of July 1, 1998, “out of
total of 156,169 licensed private security employees in Russia, 35,351 (22.6%) came
from the MVD, 12,414 (7.9%) from the KGB-FSB, and 1,223 (0.8%) from other secu-
rity and law enforcement organizations,” 133.



228

64.

65.

66.
67.
68.
69.
70.
71.
72.
73.
74.
75.
76.

77.
78.

79.

80.

81.
82.

83.

84.

85.

86.

87.

88.

89.
90.

o Alexander Cooley

Vadim Volkov, “Who is Strong when the State is Weak? Violent Entrepreneurship
in Russia’s Emerging Markets,” in Beyond State Crisis? Postcolonial Africa and
Post-Soviet Eurasia in Comparative Perspective, eds. Mark Beissinger and Crawford
Young (Baltimore, MD: Johns Hopkins University Press, 2002), 94.

On the origins and rise of the Russian mafia, see Volkov, Violent Entrepreneurs; and
Stephen Handelman, Comrade Criminal: Russia’s New Mafiya (New Haven, CT: Yale
University Press, 1997).

RFE/RL Security Watch 1(16) (November 6, 2000). Accessed at: http://www.rferl.org/
reports/securitywatch/2000/11/16-061100.asp. Accessed April 18, 2006.

Sergei L. Loiko, “Ex-Soviet “Top Guns’ Shot Down, Face Possible Death as Mercenar-
ies,” Los Angeles Times, July 19, 1993.

Jon Auerbach, “Azerbaijan Hires Afghan Mujahideen to Fight Armenia,” Boston
Globe, November 8, 1993.

Charles H. Fairbanks, Jr., “Weak States and Private Armies.”

On Chechnya, see Mathew Evangelista, The Chechen Wars (Washington, DC: Brook-
ings, 2003). Also see the background information provided by Human Rights Watch
at http://www.hrw.org/campaigns/russia/chechnya/docs.htm.

P. W. Singer, Corporate Warriors, 173.

Ibid.; and Kevin Whitelaw and Richard J. Newman, “The Russians are Coming,” US
News & World Report, March 15, 1999, 40.

“Ukrainian Mercenaries Serve in Many Conflict Areas,” Special Warfare 11(2)
(Spring 1998): 41.

“Sierra Leone Seeks UN Action on Liberia, Burkina Faso Intervention,” Agence
France Presse, January 29, 1999.

Singer, Corporate Warriors, 84.

Charles H. Fairbanks, Jr., “Weak State and Private Armies.”

For a theoretically informed overview, see Rubin and Snyder, Post-Soviet Political Order.
For overviews, see Rashid, Jihad; and Gregory Gleason, “The Politics of Counterin-
surgency in Central Asia,” Problems of Post-Communism 49(2) (March/April 2002):
1-11.

Rashid, Jihad, chap. 8.

Foran overview, see International Crisis Group, Radical Islam in Central Asia: Respond-
ing to Hizb ut-Tahrir, Asia Report No. 58, June 30, 2003 (Brussels: ICG, 2003).
Charles H. Fairbanks, Jr., “Weak State and Private Armies,” 138-139.

Pyotr Akopov, “Sergei Yastrzhembsky: There Are No More Than 200 Mercenaries in
Chechnya,” The Current Digest of the Post-Soviet Press 53(41) (November 7, 2001): 14.
Amelia Gentleman and Jamie Wilson, “LSE ‘Has Links” with Chechen Terrorists,”
The Guardian, February 25, 2001.

Fiona Hill, “Central Asia and the Caucasus: The Impact of the War on Terrorism,” in
Nations in Transit, 2003 (New York: Freedom House, 2003), 43.

Hill, “Central Asia and the Caucasus,” 47.

For an overview, see Victor Yasmann, “Russia—Between Terror and Corruption,”
RFE/RL Report, September 26, 2004. Accessed at: http:/rferl.org/featuresarticle/
2004/09/3cab44ec-dald-4a9a-9366-d66c2381c27c.html. Accessed April 18, 2006.
Komsomolskaya Pravda, October 27, 2004, 8-9.

“Russian Plane Bombers Exploited Corrupt System,” Washington Post, September
18,2004, Al.

Interview on NTV Mir, Moscow, November 5, 2004.

Komsomolskaya Pravda, October 27, 2004, 9.



91.

92.

93.

94.

Globalization and National Security after Empire « 229

For similar arguments, about Africa see Reno, Warlord Politics and African States;
Jeffrey Herbst, States and Power in Africa (Princeton, NJ: Princeton University Press,
2001); and Nicholas van de Walle, African Economies and the Politics of Permanent
Crisis, 1979-1999 (Cambridge: Cambridge University Press, 2001).

On the logic of NATO criteria and admissions bargaining, see Andrew Kydd, “Trust-
Building, Trust Breaking: The Dilemma of NATO Enlargement,” International
Organization 55(4) (2001): 801-828.

On NATO conditionality and institutional change, see Alexander Cooley, “Western
Conditions and Domestic Choices: The Influence of External Actors on the Post-
Communist Transition,” in Nations in Transit: Democratization in East Central
Europe and Eurasia, eds. Amanda Schnetzer et al. (New York: Rowman and Little-
field and Freedom House, 2003).

I am thankful to Rawi Abdelal for suggesting this point. For further analysis of the
potential political consequences of WTO membership, see Igor Burakovsky, “Eco-
nomic Integration and Security in the Post-Soviet Space,” in Legvold and Wallander,
Swords and Sustenance, 159-188.






3

DIVIDED CONTINENT
Globalization and Europe’s Fragmented Security Response

Rachel Epstein

GLOBALIZATION HAS OSTENSIBLY CHANGED THE COMPETENCE of
states—increasing their capacity to govern in some areas, diminishing
it in others." Extending this argument to European security, globaliza-
tion may well undermine the state’s ability to provide certain public
goods, including defense, at a level of expenditure acceptable to Euro-
pean publics.> Arguably, national defense competence is largely an
economies of scale problem for all but the wealthiest states with the
biggest markets. Thus Europe’s mid-range powers have since the close
of World War II been increasingly susceptible to defense denational-
ization for economic and political reasons. The question I pose here is
whether globalization, defined in this volume as the rise of purposeless
and stateless forces, affects national security in the European context.
In particular, I explore whether the encroachment of markets impinges
on the ability of European states, both individually and collectively, to
defend the increasingly integrated political and economic order pains-
takingly constructed over decades.

In key areas of European integration, politics has followed an
economic logic (as in creating a single market) or politics has shaped
economic arrangements (as in the case of monetary union). With
respect to national security, however, my thesis is that politics and
economics have so far moved in opposite directions. Forces of global-
ization, namely markets, are pushing European states toward greater
defense industry integration, both within Europe and beyond Europe’s
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borders.> At the same time, Europeans remain deeply divided on the
politics of European foreign and security policy—a fact that was first
reflected in the early exclusion of the defense industry from the com-
mon market.

Likely results of a continuing divergence between politics and eco-
nomics in security include a long-term marginalization of Europe as
a foreign policy player and security provider, continuing dependence
on U.S. defense dominance, and vulnerability to security threats stem-
ming from proliferation and terrorism. In the post-Cold War era, it is
no longer clear that the United States is willing to indefinitely provide
a security guarantee.! Thus, the failure of European defense could have
real world consequences that were threatened, but never realized, in the
early debates when the European Defence Community (EDC) failed.®

It should be noted that Europe is among the toughest cases in which
to observe the effects of globalization. Layers of formal and informal
political institutions regulate and scrutinize disorganized and purpose-
less forces of markets and technology both carefully and constantly.
Where veto players abound and where consensus building is a pow-
erful ideology, Europe may seem an unlikely venue for globalization
to manifest a strong influence.® This is in stark contrast to other areas
under consideration in this volume, particularly the former Soviet space
and the Middle East (see Cooley [chapter 7] and Lynch [chapter 6] in
this volume, respectively), where the absence of encompassing politi-
cal structures would appear to allow stateless and purposeless forces to
penetrate more easily. Although I do not argue that globalization in the
European context goes unmediated by political authority, the increas-
ing salience of markets and technology, even for Europe, highlights
how powerful the forces of economic integration have become.

THE ARGUMENT

I argue in this chapter that for Europe, globalization poses both oppor-
tunities and threats. Whether globalization in due course bolsters or
undermines European security, and specifically the capacity of Euro-
pean states to exercise ultimate authority over organized violence in
defense of their interests, depends on Europe’s political response to glo-
balizing trends. The most salient form of globalization in the context of
European security is the rise of markets and by extension the unprec-
edented marketization of relations between defense firms and gov-
ernments.” Practical manifestations of globalization in the European
context include the fact that national governments are no longer neces-
sarily the biggest purchasers of systems and components originating in
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a given country. Cross-national defense industry integration is increas-
ingly the norm. States prefer to foster quality and price competition
at the expense of supply self-sufficiency. Firms are ever more keen to
pursue global market share rather than political favoritism as a means
of survival.

All of these trends present an opportunity for European security in so
far as defense industry integration could reduce overcapacity, increase
competitive efficiency, and diminish costs.® Most important, it could
provide an integrated industrial base that transcends long-standing
political conflicts over juste retour, security of supply and information,
and even definitions of national interest. Defense industry integration
could therefore provide the material base for a uniform and enforceable
export code and a centralized procurement policy based on a pan-Euro-
pean conception of security. Such subordination of economic trends
to political priorities would provide the EU with increased bargaining
power vis-a-vis the United States and enhance Europe’s capacity to
defend its territory at home and interests abroad. In this regard, the
Europeans could count themselves among the lucky, for as Paul Mid-
ford points out in chapter 9 on Japan, not even the second largest econ-
omy in the world has as promising an array of defense production and
procurement options as do the Europeans. Indeed, massive experience
in pushing regional integration forward and supranational institutions
that could be refashioned for foreign and security policy coordination
leave Europe uniquely poised to exploit globalization and the relative
power to be gained from new economies of scale.’

But whether defense industry integration has a fortifying effect on
European security is inextricably linked to whether European institu-
tions develop channels of political authority that adequately harness
globalizing trends—and herein lies the threat. Against the backdrop of
continuing marketization of the armaments sector, Europe’s failure to
exercise political control at a commensurate, supranational level prom-
ises to make all European states worse off. This is because globalization
increases the relative costs of maintaining nationally based production,
which in turn diminishes the willingness of politicians and publics to
sustain arms industries on a domestic level. Giving up domestic produc-
tion, however, also necessarily means yielding political authority over
issues of historically vital concern to states—export codes, weapons
sales as a tool of foreign policy, and procurement according to national
needs.” Moreover, jettisoning weapons development may dampen
technological competitiveness and cut into long-term job growth. If
states forego their domestic capabilities and political authority but
simultaneously fail to replace it with anything else, Europeans will lose
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relative power in the international system and experience a diminish-
ing capacity to defend their territory at home or to follow through on
foreign policy goals abroad.

That globalization poses a threat to European security by diminish-
ing Europe’s ability to take part in military actions abroad assumes
that Europeans generally agree on the utility and desirability of mili-
tary power—an admittedly contested claim. Arguably, the reluctance
of European states to spend massively on defense, their very pragmatic
approach to governing that prioritizes social welfare over preparing for
warfare, and their narrow threat perceptions that have nothing to do
with one another are all cause for celebration. Certainly to the extent
that integration has demilitarized European political culture, we are
witnessing a radical and welcome departure from times past.

Nevertheless, there is still a strong case to be made for Europe
enhancing its military capability. Looking back over more than a
decade, military and foreign policy disunity prevented the Europeans
from initiating decisive action in the Balkans. Failures of interoper-
ability there and in the first Gulf War dissuaded the Americans from
embarking on meaningful military coordination with their European
partners in Afghanistan, limiting the latter’s role in determining both
how the war would be fought and how Afghanistan would be governed
in the aftermath. Iraq provides another example in which European
fragmentation contributed to American unilateralism, and the Madrid
bombings demonstrated that Europe is far from immune to a range
of threats that lead not only to loss of life at home but also to instabil-
ity abroad. Thus, the range of security challenges highlights the poten-
tial benefits of a European military capability and underlines also the
advantages of European unity, both in terms of carrying out missions
autonomously and in terms of possibly shaping U.S. actions in ways
that reflect European interests as much as American ones.

Importantly, the kinds of foreign policy fragmentation that have
plagued Europe in the past and that threaten to undermine the con-
tinent’s influence in the future are not a consequence of globaliza-
tion. Globalization does not cause political fragmentation. The rise of
markets and the changing nature of military technologies do render
Europe’s security situation more precarious in light of this fragmen-
tation, however, because without the capacity to take advantage of
new economies of scale, individual European states’ power will erode.
The erosion will be relative to the United States and relative to other
states and nonstate actors who will benefit both from proliferation of
weapons of mass destruction and dual-use technologies. Even as the
Soviet Union’s demise has improved Europe’s strategic situation in
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monumental ways, new uncertainties are materializing—namely the
uncertain durability and character of the American security guarantee
and by extension the credibility of the North Atlantic Treaty Organiza-
tion (NATO), the ongoing threat of terrorism, regional instability in the
Caucuses and Africa, and war in the Middle East.

In the remainder of this chapter, I begin by defining what globaliza-
tion refers to in the European context. I then assess three propositions
that concern the degree to which the rise of purposeless forces on a
global scale have affected the ability of European states to provide for
their security. I conclude with some observations about the likely con-
sequences of two different scenarios in Europe—one in which the glo-
balization of the arms industry is subject to only sporadic controls at the
national level, and one in which European states institutionalize new
channels of authority at the supranational level in an effort to subordi-
nate globalizing economic trends to coordinated political objectives."

DEFINING GLOBALIZATION IN THE EUROPEAN CONTEXT

Although globalization refers to the rise of stateless and purposeless
forces, the liberalization of transnational flows is a phenomenon with
political origins. Globalization in the arms industry is no exception.
The political event that mattered most in this connection was the end
of the Cold War and the shrinking of markets for arms. In response
to diminished demand, states and firms looked for ways of cutting
costs and increasing economies of scale, respectively. The globalization
option, already advanced in finance and some industries, thus provided
firms with the opportunity to effectively expand the size of their mar-
kets by pursuing transnational mergers and joint ventures, assuming
they could win state support for such strategies."

Pressed by increasingly costly welfare systems and convergence cri-
teria for the European Monetary Union, states™ interests overlapped
with those of firms in so far as states were increasingly concerned with
fostering competition and suspending previous commitments to sus-
tain national defense firms by guaranteeing contracts.” Certainly not
all states and firms have followed this globalizing logic—there are still
plenty of ways in which the European arms industry remains frag-
mented and bound by national orientations."* But where market inte-
gration has started to occur, globalization has taken on a logic and force
of its own. Such observations about the political origins of globalization
do nothing to change this volume’s central claim about its essentially
stateless and purposeless character, however. For once competitive
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pressures are unleashed, the costs of not submitting to their logic rise
relative to embracing marketization.

Acknowledging that there are political origins in both the move-
ment of goods, capital, services, and people and in the decision to
advance particular technologies, I also argue that changes in these
areas have indeed created trends that are no longer contained by, or eas-
ily reversed by, any single European power. Manifestations of globaliza-
tion in European security include the penetration of a market logic in
organizing European defense industries including the marketization of
relations between states and firms. A second feature of globalization is
the changing nature of technologies, especially their soaring costs and
dual-use character. Globalization also refers to the internationalization
of the defense industry and the incidence of transnational mergers and
joint ventures as a means of gaining access to larger and more mar-
kets. Proliferation of weapons is a fourth feature of globalization that,
although certainly not new, potentially amplifies threats posed by both
rogue regimes and transnational terrorist organizations. All of these
trends affect the capacity of European states to defend their interests
through military means principally by undermining the national logic
on which security has traditionally been based.

For the purposes of this volume, globalization also refers to a range of
other phenomena, including the movement of people and the empower-
ment (through communications technology) of transnational political
groups (see Adamson [chapter 2] and Herrera [chapter 3] in this vol-
ume, respectively). Although these developments are crucial for Euro-
pean security, the EU has mobilized some political resources to cope
with their increasingly integrated economic space.'”” With the creation
of a single market and the legal system needed to facilitate the move-
ment of goods, capital, and individuals, the Europeans have started
to develop parallel police structures. Europe-wide policing regulates
admission to the European space (through the Schengen Agreement)
and is increasingly engaged in monitoring illicit activities under cen-
tralized authority. Because France in particular has been reluctant to
allow NATO to take on either internal counterterror (policing) respon-
sibilities or tasks associated with “consequence management” (civilian
efforts to deal with the aftermath of terrorist attacks), European institu-
tions have been the logical repository for developing such capabilities.'®
Thus the EU, in large measure through EUROPOL, the Europe-wide
police agency, has since 1999 enhanced transnational police coopera-
tion, harmonized legal instruments and definitions of financial crimes,
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increased the transparency of financial transactions, and strengthened
air security."”

The primary focus here on markets and the defense industry rather
than on migration and terrorist threats serves three purposes. First,
because the focus of the volume is to establish how globalization affects
the capacity of states to provide for their security, I argue that the
transformation of the armaments industry and its connection (or lack
thereof) to policy has greater implications for the dependent variable
than does migration and terror. In other words, although emerging
threats around migration and terror provide new challenges to secu-
rity, they do not necessarily impinge on the ability of states to mount
defenses. Rather, threats stemming from terror and migration, even if
new, expanded, or changed, require continuity of states in their capac-
ity to build and deploy systems that meet such challenges. The second
purpose is to shed light on an area in which the Europeans have gener-
ally failed to forge political institutions despite repeated rhetorical com-
mitments to do so. Harmonizing foreign, security, and defense policy
may prove to be increasingly intractable as, with EU enlargements, an
ever-larger number of voices compete to have their own threat percep-
tions institutionalized at the supranational level. The final purpose of
focusing on defense industries is to reflect on Europe’s potential as a
unified global actor, which, considering trends toward industry inte-
gration, would be a logical policy objective.

The evidence that follows largely speaks to three propositions about
the extent to which the European arms industry is undergoing global-
ization and whether globalization, defined as “stateless forces—espe-
cially but not exclusively markets,” has undermined the capacity of
European states to pursue national defense strategies, including the
preservation of “national champions.” The evidence also concerns the
degree to which globalization undermines traditional sources of politi-
cal authority and correspondingly enlarges the discrepancy between
some Europeans’ federalist ambitions and operational reality. This is
especially importantin light of emerging threats, including global terror
networks and proliferation. Globalization, I will argue, produces pro-
duction specialization that increases states’ vulnerabilities by imposing
interdependence. Although the post-World War II embedded liberal
compromise between economic integration and national autonomy
shielded states from having to choose between competing priorities,
globalization, and particularly the mobility of capital, has resulted in
the encroachment of markets on the defense industry.”® It is unclear
whether events will substantiate the third proposition regarding the
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reconstitution of authority at the supranational level given faltering
governance at the national level. Although several shocks have repeat-
edly renewed efforts at creating European defense independence, it is
still not clear whether the EU will emerge as an empowered military
and foreign policy player.

PROPOSITION 1: GLOBALIZATION AND EUROPEAN
DEFENSE INDUSTRY CONSOLIDATION

Defense industry consolidation has taken place on two fronts: both
within states and transnationally. The structure of defense industries
matters to national security because traditionally, states have preferred
an “internal arming” capacity to avoid dependence on foreign suppli-
ers—as was the tendency among European powers following World
War I1."” Although one might have anticipated that the end of the Cold
War would provoke a return to greater defense self-sufficiency as the
U.S. commitment to Europe diminished from its peak,?® the reverse
trend has instead been the case. European levels of defense spending
have declined and defense industry consolidation is on the rise.* The
political explanation is self-evident: Europe no longer faces the same
level of threat given the Soviet Union’s demise and the epochal changes
in Western Europe’s own immediate environment. Yet there is a glo-
balization explanation as well—one that suggests the changing nature
of technology (most notably its growing expense and complexity) and
increasingly competitive markets have made it more difficult for states
to arm themselves.

The globalization argument I present here is not meant to replace a
political explanation for intra- and interstate defense consolidation. If
Europeans were willing to commit 6 percent of their GDP on military
expenditures as the United States routinely did during the Cold War,
maintaining a range of national defense industries might still be pos-
sible. Clearly, it is a political choice not to do so.

At the same time, the very significant resistance among European
powers to forego a modicum of indigenous capacity* suggests eco-
nomic infeasibility is as important as the relatively benign security
environment in limiting national defense capabilities. Moreover, even
in the wake of the Cold War, it is not the case that European states do
not face threats—instability in the Balkans, Africa, the Middle East,
and the Former Soviet Union all impinge directly on European secu-
rity. Europeans certainly share with their American counterparts an
interest in meeting the challenges posed by proliferation and terror-
ism. The European Union may in one way be well-served by the United
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States fighting the Afghanistans of this world by simply enjoying the
role of a free rider. It is also clear, however, that without making its own
military contributions, the EU has much less voice in how and whether
such wars should be fought, or in how such regions are governed in
their aftermath. Thus defense industry consolidation, if it occurs in the
absence of political coordination, threatens to marginalize Europe as a
foreign policy power.

Although significant defense industry restructuring has been under-
way in Europe since 1985, the intense period of consolidation began in
the mid-1990s such that by 2002, there were only three major contrac-
tors left in the European market. The multinational enterprises Euro-
pean Aeronautic, Defence and Space Company (EADS), BAE Systems
(formerly British Aerospace), and Thales dominated European military
electronics and aviation by 2002, with land systems and ship building
undergoing restructuring on the national level that was expected to lead
to further transnational consolidation, as well.?* Although the leading
European states had tried to exercise political authority over consolida-
tion trends, they were in the end relatively unsuccessful in their bid.

From the outset of European integration, arms manufacturing has
been among the most protected of industries. Beginning with the
Treaty of Rome in 1957, defense contractors were excluded from trade
liberalization in Europe. Because political leaders deemed national
security a strategic concern, they refused to subject arms production
to the common market.?* The national approach to weapons produc-
tion was affirmed as recently as 1997 when the Treaty of Amsterdam
preserved Article 223 (renamed Article 296) as a guiding principle in
defense industry organization, excluding weapons manufacturing from
common market regulation.

In the intervening decades, Britain, Germany, and France all devel-
oped successful arms industries such that each country was largely able
to provide for its own defense needs, albeit at considerable expense to
European taxpayers. To the extent that weapons systems were jointly pro-
duced among European partners, juste retour was strictly enforced. This
means that a state’s economic gains from cooperative projects (in terms
of production, for example) were commensurate with a state’s financial
contribution. Led at various times by the United States and France, a
number of European defense initiatives were proposed—but then ulti-
mately buckled under political pressure.” Even with respect to joint
weapons projects, national procurement agencies and oligopolies consis-
tently interfered with efforts for greater cooperation and integration that
governments and even militaries had supported.’® Although there was
considerable defense industry consolidation between the 1950s and the
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1990s, it was mostly within European nations rather than among them,
leading to overcapacity and duplication in the European market.?”

The end of the Cold War, American defense industry consolida-
tion, the changing nature of defense technology, and new European
priorities concerning monetary union reversed earlier trends favoring
nationally organized defense industrial and technological bases (DITB)
in Europe. The end of the bipolar standoff meant shrinking markets
for arms the world over. In response, the U.S. government subsidized
consolidation among American companies. At a meeting between U.S.
Secretary of Defense William Perry and defense company CEOs in 1993
that has since been dubbed the “last supper,” the U.S. government made
it clear that not everyone would survive the downturn. This ushered in
a period of U.S. neglect in enforcing antitrust law, aggressive market-
ing of international arms sales, and government assistance in financing
consolidation of up to $1.5 billion.

New economies of scale in the United States left European weapons
producers in a more vulnerable position than ever before, especially in
light of the changing nature of military technology. No longer would
they be able to sustain indigenous production capacity and therewith
defense self-sufficiency. The blurring of lines between civilian and
military components, coupled with diminished demand for weapons,
shifted manufacturers’ attentions to commercial markets and under-
mined the traditionally privileged positions of defense contractors
vis-a-vis governments. Further exacerbating European defense man-
ufacturers’ vulnerability was the drive from the early 1990s onward
to meet the Maastricht criteria for economic policy convergence in
preparation for the single currency;, itself a response to the pressures of
globalization. Strict limits on public spending sent national treasurers
looking for places to cut. The end of the Cold War and the sanctity of
social welfare made defense budgets the logical target.”

In response to sagging demand and material constraints, partly the
result of market trends and partly the result of political developments,
governments gradually began giving way to cross-national consolida-
tion for the first time in European history. The creation of EADS and
the growth of BAE Systems into a transatlantic conglomerate with a
U.S. workforce and access to U.S. markets were industry responses to
political failures.

Prior to market-led rationalization, however, Europeans attempted
political integration. France, Britain, Germany, Spain, Sweden, and Italy
committed in December 1997 to consolidating their national cham-
pions through greater integration and restructuring in an enterprise
that would have been called European Aerospace Defence Company



Divided Continent o 241

(EADC). The deal fell apart, however, because of competition for
jurisdiction over certain spheres of production and over the owner-
ship structure. This last point concerned the role of shareholders in an
enterprise that might still in part be state owned by several of the par-
ticipating countries, including France, Italy, and Spain.*

Massive consolidation did take place shortly after the failure of
EADC, but with politics trailing rather than leading. British-dominated
BAE Systems came close to merging with Germany’s Dasa but oppor-
tunistically changed course and merged with Marconi in the United
States instead, permanently damaging relations between BAE Sys-
tems and its would-be German partner. In keeping with European
defense firms’ fears that merging on unequal footing would essentially
mean being overtaken, BAE Systems was then excluded from further
European consolidation because it had grown too powerful. As Dasa
contemplated merging with the recently privatized CASA (the Span-
ish aircraft manufacturer), the German firm simultaneously pursued
plans with France’s Aerospatiale. The end result was EADS, the first
“European champion,” in this instance from Germany, France, and on
a smaller scale, Spain. Specializing in civil and military aviation and
space technology (including Airbus), EADS is poised to compete with
its American counterparts.

Although market-led, the making of EADS was not free from politi-
cal authority. The French and Spanish governments both took signifi-
cant steps in divesting themselves of these traditionally state-owned
defense industries, but their withdrawal was not complete. With France
and Spain being shareholders in the new enterprise, both came under
pressure to renounce excessive political interference but at the same
time are not legally bound to abide that commitment. Moreover, politi-
cal sensibilities may circumscribe the economies of scale that par-
ticipants hope to realize. The political imperative to geographically
balance production among Germany, France, and Spain will limit
market-based rationalization. And because common market law does
not cover defense industries, EADS will not be subject to European
norms governing labor law reconciliation.” This could further compli-
cate the enterprise’s efforts to operate as a coherent entity, restricting
basic business decisions such as shifts in production.

Defense industry consolidation and the creation of three major play-
ers, Franco-German-Spanish EADS, British-American BAE Systems,
and Franco-British Thales, should in theory provide the organizational
basis for political harmonization in defense planning and procurement
in Europe. Forces of globalization, including the changing nature of
military technologies, the disproportionate rise in the costs of research
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and development relative to other expenditures in defense, and the
increasing competitiveness of markets have contributed to unprece-
dented levels of transnational defense restructuring. Market-led inte-
gration could in turn facilitate greater cooperation. Thus far, however,
very little in the way of political cooperation has materialized.

Another consequence of the inability of European states to arm
themselves has been the internationalization of supply. Only the United
Kingdom, France, Germany, Sweden, Spain, and Italy have substantial
armaments sectors and account for 90 percent of defense production
in Europe; the rest of Europe buys nearly all its weapons from abroad
and prefers to keep European markets open to gain access to the best
products at the lowest cost. Moreover, Europe is already heavily and
disproportionately dependent on the United States. Whereas half of
all European contracts go to American companies, the number of U.S.
contracts that go to European suppliers is only 3 percent.”> Another way
to demonstrate the same trend is to assess the proportion of a country’s
imports and exports. Over the 10 year period spanning from 1993 to
2003, the United Kingdom exported 215 systems and imported 66,
and France exported 316 systems and imported 21. In sharp contrast
over the same period, the United States exported 1,087 systems and
imported 63.”> What these figures show is that as individual nation-
states, European powers are already dependent on both regional and
global markets in a way the United States is not. Thus, the size of mar-
kets clearly matters to defense self-sufficiency.

The key point with regard to globalization and European security,
whether we perceive economic integration to be politically driven or
unintended, is that political control has atrophied. As examination of
the following two propositions suggests, excessive marketization of
Europe’s defense industry without encompassing political authority
will likely limit the continent’s political power, compromise its defense
and especially its power-projection capabilities, and leave Europeans
vulnerable to ongoing weapons proliferation.

PROPOSITION 2: GLOBALIZATION WITHOUT
POLITICAL AUTHORITY: EMERGING THREATS

The second proposition under consideration here is that globaliza-
tion has generated security challenges that Europe would not other-
wise face. Globalization potentially poses three threats. The first is that
Europe will fail to realize its stated ambition of becoming a credible
global player, and will, through its continuing defense dependence
on the United States, remain a marginal and fragmented presence in
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international affairs. This risk includes the possibility that transatlantic
mergers could seriously undermine European defense independence.
Second, in light of globalizing trends, both within Europe and beyond,
Europe, along with everyone else, risks becoming more vulnerable vis-a-
vis developing countries that have increasingly sophisticated weapons
programs of their own. This threat is not limited to direct attack but
rather includes general instability that accompanies the spread of arms
and other dual-use but deadly technologies. Third, without political
institutions capable of rationalizing and enforcing export controls,
Europe is in danger of contributing to the proliferation that could very
likely compromise its own security.

Europe’s Marginalization

A survey of post-Cold War conflicts, including the first Gulf War, Bos-
nia, Kosovo, Afghanistan, and the Iraq war, corroborate the claim that
individual European nation-states are marginal, and as a single entity,
the European Union has been a nonplayer. Depending on the crisis,
Europeans’ roles have ranged from passive to supporting to obstruc-
tionist. The fragmentation of European foreign and security policy
since the end of the Cold War cannot be traced to uncoordinated and
purposeless forces of globalization. Rather, it is largely historical expe-
rience, national tradition, and commercial interests that define chal-
lenges and their responses. Nevertheless, market trends described in
the previous section do threaten to exacerbate preexisting divisions by
dissolving national authority and making all European states militarily
more vulnerable in the process.

Although it is true in the most recent period that declining demand
and increasingly competitive markets have undermined European
states’ ability to sustain their national champions, this alone cannot
explain Europe’s defense dependence. Rather, U.S. dominance stems
from post-World War II transatlantic security arrangements that were
largely path-dependent. Although the United States encouraged Euro-
pean defense cooperation, the Europeans themselves were eager to limit
such integration.’* In addition, West Europeans were, within NATO,
charged with the task of defending their territories. Assuming that the
most likely war scenario was one in which Soviet forces would come
to them, West Europeans invested heavily in large forces and person-
nel rather than in research and development. By contrast, U.S. military
planning revolved primarily around deploying the most sophisticated
systems in the world and power-projection capabilities that would
carry the American military across oceans.” Whereas the Cold War
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division of labor created mutual dependence between the United States
and Europe, following Communism’s collapse, many more U.S. mili-
tary assets have been adaptable to an uncertain security environment
than those of the Europeans.

The capabilities gap between Europe and the United States by the
turn of the twenty-first century spanned just about every area of
military technology. Specifically, U.S. assets outstripped those of its
European counterparts in strategic mobility, precision-guided muni-
tions, electronic warfare, long-range air and missile strike capability,
and command, control, communications, and reconnaissance. The
problem is not limited to technology. With nearly 2 million troops on
the continent, mobilizing even 40,000 to 50,000 for deployment else-
where presented a challenge in the late 1990s.’® Moreover, the very low
value of what the Europeans receive for the money invested, coupled
with initially low levels of investment, suggests it is unlikely that the
capabilities gap will narrow any time soon.”

Proliferation and Global Instability

Globalization potentially poses a second threat. The changing nature
of military technology (particularly its dual-use character) and arms
production (integrative licensing arrangements) may close the gap in
capabilities between European powers and developing nations.”® The
marketization of relations between governments and defense contrac-
tors drives technological leveling between industrial and developing
nations. During the Cold War, governments supported the cordon-
ing off of military research from civilian society in order to prevent
the proliferation of sensitive technologies.* Dissemination of civilian
spin-offs from military innovation was controlled. As firms have come
under increasing economic pressure, however, they have moved toward
developing dual-use technologies that promise larger markets. Greater
market coverage is one way of compensating for the growing relative
costs of research and development.*’ Because of dual-use, governments
are increasingly dependent on technology suppliers that are not neces-
sarily susceptible to the same political oversights that have routinely
been applied to defense manufacturing.* The competitiveness of mar-
kets and the increasing costs of technology have also heightened the
appeal of offset agreements even though they contribute to the dissemi-
nation of military technology that could in turn compromise European
security. Ironically, despite the opposition of European defense minis-
tries, finance ministries, procurement agencies, and militaries, offset
arrangements and a national approach to weapons deals persist. The
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buyer’s market in arms explains this conundrum. Offsets are expen-
sive for the supplier, both in terms of short-term costs and longer-term
security challenges. But as long as buyers demand such arrangements,
the abundance of suppliers and the lack of any coordinated, enforceable
prohibition of offsets ensures that buyers will be able to extract them.
Defense industry preferences aside, governments purchasing weapons
would rather move toward “long-term international development con-
tracts” to improve their own technological capability when they acquire
systems from abroad. For this reason, offset arrangements will not go
away and may increase in light of market competition.*?

More than any other country, the United States has contributed to
escalating market pressures and to lowering the bar on export controls.
This makes it evermore difficult for the European powers to enforce
mutual and self-restraint. Between 1992 and 1997, U.S. spending on arms
decreased as a percentage of gross national income (GNI) from 4.8 to
3.3 percent,* but then resurged in the wake of terror attacks in 2001.
Although U.S. spending has shifted up and down through the 1990s and
beyond, the post-Cold War business orientation of the defense industry
has not. By 1994, the Coordinating Committee for Multilateral Export
Controls (CoCom) had been dismantled. The Clinton administration,
in addition to financing the defense industry’s consolidation, took new
steps to allow the export of dual-use technologies.**

Examples of how arms exports and technology transfers compromise
the security of suppliers abound in the Middle East. During the 1970s,
the United States sold $11 billion in military equipment to Iran and
trained eleven thousand Iranian officers prior to the revolution there.
In the 1980s, the Iran-Iraq war was fought with $80 billion worth of
arms imports.*® Over the course of decades, the United States supplied
nuclear power programs around the world (including in Iraq) although
the Nuclear Non-Proliferation Treaty (NPT) has proven insufficient
to limit their use to exclusively peaceful purposes. More recently, the
United States faced Taliban fighters armed with weapons and train-
ing provided by the United States during the Cold War.*® Further, in
the war against terrorism, the United States rescinded arms sanctions
that had been in place against Pakistan, India, Azerbaijan, and Tajiki-
stan. The U.S. government has also promoted additional arms sales and
military assistance around the world in a coalition-building effort—an
effort that benefits U.S. arms manufacturers, perhaps at the expense of
both regional and global security.*

Globalization has contributed to proliferation generally as the inte-
gration of markets, the diminishing costs of transport, and increased
sophistication of communication have facilitated the circumvention of
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the export laws that currently exist. The dual-use character of many
deadly technologies exacerbates the problem of control. Chemical
weapons components, for example, are almost exclusively dual-use.*®
Although much trade in arms occurs without government knowledge,
governments are also complicit. They use “commercial confidenti-
ality” to avoid timely reporting to parliamentary overseers and the
media.”” Moreover, export of final products is no longer the issue in
many instances of proliferation. As more integrative modes of arms
manufacturing develop, technological leaders export the means of pro-
duction rather than the products themselves. If the transfer is taking
place between a European or North American state and a developing
country, we can assume the recipient country has even more permissive
export practices.

Proliferation and Threats to European Security

The European powers have a series of technology and arms exports to
their credit, as well. The long history of European contributions to the
diffusion of potentially lethal technology cannot be traced exclusively
to America’s relatively recent aggressive marketing. However, the inten-
sity of market pressures that have prevailed since the 1990s, driven by a
combination of competition and evolving technologies, no doubt com-
plicates Europe’s efforts to formulate a coherent political response. A
brief review of Europe’s most regrettable exports lends some credence
to the notion that globalization will strengthen the export imperative
still further, creating both general instability around the globe as well
as specific threats to European security. France, the United Kingdom,
and Germany are among the world’s five biggest arms traders.> France
in particular has taken an increasingly active role in promoting arms
exports as a means of reforming the country’s military-security appara-
tus. French reforms included moving from conscription to a volunteer
force, large-scale privatization of the defense industry, and a renewed
commitment to foreign weapons sales to support national companies
in the wake of the Cold War.”! France was one of only a few countries in
the world whose arms exports as a percentage of total exports increased
between 1992 and 1997 from 0.9 percent to 2 percent.”” Reported
French arms exports have increased since then, although according to
one source, “the French government is generally not transparent about
its arms exports.”

France has long used trade in weapons and technology as a strategy
for supporting domestic industry, even before the U.S. defense company
consolidation of the early to mid-1990s that in turn provoked European
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consolidation. On several occasions, French exports have in retrospect
proven disastrous. It was French Exocet missiles that destroyed the Brit-
ish HMS Sheffield in the Falklands War and badly damaged the USS
Stark in 1987, the latter event killing 37 sailors.** French arms sales not
only contributed to Israel’s and Iraq’s nuclear weapons program, but
also ultimately compromised France’s military contribution to the Per-
sian Gulf War. The American-led force against Iraq confronted French
Exocet missiles and Franco-German surface-to-air misssiles (SAMs),
for example. In addition, France was prohibited from using its own
Mirage jets in the campaign because the country would not be able
to distinguish its own fighters from those of the Iraqi force—to whom
France had sold the Mirage F-1 (along with its air-to-air missiles) in the
previous decade.”

A 2003 report by Amnesty International also chronicles French
sales in small arms and light weapons, larger arms, and instruments
of torture (including “security equipment”). France also engages in
licensing agreements, global arms brokering, and military training. At
least one of the recipients has been engaged in civil war (Angola) while
many other regimes are engaged in various levels of political repression
(Indonesia, Kenya, Egypt, Cameroon, Zimbabwe, Ivory Coast, and Tur-
key).** Whether arms transfers to such states will compromise European
security is contested, depending on how states construe threat percep-
tions. If industrialized states continue to claim that defending demo-
cratic order and human rights around the world is critical for long-term
stability, however, then there is little doubt that weapons proliferation,
even in small arms, undermines those basic principles.

Much like France, Germany’s contribution to Iraq’s weapons programs
is well documented. Before the Persian Gulf War, Germany was among
Iraq’s biggest trading partners in weapons, especially in components and
technology for biological and chemical weapons in addition to missile
technology.”” Additionally, in the 1980s, the German company Imhau-
sen-Chemie designed a chemical weapons plant for Libya.’® Germany has
taken legal measures to reverse some of these trends, but as late as 2002,
a German small arms manufacturer [Heckler-Koch (HK)] had a contract
pending with Nepal.*® Although Germany came under intense pressure
to deny HK an exporting license, there is evidence that the assault rifles
were conveyed to Nepal via the United Kingdom as they were in use as of
2003. Other conventional weapons produced in Germany span the globe,
often reaching their final destination through indirect exports.*

Jack Straw, the British foreign minister, claimed in early 2003 that
the United Kingdom’s annual report provided the most complete infor-
mation about its arms export of any country in the world. Critics on
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the other hand have argued that the U.K. system of reporting excludes
such vital information as the recipients within a country, the reasons
for denying export licenses, the quantity of arms exported, and the
banks involved in arms transactions—aspects of arms transfers that
other European states do reveal. At the same time, Amnesty Interna-
tional has criticized the United Kingdom for exporting myriad arms
ranging from crowd control devices to electronics to everything in
between. The war on terrorism has extended the geographical reach
of UK. exports to many states neighboring Afghanistan despite these
countries’ illiberal ideologies and practices.®

From this evidence, two effects of globalization stand out. Because
of the end of the Cold War and declining demand for weapons in its
wake, arms manufacturers are compensating for losses with dual-use
technologies and increasingly aggressive efforts to market their prod-
ucts overseas. Firms do this with the assistance of governments. Sec-
ond, globalization structures opportunities in ways that impinge upon
states’ perceptions of gain and security. As globalization limits the
authority of states domestically (by, for example, making the preserva-
tion of national champions untenable), globalization also creates new
channels for realizing profit. The post-9/11 tendency, particularly by the
United Kingdom and United States, to trade long-term prudence for
short-term security cooperation and economic advantage suggests that
globalization has indeed altered the strategies and interests of states
since the end of the Cold War.

PROPOSITION 3: GLOBALIZATION AND THE
RECONSTITUTION OF POLITICAL AUTHORITY

The third proposition under consideration here, derived from the lit-
erature on globalization (e.g., Cerny 1995), is that the erosion of author-
ity on the national level will drive states to reconstitute authority at
the supranational level. Market-led consolidation of European defense
industries and threats of proliferation sparked by the changing nature
of technology and new forms of weapons collaboration would suggest
an urgent imperative for European defense cooperation. To the extent
that globalization proceeds without an adequate political response,
defense dependence and foreign policy marginalization endanger
European security. Moreover, the leveling of technological capacity
between European powers and developing countries threatens to create
new challenges, or at a minimum, sharpen the challenges that Europe-
ans already face vis-a-vis defending their interests at home and pursu-
ing their objectives abroad. As of 2004, there was evidence both for the
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argument that Europe is responding to globalization through policy
coordination and for the argument that long-standing barriers to for-
eign and security policy rationalization will persist.

Analysts have pointed out that European defense industry consoli-
dation has paved the way for unprecedented coordination among Euro-
pean powers in the areas of foreign policy and defense.* In repeated
attempts, however, the Europeans have failed to produce an effective
Common Foreign and Security Policy (CFSP). The divisions within
Europe over policy in Iraq suggest one explanation for the divergence of
political possibility from material reality. Despite the effects of global-
ization that necessitate a high degree of procurement and export con-
trol coordination, European powers remain divided on fundamental
issues of national interest. Divisive subjects include threat perceptions,
the utility of force in fomenting change, and the role of the United States
in European and global security. National suspicions and the nature of
transatlantic ties pose barriers to European unity that were salient in
the 1940s and 1950s, as well. The divide over Iraq in Western Europe
was brought into even sharper relief by the widespread support of U.S.
policies through much of central and eastern Europe—a division that
derives from diverging national experiences of the Cold War.®*

The post-Cold War period has generated mixed evidence as to
the direction of Europe’s foreign and security policy. The EU’s 2004
enlargement to central and eastern Europe was certainly a foreign pol-
icy success, but the security dimensions of that endeavor were slim. It
is true that exclusively European post-World War II foreign and secu-
rity policy achievements pale in comparison to the range of European
initiatives in the post-Cold War period. It is also the case, however,
that none of the existing institutions transcends a decidedly intergov-
ernmental logic. Europe’s Common Defence Policy/Defence Policy
(CDP/DP) depends on the role of the CFSP. The latter is dependent in
most cases on both NATO and U.S. assets. In this connection, even the
Combined Joint Task Force (CJTF) cannot boast true European inde-
pendence. Even the putatively most Europeanist powers are ambiva-
lent about moving forward with CFSP because such integration “poses
special challenges to national values and even identity since much of a
state’s history, for better or worse, is wrapped up in armed forces.”*

Despite national sensitivities around yielding sovereignty in foreign
policy and defense, different constellations of European powers have
made initial efforts to reconstitute authority at the supranational level.
Institutional innovation in procurement and export controls, if suc-
cessful, could signal a regional response to globalization’s challenges.
With respect to procurement, Germany, France, Italy, and the United
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Kingdom created the Organisation for Joint Armaments Cooperation
(OCCAR) in 1996. In 1998, these countries plus Sweden and Spain
signed the Letter of Intent (Lol) aimed at harmonizing procurement
regulations. OCCAR manages a number of joint European projects
including the A-400M transport aircraft, the Tiger combat helicopter,
an air defense system, and two antitank missile programs. The Lol, on
the other hand, is meant to ensure the security of supply and informa-
tion as well as the harmonization of export procedures and of military
requirements. Finally, all 15 then-EU member states agreed to the terms
of an EU Code of Conduct on arms sales in 1998.%

These initiatives, in concert with the European Foreign and Security
Policy (EFSP) and the EDC, do not yet, however, represent the coher-
ent political response necessary to thwart the effects of globalization
that threaten European security. With respect to the Lol, there has been
more progress in technical areas than in political ones. States still cling
to the premise of national autonomy such that on issues such as “secu-
rity of supply” they are allowed to reconstitute national capabilities if
necessary.® The Lol also calls for a “common military concept” but in
reality this is intended for future, rather than current, attention. More-
over, the Lol does not assess the political foundations that must precede
a common military concept.

The EU Code of Conduct on arms exports is similarly impressive on
paper, but so far lacking in political effect. The central barrier to fun-
damentally new practices in arms proliferation among European states
is that nothing in the code is legally binding and everything is subject
to individual states’ interpretation. In the wake of 9/11 and the United
States’ renewed commitment to arms exports, it is likely that the Euro-
peans will opt for a looser application of the code. One such example
is a discontinuation in 2001 of the arms embargo against the Northern
Alliance in Afghanistan that had been in place due to concerns about
human rights abuses. France has likewise resurrected military ties with
Pakistan as Germany has with Uzbekistan. As of 2000, it was also not
clear whether a key feature of the code, bilateral consultations on export
licenses that had been denied, was having any effect on the practice of
“undercutting.”” Undercutting refers to an instance of one European
country stepping in to fill a contract that another had rejected because
the client presented a proliferation, human rights, or terrorist risk.

Given the range of institutions in place, market-led transnational
defense industry consolidation, and well-established procedures for
reaching agreement, Europe could be on the verge of giving substance
to supranational arrangements. Such arrangements would prevent
Europe’s marginalization and allow the continent to protect itself against
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proliferation. Spillover resulting from conflicts over defense industry
integration, the harmonization of export controls and procurement
policy might encourage states to cede their national autonomy to supra-
national institutions, much as has been the case in markets and money.
There have already been a number of exogenous “shocks” in European
security, however, that might have elicited deeper cooperation—includ-
ing the then end of the Cold War; the wars in the Balkans; weapons pro-
grams in Libya, Iraq, and elsewhere; 9/11; and the bombings in Madrid.
Because European defense arrangements still do not allow for a unified
European security policy and are moving only haltingly in that direc-
tion, doubts remain about whether Europe is positioned to translate its
growing economic power into commensurate global influence.

CONCLUSION

Shrinking markets for arms have made globalization a survival strategy
for defense firms. The perceived imperatives to capture new markets
and economies of scale have driven contractors toward cross-national
mergers, joint ventures, and licensing arrangements. Competitive mar-
kets, oversupply, and increasing attention to financial returns in light
of declining state support also provide incentives to export, enter into
offset arrangements, and otherwise pursue short-term gains at the
expense of suffering long-term security costs of destabilizing prolif-
eration. As noted elsewhere in this chapter, undesirable proliferation is
evermore likely to take place as (1) national control over exports erodes
and is not replaced by supranational control given cross-national pro-
duction and as (2) dual-use technology in WMD and communica-
tions makes it more difficult for any political authority—national or
supranational—to prevent dangerous actors from arming themselves.
States have been slow to respond to the threats that the globalization of
the arms industry poses because they have been more concerned with
near-term resource constraints than with more distant strategic con-
siderations—but at their peril.

Analysts are quite right to point out that within the globalizing
trends listed above are the seeds of tremendous opportunity—espe-
cially for Europe.®® These include all the economic gains that medium-
sized European states would enjoy if they integrated their arms market
according to the same logic they have integrated other sectors—spe-
cialization, reduction of oversupply, economies of scale, and, if Ameri-
can firms are allowed to continue to compete for European contracts,
robust competition. At the same time, politics has a vital role to play
because of all of the economic and national security implications that
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naturally accompany the organization of a defense-industrial base. As I
have argued throughout this chapter, although globalization does pro-
vide Europe with some potential advantages, Europe will never realize
them without the simultaneous exercise of political authority.

This is not to say, of course, that all supranational political author-
ity is equal. Within the context of European security and globaliza-
tion, there have been both constructive as well as counterproductive
episodes of political intervention in the procurement and production
of multinational projects. Although there have been some successful
projects delivered on time and at or near anticipated cost, such as the
Eurofighter, the M-400A transport aircraft, and the Horizon with plans
for a commonly built air defense frigate, all encountered either serious
problems or fell apart completely because of national differences—in
some cases over specifications or work sharing arrangements. Indeed,
one survey, conducted in 1999, found that cost overruns were 30 per-
cent higher for European multinational projects than for commensurate
national ones.®

For greater defense industry integration to yield benefits in terms of
increased security for Europe at lower costs, the political problem is not
just achieving greater multinationality. It is, rather, achieving greater
multinationality that fully embraces the logic of globalization and with
it defense denationalization. Most important, this means forgoing juste
retour, developing procurement strategies for a common conception of
European security, and enforcing an export code consistent with long-
term European security concerns.

The stakes are high because without defense industry rationalization
in which the Europeans improve on the returns to security they achieve
for the money they spend, they will not be able to make contributions to
global operations on a scale equal to their economic power. Continued
European military impotence puts NATO at risk by undermining its
credibility as a truly transatlantic security organization, limits Europe’s
voice with respect to American-led military operations, and seriously
circumscribes the extent to which Europe can defend both its territory
at home and interests abroad. Even with a more powerful and uniform
export code it is virtually inevitable that each European state’s military
capabilities will erode relative to the rest of the world and especially to
states and nonstate actors that seek to acquire deadly military technolo-
gies. Whether globalization, and the technical erosion of power among
individual European states that accompanies it, then translates into a
downward spiral of compromised security for the continent as a whole
depends on Europe’s organizational capacity.
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The encroachment of markets and the changing nature of technol-
ogy (particularly its increasingly dual-use character) promise to limit
government control, both over development and over distribution. It is
clear that European national defense firms are too small to stay com-
petitive. More important, current trends, if unaddressed, threaten not
only to increase the capabilities gap between Europe and the United
States still further but also to diminish the capabilities gap between
Europe and the rest of the world.
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GLOBALIZATION AND NATIONAL SECURITY
Is Japan Still an Island?

Paul Midford

JAPAN HAS OFTEN BEEN HELD UP as a model of how to resist the forces
of globalization, defined here as unorganized and purposeless forces,
above all markets, with little regard for national borders. Taming mar-
ket forces to the purposes of the state is said to be a Japanese specialty.'
Recent evidence and closer inspection reveals, however, that globaliza-
tion (or gurobaruka in Japanese) is increasingly influencing Japan eco-
nomically in ways that challenge state manipulation.®

The effects of globalization are beginning to influence Japan’s
national security. In one sense, this is not surprising, because Japan has
always defined its security “comprehensively,” ranging beyond military
security to encompass economic, technological, and political aspects
(discussed further below). The common denominator in all these areas
is a quest for autonomy, thereby ensuring greater degrees of freedom in
foreign (and even domestic) policy. Even in traditional military secu-
rity, however, globalization is beginning to have an impact on Japan.

This chapter focuses on the challenge globalization poses to Japan’s
goals of preserving and enhancing autonomy. It begins by identifying
Japan’s conception of security as comprehensive autonomy and how this
conception was crafted in response to the state’s security environment.
The focus then shifts to how globalization is challenging Japan’s capac-
ity for autonomy in three areas: financial autonomy (exchange, and
tangentially information and marketization), technological autonomy
in civilian and military production (exchange and marketization), and
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autonomous command and control of its military (transborder infor-
mation flows). Specifically, globally mobile capital threatened Japan’s
regional production networks, trading partners and followers, the frag-
mentation of production has undermined Japan’s long-term quest for
the indigenization of production and technology (what the Japanese
call kokusanka) in military aerospace. In addition, the fragmentation of
production combined with cross-border flows of information promoted
by information and communications technology (ICT), and embodied
in the so-called Revolution in Military Affairs (RMA), is undermin-
ing Japan’s long-cherished autonomous command and control of its
military.

As stressed throughout this volume, however, states are hardly
helpless in the face of the forces of globalization. They have choices:
to pursue accommodating strategies, sheltering strategies, or harness-
ing strategies. An accommodating strategy entails adjusting to a loss
of autonomy in exchange for some gain in capacity. A sheltering strat-
egy entails accepting some loss of capacity for preserving or enhanc-
ing autonomy. A harnessing strategy involves exploiting globalization
forces to enhance both autonomy and capacity. The have-your-cake-
and-eat-it-too harnessing strategy is only available to those with sig-
nificant structural power: the hegemon and to a much smaller extent
regionally dominant powers such as Japan.

Japan has chosen different strategies in different areas, exacerbat-
ing, at least in the short-run, the Cold War bifurcation of its economic
and military strategies. In finance, Japan has chosen a sheltering strat-
egy, reaching for regional solutions to buffer itself and East Asia from
globally footloose capital, in the process gaining greater autonomy also
from the United States while sacrificing only a modicum of autonomy
to other Asian nations. As discussed below, this sheltering strategy
appears to have achieved some success, although it will take another
financial crisis to know for sure. Critics suggest that Japan is sacrific-
ing efficiency, and ultimately capacity, by trying to shelter itself and the
region from globalized capital flows. However, as Kirshner points out
in chapter 1, there is little evidence that liberalized capital flows are
economically efficient. Thus, Tokyo’s sheltering strategy does not nec-
essarily entail sacrificing much capacity.

Japan has adopted a harnessing strategy expanding its domestic
production networks into the region and reaching for neo-techno-
nationalist cooperation with other states in Northeast Asia. However,
Tokyo has chosen to accommodate itself to globalization by sacrific-
ing autonomy in military security (kokusanka in military aerospace
and full command and control of its military), mostly to the American
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unipole, in exchange for greater capacity. Overall, Japan’s response
to globalization is deepening its dependence upon the United States
for military security while driving it to seek greater regional coopera-
tion in order to maintain autonomy economically and financially in
the face of global capital flows and American efforts to harness these
flows for national gain.? As discussed in the conclusions, this bifurcated
response to globalization may prove difficult to maintain, because poli-
cies such as financial regionalism and collaboration on missile defense
may alienate the United States or China (and other Asian states), or
both simultaneously.

A key challenge for this chapter is disentangling Japan’s attempts
to shelter itself from the forces of globalization with its attempts to
maintain and enhance its autonomy vis-a-vis the American unipole.
This is made all the more difficult, because as discussed by Mueller in
chapter 5, the United States has often seen its national interests as pro-
moted by the advancement of globalization. As described in the finance
section of this chapter, the United States has attempted to harness the
wave of globally mobile capital flows in order to promote its national
interests in East Asia. Moreover, to the extent that American power
has actually been advanced by globalization (as opposed to the mere
perception), the degree of US preponderance that faces Japan is, itself,
at least a second-order effect of globalization. Nonetheless, this chapter
will distinguish between the influence that the globalization processes
identified in this volume have had on Japanese national security versus
those linked more directly to American choices and power.

JAPAN’S CONCEPTION OF SECURITY:
COMPREHENSIVE AUTONOMY

Although this volume defines national security as political violence that
affects the vital interests of the state, as noted above, Japan defines its
national security much more broadly. Although maintaining the state’s
monopoly over the use of force internally and its relative military position
externally are important to Tokyo’s conception of security, Japan defines
security “comprehensively,” extending beyond force to include economic,
political, and technological aspects.* The common denominator is auton-
omy. Although security can be defined as an absence of threats, auton-
omy connotes an absence of the threat of dependence. It is the search
for autonomy and the management of dependence, when inevitable, that
have been the central concerns in Japan’s conception of security.’ Japan
seeks to limit its dependence upon other states or outside actors in order
to increase its degrees of freedom in overall policy making.
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By defining its security more broadly as comprehensive autonomy;,
Japan has given greater emphasis to nonmilitary aspects than is often
the case elsewhere. To a large extent, this emphasis reflects real limits
on the postwar Japanese state’s ability to respond directly to military
threats. The formal source of these limits is Japan’s war pacifist postwar
constitution. The deeper political cause stems from profound distrust
internally,® and especially externally,” of the Japanese state’s ability to
wield the sword.® Japanese and Asian wartime experiences and collective
memories of Japan’s behavior as a military power up to 1945 continue to
anchor expectations about Japan’s future behavior should it reemerge as
an independent military power.” To avoid an adverse domestic reaction,
and especially to avoid counterbalancing by neighboring Asian states,
Japan has chosen to limit its military autonomy. Yoshida Shigeru, the
Japanese prime minister who defined Japan’s postwar security strategy
(the so-called Yoshida Doctrine), identified Asian mistrust of Japan’s
character as a military power as an important reason for avoiding rear-
mament and military autonomy: “many of the countries with which we
had been at war still held Japan in distrust, a distrust which could easily
be fanned into active hatred.” This concern was a central motivation
for relying upon the United States for military security.

Japan’s self-imposed limits upon its politico-military autonomy have
gradually lessened over time. Beginning with purely economic roles in
Asia, Japan gradually assumed political roles as well. Nonetheless, as
enunciated by the 1977 Fukuda Doctrine, Japan’s growing economic
and political roles in Asia have been predicated upon a promise to never
again become a “military power,” defined as a power with the offensive
capabilities to attack others." To ensure the credibility of this doctrine,
continued dependence upon the United States for security has been
crucial. In a widely read 1990 essay, career diplomat and Vice Foreign
Minister Kuriyama Takakazu explicitly identified defense dependence
upon the United States as a key prerequisite for Japan’s expanding eco-
nomic and political role in Asia. “Regionally, the [US-Japan] security
system builds international trust in Japan’s fundamental position that it
will never become a military great power. The security system makes it
easy for neighboring countries to accept a large political and economic
role from Japan.”*?

Since the end of the Cold War, Japan has sought not only to dis-
courage counterbalancing but also to slowly improve its reputation as
a military power. It has done so through the demonstration effect of a
gradual and benign assumption of greater and greater security roles.
Examples include Japan’s emergence as an architect and active partici-
pant in regional security dialogues and the dispatch of the Self-Defense
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Forces (SDF) overseas for peacekeeping, humanitarian missions, and
more recently, for noncombat rear area support of American and allied
military forces."”

The net result of these efforts is that although Japan remains heav-
ily dependent upon the United States for its military security, it enjoys
an increasing range of foreign policy tools. Beginning with reparations
payments and then economic assistance in the early postwar period, by
the 1990s, Japan had developed sufficient regional trust and institutional
capacity to provide leadership in the construction of regional multilat-
eral frameworks covering economics, politics, and to some extent, even
security."* Japan has concentrated on using these tools to compensate
for its lack of military autonomy. The very fact of Japan’s heavy depen-
dence upon the United States for military security has made reducing
dependence upon the American unipole in other areas a priority.

The expansion of Japan’s foreign policy options, a result of suc-
cessfully reassuring other Asian states, has occurred as its traditional
domestic tools for enhancing economic and technological autonomy
have been eroding due to the pressures of globalization. Traditionally
these tools have centered on market conforming planning and inter-
vention, including industrial policy. The goal has been the promotion
of autonomous and closed domestic production networks. However,
as has been the case with European nations (see Epstein, chapter 8 of
this volume), the effectiveness of these domestic policy tools has been
declining as a result of globalization. Consequently, Japan has begun
to slowly and inconsistently abandon these tools, gradually opening its
markets to greater foreign direct investment and international market
forces. Yet, as discussed below, at the same time Japan has tried to pre-
serve its domestic production networks by regionalizing them. Japan
has utilized its growing political role to organize regional multilateral
cooperation to shield these production networks, and increasingly the
region as a whole from some of the forces of globalization, most nota-
bly globally footloose capital flows. Although Japan’s decision to reach
for regional solutions has the potential to limit its autonomy vis-a-vis
other Asian states, these limits appear to be minimal given Tokyo’s
advantages in terms of economic size and technological and financial
sophistication compared with most of its Asian neighbors. Conversely,
these regional solutions have offered the promise of greater insula-
tion against globalizing forces, especially globally mobile capital, and
equally important, the promise of expanded economic autonomy vis-
a-vis the American unipole, and its attempts to exploit global capital
flows to its own advantage.
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EXCHANGE: INTERNATIONAL FINANCE

This section discusses the impact of globalized finance on Japan and its
major East Asian trading partners. It focuses on how Japan has under-
stood these impacts and responded. Japan’s reaction has been different
domestically and regionally: Tokyo has gradually opened up its own
markets to greater capital liberalization and foreign investment while
simultaneously seeking to shelter the wider region from globalized cap-
ital flows. American attempts to exploit these global flows to promote
its political and economic power have enhanced Japan’s incentive to
pursue a sheltering strategy while simultaneously making this strategy
more difficult to realize.

Domestic Finance

Because of globalized financial markets, Japanese policy makers face
increased exposure to adverse market reactions when policy decisions
appear to threaten investor interests. Growing capital mobility, espe-
cially the emergence of 24-7 virtualized capital, undergirded by the
digital information, is driving momentum toward greater integration
of national market standards and regulations.”® This increasingly poses
a challenge for Tokyo’s distinctive form of capitalism and its autono-
mous regulatory regimes.

One notable example from the banking sector is the imposition of
the Basle Accord or Bank for International Settlements (BIS) standards.
The Basle standards imposed uniform risk-based capital requirements
on commercial banks operating in Organisation for Economic Co-
operation and Development (OECD) economies. These standards were
in no small part aimed at Japanese banks, which were perceived else-
where to benefit (or alteratively to pose a risk) from comparatively low
and loosely defined Japanese capital ratios.'® The imposition of inter-
national standards such as the BIS is undermining the very autonomy
that Japanese decision makers so jealously guard. Although it initially
fought the BIS, more recently, the Japanese state has attempted a more
proactive harnessing strategy toward globalization. With the so-called
Financial Big Bang of 1998-2001, the state has attempted to enhance
the international competitiveness of Tokyo financial markets."”

To be sure, Tokyo’s loss of autonomy remains minimal compared
with most other states. Although Japan’s position as the world’s premier
source of capital implies a high degree of exposure to financial global-
ization, in practice this position has shielded the country from many
pressures associated with financial globalization while presenting
opportunities for exerting influence globally and especially regionally.
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This position has also allowed Japan to mitigate the effects of interna-
tional standards upon its own economy and those of its neighbors. For
example, Japan has parlayed its dominant regional financial position
into primary management responsibility for the regional East Asian
BIS office in Hong Kong, partially softening the impact of BIS on Japa-
nese banks.'®

Japan has traditionally received relatively little in the way of inward
FDI. According to one account, this is because “Japan has protected
itself ... by effectively limiting the ability of multinationals to gain con-
trol of Japanese companies.” Although Japan is said to jealously guard
the nationality of its firms," the late 1990s witnessed marked increases
in inward investment as overall foreign direct invement (FDI) flows
increased and foreign companies bought controlling stakes in leading
Japanese corporate entities such as Nissan, Mazda, Mitsubishi Motors’
truck division, and the Long-Term Credit Bank. Although inward FDI
continued to average less than 0.1 percent of GDP in the 1980s and
early 1990s, it began to climb significantly in 1998, and by 2000, it had
reached 0.6 percent of GDP (although inward flows fell to 0.4 percent
in 2001). If the Japanese state once tried to discourage inward FDI, its
position has recently changed, with Ministry of Economy, Trade, and
Industry (METI) now actively encouraging greater inward FDI flows.
This may be one cause for increased inflow since the late 1990s,* and
this new policy suggests reduced sensitivity to corporate nationality.*

If the 2000 peak becomes the average for the next ten years, for-
eign ownership of the Japanese economy will reach almost 6 percent,
approximately ten times the level in 2001. However, even this level
would still be far below the current norm for OECD countries; the FDI
inflow peak of 0.6 percent of gross national product (GNP) constitutes
less than a quarter of the rate for a typical OECD country. Although
barriers to capital inflow have been reduced, the role of foreign capital
in the Japanese economy remains modest. Consequently, Japan is not as
subject to international capital markets as are other OECD countries,
or as exposed as France was in 1982.

Regional Finance

Although relatively insulated from globally mobile capital flows,
Japan has nevertheless worried about the degree of exposure faced
by its Asian economic partners and followers. To defend the legiti-
macy of its economic system, Asian social and political stability, and
its region encompassing production networks, Japan has reached for
regional solutions, under its own leadership, to shield East Asia from
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ever freer and larger capital flows and the market-opening agenda of
unipolar America. Regionally, Japan has never been willing to pursue
an accomodationalist strategy regarding globalized capital flows. The
most notable examples of Japan’s sheltering strategy emerged from the
Asian Financial Crisis (AFC).

In response to the spreading Asian currency crisis of mid-1997, Japan
used the annual IMF and World Bank meeting, held in Hong Kong in
September, to propose establishing an Asian Monetary Fund (AMF),
to be capitalized at $100 billion. The AMF would provide a regional
financial surveillance mechanism and an emergency loan facility to
detect and preemptively suppress financial crises. Most significantly,
the United States was not included in the AMF and the use of the fund
was not tied to IMF conditionality. Japanese diplomats resorted to their
favorite tactics of extensive low-key consensus-building consultations
(what is known in Japanese as nemawashi) using various regional chan-
nels, including the Executives’ Meeting of East Asia-Pacific Central
Banks (EMEAP) and informal meetings of Association of Southeast
Asian Nations (ASEAN) and East Asian finance ministers, to try out
the AMF proposal. Notably, these channels did not include the United
States. Japan succeeded in building considerable regional support,
especially among ASEAN, for the AMF proposal.*

The proposal met with immediate and intense American opposi-
tion.” The United States argued that the AMF proposal threatened
IMF conditionality, undermining pressure for reform of “crony capi-
talist” economic systems that were supposedly the root cause of the
AFC.** Second, and perhaps more importantly, US officials at the Hong
Kong IMF-World Bank meeting argued that the AMF would under-
mine US leadership and influence, creating a divide across the Pacific.
This charge came despite the presence of regional financial institutions
in Europe, which exclude the United States and which have the same
(and much greater) capabilities than those envisaged by Japan’s AMF
proposal.” To defeat this perceived challenge to American leadership,
then Deputy Treasury Secretary Lawrence Summers even alluded to
the unpleasant specter of regional domination by a Japan not unlike the
militarist Japan of the past. US leadership “is crucial to avoid a descent
into the kind of regionalism and protectionism that we saw in the peri-
ods between the first and second world wars.”? This rhetoric persuaded
China, and to a lesser extent, South Korea, to join the United States in
opposing the AMF initiative.”” Despite support from the rest of East
Asia, especially ASEAN, the combined weight of US and Chinese oppo-
sition forced Japan to withdraw the initiative in November.
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As Kirshner discusses in chapter 1, a world of completely unregulated
capital is least risky for those with the largest and deepest economies
and capital markets. The United States bears a disproportionately small
share of the costs from financial crises, and the United States may even
attract capital as investors “flee to quality.” Most significantly, the United
States can determine whom to help and whom not to and the condi-
tions under which assistance will be extended. Thus, the United States
has the most to gain and the least to lose from a world of unregulated
capital flows. During the AFC, the United States used its influence over
the IMF and its relatively sheltered position to harness the rising wave
of global capital flows as a means to promote its own national interests.
These interests included opening up East Asian economies for US goods,
acquisitions of local firms, and, more broadly, spreading pro-American
democracies, human rights, and free-market economics. US officials
were at times candid about using IMF conditionality to promote narrow
US interests: US Trade Representative Mickey Kantor called the IMF a
“battering ram” for opening up Asian markets.?® Summers boasted, “the
IMF has done more to promote America’s trade and investment agenda
in East Asia than 30 years of bilateral trade negotiations.””

To a lesser degree, Japan’s position parallels the American position
that Kirshner identifies. As the world’s leading source of capital, the
world’s second largest economy, and one of the leading global financial
centers, Japan is also relatively sheltered from globalized capital flows.
Nonetheless, Japan’s voice in international financial institutions such as
the IMF, although not negligible, is simply insufficient to ensure desired
policies, even in Asia. Beyond the relative lack of influence at the IMF,
Japan’s economic and political exposure regionally in East Asia gave
Tokyo an incentive to extend its own financial shelter to protect the
entire region from the effects of globalized capital flows.

Globally footloose capital flows and US attempts to harness these
flows to open markets and promote American interests were believed
to threaten Japanese interests in at least four ways. First, IMF-imposed
conditions and reforms threatened regional political stability, as the fall
of Suharto and subsequent instability in Indonesia suggested. According
to one Japanese economist, Japan has an important role to play in pre-
venting American intervention from “leading to a collapse of political
stability” in Southeast Asia.’® Second, by giving US firms greater access
to Asian markets and acquisitions, American rivals could improve their
ability to challenge Japanese firms in markets long dominated by Japa-
nese firms or at least Japanese licensed technology.” Third, by attacking
the Capitalist Development Model* in other Asian states so directly,
IMF bailout packages were attacking the long-run legitimacy of Japan’s
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own domestic system. This danger was driven home to Japanese offi-
cials at an Asia-Pacific Economic Cooperation (APEC) trade ministers’
meeting in June 1998, where the US and East Asian states united to
pressure Japan to liberalize marine and forestry product trade under
the Early Voluntary Sector Liberalization (EVSL) rubric. MITI officials
apparently came away convinced that the United States had used IMF
restructuring plans to force upon East Asian states an American neo-
liberal trade agenda.” Finally, expanded IMF conditionality threatened
regional Japanese production networks, especially to the extent that
these networks enjoy access to preferential governmental policies and
capital in host Asian nations (these networks are discussed at length in
the next section).

The common denominator to all these threats was globalized foot-
loose capital flows exploited by a unipolar America. This US strategy
added to Japan’s incentive to attempt to control these flows. If massive
and highly mobile capital undermined autonomous economic policy
making, concurrent intervention by the American hegemon seemed to
threaten the obliteration of such autonomy, at least for Japan’s Asian
partners. In addition, Japan’s strategy challenged Washington’s agenda.
As a counterfactual exercise, one can speculate that had Japan’s pro-
posed AMF been in place (or at least a serious prospect) by November
1997, Washington’s ability to leverage a $58 billion IMF bailout into a
massive opening of the Korean economy, or a $42 billion IMF bailout
into a similar opening of the Indonesian economy, would have been
greatly diminished.**

In the wake of the AMF proposal’s defeat, Tokyo, rather than accom-
modating itself to globalized capital flows harnessed by the US hegemon,
persisted in its sheltering strategy. Japan switched tactics, shunning
high profile formal proposals by openly challenging the United States
in favor of more traditional low-key diplomatic methods. First, Japan
invoked bilateral currency intervention agreements with EMEAP part-
ners as a partial substitution for AMF-type funding, jointly intervening
in November 1997 with Indonesia and Singapore to support the Thai
baht. Japan began to revive its regional multilateral financial diplomacy
by supporting the establishment of the Manila Framework in November
1997. This framework performed essentially the same regional capital
market surveillance functions contained in the original AMF proposal,
but with the subtraction of the non-IMF tied loan facility and with the
addition of the United States as a member.

The following year Japan revived the non-IMF tied loan facility
through a low-key step-by-step process. In October 1998, Finance Min-
ister Miyazawa Ki’ichi announced a US$30 billion initiative to fund
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short- and long-term needs. Known as the New Miyazawa Initiative,
this fund was used to recapitalize ailing banks and corporations, pre-
sumably strengthening them against hostile takeovers. Although some
claim that New Miyazawa Initiative funding is tied to IMF condition-
ality,” in fact, this loan facility offered softer conditionality than IMF
funds and entirely avoided corporate governance and market-opening
conditionality.’* Indeed, Japanese leaders openly claimed that Miyazawa
funds would be disbursed before IMF funds, arguing that “harsh condi-
tionality” produces protracted negotiations, thereby ensuring that IMF
funding is too late to head oft a crisis.*”” In 1998 and 1999, a number of
Asian states received funding from the New Miyazawa Initiative (Indo-
nesia, $2.4 billion; Korea, $5 billion; Malaysia, $2.2 billion; the Philip-
pines, $1.6 billion; Thailand, $1.9 billion). Japan also issued up to $22.5
billion in export credits to promote intraregional exports, thereby help-
ing to sustain its regional production networks.”® New Miyazawa Ini-
tiative and other crisis-related assistance from Japan eventually totaled
$80 billion.* Japanese funding for recapitalizing troubled Asian com-
panies helped Asian nations resist US and IMF pressure. For example,
this funding probably contributed to what US Treasury Secretary Law-
rence Summers claimed was Indonesian “foot-dragging” over liquidat-
ing failed companies.*’

Malaysia was a primary, and indeed the first, beneficiary of Japa-
nese funding. Tokyo generously assisted Kuala Lumpur despite the
later’s open challenge to the United States and the IMF by imposing
capital controls. Japan started pumping assistance funding into Malay-
sia almost immediately after Kuala Lumpur imposed capital controls,
despite Washington’s opposition.* The use of New Miyazawa funding
to help Malaysia is also the clearest example of delinkage from IMF
conditionality. The eventual success of Malaysia’s capital controls
advertised the promise of Japan’s sheltering strategy in helping Asian
nations reestablish policy autonomy.

In May 2000, Japan took a further step toward creating the func-
tions of the AMF with the adoption the Chiang Mai Initiative (CMI).
Ostensibly an ASEAN initiative, but in reality an example of Japanese
“proxy diplomacy,” the CMI, adopted at a meeting of ASEAN-Plus-
Three [(APT): the ASEAN states plus China, Japan, and Korea] finance
ministers, brought a substantial expansion of the existing bilateral cur-
rency swap and currency repurchase facility agreements. Essentially a
system of multiple bilateralisms, the CMI provides de facto regional
multilateral funding to help members fight off speculative attacks on
national currencies.*” China’s support* was clinched by greater Japa-
nese efforts at informal consultations with Chinese counterparts and
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by a shift in Chinese thinking away from worrying about the threat
of Japanese hegemony and toward worrying more about the threat of
American hegemony after the Kosovo War and the bombing of its Bel-
grade embassy.**

Chinese participation and the extensive foreign reserves held by
China and other members (over $800 billion in total) suggest that the
CMI may be effective.* Although 90 percent of the funds committed to
these currency swaps are in theory tied to IMF conditionality,*® there
is continued ambiguity about whether Japan’s commitments are (or
would be in a crisis) actually tied (tightly or otherwise) to IMF con-
ditionality.”” These doubts are fueled by the continued existence of the
untied $15 billion loan facility created by the New Miyazawa Initiative
for short-term financial stabilization.*® Moreover, as one study notes,
more important than the current declaratory policy on IMF condition-
ality or the current level of committed funds, “the simple process of
negotiating and concluding these agreements has had a major impact
on the ability of countries in the region to fend off future speculative
attacks by giving rise to dense networks of communication.™ These
networks increase the ability of Japan and its APT partners to tran-
scend formal agreements and cooperate on the fly during a crisis and
are contributing to more ambitious projects, most notably the creation
of Asian regional bond markets* and longer term efforts toward creat-
ing an Asian Monetary Union (AMU).”! As a first step toward an AMU,
the APT finance ministers agreed in May 2004 to consider various pro-
posals for strengthening the CMI framework by the end of the year,
including lifting the pre-IMF 10 percent cap or a tenfold increase in
CMI funding.”® The creation of the CMI mechanism within the APT,
itself a reaction to the AFC and an organization that excludes the United
States, reinforces the impression that Japanese policy makers were “able
to nudge the APT framework towards regional financial cooperation
and thereby create in all but name another AMF.”*

Although Susan Strange argued as early as 1990 that global financial
integration has enhanced US structural power,** some are now con-
cluding that Japan’s

position at the centre of the East Asian political economy is not
easily lost and provides it with a good deal of structural power ...
the actual outcome of the East Asian currency crisis may not be
to undermine Japanese leadership and the model of the develop-
mental state in the region, but against all expectations, actually to
consolidate them.>
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If Japan really has clawed its way back from defeat, its determination
reflects a desire to shelter East Asia from globalized flows of “hot money.”
Tokyo believes that these flows, especially when harnessed by the Amer-
ican unipole to advance its own interests, undermine the stability of
Japan’s Asian partners, challenge the legitimacy of it’s own economic
system, and threaten Japan’s growing regional production networks.

As is evident elsewhere in this chapter, the influence of the US hege-
mon is intertwined with the stateless and purposeless forces of global-
ization. Financial globalization, and especially capital liberalization, is
at least in some part the result of policies pursued by the United States.
Even if the United States had not actively sought to exploit the AFC for
its own interests, Japan would nonetheless have had sufficient incen-
tive to pursue a sheltering strategy to protect its partners from the
vagaries of unregulated global flows of capital. The AFC demonstrated
how disruptive these flows could be for Japan’s regional production
networks, its major trading partners, and followers. Indeed, the AMF
proposal was initially promoted at a time when Washington appeared
to be ignoring the emerging financial contagion. As a counterfactual
exercise, we can speculate that had Washington continued the initial
disinterest it showed during the Thai baht crisis in July 1997, the pro-
posed AMF probably would have been realized. However, over the lon-
ger run, Washington’s decision to cede regional financial leadership to
Japan might have encouraged greater Chinese opposition to this leader-
ship. In sum, the pressures of globalized capital flows, combined with
the American efforts to exploit these flows, increased not only Japan’s
incentives for pursuing a regional sheltering strategy but also regional
receptivity to this strategy.”®

TRADE AND PRODUCTION I: REGIONAL
PRODUCTION NETWORKS AND COOPERATION

This section examines Japan’s strategy of harnessing the stateless and
purposeless forces of globalization to enhance economic capacity and
autonomy through the creation of private regional production net-
works and formal regional cooperation. Beyond the extension of Japan’s
private-sector industrial networks, Japan has recently promoted a more
formal model of regional corporate-state cooperation in Northeast
Asia. The initial objective of this model is challenging the dominance of
the Windows operating system (OS) and preventing its spread beyond
personal computers. This new cooperative model reflects deepening
dependence upon regional partners to avoid much greater technological
dependence upon a single multinational corporation or superpower and
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appears to reflect what has been identified as a neo-techno-nationalist
strategy. Like finance, the promotion of regional production networks
and cooperation reflect efforts to enhance autonomy, especially vis-a-
vis the United States, albeit at the cost of slightly increased dependence
upon East Asian partners.

Regional Production Networks

Harnessing the forces of globalization, Japan has extended its distinc-
tive form of capitalism—the Capitalist Development State—to Asia
through the force of example and regional hierarchically integrated
production networks.”” Arguably, Japan has been building its own sys-
tem of systems in Asia, sometimes identified as the “complex produc-
tion” links model.”® A derivation of Japan’s “flying geese model™® of
sequential (hierarchical) economic development, with Japan as the lead
goose, this model, unlike the flying geese model, argues that the fol-
lower geese (other Asian nations) remain dependent upon Japanese
technology and expertise and therefore cannot close production cycles
to create their own export industries.®

These networks have allowed Japan to realize economies of scale
while exploiting regional abundancies in productive factors (e.g., inex-
pensive abundant labor). These Asian production networks also allow
Japanese companies to move their production and exports beyond the
framework of the Japanese polity, thereby redefining trade imbalances
and frictions with the United States and Europe as imbalances between
these two and the East Asian region, on the one hand, and between
Japan and East Asia, on the other. Japan is extending national indus-
tries into regional production networks, achieving significant econo-
mies of scale, tapping into diverse production factor abundances (e.g.,
abundant labor), and preferential access to Asian markets in the pro-
cess." In fact, this has been a stated goal of MITI/MET]I, namely “the
creation of open [sic] industrial networks” in East Asia.®? Japan’s Asian
production networks are significant for another reason: they represent
a form of globalization clearly divorced from the policies and inter-
ests of the American hegemony, an “alternative” non-American form
of globalization.

Trade data suggest the growing importance of Japan’s regional pro-
duction networks. Before the outbreak of the AFC in 1997, Asia expe-
rienced the world’s fastest growth of intraregional trade, a large part
of which consisted of the export of technologically sophisticated parts
and capital goods from Japan to subsidiaries in Asian nations for use
in manufacturing finished goods, a substantial proportion of which
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were then exported beyond the region.® The growth and composi-
tion of this trade reflects the regionalization of Japan’s production net-
works. Another reflection of the growth of these networks has been
the tendency of many Asian nations (especially the ASEAN states and
South Korea) to run persistent trade deficits with Japan. Technological
dependence is a major reason—since the mid-1990s, half of all techno-
logical imports in East Asia came from Japan, and more than half of
technical experts dispatched by the Japanese government are sent to
Asia.®

Beyond purely Japanese production networks, East Asian states
sometimes utilize Japanese capital and technology for promoting tar-
geted industries. A prominent example is Malaysia’s national car, the
Proton, which has been dependent upon technology and other inputs
from Mitsubishi.®®

During the AFC, IMF structural reforms that led to market open-
ing and the demise of industrial policy obviously threatened Japanese
stakes in national industrial projects such as the Proton. These reforms
also threatened long-term hierarchical ties (based on technology and
capital transfers) with Asian firms, and even Japanese subsidiaries
hit by currency crisis induced illiquidity and the contraction of local
markets. It is not surprising then that the Japanese government made
$22.5 billion in trade insurance and trade-related loans available to
kick-start intraregional Asian trade again® and that a significant por-
tion of New Miyazawa funds were used to bail out Japanese small and
medium enterprises in Asia.®”

Japan’s Asian production networks demonstrate the structural power
that can be derived from being a systems integrator. This is illustrated
by MITI/METT’s self-appointed role as the technological manager of
Asian nations, especially ASEAN. METI saw the AFC as partly result-
ing from the “Chinese goose overtaking the ASEAN geese,” thereby
creating destabilizing market competition. METT’s solution was to raise
the technological level of ASEAN (keep the geese flying in order) to stay
clear of Chinese competition.®®

Regional Cooperation

The emergence of such “systems of systems” across a range of areas is
arguably one of the key characteristics of globalization. The increasing
mobility of trade, capital, labor, and information is creating pressure for
the harmonization of national standards and systems into transborder
and global standards and systems.” One purposeless and stateless
driver behind the rise of transborder and globalized systems of systems
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is the digital revolution. The revolution in digital information flows
increases pressure for national systems to integrate into larger systems.
The rise of virtualized 24-7 global finance is one obvious example. The
RMA, discussed below, represents the emergence of a digital system of
systems in traditional security. The rise of the Internet is another obvi-
ous example; the emergence of a dominant OS for personal comput-
ers is perhaps the most compelling case. A system of systems creates
clear externalities: the systems integrator (creator of the overall system)
gains structural power (in the form of privileged knowledge and con-
trol) over the behavior of subsystem creators, and overall control over
the system’s operations.

The power conferred by being a digital systems integrator can be best
seen in the Windows OS—what I will call the “Windows Effect.” OS
software integrates application software into the overall functioning of
a computer. As is well known, this role has given Microsoft the oppor-
tunity to mold, if not limit, the access that application software makers
have to personal computer (PC) users. What is less appreciated is that
Window’s closed code has also transferred power from even large and
sophisticated users, such as multinational corporations and national
governments, to Microsoft. As one observer remarked, “if you are the
Japanese Government and you're installing Microsoft software on all
of your systems, if anything goes wrong with it, it’s up to Microsoft to
fix it, and you have to rely on them and their programmers.””® Behind
this power lays a massive externality: the convenience of using an OS
allowing smooth communication with other computers using the same
system. This is the essence of the Windows Effect. It is what allows a
mediocre OS to gain commanding global dominance. This external-
ity is evident in other digital systems of systems, including missile
defense.

Strikingly, Japan is tackling the original Windows Effect head on.
Tokyo is reaching for a regional alliance to challenge the dominance
of Windows. This alliance is characterized by public-private coopera-
tion among three Northeast Asian nations. By September 2003, Japan
had committed $85.5 million and built a regional coalition with China
and South Korea (and implicitly backed by Malaysia) to promote joint
research and development of open-source OS alternatives to Win-
dows. In November, with governmental encouragement, sixteen com-
puter (including IBM Japan) and consumer electronics makers agreed
to form a Japan Open Source Software Promotion Forum, which was
followed by the creation of a bilateral Japan-Korea forum. At an April
2004 meeting in Beijing involving bureau heads from the economic
ministries and representatives from private industry, including local



Globalization and National Security « 275

multinational affiliates such as IBM China and IBM Japan, the three
nations agreed to form a Japan-China-Korea “Northeast Asia Open
Source Software Promotion Forum.” National, bilateral, and trilateral
efforts focus on using Linux OS as the basis for developing new open
OSs for computers, fourth-generation cell phones, digital broadcasting,
and so forth.”!

The first goal appears to boast the competitiveness of Linux and
encourage its wider adoption in East Asia if not beyond. A second goal
is to address the danger that the continued dominance of Windows
for computers will quickly spread to OSs for servers, personal digi-
tal assistants (PDAs), digital cameras, car navigation systems, and so
forth. Japan fears that the spread of Windows to these other products
will subordinate, if not stymie, most of Japan’s high-tech digital indus-
tries, subjecting them to the whims of Microsoft. This explains gov-
ernment and industry focus on building a consumer electronics (CE)
Linux for use in PDAs, cell phones, and so forth.”> A broader goal is to
reassert national control over OSs, including governmental computers.
“If you've installed Linux, your programmers can actually get in there,
find the problems and fix them themselves.”” Japan might even share
China’s fear that Windows has “back doors” allowing Microsoft or the
U.S. government to spy on users.” (For a broader discussion of back-
door threats, see Herrera, chapter 3 of this volume.)

A recent report’s conclusions about China’s prospects for success-
tully challenging Microsoft Windows arguably ring even more true for
the regional alliance of China, Korea, and Japan: “market power ... and
the dynamics of competition among multinational corporations for
access ... highlights opportunities for China [Korea and Japan] to alter
the balance of structural power in the international political economy
by challenging the architectural leader.””” More broadly, Japan’s pro-
motion of a regional Northeast Asian software alliance illustrates what
has been termed “neo-techno-nationalism.” Whereas technonational-
ism is state-led and closed to foreigners, and technoglobalism is open
but insensitive to national interests, neo-techno-nationalism attempts
to promote national interests through public-private partnerships and
is open to foreign participation under some circumstances.”

At this point, a skeptic might ask whether the structural power con-
ferred by being a systems integrator is not more an artifact of American
hegemonic power rather than a consequence of the digital revolution.
In short, would Microsoft enjoy the power it does were it not an Ameri-
can corporation? Although there is undeniably a relation between the
distribution of power among states, the nationality of firms, and firms’
ability to exploit the structural power inherent in digital systems of
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systems, this relationship does not limit such structural power only to
the corporations of the hegemon. Although Microsoft has dominated
the OS market for personal computers, Japanese firms have achieved
similar dominance and structural power in the market for embedded
OSs. Japan’s The Real-time Operating System Nucleus (TRON) OS
controls 60 percent of the global market for build-in OSs (automobile
engines, home appliances, digital cameras, cell phones, and so forth).
Rather than challenge TRON, Microsoft capitulated and agreed to
cooperate in making Windows and TRON compatible.”” TRON shows
the power that even a non-American digital system of systems can real-
ize once it achieves global dominance.

TRADE AND PRODUCTION II: MILITARY
AEROSPACE AND AUTONOMY

This section examines how globalization has affected Japan’s long-
standing efforts to promote autonomous production (kokusanka) of
weapons, especially in military aerospace, and to maintain autonomous
command and control of its military. It finds that Japan is responding to
the forces of globalization in military aerospace by adopting an accom-
modating strategy—Japan is accommodating itself to a loss of autonomy
in exchange for greater capacity. This highlights the second half of the
bifurcation dynamic identified in this chapter: Japan is accommodat-
ing itself to greater dependence upon the American hegemon for secu-
rity even while pressing ahead with efforts to achieve greater autonomy
financially and economically. The reasons behind Japan’s surrender of
turther autonomy in military production have much to do with the very
different and more hostile environment that Japan faces for regional
security cooperation versus economic cooperation. This section focuses
upon the production of combat aircraft and missile defense.

Indigenous Combat Aircraft

Stateless and purposeless global forces are creating incentives for Japan
to move away from its long-term goal of kokusanka, or indigenization,
in defense production.”® Kokusanka reflects a long-term goal to ensure
Japan’s military and economic security by promoting an independent
techno-industrial base, especially in defense industries, a goal that Rich-
ard Samuels has labeled “technonationalism.””” In many areas, Japan’s
drive for kokusanka has been very successful: most weapons systems
used by the SDF are domestically produced and many are domestically
designed. However, the peak of Japan’s ambition for indigenous weap-
ons production has been indigenously produced high-performance
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combat aircraft (fighters and ground attack jets). Globalization has
caused Japan to abandon this goal and accommodate itself to techno-
logical dependence.

As Epstein notes (chapter 8 of this volume) regarding Europe, glo-
balization is producing purposeless technological and economic forces
that are having a transformative effect on weapons production in three
respects. First, the changing nature of technology in terms of growing
complexity and expense makes national production increasingly dif-
ficult. Second, as increasing economies of scale in military aerospace
have come to exceed that capturable by the nation-state, these econ-
omies of scale have become a salient force for globalization.** Third,
increasingly competitive markets have increased the opportunity costs
to states that choose national production as a goal instead of relying
upon global markets to guide procurement. As Epstein notes, however,
a nonsystemic force, namely US government-promoted consolidation
in military aerospace, contributed to the increased competitiveness of
markets, increasing pressure on non-US aerospace producers to also
consolidate beyond national level firms.

Japan’s strategy of gradually increasing kokusanka in defense pro-
duction was relatively successful up to the late 1980s; Japan was grad-
ually climbing the technological ladder toward indigenous design,
development, and manufacture of high-performance combat aircraft.!
The turning point came in the late 1980s when Japan began planning to
indigenously develop and produce a state-of-the-art fighter support and
ship-attack plane, known as the FSX (later designated the F-2). This was
to be a replacement for an indigenously developed but technologically
second-rate ground attack plane known as the F-1. Eventually, Japan
abandoned indigenous development in favor of codevelopment based
on the US F-16.% The true significance of the FSX decision transcended
a single combat aircraft development program, because along with giv-
ing up indigenous development of the FSX (a technological long shot
according to critics) came the recognition that indigenous production
of high-performance combat aircraft was an unrealistic goal. Although
important indigenization efforts continue in Japanese military aero-
space (e.g., development of an indigenous follow-on to the P-3C anti-
submarine patrol plane—the P-X),* the cancellation of indigenous FSX
development also marked the end of a decades long drive to eventually
produce high-performance indigenous combat aircraft.**

To be sure, US pressure played a significant role in the decision to
abandon indigenous development of the FSX itself and also discour-
aged Japan from considering Europe as an alternative codevelopment
partner.®> Nonetheless, American pressure had little appreciable role in
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the larger decision to abandon the long-cherished goal of developing an
indigenous high-performance combat aircraft. Rather, the increasing
difficulty of producing such aircraft entirely within the national bound-
aries of a single economy, even the world’s second largest, was the main
reason for this broader decision.®® As Epstein finds in chapter 8 of this
volume, European nations have found it increasingly necessary to tran-
scend national-scale production to remain viable in military aerospace.
The same reality faces Japan (and increasingly even the United States),
prompting Tokyo to tap into a global production network in order to
remain viable in military aerospace.”” Through the FSX dispute, Japan
came to focus increasing attention on dominating codevelopment,
especially by assuming the systems integration role, rather than on pre-
paring for a future of fully autonomous design and development.®

Of course, Japan can, and has at times opted to, purchase less than
state-of-the-art products for the sake of promoting greater autonomy,
as is evident in the original decision to produce the indigenous but infe-
rior F-1 and its more recent decision in 1998 to procure indigenous spy
satellites with relatively mediocre resolution.*” These satellites also lack
infrared sensors for detecting missile launches (an increasingly impor-
tant function), involve the purchase of key components from the United
States, and rely upon the United States for processing the data from
these satellites.”® Conversely, building the satellites themselves provides
Japan with the all-important role (and learning curve) of systems inte-
grator.” Similarly, Japan has pursued an extremely expensive, and not
especially successful, independent rocket development program for the
sake of kokusanka and maintaining autonomy. Although Japan will
likely continue to choose autonomy over capacity for a wide variety of
military aerospace systems, the decision to abandon indigenous high-
performance combat aircraft production represents a retreat from aero-
space kokusanka that is best explained by the purposeless and stateless
forces of globalization. Moreover, as discussed below, globalization
will likely prompt Japan to abandon an increasing range of other indi-
genization projects in military aerospace.

Missile Defense

The problem of increasing economies of scale pushing aerospace pro-
duction to a scale beyond the grasp of the world’s second largest econ-
omy to capture, indeed, even for the world’s largest economy to fully
capture, is exacerbated by the increasing scale of the weapon systems
themselves. Some weapons are expanding in scale beyond that captur-
able within a single nation’s borders. This reflects the dawning of the
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RMA. The RMA entails the emergence of digital military information
networks that exceed national boundaries, systems of systems, that are
used to dominate the information dimension of war.”> These systems
typically revolve around widely deployed sensors, linked by high-speed
digital data streams to data analysis and command and control systems,
and to weapons systems designed to respond to gathered, analyzed
information and the decisions made upon the basis of this informa-
tion. Missile defense is the most concrete embodiment of this concept
of a military system of systems to date, but it will gradually spread to
include other areas, such as intelligence and antisubmarine warfare.”

Despite the tremendous dominance of Microsoft, tackling the origi-
nal Windows Effect is easier than tackling this effect in military systems
of systems. Whereas Linux offers an open-source alternative to Win-
dows, there are not obvious open-source alternatives for military sys-
tems of systems such as missile defense. And just as the efficiency gains
for computer networks are imperiled by the presence of multiple OSs,
or procurement by the lack of an overall information system linking
suppliers and users, so too the efficiencies realized by a military system
of systems, such as a missile defense system, are imperiled by national
components imperfectly integrated. Independent national military
commands beget further losses in efficiency. By challenging its concep-
tion of security defined as autonomy, the emergence of globalized mili-
tary systems of systems has imposed a painful dilemma for Japan.

Since regaining independence in 1952, Japan has jealously guarded
command and control of its military. Japan is the only major US ally
with which there is no mechanism for joint (United States) command
of its military.** Formally, this reflects the government’s interpretation
of Japan’s war-renouncing constitution as forbidding participation in
“collective defense.” In other words, Japan has the right to cooperate
with its ally, the United States, only for the sake of defending Japanese
territory. Cooperation to help defend the United States or its interests,
not to mention other nations, is deemed to be an example of the uncon-
stitutional exercise of collective defense.”

Behind this legal argument lay at least three deeper political issues.
One is the fear of weakening civilian control over the Japanese SDF.
Given Japan’s experience of the 1930s, when the military spun out of con-
trol and hijacked the state, postwar elites have been perhaps understand-
ably paranoid about again losing control.”® Another reason is the fear
that the creation of a joint control mechanism might facilitate American
efforts to commandeer the Japanese military for involvement in regional
conflicts. Thus, the lack of a joint command mechanism has allowed
Japan to minimize the risk of “entrapment” by its American ally.”” As
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discussed above, the Japanese state has been deeply committed to guard-
ing and increasing autonomy as central to its definition of security.

Although Japan is the only major US ally lacking a mechanism
for integrated command and control with US forces, missile defense
threatens to change this. As a digital system of systems, it involves inte-
grating reconnaissance, space-based and ground-based sensors with
data analysis, command and control functions (C3ISR), and intercep-
tor missiles over a wide area far beyond Japanese territory.”® Because of
the short warning times involved, and the need for tight integration,
there is little opportunity for Japanese leaders to opt out in a crisis. In
effect, Japanese forces would be placed in an integrated system under
US command. As one study notes, “given the physical realities of very
short warning times, it will be absolutely necessary to achieve effective,
seamless, and unimpeded command and control of disparate sensors
and weapons.... Japan and the United States will have to learn to inte-
grate command and control functions, either implicitly or explicitly.”
In short, the design of a missile defense system would greatly exacer-
bate the alliance dilemma of entrapment or abandonment for Japan. As
Christopher Hughes notes, “Japan might be unable to take an indepen-
dent decision to deploy BMD in a crisis situation unless it has secured
the consent of the US and has demonstrated that this action was com-
patible with its ally’s interest.”'*

Again, the Windows Effect means that the United States, as the digi-
tal systems integrator, will be in the driver’s seat technologically. As the
study cited above notes, “systems and components will be overwhelm-
ingly American in origin, and the United States will have to step up
to political and technical leadership for design and integration. Japan
will have to come to grips with this fundamental reality.”'® Thus, the
development and deployment of a missile defense system threatens to
further subordinate Japan’s military aerospace industry'® in the same
way that the Windows OS can subordinate software applications and
hardware producers, or a dominant financial power can force others
to adopt its financial standards and regulations. Although purposeful
state behavior, in this case that of unipolar America, plays an undeniable
role, beneath this lays the same stateless, purposeless force discussed
elsewhere in this chapter: Windows Effect compatibility externalities
for digital systems that transcend national boundaries.

The key difference between indigenous development of combat air-
craft and missile defense, on the one hand, and regional cooperation in
finance, tackling Windows, and the extension of Japan’s production net-
works, on the other, is the absence of a viable regional option for Japan.
As Epstein notes in chapter 8, globalization and American defense
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industry consolidation has promoted European defense industry con-
solidation, albeit without a corresponding consolidation of political
authority. Although Asia is enjoying increasing levels of regional coop-
eration across a wider range of issue areas, regional defense industry
consolidation and cooperation in Asia remains virtually unthinkable.
One reason is the presence of a nascent strategic competition between
Japan and China.'”® A more serious problem for Japan is continued
distrust across the region of Japan as a military power, a mistrust that
renders defense industry cooperation even with other American allies
(Japan’s de facto allies)'** out of the question. Although Epstein finds
that regional defense consolidation has improved the competitive posi-
tion of European defense firms, regional defense consolidation is not
an option for Japanese firms. Neither is another important option for
European weapons manufacturers: third party export markets. Another
consequence of regional distrust of Japan as a military power has
been a long-standing ban on weapons exports (with exceptions made
for the United States).'® Thus, while Europe is matching greater eco-
nomic integration and autonomy from the United States with greater
defense industry integration, Japan is pursuing an increasingly bifur-
cated strategy: greater regional economic and financial cooperation to
limit dependence upon the United States while simultaneously deepen-
ing its dependence upon the United States for military technology and
hardware.

CONCLUSIONS

Japan is responding to globalization differently in different areas. Eco-
nomically, Tokyo is pursuing a regional sheltering strategy with respect
to finance and a harnessing strategy by promoting regional production
networks and technological cooperation. Indeed, Japan’s regional pro-
duction networks represent an alternative non-American form of glo-
balization divorced from the interests and policies of the United States.
Also, Tokyo is accommodating itself to a loss of autonomy in military
aerospace and a significant degradation of autonomous command
and control of its military. Thus, Japan’s response sharply bifurcates
between economic and military security. Although this bifurcation was
also characteristic of Japan’s grand strategy during the Cold War, glo-
balization is exacerbating it.

Someargue thisbifurcation is Tokyo’s desired outcome: Japan pursues
a strategy of “mercantile realism” that distinguishes balancing against
techno-economic threats versus military ones. Thus, Japan is willing
to offer at least limited military cooperation to the United States while
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simultaneously utilizing potential military threats, most notably China,
in its efforts to balance American techno-economic competitiveness.'*
However, this chapter has presented a different interpretation. Rather
than being Tokyo’s desired outcome, economic-military bifurcation is
in no small part a legacy of Japan’s difficult postwar position in East
Asia. Deep Asian and domestic mistrust of the Japanese state’s abil-
ity to wield the sword forced Japan to accept deep dependence upon
the United States for military security.” Japan compensated for this
dependence by focusing upon enhancing economic autonomy.

During the Cold War, Japan was able to gradually reassure Asian
states, and this reduced mistrust allowed Japan to expand its regional
role, first economically and then politically. Since the 1990s, reduced
mistrust of Japan has allowed the country to assume a leadership role
in promoting regional multilateral cooperation. This has opened up
greater opportunities for promoting regionalism as a means to respond
to globalization. Although promoting regionalism has entailed some
loss of autonomy for Japan, given the nation’s regionally dominant posi-
tion, this loss has been minimal. Indeed, despite China’s rise, Japan’s
regional dominance, especially in finance and regional production net-
works, to some extent parallels America’s global dominance.

In the area of military production, however, nascent Sino-Japanese
rivalry, and above all regional and domestic mistrust of Japan as a
military power, has rendered a regional option for weapons production
unthinkable. Although Mitsubishi can use regional networks to produce
automobiles, the political barriers to producing combat aircraft this
way remain formidable. Although Japan has continued to demonstrate
its desire for techno-industrial autonomy in weapons procurement by
purchasing its own spy satellites, even at the cost of effectiveness and
a higher price tag, increasing economies of scale in defense produc-
tion are prompting Japan to give up the goal of autonomous production
for high-combat aircraft and for an increasing range of other military
aerospace projects. Moreover, participating in a missile defense system
where the United States acts as the systems integrator greatly increases
Japan’s alliance dilemma of entrapment or abandonment and per-
haps irrevocably impairing autonomous command and control of its
military. Participation will further limit, and ultimately subordinate,
Japan’s military aerospace industry for decades to come.

Globalization not only exacerbates bifurcation in Japan’s security strat-
egy, it also appears to be deepening the consequences of this bifurcation.
Embracing missile defense with its principle military partner, the United
States, undermines Japan’s ability to pursue financial and economic
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regionalism with its principle regional partner, China, and vice versa.
Indeed, military dependence upon the United States was an important
motivation for Japan to scrap its original AMF proposal.'®® Given China’s
strong opposition to missile defense,'” Japan might have to eventually
choose between further developing regional financial cooperation (such
as the CMI) and collaborating with the United States on missile defense.
In short, Japan risks alienating the United States, or China (and perhaps
ASEAN and other Asian states), or both simultaneously.

In the medium to long run, however, Japan has a chance to decrease
its dependence upon the United States for security by building Asian and
domestic trust in its ability to wield the sword. Japan has been attempt-
ing to reassure these audiences through a combination of bilateral and
regional security dialogues, and by the demonstration effect of the
Japanese military serving benignly and professionally overseas. Indeed,
Japan’s decision to dispatch SDF troops to Iraq appears to have more to
do with efforts to relegitimate a “normal” security role for the Japanese
state than with satisfying Washington’s “demands.”"'® Moreover, grow-
ing cooperation with China and other East Asian nations on financial
and technological issues may have a positive spillover effect, building
Asian trust in Japan as a partner in other areas, including security.'"

At the same time, Washington’s strategy of riding the tide of global-
ization to promote its national interests, and more generally its behavior
as a unipole, may be creating new US-focused mistrust in Asia that is
beginning to negate mistrust of Japan. These trends may make it easier
for Japan to eventually scrap its ban on weapons exports and take a
more active leadership role in promoting regional military cooperation
in East Asia paralleling expanding economic cooperation. Nonetheless,
there is little reason to expect much progress on this front before the
end of this decade.

NOTES

1. For a study that identifies and favorably evaluates a distinctive Japanese market
intervention strategy within the context of grand strategy, see Eric Heginbotham
and Richard J. Samuels, “Mercantile Realism and Japanese Foreign Policy,” Interna-
tional Security 22(4) (Spring 1998): 171-203. For a less favorable evaluation of Japan’s
market intervention strategy see Richard Katz, Japan: The System that Soured (Boul-
der, CO: Lynne Reinner, 1998).

2. See William W. Grimes, “Japan and Globalization: From Opportunity to Restraint,”
in East Asia and Globalization, ed. Samuel S. Kim (New York: Rowman and Little-
field Publishers, Inc., 2000), 55-79; Katz, Japan: The System that Soured.



284 « Paul Midford

10.

11.

12.

13.

. Eric Heginbotham and Richard J. Samuels make a somewhat similar argument,

identifying a Japanese tactic of double or dual hedging: “One the one hand, Japan
relies on its alliance with the United States as a hedge against military threats. On
the other hand, it relies on different partners, including some that the United States
identifies as present or potential adversaries, as a hedge against economic uncertain-
ties and dangers.” See Eric Heginbotham and Richard J. Samuels, “Japan,” in Strate-
gic Asia 2002-03: Asian Aftershocks, eds. Richard J. Ellings and Aaron L. Friedberg
(Seattle: The National Bureau of Asian Research, 2002), 122.

. “Comprehensive security” as a concept was developed by an advisory council to

Prime Minister Ohira Masayoshi. See Sogo Anzenhosho Kenkyu Gurupu, Sogo
Anzen hosho Senryaku [Comprehensive Security Strategy] (Tokyo: Okurasho Insatsu
kyoku, 1980).

. For a discussion of the philosophical and historical underpinnings of this desire, see

Paul Kowert and Katja Weber, “Cultures of Order in Postwar Japan,” paper prepared
for presentation at the 99th Annual Meeting of the American Political Science Asso-
ciation, Philadelphia, Pennsylvania, August 28-31, 2003. Regarding the ideology of
“technonationalism” in Japan, see Richard J. Samuels, “Rich Nation Strong Army”
National Security and the Technological Transformation of Japan (Ithaca, NY: Cor-
nell University Press, 1994), especially 33-78.

. Thomas U. Berger, Cultures of Antimilitarism: National Security in Germany and

Japan (Baltimore, MD: Johns Hopkins University Press, 1998).

. Paul Midford, “The Logic of Reassurance and Japan’s Grand Strategy,” Security

Studies 11(3) (Spring 2002): 1-43; Midford, “Making the Best of a Bad Reputation:
Japanese and Russian Grand Strategies in East Asia” (Ph.D. dissertation, Colum-
bia University, 2001); Barry Buzan, “Japan’s Future: Old History versus New Roles,”
International Affairs 64(4) (1988): 557-573; and Buzan, “Japan’s Defence Problema-
tique,” The Pacific Review 8(1) (1995): 25-43.

. Paul Midford, “Cartelization Versus Democratization: The Prospects for a Revival of Jap-

anese Overexpansion,” paper prepared for delivery at the Annual Meeting of the Ameri-
can Political Science Association, Washington DC, August 31-September 3, 2000.

. Midford, “Making the Best of a Bad Reputation,” chap. 4. For a more recent and

Constructivist approach to this issue, see Thomas U. Berger, “The Construction of
Antagonism: The History Problem in Japan’s Foreign Relations,” in G. John Iken-
berry and Takashi Inoguchi, eds., Reinventing the Alliance: U.S.-Japan Security Part-
nership in an Era of Change (New York: Palgrave Macmillan, 2003), 63-84.

Shigeru Yoshida, The Yoshida Memoirs (London: Heinemann, 1961), 274. On Yoshi-
da’s position, also see Chihiro Hosoya, “Japan’s Response to U.S. Policy on the Japa-
nese Peace Treaty,” Hitotsubashi Journal of Law and Politics 10 (1981): 18.

Sueo Sudo, The Fukuda Doctrine and ASEAN: New Dimensions in Japanese Foreign
Policy (Singapore: Institute of Southeast Asian Studies, 1992).

Takakazu Kuriyama, “Gekido no 90 nendai to Nihon gaiko no shintenkai: Atarashii
kokusai chitsujyo kenchiku e no sekkyokuteki kouken no tame ni,” Gaikou Forum,
May 1990, 20. The author thanks Noguchi Kazuhiko for valuable comments on this
point and elsewhere.

Paul Midford, “Japan’s Response to Terror: Dispatching the SDF to the Arabian Sea,”
Asian Survey 42(2) (March/April 2003): 329-351; and Midford, “Japan’s Leadership
Role in East Asian Security Multilateralism: The Nakayama Proposal and the Logic
of Reassurance,” Pacific Review 13(3) (2000), 367-397.



14.

15.

16.

17.

18.

19.

20.
21.

22.

23.

24.

25.

Globalization and National Security « 285

Midford, “Japan’s Response to Terror”; Midford, “Japan’s Leadership Role in East
Asian Security Multilateralism”; Kuniko P. Ashizawa, “Japan and the United States,
and Multilateral Institution Building in the Asia-Pacific: APEC and the ARF,” in
Beyond Bilateralism: U.S.-Japan Relations in the New Asia-Pacific, eds. Ellis S. Krauss
and T.J. Pempel, (Palo Alto, CA: Stanford University Press, 2004), 248-271; and Paul
Midford, “Explaining Japan’s Leadership in East Asian Security Multilateralism,”
paper prepared for the Annual Meeting of the International Studies Association,
Portland, Oregon, February 25-March 1, 2003.

For a Japanese perspective on the impact of virtualized and digitized finance, see
Eisuke Sakakibara, Kokusai kin’yuu no genba: Shihonshugi no kiki wo koete (Tokyo:
PHP Shinsho, 1998).

Grimes, “Japan and Globalization,” 63; and Thomas Oatley and Robert Nabors,
“Market Failure, Wealth Transfers, and the Basle Accord,” International Organiza-
tion 52(1) (Winter 1998): 35-54.

Grimes, “Japan and Globalization,” 63-66; Richard Katz, Japanese Phoenix: The Long
Road to Economic Revival (Armonk, NY: M. E. Sharpe, 2003), 212-216; and more
generally, Steven Vogel, Freer Markets, More Rules: Regulatory Reform in Advanced
Industrial Countries (Ithaca, NY: Cornell University Press, 1996).

Jennifer Holt Dwyer, “US-Japan Financial-Market Relations in an Era of Global
Finance,” in New Perspectives on US-Japan Relations, ed. Gerald L. Curtis (Tokyo:
Japan Center for International Exchange, 2000), 98.

Heginbotham and Samuels, “Mercantile Realism and Japanese Foreign Policy,” 188.
Ibid., 189; Katz, Japanese Phoenix, 166-169.

Regarding the Japanese state’s partial opening of its research and development
system to foreign participation, see Atsushi Yamada, “Neo-Techno-Nationalism:
How and Why It Grows,” paper presented at the International Studies Association’s
annual meeting, March 14-18, 2000, available at www.ciaonet.org/isa/yaa0l, 3.
Midford, “Explaining Japan’s Leadership in East Asian Security Multilateralism”;
Glenn D. Hook et al., “Japan and the East Asian Financial Crisis: Patterns, Moti-
vations, and Instrumentalisation of Japanese Regional Economic Diplomacy,”
European Journal of East Asian Studies 1(2) (2002): 177-197, especially 184-186;
Christopher W. Hughes, “Japanese Policy and the East Asian Currency Crisis:
Abject Defeat or Quiet Victory?” Review of International Political Economy 7(2)
(2000): 219-253; and Dwyer, “US-Japan Financial-Market Relations in an Era of
Global Finance,” 97-102. For more on the EMEAP, see http://www.emeap.org.
Michael J. Green, Japan’s Reluctant Realism: Foreign Policy Challenges in an Era of
Uncertain Power (New York: Palgrave Macmillan, 2003), 230, 244-249.

On this narrative, see Rodney Bruce Hall, “The Discursive Demolition of the Asian
Development Model,” International Studies Quarterly 47(1) (2003): 75-81. Also see
Robert Gilpin, Global Political Economy: Understanding the International Economic
Order (Princeton, NJ: Princeton University Press, 2001), 321-333; and Tetsuo Kubota,
“Ajia tsuuka kiki to IMF kaikaku—Atarashii shuppatsu ni mukete [The Asian Cur-
rency Crisis and IMF Reform: Toward a New Start]” and Sachio Konishi, “Ajia no
kinyu kiki to seiji fuhai [The Asian Financial Crisis and Political Decay],” in Ajia no
tsuuka kiki to kin’yuu shijyou [The Asian Currency Crisis and Financial Markets],
ed. Yutzuru Imai, Kwansei Gakuin University Industrial Research Institute Report
No. 27 (Tokyo: Ochanomizu Shobou, 2003), 24-29, 38-41, 97-118.

C. Fred Bergsten makes this point by comparing the Asian Financial crisis with the
European monetary crisis of 1992 and 1993. See “The New Asian Challenge,” Work-
ing Paper 00-04, Institute for International Economics, March 2000, 3-4, available
at http://www.iie.com/publications/wp/2000/00-4.pdf.



286

26.

27.
28.

29.

30.

3L

32.

33.

34.

35.
36.

37.

38.

o Paul Midford

David Wessel and Bob Davis, “Global Crisis Is a Match for Crack US Economists,”
Wall Street Journal, September 25-26, 1998. Hall observes that “apocalyptic pastand
future” narratives were used by US Treasury officials throughout the Asian financial
crisis to warn against any departure from neoliberal orthodoxy or US leadership.
The two world wars and the Great Depression were favorite specters invoked by offi-
cials. See Hall, “The Discursive Demolition of the Asian Development Model,” 83.
Wessel and Davis, “Global Crisis Is a Match for Crack US Economists,” 8.
International Herald Tribune, January 14, 1998. Former World Bank Chief Econo-
mist Joseph Stiglitz described these structural reform conditions as a “crude power
play.” Joseph E. Stiglitz, “Failure of the Fund: Rethinking the IMF Response,” Har-
vard International Review 23(2) (Summer 2001): 17.

Quoted in David Hale, “Dodging the Bullet—This Time,” Brookings Review 16(3) (Sum-
mer 1998), 24. Also see Lawrence H. Summers, “Address to the Economic Strategy Insti-
tute,” May 5, 1998. Available at http://www.ustreas.gov/press/releases/pr2983.html.
Kubota, “Ajia tsuuka kiki to IMF kaikaku,” 49. Kubota points to American inter-
vention in Indonesia’s domestic politics during the Asian financial crisis as a major
reason not only for that country’s subsequent political instability, but also for
the rise Islamic fundamentalist terrorism there. See Kubota, “Ajia tsuuka kiki to
Indoneshia,” 119-120, 141, 154-161.

On the significance of Korean imports of Japanese technology, see Reinhard Drifte,
“The Japanese-Korean High Technology Relationship: Implications for Weapons
Proliferation and Arms Control Regimes,” Center for Pacific Asia Studies at Stock-
holm University, Occasional Paper 31, August 1997.

Regarding this model, see Chalmers Johnson, MITI and the Japanese Miracle: The
Growth of Japanese Industrial Policy, 1925-1975 (Palo Alto, CA: Stanford Univer-
sity Press, 1982); and Meredith Woo-Cumings, ed., The Developmental State (Ithaca,
NY: Cornell University Press, 1999). For a perspective on the Japanese model by a
leading financial bureaucrat, see Eisuke Sakakibara, Shihonshugi wo koeta Nippon
[Japan Beyond Capitalism] (Tokyo: Toyo Keizai Shinposha, 1990).

Asahi Shimbun, June 26, 1998; and Hughes, “Japan and the East Asian Crisis,”
232-233.

On US policy toward Indonesia, see Lawrence Summers, “Indonesia and the Chal-
lenge of Lasting Recovery,” Jakarta, Indonesia, January 24, 2000, accessed at http://
www.ustreas.gove/press/releases/pr248.html. On IMF policy, see Robert Dalrymple,
“Indonesia and the IMF: The Evolving Consequences of a Reforming Mission,” Aus-
tralian Journal of International Affairs 52 (1998): 233-239; Hall, “The Discursive
Demolition of the Asian Development Model,” 82. For a Japanese view on Indonesia
and the Asian Financial Crisis, see Tetsuo Kubota, “Ajia Tsuuka kiki to Indoneshia
[The Asian Currency Crisis and Indonesia],” in Imai, Ajia no tsuuka kiki to kinyuu
shijyou, 119-166.

Green, Japan’s Reluctant Realism, 230, 254-257.

Dwyer, “US-Japan Financial-Market Relations in an Era of Global Finance,” 98, 120,
n. 31; Hook et al., “Japan and the East Asian Financial Crisis,” 185-186; Hughes,
“Japan and the East Asian Crisis,” 222, 245-248. In a personal communication
with the author on April 4, 2004, Christopher Hughes confirmed his view that New
Miyazawa funding was given on softer (or no) conditionality, noting that there were
no formal memoranda or publicly announced conditions for the dispersal of these
funds. The most notable characteristic of New Miyazawa funding was (and contin-
ues to be) its virtually impenetrable intransparency.

“Shin Miyazawa kousou wo kakudai, Okurasho, betonamu ni tekiyou-IMF nado ni
senkoushi shien mo,” Nihon Keizai Shimbun, May 3, 1999.

Hook et al., “Japan and the East Asian Financial Crisis,” 185.



39.

40.

41.

42.

43.

44.

45.

Globalization and National Security o 287

The Ministry of Foreign Affairs of Japan, “Asian Economic Crisis and Japan’s Con-
tribution,” at http://www.mofa.go.jp/policy/economy/asia/crisis0010.html. As of
October 2000, $70 billion had been distributed with another $10 billion still in the
implementation stage.

On these complaints, see Summers, “Indonesia and the Challenge of Lasting
Recovery.” To the extent that Miyazawa funding did mitigate “firesale FDI,” this
accorded not only with the national interests of Japan and its Asian partners, but
even with neoliberal economic theory, reemphasizing Kirshner’s point that US and
IMF policies during the financial crisis were anything but politically neutral. See
the observations of prominent neoliberal economist Jagdish Bhagwati, “The Capital
Myth,” Foreign Affairs 77(3) (May/June 1998): 9; and Paul Bowles, “Asia’s Post-Crisis
Regionalism: Bringing the State Back in, Keeping the (United) States out,” Review of
International Political Economy 9(2) (Summer 2002): 230-256, quote at 237-238.
“Seifu, Ajia yuushi ni boueki hoken, minkan shikin wo katsuyou—Mare-shia ni mazu
700 oku en,” and “Tai Mare-shia kinyuu shien keikaku, seifu, keizai gaikou no shisei
tenkan (kaisetsu),” Nihon Keizai Shimbun, September 23, 1998; “Bei-zaimuchoukan,
shihon idou kisei ni hantai,” Nihon Keizai Shimbun, October 31, 1998.

“Tsuka suwappu kyouka goui Chugoku fukumi kyoutei kakujyutsu,” Asahi Shim-
bun, May 7,2000; “ASEAN nichukan kurashyou, Gaika yushutsu de goui-tsuka kiki
saihatsu wo boushi,” “Gaika yushutu goui, shin miyazawa kousou no jisseki hai-
kei ni,” Nihon Keizai Shinbun, May 7, 2000. Hook et al., “JTapan and the East Asian
Financial Crisis,” 185-187.

By November 1999, Chinese Premier Zhu Rongji claimed to be “very supportive”
of the AMF concept. See Bergsten, “The New Asian Challenge,” 2. Also see “Gaika
yuutsu goui.”

Regarding the connection with the Kosovo War, the author heard this view from a
Japanese researcher at the Chinese Academy of Social Sciences during an academic
workshop in Stockholm, August 2000. Bowles, “Asia’s Post-Crisis Regionalism,”
242-244, also identifies the Kosovo War along with several perceived “hostile” US
acts as reasons for China’s more receptive attitude toward Japanese regional finan-
cial leadership. Regarding the post-Kosovo reassessment in Chinese perceptions
of the United States and greater receptiveness to Japanese regional leadership, see
Michael Pillsbury, China Debates the Future Security Environment (Washington,
DC: National Defense University Press, 2000), 95, 134; Paul Midford, “China Views
the Revised US-Japan Defense Guidelines: Popping the Cork?” International Rela-
tions of the Asia-Pacific 4 (2004): 140-143; and Gilbert Rozman, “China’s Changing
Images of Japan, 1989-2001: the Struggle to Balance Partnership and Rivalry,” Inter-
national Relations of the Asia Pacific 2(1) (2002): 112-113. By the end of 1998, South
Korea had also become more favorable toward the AMF concept. See Hook et al.,
“Japan and the East Asian Financial Crisis,” 187.

For a skeptical view of the CMI, see Markus Hund, “ASEAN Plus Three: Towards a
New Age of Pan-East Asian Regionalism? A Skeptic’s Appraisal,” The Pacific Review
16(3) (2003): 407-408. For less skeptical views, see Graham Bird and Ramkishen
S. Rajan, “Regional Arrangements for Providing Liquidity in a Financial Crisis:
Developments in East Asia,” The Pacific Review 15(3) (2002): 370-372; and Masayuki
Tadokoro, “Ajia ni okeru chiiki tsuka kyouryoku no tenkai,” in Nihon no Higashi
Ajia Kousou, eds. Yoshihide Soeya and Masayuki Tadokoro (Tokyo: Keio daigaku
shyuppankai, 2004), 117-122.



288 « Paul Midford

46.

47.

48.

49.
50.

51.

52.

53.

54.

55.
56.

57.

58.

The inclusion of conditionality appears to reflect Chinese and Korean desires to
decrease their exposure to bailout Southeast Asia during a future currency cri-
sis rather than Japan’s policy. See Jennifer A. Amyx, “Japan and the Evolution of
Regional Financial Arrangements in East Asia,” in Beyond Bilateralism: U.S.-Japan
Relations in the New Asia-Pacific, eds. Ellis S. Krauss and T. J. Pempel (Palo Alto,
CA: Stanford University Press, 2004), 213-216.

Aside from the Sino-Japanese swap, which is unambiguously untied, questions
about possible IMF conditionality for Japan’s contributions to these swaps is perhaps
another example of strategic ambiguity on Japan’s part—Japan’s traditional low pro-
file diplomacy of challenging US leadership quietly rather than openly. The history
of the New Miyazawa initiative suggests this is the case. Regarding these doubts, see
C. Randall Henning, East Asian Financial Cooperation (Washington, DC: Institute
for International Economics, 2002), 41-42. For recent evidence of]apanese efforts to
tailor Chiang Mai declaratory policy to mollify US concerns, see “Safety Net: Asia
Slow to Build Multilateral Currency Framework,” Nikkei Telecom, April 21, 2004.
Other untied facilities created by Japan includea $3 billion Asian Currency Crisis Sup-
port Facility within the Asian Development Bank, and various forms of trade insur-
ance valued at over $2 billion. See The Ministry of Foreign Affairs of Japan, “Asian
Economic Crisis and Japan’s Contribution,” at www.mofa.go.jp/policy/economy/
asia/crisis0010.html.

Amyx, “Japan and the Evolution of Regional Financial Arrangements in East Asia,” 26.
“Ajia saiken kikin setsuritsu happyou,” Nihon Keizai Shimbun, June 3, 2003;
“Thailand’s Asia Bond Faces Uphill Battle,” The Nikkei Weekly, May 24, 2004; and
Jae-Ha Park, “Prospects for Regional Financial Cooperation in East Asia,” paper
prepared for the Government of Japan/ABAC Japan Symposium on “Regional
Cooperation in East Asia,” May 16, 2003, 13-15, available at http://www.mofa.
go.jp/policy/economy/apec/symposium/symp00305/session2-2.pdf.

Saori N. Katada, “Japan’s Counterweight Strategy: U.S-Japan Cooperation and Com-
petition in International Finance,” in Krauss and Pempel, Beyond Bilateralism, 195.
Masahiro Kawai and Haruhiko Kuroda, “Asia’s New Financial Architecture Needs
Support,” Financial Times, June 17, 2004. Kuroda is a former Japanese vice finance
minister for international affairs. If the CMI funding were to be increased tenfold, it
would surpass the IMF in capitalization.

Dwyer, “US-Japan Financial-Market Relations in an Era of Global Finance,” 98,
Hook et al., “Japan and the East Asian Financial Crisis,” 193.

Susan Strange, “Finance, Information and Power,” in Authority and Markets: Susan
Strange’s Writings on International Economy, eds. Roger Tooze and Christopher May
(New York: Palgrave Macmillan, 2002), 71, 79, originally printed in Review of Inter-
national Studies 16(3) (July 1990).

Hughes, “Japanese Policy and the East Asian Currency Crisis,” 250-251.

On regional resentment of the United States and the IMF and growing receptivity to
Japanese leadership, see Bowles, “Asia’s Post-Crisis Regionalism,” 238-244.

Walter Hatch, “Japanese Production Networks in Asia: Extending the Status Quo,”
in Crisis and Innovation in Asian Technology, eds. William W. Keller and Richard J.
Samuels (Cambridge: Cambridge University Press, 2003), 23-56; and Richard F.
Doner, “Japan in East Asia: Institutions and Regional Leadership,” in Network
Power: Japan and Asia, eds. Peter J. Katzenstein and Takashi Shiraishi (Ithaca, NY:
Cornell University Press, 1997), 197-233, especially 212-215.

Bernard Mitchell and John Ravenhill, “Beyond Product Cycles and Flying Geese:
Regionalization, Hierarchy and the Industrialization of East Asia,” World Politics
47(2) (1995): 171-209.



59.

60.

61.

62.

63.

64.

65.

66.
67.

68.
69.

70.

71.

72.

73.
74.

75.

Globalization and National Security 289

Kaname Akamatsu, “A Historical Pattern of Economic Growth in Developing Coun-
tries,” Developing Economies 1 (1962): 3-25.

Mitchell and Ravenhill, “Beyond Product Cycles and Flying Geese.” For a discussion
of this literature, see Hughes, “Japanese Policy and the East Asian Currency Crisis,”
224-229.

See Walter Hatch and Kozo Yamamura, Asia in Japan’s Embrace: Building a Regional
Production Alliance (Cambridge: Cambridge University Press, 1996).

MITI, Tsuushou Sangyou Seisaku no Jyuuten: Heisei 8 Nendo [Commercial and
Industrial Policy Priorities for 1996] (Tokyo: MITI, 1995), 25, as cited in Hatch, “Jap-
anese Production Networks in Asia,” 32-33. For other functions of these networks,
see Hatch, “Japanese Production Networks in Asia,” 31, 40, 43-44.

It should be noted that these regional production networks have been more success-
ful in some industries (automobiles) than others (computer peripherals). See Hatch,
“When Strong Ties Fail: U.S.-Japanese Manufacturing Rivalry in Asia,” in Krauss
and Pempel, Beyond Bilateralism, 154-175.

Hatch, “Japanese Production Networks in Asia,” 28-29. The same has held true even
for relatively advanced Korea. See Drifte, “The Japanese-Korean High Technology
Relationship.” However, as Drifte notes, the 1990s witnessed increasing equality in
the technology relationship between Japan and Korea, with the emergence of joint
ventures for technological development, Japanese imports of Korean technology,
and Korean acquisitions of Japanese technology through the purchase of small and
medium Japanese corporations.

Hatch and Yamamura, Asia in Japan’s Embrace, 33-34, 168. On the ability of Japa-
nese companies to convert minority stakes but technological dominance into effec-
tive control of Asian joint ventures, see Hatch, “Japanese Production Networks in
Asia,” 49.

Hughes, “JTapanese Policy and the East Asian Currency Crisis,” 245.

Hatch, “Japanese Production Networks in Asia,” 43-46; Hughes, “Japanese Policy
and the East Asian Currency Crisis,” 244-246.

Hughes, “Japanese Policy and the East Asian Currency Crisis,” 235-240, 245.

For an overview of “strategic standards setting,” see Peter Grindley, Standards,
Strategy, and Policy: Cases and Stories (New York: Oxford University Press, 1995).
“East Asia plans Windows Rival,” BBC News, September 8, 2003, accessed at http://
news.bbc.co.uk/1/hi/technology/3090918.stm on September 12, 2003.

“Rinakkusu hyoujyunka goui, Nichukan, Ninshou kenkyuu nado suishin,” Nihon
Keizai Shimbun, April 4, 2004; “Datsu Uindouzu Nichukan ga renkei [Dumping
Windows-A Japan-China-Korea coalition],” Asahi Shimbun, August 31, 2003; “Kyo-
dou OS kaihatsu, Chuu-kan to Kyoryokushi jyunbi chyaku jyaku [Joint OS Devel-
opment, China-Korea Cooperation Progressing],” Asahi Shinbun, November 14;
“Japan, China, ROK eye Linux-based OS,” Daily Yomiuri, March 31, 2004; “Asian Trio
Embark on Quest to Lead in Cutting Edge Tech,” The Japan Times, April 6, 2004.
For sources, see note 71. Japanese market-leader NTT Docomo chose Linux as the
operating system for its third-generation cell phones launched in the fall of 2004.
Asahi Shinbun, December 2, 2003.

“East Asia Plans Windows Rival.”

On China’s fears, see Richard P. Suttmeir and Yao Xiangkui, China’s Post-WTO Tech-
nology Policy: Standards, Software, and the Changing Nature of Techno-National-
ism, NBR Special Report (Seattle: National Bureau of Asian Research, 2004), 36-42,
especially 38; and Barry Naughton and Adam Segal, “China in Search of a Workable
Model: Technology Development in the New Millennium,” in William W. Keller and
Richard J. Samuels, Crisis and Innovation in Asian Technology, 183-184.

Suttmeir and Xiangkui, China’s Post-WTO Technology Policy, 42.



290

76.
77.

78.

79.
80.

81.
82.

83.

84.

85.

86.
87.

88.
89.

90.

91.

o Paul Midford

Yamada, “Neo-Techno-Nationalism.”

“Tron Aims at Global Standard,” Daily Yomiuri, October 4, 2003. Also see Aera
Weekly, October 13, 2003.

Michael J. Green, Arming Japan: Defense Production, Alliance Politics, and the Post-
war Search for Autonomy (New York: Columbia University Press, 1995).

Samuels, “Rich Nation Strong Army.”

Increasing economies of scale, a purposeless, stateless force with little respect for
national boundaries, becomes a salient force for globalization when the scale of pro-
duction begins to exceed the scale of the national state. On this point, see Philip
Cerny, “Globalization and the Changing Nature of Collective Action,” International
Organization 49(4) (Autumn 1995): 597.

Samuels, “Rich Nation Strong Army,” 231-244.

Ibid., 227-228; and Arthur Alexander, Of Tanks and Toyotas: An Assessment of
Japan’s Defense Industry (Santa Monica, CA: The Rand Corporation), Rand Note
N-3542-AF, 30-35. A Japanese aerospace executive later captured the bravado of
indigenous production advocates when he boasted “the next generation fighter sup-
port plane (FSX) could have been easily developed by adapting technologies cur-
rently used for non-military products.” “In Self Defense,” Business Tokyo, February
1988, 53, as cited in Alexander, Of Tanks and Toyotas, p. 2.

However, even the P-X follow-on to the P-3C is not a fully indigenous project,
because the onboard avionics are being jointly developed with the United States.
See Japanese Defense Agency, Defense of Japan 2002 (Tokyo: Urban Connections,
2002), 197; and more generally, see Paul Jackson, ed., Jane’s All the World’s Aircraft
2003-2004 (Coulsdon, UK: Jane’s Information Group, 2003), 308.

A half-hearted attempt was made in the mid-1990s to develop a fully indigenous
fighter, including the plane’s jet engine. After repeated delays and false starts, the
program was deleted from the defense budget in 2002. See Jane’s All the World’s
Aircraft 2003-2004, 307.

Japan did turn to European aerospace for assistance when developing the F-1
ground-attack jet in the mid 1970s. See Alexander, Of Tanks and Toyotas, p. 39.
Green, Arming Japan, 108-124.

Although Japan has so far mostly (although not always) tapped into US-based pro-
duction networks, European aerospace companies, especially Airbus, have emerged
as candidate codevelopment partners for Japanese plans to develop new transport
(C-X) and maritime patrol (P-X) planes. See Jackson, ed., Jane’s All the World’s Air-
craft 2003-2004, 308.

Green, Arming Japan, 124, 129, 132-133, 154-155.

Michael J. Green, “The Challenges of Managing U.S.-Japan Security Relations after
the Cold War,” in New Perspectives on U.S.-Japan Relations, ed. Gerald L. Curtis
(Tokyo: Japan Center for International Exchange, 2000), 247.

Ibid.; Christopher W. Hughes, “Ballistic Missile Defense and Sino-Japanese Rela-
tions: Japan’s Inescapable Security Dilemma?” paper presented for the Workshop
on the Chinese-Japanese Relationship, Swedish Institute for International Affairs,
Stockholm, August 17-19, 2000, 27; Jiyuu Minshutou Seimu Chousakai, “Joho Eisei
ni kansuru Purojekuto Chimu,” Joho Shuhshu Eisei Duunyuu ni tsuite Teigen, Octo-
ber 29, 1998; and Barbara Wanner, “Japan’s Push to Develop Spy Satellites Presents
New Challenges to Bilateral Armaments Cooperation,” JEI Report 21A (Washing-
ton, DC: Japan Economic Institute).

On Japan’s emphasis on systems integration, see Mark Lorell, Troubled Partnership:
A History of US-Japan Collaboration on the FS-X Fighter (Santa Monica, CA: RAND,
1996), 81-84.



92.

93.

94.

95.

96.

97.

98.

99.

100.

101.

102.

103.

104.

105.

106.

107.

Globalization and National Security « 291

Green, “The Challenges of Managing U.S.-Japan Security Relations after the Cold
War,” 248; Joseph Nye and William Owens, “The Information Edge,” Foreign Affairs
75(2) (1996): 20-26; and Office of the Secretary of Defense, United States Security
Strategy for the East Asia-Pacific Region 1998 (Washington, DC: Department of
Defense, 1998), 16-17.

Green, “The Challenges of Managing U.S.-Japan Security Relations after the Cold
War,” 248.

Green, “The Challenges of Managing U.S.-Japan Security Relations after the Cold
War,” 246; and Hughes, “Ballistic Missile Defense and Sino-Japanese Relations,”
15-16.

Masamori Sase, Shudanteki Jieiken—Ronsoh no tame ni (Kyoto: PHP, 2001); and
Hughes, “Ballistic Missile Defense and Sino-Japanese Relations,” 15.

See Berger, Cultures of Antimilitarism; and Midford, “Making the Best of a Bad Rep-
utation,” chap. 3.

Hughes, “Ballistic Missile Defense and Sino-Japanese Relations,” 15-16. For a theo-
retical discussion of the alliance dilemma dangers of abandonment or entrapment,
see Glenn H. Snyder, Alliance Politics (Ithaca, NY: Cornell University Press, 1997),
180-186. For how fear of entrapment influenced Japan’s early postwar defense pos-
ture, see John W. Dower, Empire and Aftermath: Yoshida Shigeru and the Japanese
Experience, 1978-1954 (Cambridge, MA: Harvard University Press, 1979), 388-389.
Michael D. Swaine et al., Japan and Ballistic Missile Defense (Santa Monica, CA:
RAND, 2001), 65.

Patrick M. Cronin, Paul S. Giarra, and Michael J. Green, “The Alliance Implications
of Theater Missile Defense,” in The US-Japan Alliance: Past, Present, and Future, eds.
Michael J. Green and Patrick M. Cronin (New York: Council on Foreign Relations,
1999), 181.

Hughes, “Ballistic Missile Defense and Sino-Japanese Relations,” 27. Also see Swaine
etal., Japan and Ballistic Missile Defense, 64.

Cronin, Giarra, and Green, “The Alliance Implications of Theater Missile Defense,”
181-182.

Swaine et al., Japan and Ballistic Missile Defense, 65; and “Theater Missiles Defenses
in the Asia-Pacific Region,” A. Henry L. Stimson Center Working Group Report No.
34, June 2000, 70-71.

Regarding China’s position, see Kori J. Urayama, “Chinese Perspectives on Theater
Missile Defense: Policy Implications for Japan,” Asian Survey 60(4) (July/August
2000): 599-621.

On Japan and Korea as “de facto” allies, see Victor D. Cha, Alignment Despite Antag-
onism: The US-Korea-Japan Security Triangle (Palo Alto, CA: Stanford, University
Press: 1999).

Marie Soderberg, Japan’s Military Export Policy (Stockholm: University of Stock-
holm, 1986).

Heginbotham and Samuels, “Mercantile Realism and Japanese Foreign Policy.” This
strategy might not be unique to Japan, Michael Mastanduno observes that the first
Bush administration and the Clinton administration generally pursued defensive
realist policies in military security but offensive realist policies in economic security.
See Michael Mastanduno, “Preserving the Unipolar Moment: Realist Theories and
U.S. Grand Strategy after the Cold War,” International Security 21(4) (Spring 1997):
49-88.

Even Heginbotham and Samuels appear, at least in passing, to acknowledge Japan’s
need to reassure Asian nations: Japan “had to reassure the United States that it is
becoming a military partner, while reassuring others that it is not.” “Japan,” in
Ellings and Friedberg, Strategic Asia 2002-03, 122.



292

108.

109.
110.

111.

o Paul Midford

A senior Bank of Japan official cited this reason in an interview with Jennifer Holt
Dwyer, “US-Japan Financial-Market Relations,” 120-121, n. 38, and 97, 101.
Urayama, “Chinese Perspectives on Theater Missile Defense.”

For a Japanese view on the importance of overseas military cooperation with the
United States for the sake of promoting Japan’s reputation as a military power, see
Hisahiko Okazaki, “Dispatch of MSDF Vessels Historic, but Only First Step,” Daily
Yomiuri, November 26, 2001. Also see Midford, “Japan’s Response to Terror.”
Japan’s ability to parlay a leadership role in regional economic multilateralism into
arole in promoting regional security multilateralism suggests this positive spillover
effect is already occurring. See Midford, “Japan’s Leadership Role in East Asian
Security Multilateralism.”



10

GLOBALIZATION IS A DOUBLE-EDGED SWORD
Globalization and Chinese National Security

Adam Segal

THIS CHAPTER ADDRESSES THE NATIONAL SECURITY implications
of globalization for China.! It does so by arguing that Chinese decision
makers define national security as encompassing both internal and
external threats, and that in both realms globalization presents chal-
lenges and opportunities. As Chinese security analysts and writers in
the more popular press are fond of noting, globalization is a “double-
edged sword.”

Domestically, globalization highlights the Chinese Communist
Party’s (CCP) central paradox of trying to further engage the world
economy, manage domestic reforms, and still maintain one-party rule.
Globalization brings the capital, technology, and ideas needed to pro-
mote economic development, a cornerstone of regime legitimacy. But
decision makers also fear that uncontrolled capital and trade flows
could undermine “economic security” and sustainable economic
development, creating social and political unrest that could lead to the
toppling of the regime. In the end, the Chinese leaders must welcome
forces that they fear will weaken their control over the economy, but at
the same time are essential for continued economic growth.

The global diffusion of telecommunication and information tech-
nologies has a similar double-edged effect. The current regime clearly
believes that future economic growth in China will depend in large
measure on the extent to which the country is integrated with the
global information infrastructure. Like their predecessors Jiang Zemin

293
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and Zhu Rongji, China’s new leaders Hu Jintao and Wen Jiabo see the
Internet as a key engine of growth in the new economy, and China con-
tinues to devote massive material and political resources to what it calls
“informatization”—the application of modern information technology
(IT) tools to other economic sectors. At the same time, there is wide-
spread fear that the spread of new technologies may degrade the state’s
control of information and empower opponents of the regime such as
the Chinese Democratic Party and Falun Gong.

In regards to the external environment, globalization, especially of
IT production and research and development (R&D), could strengthen
Beijing’s position in its relations with Taiwan and in its military com-
petition with the United States. The fragmentation of IT production
over the last ten years has increased China’s access to global technol-
ogy, and China is an increasingly important importer and exporter of
technology products. Total technology trade was $229.3 billion in 2003.
China has become the world’s third largest manufacturer of electronic
and information technology, and China is increasingly the site of not
only lower-end manufacturing but also research and design.? Within
the larger trend of the geographical dispersion of IT manufacturing,
the relocation by Taiwanese IT manufacturers to the mainland has
yielded perhaps the most important political outcome: the increasing
interdependence of the Taiwanese and Chinese economies.

The end result of the globalization of IT production may be a reduc-
tion of the likelihood of conflict across the Taiwan Strait. Trade with
and dependence on the mainland has created political interests within
Taiwan who are supportive of Beijing’s stance on closer economic ties.
Prominent business people and industrial associations have called for
the lifting of restrictions on trade with and investment in China. More-
over, globalization may improve Beijing’s economic leverage over Taipei
and thus diminish the need for military force. Before the two economies
were tightly linked, China’s response to a unilateral change of the status
quo across the strait was limited to doing nothing or using force. China
can now signal the seriousness of its threat and leverage a range of coer-
cive economic measures before it has to resort to a military attack.

Here it is important to echo a distinction made by Kirshner in chap-
ter 1. Globalization across the Taiwan Strait is not an extreme form of
interdependence.’ Rather, China and Taiwan are more interdependent
because of the globalization of IT sectors. Globalization is the force
behind interdependence. Although attracting Taiwanese investment
to places such as Shanghai, Guangzhou, and Fujian was certainly the
goal of Chinese economic policy, the driving force behind the increas-
ing integration of the two economies is the changing nature of global
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IT production, not state action. The uncoordinated firm behavior and
technological changes that have reshaped the development, production,
and distribution of ITs have reinforced and intensified interdependence
across the strait.

The globalization of IT and R&D may also help narrow the gap
between Chinese and American military capabilities. This may hap-
pen through three channels. First, China may purchase commercial,
off-the-shelf technologies to improve significantly its current military
capabilities. Widely available sensors, imaging and space technolo-
gies, and computer and networking technologies could all be used to
improve the effectiveness of the People’s Liberation Army (PLA). As a
1999 Defense Science Board Task Force on Globalization and Security
argued: “Over time, all states—not just the U.S. and its allies—will share
access to much of the technology underpinning the modern military.™

Second, the globalization of IT may improve the productivity of Chi-
nese defense industries. Although the Chinese defense sector has had
success in producing fighters, missiles, and nuclear devices, it has been
notably less able to provide the modern weapons the PLA currently
requires, as evidenced by the purchase of advanced systems from Rus-
sia and other foreign suppliers. Technologically backward, geographi-
cally isolated, and poorly managed, the defense science and technology
system lags behind and remains separated from more innovative com-
mercial producers. The commercialization of defense technologies and
the globalization of R&D might provide access to both technological
“hardware” and “software” more advanced than what China could pro-
duce on its own.

Third, as the introduction to the volume notes, China is clearly
interested in developing information warfare or “cyberwar” capabili-
ties. Information warfare capabilities might allow China to degrade
the strength of U.S. military forces in Asia and, combined with other
asymmetric strategies, may play a leading role in an attack on Taiwan.
Information warfare is attractive to China not only because cyberwar
extends the power projection capabilities of the PLA beyond the range
of its current arsenal of conventional weapons, it may also allow the
PLA to attack the U.S. forces anonymously.

Like the other chapters in this volume, this chapter uses globalization
to refer to the rise of stateless, unorganized forces, in particular trade
and capital flows as well as technological change, especially the spread
of IT. These forces have affected China through all three of the conduits
of globalization discussed in chapter 1: exchange, information, and
marketization. The state has had to respond, react, and try to control
increases in the volume and intensity of economic transactions, in the
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ease, speed, and forms of communication, and in the range of activities
governed by economic forces.

China’s interaction with and acceptance of these forces across a range
of issues has been halting, especially in areas of national security and
territorial sovereignty.” The response of Chinese leaders to the outbreak
of severe acute respiratory syndrome (SARS) exemplifies how China is
being pulled in two different directions. Chinese leaders were widely
criticized, both inside and outside of China, for failing to accept the
responsibilities of a more global world. Beijing initially hid the extent
of the epidemic, controlled media reports, and restricted World Health
Organization (WHO) access to China. Yet after the epidemic, Pang
Zhongying argues, “China’s government has recognized that, in the
age of globalization, a nation needs to take a global attitude in treating
domestic events that emerge, including making information publicly
available and engaging in regional cooperation.”

Beijing’s ambivalence toward globalization stems from at least two
overlapping concerns. First, in the back of most Chinese leaders’ and
policy analysts’ minds is likely to be an argument made in chapter 1:
globalization is not politically neutral and it is the action of states—
especially the United States—that is critical in defining the structures
and processes that shape financial, technology, and information flows.
Globalization may affect all states, but it is the United States that is
uniquely positioned to exploit these changes. As Wang Yizhou, the head
of Chinese Academy of Social Sciences, argues, “in the present period of
globalization, the United States of America’s dominant role is undeni-
able.”” In many ways, China’s attitude toward globalization is reflected
in its conflicted relationship with the United States. Beijing requires
good, stable relations with Washington in order to achieve most of
its major goals—economic development, reunification with Taiwan,
regional stability—but the United States is also the country most likely
to be able to block the outcomes Beijing desires most. China’s enthusi-
asm for globalization stems from its belief that, although it threatens
regime stability, it is essential for continued economic growth. When
the United States, through the CIA or Voice of America, funds efforts to
undermine China’s control of information, these two concerns merge.

Second, despite China’s size and economic power, many of the fears
and concerns Chinese leaders have about the processes of globalization
are very similar to those of policy makers in smaller, more vulnerable
states. Beijing continues to struggle with the balance between global-
ization and the political goal of unifying a multinational state.® Beijing
wants to preserve autonomy from the international economy so as to
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be able to attend to critical domestic reforms. In this context, instead
of being a benign or value neutral force, globalization undermines state
capacity and may even act as a new form of imperialism, imposing
Western values. Like the Middle Eastern leaders described by Lynch in
chapter 6, Chinese policy makers fear that globalization is a threat to a
unique identity and culture.

This chapter consists of four main parts. The first introduces Chi-
nese definitions of national security and globalization. The second
looks at the effects of globalization on domestic security and regime
stability. The third section considers the possible impact of the global-
ization of IT on China’s external security concerns, especially Taiwan
and defense modernization. The fourth and concluding section sum-
marizes the findings of this chapter.

CHINESE DEFINITIONS OF SECURITY
AND GLOBALIZATION

As noted by other analysts of Beijing’s security policy, Chinese defini-
tions of security have tended to be comprehensive (zhonghe), consisting
of both external and internal threats. These conceptions map over the
more expansive definitions of national security as used in this volume,
entailing organized political violence between states as well as the state’s
ability to defend its own interests, especially its own survival. Thomas
Christensen’s discussion of Beijing’s grand strategy contains a clear
overlap between external and internal security concerns. As Chris-
tensen notes, Chinese policy makers must balance among defending
regime security and domestic stability, maintaining territorial integrity
(primarily the question of Taiwan, but also policies regarding Tibet and
Xinjiang), and enhancing material power (comprehensive strength)
and economic development.® In fact, the more comprehensive defini-
tions of security may prioritize domestic concerns. David Shambaugh,
for example, argues that in these more encompassing views, “domestic
‘stability’ is always paramount, and external threats are usually per-
ceived in the context of aggravating domestic instability.”"

Chinese scholars and analysts began to address the question of glo-
balization (quan qgiu hua) during the last years of the 1990s, particularly
after the 1997 Asian Financial Crisis. These writings defined globaliza-
tion as the flow of capital, goods, technology, and ideas but tended to
focus on “economic” as the most developed of the types of globaliza-
tion." Globalization, in the words of one commentator, is the “global-
ization of the market economy controlled by market forces and market
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laws.”? Another analyst notes that the three areas most involved in glo-
balization are “international trade, international finance, and interna-
tional production.”™

The most obvious benefit of globalization is that integration into the
world economy results in an increased pace of domestic development
and thus greater national strength. Foreign funds will flow into China,
making up shortages in domestic capital and strengthening the con-
struction of infrastructure and basic industries." Opening to global
forces is also expected to push domestic structural reform forward, fur-
thering the transformation of state-owned enterprises, financial mar-
kets, and the legal system.

Chinese analysts argue that increased trade interdependence also
raises the cost of possible conflicts, linking the world “more tightly
together through common markets, mutual trade, and shared interests.”"
Some scholars have adopted more liberal interpretations of globaliza-
tion, implicitly questioning the relevance of the sovereign nation-state
as the unit of analysis or traditional realist measures of relative power.
In addition, globalization may thwart efforts to contain China.

These potential positive outcomes are always balanced with negatives.
Globalization is a double-edged sword—strengthening and threatening
China at the same time. Chinese analysts often refer to globalization as
“an objective condition in the world economy” independent of Ameri-
can power, yet many see the stronger powers—and the United States in
particular—as being better positioned to exploit the changes of global-
ization. Globalization allows developed nations to “redraw the political,
economic, and cultural map of the world using ‘warfare without the
smoke of gunfire.”"

Globalization is often used synonymously with the increased inter-
national competition among countries over the means to create wealth
within national economies.”” Wang Yizhou notes that although “in the-
ory all states are equally placed to compete,” with greater access to capi-
tal, more rational industrial structures, quicker access to information,
and better managers, “the developed countries are in a more favorable
position.”® Globalization has been especially harmful to the interests
of Third World countries, widening the gap between rich and poor,
degrading state capacity, and exacerbating ecological destruction.”

Moreover, although “cultural blending is beyond reproach,” some
“American’s view the ‘big stick of culture’ as an important tool to carry
out the American concept of values and ideology.”*® As in the Mid-
dle East, there is a tendency in China to equate globalization with the
diminishing of a culturally distinct identity and the spread of American
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or Western values. Marketization is seen to corrupt domestic political
culture, bringing consumerism and ideological pollution.

The degree of perceived threat in Beijing, however, is much less, in
no small part because of the increasing sense of confidence Chinese
analysts have about the strength of the domestic economy and of the
state as well as China’s growing importance as a global power. As Marc
Lynch notes in chapter 6 of this volume, Middle Eastern intellectu-
als often portray globalization as a hegemonic project that ultimately
seeks to eradicate the Arab-Islamic identity. Globalization allows West-
ern countries to “promote their own values.”” Yet Chinese views are
not nearly as apocalyptic as those in the Middle East. Rather, Chinese
leaders are more likely to describe the negatives as an inevitable and
controllable aspect of globalization. For example, in response to con-
servative criticism that opening to the world led to “spiritual pollution,”
Deng Xiaoping responded that “when you open the window, a few flies
fly in” and continued to push for greater integration with the interna-
tional economy.

GLOBALIZATION AND DOMESTIC SECURITY:
ECONOMIC SECURITY AND REGIME LEGITIMACY

Domestically, globalization is most clearly conceived as a threat to
“economic security” and to the regime’s monopoly over information.
For the CCP, the source of regime legitimacy has gradually shifted from
Communist revolution to revolutionary ideology to economic perfor-
mance.”” Rising living standards and national wealth, not Communism
and egalitarianism, are what the party uses to justify continued rule. In
addition, the CCP has consistently pushed economic reform over politi-
cal changes that might increase the efficacy and legitimacy of the party.
In this context, slow economic growth can call the CCP’s legitimacy into
question and so political, economic, or social forces that could derail
continued growth, either internal or external, must be managed. For-
mer President Jiang Zemin explicitly linked political power with con-
tinued economic development in his July 2001 speech commemorating
the eightieth anniversary of the founding of the Communist Party: “If
we deviate from development, it will be impossible for us to talk about
upholding the Party’s advanced nature and its steadfastness.”*
Globalization reinforces and in some cases strengthens the desta-
bilizing forces unleashed by the economic reform program begun in
1978. Chinese leaders fear that globalization will overwhelm moribund
state-owned enterprises, aggravate rising unemployment, and destabi-
lize political order, and Chinese writers have focused on how global
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capital, trade, and technology flows undermine the ability of national
economies to create wealth within their own territories—or “China’s
ability to manage internal problems without outside intervention.”**
The 2000 Defense White Paper notes, “financial and economic risks are
increasing, and economic security has become a concern for all coun-
tries.”® As one analyst argues, the central goal of the grand strategy in
the twenty-first century is “to provide the space and time for sustain-
able development and economic construction.” Simply put, “without
economic security, there can be no genuine national security.”*

In China, the Asian financial crisis was seen to have obvious security
implications, diminishing state autonomy and threatening domestic sta-
bility. Chinese analysts noted that in developing Asia, the international
crisis led to the collapse of domestic economies and rising unemploy-
ment. In the case of Indonesia, the domestic political outcome was clear
to see and more threatening; popular frustration was directed against
the ruling regime, and the Suharto government eventually tumbled
from power.” Even in “economic stars” such as Thailand and Korea, the
crisis had a corrosive effect on state-society relations and the govern-
ment’s ability to manage growth and social stability. As Kirshner notes
in chapter 1, in the Korean case, the terms of IMF bailout included many
provisions unrelated to the financial crisis but which American negotia-
tors had tried and failed to get Seoul to adopt in bilateral trade talks.
Chinese analysts noted that United States and Japan appeared to use the
crisis to seek opportunity for strategic gains.?® Increasingly dependent
on global finance to sustain economic growth, Chinese policy makers
fear that someday they too could be forced to adopt reforms that not
only reduce state autonomy but also serve U.S. export interests.

Much of Beijing’s resistance to revalue the yuan can be understood
as the desire to maintain insulation against the world economy because
capital account liberalization is associated with an increased likelihood
of financial crisis and the loss of an independent monetary policy. Even
with stringent controls on convertibility, China is not immune to the
pressures of globalized finance. According to the Chinese press, rumors
of imminent revaluation have caused some $25 billion in “hot money”
to flow into China between January and July 2003. This money, in search
of “arbitrage profits,” causes “considerable difficulties for our country
in implementing monetary policy.”® More generally, China’s leaders
fear that yuan revaluation will be deflationary, reduce the attraction of
China as an investment location for FDI, damage exports, reduce enter-
prise profits and increase unemployment, increase the fiscal deficit, and
undermine the stability of monetary policy.*



Globalization Is a Double-Edged Sword « 301

GLOBALIZATION AND DOMESTIC
SECURITY: INFORMATION CONTROL

The dual nature of globalization is especially apparent in China’s
embrace of the Internet and IT. Beijing is strongly committed to mak-
ing IT central to its national ambitions—from transforming Chinese
society at home to pursuing its ambitions as a world economic and
political power. At the same time, the diffusion of information technol-
ogies and the free flow of ideas that these technologies support could,
in the long run, undermine the CCP’s ability to control access to and
dissemination of restricted information. Despite having only 15.9 com-
puters for every 1,000 people,” China is still set to surpass Japan as the
world’s second largest Internet nation (after the United States).”> In June
of 2002, China’s 16.13 million host computers were used by China’s
45.8 million Internet users.”> China now ranks first in the size of its
mobile telephone market (206 million users, an estimated 300 million
by the end of 2005).**

Chinese security analysts speak of “information security problems”
and the “flow of information that carries political influence.”> West-
ern states can exploit the globalization of information using new and
expanding mediums to promote political change within China and
thus directly challenge Chinese state security.*® Globalization and the
spread of Western ideas may even threaten the CCP’s control of the
military. Although officers will benefit from managerial ideas entering
China, there is also the risk that they may adopt more “Western bour-
geoisie” values such as such as “money worship, pleasure-seeking, and
extreme individualism.” Perhaps even more threatening, ideas about
“cutting the army from the party” and “depoliticizing” and “national-
izing” the army could undermine the party’s absolute leadership over
the military.”

Groups both inside and outside of China have been able to use
the Internet, satellite broadcasts, and mobile phones to disseminate
restricted information. The recent SARS epidemic gives a sense of how
the diffusion of IT could undermine central control. At the beginning
of the outbreak, China aggressively tried to limit domestic reporting
about the spread of SARS, but Chinese citizens accessed other news
sources. In Guangzhou, the cell phone text message, “There is a fatal flu
in Guangzhou” was resent 40 million times on February 8, 41 million
times the next day, and 45 million times on February 10, according to the
Southern Weekend newspaper.*® Shortly after Chinese leaders acknowl-
edged hiding information on the epidemic, traffic on DynaWeb—a
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technology that allows access to any Web sites without being filtered or
monitored—increased by 50 percent within one day.*

New technologies can also be used to coordinate new forms of orga-
nization and publicize opposition to the regime. Falun Gong’s ability to
mobilize between ten and fifteen thousand members to surround the
leadership compound at Zhongnanhai in April 1999 was only the most
visible example of what underground movements and new technologies
might be able to accomplish. In June 2002, Falun Gong interrupted nine
channels run by China Central Television (CCTV) and 10 provincial
channels, replacing official broadcasts with Falun Gong programs. In
October 2003, Falun Gong jammed signals carried by the Sinosat-1 of
China’s first manned spaceflight. Other groups have also exploited new
technologies; dissidents used e-mail to develop, organize, and expand
the Chinese Democracy Party from 12 activists in one region to more
than 200 spread through China in only four months.* Tibetan activists
have been particularly successful in using new forms of communica-
tion, the global media, and globalized nongovernmental organizations
(NGOs) to promote their causes.*

Finally, the state’s control of information has been diminished by
what the introduction calls the “least appreciated conduit of globaliza-
tion”—the expansion of market forces into ever-broader ranges of human
activity. In the Chinese case, the marketization of media, although still
limited, has encroached on the center’s ability to determine what citi-
zens can read in the newspapers and watch on television. Twenty-five
years ago, China had fewer than 200 newspapers; today it has more than
2,000 newspapers, 9,000 magazines, and 2,000 TV stations.* Beijing
announced in June 2003 that it would cut off state funding for all but
three newspapers and one journal. Moreover, the CCP is considering
allowing foreign and domestic private investment in publications not
specifically designated as an official mouthpiece of the Communist
Party, with a maximum 49 percent equity stake to private investors.*?

For all media, advertising and subscription income have become the
major sources of revenue, and all must increasingly vie for audience
share. As a result, newspapers and TV shows now compete for view-
ers often by developing hard-hitting investigative reporting. Regional
newspapers such as the Southern Weekend (Nanfang Zhoumou) have
been instrumental in breaking stories of corruption and malfeasance,
although they are likely to pursue stories that occur in other provinces
in the hope of creating some political protection. Southern Weekend,
based in Guangdong, was banned in Henan Province for its reporting
on the AIDS epidemic in that province. Despite the move to commer-
cialize the media, the state still tightly controls content, purging editors
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and reporters and, in some cases, closing papers when they publish
articles deemed too critical or controversial.

In the short term, the state has had unexpected success in controlling
the political impact of openness.** The Ministry of Public Security, the
Ministry of State Security, and the Public Security Bureau have devel-
oped a multilayered strategy to control Internet content and monitor
online activities at every level of Internet service and content networks.
Control is built on a mixture of legal regulations and blocking, filter-
ing and surveillance technology, and physical intimidation.*> A 1997
Public Security Bureau regulation titled “Computer Information Net-
work and Internet Security, Protection and Management Regulations”
places most of the onus for monitoring, reporting, and preventing anti-
regime use of the Internet on domestic providers. In 2002, the Chi-
nese Web companies signed a pledge to promote self-discipline in Web
usage and encourage “the elimination of deleterious information [on]
the Internet.”

All Internet traffic must go through government-controlled servers,
and between May and November 2002, Zittrain and Edelman identi-
fied at least four distinct types of Internet filtering.* Foreign Web sites
are routinely blocked and news forums are monitored and censored.
In February 2004, China launched a crackdown on Internet news dis-
cussion groups, banning discussions on economic instability and party
corruption; in June 2004, the Ministry of Information Industry issued
a new series of measures to regulate content, crackdown on unregis-
tered Internet cafes, and increase controls over online bulletin boards.?
Journalists and civil rights campaigners have been detained for “using
the internet to subvert state power,” and several have been given jail
sentences of up to ten years. China has also benefited from the willing-
ness of some foreign companies to sell censorship technology and, in
return for access to the Chinese market, to compromise on content.*® In
serious crises, the Chinese government has shut down networks tempo-
rarily in order to gain control.

Longer term, it is possible that power will shift from the state to indi-
vidual citizens due to technological progress.*” Newer forms of tech-
nology may prove more difficult to monitor. State control may also
come apart on the paradox of trying to maintain tight controls over the
Internet at the same time as aggressively promoting the development
of information and communication technologies. Restrictive policies
could increasingly limit the competitiveness of Chinese firms.*

But recent evidence does little to support the argument that open-
ing new flows of information will threaten the stability of authoritarian
regimes. In many ways, China exemplifies Herrera’s argument in this
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volume that the severity of threat posed by IT to states will be deter-
mined by the evolution of the Internet and related technologies. Open
networks with rapidly dropping access costs make it less likely that the
state will be able to control content and opposition over the long term.
By contrast, in cases of centralized development of the Internet and
state ownership of the media, as in China, authoritarian regimes will
be better able to respond. Even when faced with new technologies—text
messaging, for example—China has been able to use state control of the
telecom market to develop controls. New regulations have been issued
to allow mobile phone service providers to filter messages for political,
pornographic, or “fraudulent” content.*

In the near term, it makes more sense to focus our thinking less on
the zero-sum battle between the state and its opponents and more on
the ways that new technologies have reshaped the environment in which
Chinese leaders make decisions. As Herrera notes, modern technolo-
gies have added to the capacity of the Chinese state to extend its politi-
cal authority. But although the mechanism of delivery has improved, it
is no longer true that the message carries the same weight. Authority is
no longer unquestioned. Internet technologies and a more open media
have significantly changed the political calculus of central leaders in
Beijing. Whether in the domestic or foreign policy sphere, decision mak-
ers can no longer afford to ignore public opinion. For example, almost
50,000 people posted commentary on an Internet news discussion after
a Heilongjiang province court handed down a suspended sentence to a
woman who ran her BMW into a crowd, killing one and injuring 12,
after a farmer and his wife scratched her car with their cart. The court
eventually revisited the case, and although the sentence was upheld,
the fact that public anger convinced the government to review the case
is noteworthy.” Here the political outcomes echo those in the Middle
East that were described by Lynch. New media has not (yet) directly
produced political outcomes, but it has at a minimum decisively weak-
ened the state’s monopoly over information.

Foreign policy, traditionally even more insulated from public opin-
ion than domestic politics, also no longer operates in a vacuum. New
technologies, especially the Internet, have strengthened a popular, more
aggressive nationalism, sometimes in the face of officially sanctioned
nationalism. This contrast is especially apparent in cases involving
Japan. Activists in Beijing started the Patriots’ Alliance Web to argue
that the Railway Ministry should reconsider German and French bids
for a $15 billion bullet train between Beijing and Shanghai. Referring to
Japanese atrocities during World War II and relying on anti-Japanese
nationalist sentiment, the Web site collected 87,320 signatures to a
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petition within 10 days, and eventually the ministry dropped the Japa-
nese bid. As the administrator of the Ministry of Foreign Affairs Web
site put it, “Policy-makers can’t make decisions based on public opin-
ion, but they can’t ignore it either.”>

In the short term, regime security and survival is more likely to
depend on how well Beijing manages all of the economic and social
challenges of globalization, rather than simply on the narrower ques-
tion of how it manages and controls information. A well-managed
opening could enhance the CCP’s claim that social stability, economic
prosperity, and authoritarian rule are all interlinked and mutually sup-
portive.>* By contrast, globalization that creates greater social disloca-
tion will greatly weaken regime stability.

A number of chapters in this volume argue that globalization makes
most developing countries weaker while it strengthens more economi-
cally developed, institutionally sophisticated states. China is a hybrid
case, sharing many of the weaknesses of a developing state trying to
retain control and at the same time benefiting enormously from global-
ization. Greater exposure to the international economy and freer flows
of information threaten regime legitimacy and domestic stability, but
China, unlike many other weak states, has benefited economically from
its greater engagement with globalization. China has, so far, managed
to stay on the right side of globalization’s double-edged sword.

EXTERNAL SECURITY

In their discussions of globalization and international security, Chi-
nese analysts have concentrated on the need to respond to diverse, new
threats from nonstate and subnational actors and the growing impor-
tance of nontraditional security areas such as the environment. Glo-
balization, according to one commentator, has caused a multiplication
of security threats. Although warfare traditionally stemmed from con-
flicting economic interests, globalization forces different cultures to rub
up against each other, fomenting religious and political conflict. Sover-
eign states and standing militaries are being displaced by subnational
actors such as terrorists, drug smuggling networks, and secret religious
organizations. Moreover, these nonstate actors do not rely simply on
conventional weapons. Instead, they may use civilian aircraft or chemi-
cal and biological weapons.>

Despite these new dangers, the globalization of IT manufacturingand
R&D could provide benefits to China, especially in regard to Beijing’s
desire to prevent Taiwan from moving closer to independence and to
narrow the technological gap between the PLA and American military.
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During the 1990s, manufacturing and R&D have gradually been more
disbursed across national boundaries. Production is increasingly
divided into discrete functions along the value chain and contracted
out to producers in different national and regional economies. Internet
technologies and improvements in transportation have made it easier
to locate part of the production process in one part of the world and
research and design in another. As a result, trade among multinational
corporations makes up an increasing share of global trade. In 2002,
intrafirm trade accounted for around one-third of goods exports from
Japan and the United States, about one-third of all US goods imports,
and one-quarter of all Japanese goods imports.*®

Similarly, R&D is spreading through licensing agreements, R&D
alliances, or the establishment of subsidiaries abroad.”” China may be
increasingly part of this globalization as over 200 foreign R&D centers
and labs were established on the mainland from 1990 to 2002,%® but
for now its relative importance is small. In 1998, almost two-thirds of
US R&D conducted abroad was located in Canada, France, Germany,
Japan, and the United Kingdom; Japan is the largest foreign R&D inves-
tor in the United States.”

To be sure, even if China plays a larger role in a globalized process of
R&D, its ability to leverage political and military goals from this process
is uncertain. In the case of Taiwan, the increasing sense of dependence
on the mainland created by globalization plus Beijing’s reliance on the
threat of force and failure to offer attractive policy incentives appear to
have reinforced a separate sense of Taiwanese identity. The prospects
of the PLA “leap-frogging” past the United States appear remote. The
United States is at least twenty years ahead in terms of military capa-
bility and technology, and, with continued US defense spending, that
gap is likely to remain beyond the next twenty years.® As Robert Ross
argues, “should there be a revolution in military affairs (RMA), it will
be a largely American revolution.”

Taiwan

China has clearly defined interests regarding Taiwan, and the defense
of these interests is of utmost importance at present and for the fore-
seeable future. China’s long-term core objective vis-a-vis Taiwan is to
achieve reunification. Beijing’s near-term objective is to stabilize the
relationship and to make tangible progress toward some sort of reuni-
fication with Taiwan. Beijing’s current Taiwan strategy consists of four
parts: military leverage; squeezing Taiwan on the international stage;
economic integration; and “united front” tactics of reaching out to
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Taiwanese business people and factions of the Kuomintang while iso-
lating President Chen Shui-bian.®

The surge of capital, technology, and skilled personnel across the
Taiwan Strait during the late 1990s is a major source of leverage for
China and one of the few sources of confidence for Chinese leaders as
they consider the long-term prospects of Taiwan. The existence of these
flows is the result of a policy decision to promote Taiwan’s economic
dependence on the mainland. Yet the pace and scope of the move-
ment of high-technology products to the mainland has been influenced
more by the changing international electronics industry than by Chi-
nese policy. With Chinese incentives alone, there probably would have
been a steady stream of electronic and IT manufacturers moving to the
mainland. With Chinese incentives and the globalization of IT produc-
tion, the stream has become a flood.

Since 1978, China has actively tried to encourage the integration
of the two economies. The results of this policy have been dramatic.
Accounting for 25 percent of Taiwan’s export, China displaced the
United States as Taiwan’s largest export market in 2001. Japan, the
United States, and the European Union have all declined in importance
as export markets as China’s has risen. China plays a similarly large
role in shares of Taiwan’s outward foreign direct investment. In 2002,
cumulative Taiwanese investment in China totaled more than $21.43
billion [the official People’s Republic of China (PRC) number is $31 bil-
lion as of 2003, and the real number probably higher still], and in 2002
China exceeded 50 percent of outward investment.®

Taiwanese IT producers have also become gradually more depen-
dent on the mainland. Taiwan firms began moving the most labor-
intensive stages of electronics production to China, beginning with
assembly of keyboards, mice, and monitors. Now the movement has
gradually expanded to include nearly all assembly operations as well as
some research and design. According to the Institute for Information
Industry’s Market Intelligence Center, by the first quarter of 2002, the
share of Taiwan’s IT hardware actually produced in Taiwan was only
38 percent (down from 47 percent in 2001), and the share produced on
the mainland was 49 percent (up from 37 percent for 2001).** Industry
analysts predict that within five years, 80 percent of Taiwan’s technol-
ogy output will be made on the mainland.®

In Taiwan, politicians are increasingly worried about economic
dependence on the mainland. President Chen Shui-bian has placed a
ceiling on Taiwanese investments on the mainland, proposed a “national
technology protection law” to regulate the flow of high-tech products,
and attempted to lure Taiwanese- and foreign-invested firms back to
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Taiwan by offering preferential tax exemptions and other incentives.*
These policies are unworkable, and the result has been a rush to estab-
lish new ventures in China with only mild efforts to disguise getting
around current regulations.

Despite the flow of IT manufacturing across the Taiwan Strait, the
political outcome has not been what Beijing expected. From the begin-
ning of economic contact between the two sides, Chinese policy mak-
ers have had a clear view of the political objectives of cross-strait trade.
In the terms of Albert Hirschman’s classic discussion of foreign trade
as an instrument of national power, asymmetric trade would increase
China’s coercive power over Taiwan.” Because cross-strait trade is
a much smaller share of China’s economy than Taiwan’s, implicit or
explicit threats to break commercial relations give China greater coer-
cive power.

For the most part, coercive threats have remained in the background
of cross-strait relations. In the run-up to and in the immediate after-
math of the 2000 and 2004 Taiwanese presidential elections, Beijing did
use economic coercion, but in an extremely limited manner. The mes-
sage was sent to specific businesses with strong political ties to Chen
Shui-bian, the Democratic Progressive Party (DPP), or others seen to
“favor independence.” After the 2000 election, state-owned enterprises
were ordered not to do business with the Chi Mei Group, and the com-
pany faced constant scrutiny from zealous tax inspectors.®® After the
2004 election, Beijing again criticized Hsu Wen-lung, chairman of
Chi Mei and a leading supporter of Chen. Still, after both elections,
China moved quickly to reassure Taiwanese businessmen about the
safety of their investments. Vice Premier Qian Qichen traveled around
Guangdong, in 2000, holding meetings with Taiwan businesspeople
and telling them “under any circumstances, the mainland’s policy of
welcoming Taiwan compatriots to carry out economic activities on the
mainland will not change, and so Taiwan compatriots can completely
feel assured.”™

Despite the insecurity it creates for Taiwan, China’s ability to use
economic coercion may reduce the chance for military conflict across
the strait. Currently China’s options to use military power are fairly
limited. The PLA is likely to fail in an invasion of the island, and a lim-
ited naval interdiction, blockade, or missile strikes are not without tac-
tical and strategic challenges, with or without a U.S. military response.
But there are clearly circumstances under which Beijing feels the need
to respond to what it sees as provocations, such as the revision of the
constitution, and Beijing now has a wider range of coercive choices
before resorting to force. China can apply pressure to individual firms
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or sectors and shift trade and investment patterns. As Morrow argues,
expanding trade “increases the menu of options for signaling resolve in
a dispute by opening up a range of possible trade sanctions.””

In addition to coercive power, as Abdelal and Kirshner note, the
expansion of asymmetric trade across the strait also creates an influence
effect.”! As an internal 1990 Chinese document explained, expanding
trade with Taiwan would contain separatist trends and help “interest
groups involved closely with the mainland emerge in Taiwan’s politics
in the future and facilitate peaceful unification.””> Chinese President
Yang Shangkun noted at a December 1990 National Conference on Tai-
wan Work that the “emphasis should be placed on economic and other
exchanges in order to use business to press politics (yi shang wei zheng)
and use the public to pressure the official (yi mi bu guan).””

Beijing’s hope that economic trade would create interest groups that
would push for greater economic opening appears to have borne fruit.
From the first business people who funneled money illegally through
Hong Kong to invest on the mainland to the industrial leaders claiming
to be too restricted by the “Go Slow, Be Patient” policy, Taiwanese busi-
nesses have pressured the Lee and Chen administrations to hasten the
pace of economic integration. For example, in a 1998 survey, 70 percent
of Taiwanese businesses had investments in China and 50 percent hoped
for greater relaxation of restrictions on investments.”* Industries with
direct interest in trade such as shipping lines and computer manufac-
turers have been up front in the campaign for greater cross-strait ties.

Yet it is not clear that economic interdependence will necessarily
lead to political leverage and influence for Beijing. There has been no
evidence of business leaders moving from lobbying on behalf of eco-
nomic rights to political concessions, nor of Taiwanese businesses call-
ing for unification or negotiation on China’s terms. In fact, especially
after the March 2004 presidential elections in which Chen received a
fraction over 50 percent of the popular vote (compared to when he won
in 2000 with 39 percent), it appears that China lacks a mechanism for
converting economic power into political influence. In the absence of
any consensus about what Taiwan’s identity is and in the face of a grow-
ing military threat, the view of economic relations as a “Trojan horse”
has significant support in Taiwan.”

Moreover, the globalization of IT and economic integration pro-
mote at least two political trends that work against China’s ultimate
objective of reunification. First, economic integration polarizes Taiwan
domestic politics, with one pole around Chen Shui-bian and support-
ers of independence, and another around the business community and
closer ties to China. Politicizing the relationship may undermine the



310 o Adam Segal

role commerce plays as a bridge between the two sides. Second, the more
integrated the economy has become, the greater the pressure on Chen to
expand and tighten military ties with the United States and to continue
promoting the development of a separate Taiwanese national identity.

Military Capability

Globalization is broadly defined as the expansion of economic flows
that may play a significant role in a state’s ability to mobilize resources
for military modernization. As Rowe argues, expanding trade alters the
relative prices of domestic economic resources and thus of the cost of
using these resources to pursue security goals. Building on Stolper-
Samuelson, he notes that increasing exposure to international trade
benefits the holders of the resource in which the domestic economy
is relatively well-endowed compared to the rest of the world; if labor
is more abundant, it benefits more from expanding trade. The more a
resource earns in the economy, the harder it is for the state to mobilize
that resource for security concerns.” So in the case of China, the state
should have less difficulty in mobilizing capital as exposure to the inter-
national economy rises. This clearly appears to be the case as Chinese
defense spending has grown at a double-digit rate for thirteen of the
last fourteen years (and the year it was below double digits, the increase
was 9.6 percent).

The globalization of I'T could also significantly improve the PLA capa-
bilities to fight technology intensive wars. Chinese doctrine currently
calls for the development of a military able to fight “limited wars under
high-technology conditions”—conflicts employing high-technology
weapons and joint operations, and highly reliant on information and
command, control, computers and communication and intelligence,
surveillance, and reconnaissance (C4ISR).”” Despite the recent pur-
chase of high-tech weapons from Russia and other foreign suppliers, the
PLA has continued difficulties in waging these types of wars. Currently
the efficacy of advanced weapons systems acquired from Russia such
as the Su 30 and the Sovremenny—and thus China’s power-projection
capabilities—is limited by weaknesses in systems integration, and the
PLA suffers from a telecommunications infrastructure characterized
by outmoded technology and lack of secure communications.

The commercialization and globalization of IT means that the PLA—
or any other military with a sizable enough budget—can address weak-
nesses in integration and command and control capacities by going
shopping. All states have access to advanced technologies because they
can be purchased on the open global market. Space, surveillance, sensors
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and signal processing, high-fidelity simulation, and telecommunica-
tion technologies are now widely available. As a result, according to the
Defense Science Board, “the so-called revolution in military affairs is, at
least from a technology availability standpoint, truly a global affair.””®

In the face of an American military dominance partly based on
information superiority, China’s interest in developing information
warfare (IW) capabilities can be traced to at least three rationales.
First and at the most general level, the ability to wage high-technol-
ogy cyberwarfare is seen as a critical symbol of China’s development
into a modern and technologically advanced power. Second, given the
relatively backward nature of the PLA and the military gap between
China and the United States, IW is an arena in which China hopes it
will be able to compete. The IW arena remains relatively open—no one
power is predominant—and Beijing hopes that it can exploit the global
revolution in IT to leapfrog to a position of equality in IW.” Finally,
and perhaps most important, China could employ IW as a strategy of
asymmetric warfare.

In their studies of the American military during the Gulf Wars I and
I, Kosovo, and Afghanistan, Chinese strategists have noted the close
link between information superiority and military victory. Despite the
success of U.S. forces in these conflicts, Chinese analysts appear to believe
that the United States is too dependent on civilian networks as well as
on the NIPRNET, the Department of Defense’s unclassified network.*
American military systems, especially those related to command and
control, could be attacked. In addition to their use in a Taiwanese sce-
nario, cyber attacks also have a role in political competition with Wash-
ington and Taipei and have occurred during periods of major tension in
Sino-U.S. and China-Taiwan relations. Incidents of “nationalist hack-
ing,” which include defacing Web sites, denial of service attacks, and
virus writing, broke out during the May 1999 NATO bombing of the
Chinese embassy in Belgrade, President Lee Teng-hui’s August 1999
declaration of a “two-state theory,” the inauguration of Taiwanese Pres-
ident Chen Shui-Bian in May 2000, and the April 2001 collision involv-
ing a U.S. reconnaissance plane and a Chinese fighter aircraft.®

IW capabilities are tightly linked to a potential Taiwan scenario in
which cyberwarfare tactics might be used to attack both the will of the
Taiwanese people to resist and the ability of U.S. military to respond to
a Chinese attack on the island. In one potential scenario, PLA opera-
tors would crash American-coordinated logistics networks, delaying
the arrival of a U.S. carrier battle group, while simultaneously launch-
ing short-range ballistic missile, “fifth column,” and IW attacks against
Taiwan’s communication, financial, and power infrastructure. With
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the American forces delayed and the public panicked, the Taiwanese
leadership could collapse and quickly surrender to Beijing. As Mulve-
non notes, this strategy

is available to the PLA in the near term; (2) it does not require the
PLA to be able to attack/invade Taiwan with air/sea assets, which
most analysts doubt the PLA is capable of achieving for the next
ten years or more; and (3) it has a reasonable level of plausible
deniability, provided that the attack is sophisticated enough to
prevent tracing.®

There are real reasons to doubt that the globalization of IT will enable
China to narrow the gap with the United States significantly. Perhaps
most importantly, the United States is not standing still. The United
States continues to dedicate significant resources to transforming its
military forces to be able to take advantage of the revolution in military
affairs. As Herrera notes in chapter 3, in the “short-to medium-term
future the United States will retain a sizeable, if not massive lead in
‘information-enabled’ weaponry.”®

Notwithstanding that globalization may make critical commercial
technologies more available, China’s immediate ability to apply and
integrate these technologies into fielded military capabilities is ques-
tionable. Part of the problem is internal; the civilian and military tech-
nology sectors remain bifurcated, and the military technology sector is
dominated by state-owned enterprises. The Chinese science and tech-
nology system has been traditionally weak in absorbing and dispers-
ing imported technologies. This weakness has been the result of high
walls between scientists and research institutes in one bureaucracy and
those in another that prevented the exchange of ideas and technology;,
as well as Beijing’s chronic underfunding of the diffusion process. Even
in commercial sectors with a relatively direct link to potential military
capability, it is hard to find evidence that new skills and technologies
have migrated to the defense side of production and made a direct
impact on military modernization.®*

In addition, the structure and shape of global technology flows may
limit the ability of the state to direct commercial technologies into mili-
tary use. Foreign investors want to retain tight control over propriety
technology and this concern over control is reflected in the growing
preference for wholly foreign-owned enterprise ventures over equity
joint venture in China; wholly foreign-owned enterprise ventures are
currently preferred to equity joint ventures at a rate of more than two to
one.® Multinationals are also increasingly relying on licensing agree-
ments and strategic partnerships that may reduce Beijing’s ability to
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control the movement of technology from the civilian to military uses.
Moreover, with WTO accession, China has formally committed not to
force technology transfer through local content, export performance,
or other requirements.

The continued gap between U.S. and Chinese military power may
not be a reason for confidence, however, given Beijing’s political and
strategic concerns over Taiwan’s drift toward de jure independence.
As Thomas Christensen argues, Beijing does not need to catch up with
the United States: “with certain new equipment and certain strategies,
China can pose major problems for American security interests, and
especially for Taiwan, without the slightest pretense of catching up with
the United States by an overall measure of national military power or
technology.”®® New technologies and new coercive strategies may allow
Beijing to exert greater control over Taiwan’s diplomatic choices. In the
end, PRC decisions to use force might be based on calculations other
than (or in addition to) a simple assessment of the quantity and quality
of U.S., Taiwanese, and PRC forces.

Even with Beijing’s political and strategic objectivesin mind, the likely
efficacy of a Chinese IW attack should not be overstated. Despite gains
made by the PLA, IW is certainly a dimension in which the United
States and also probably Taiwan hold an advantage over China. China
is itself extremely vulnerable to an attack on its communications infra-
structure, and Taiwan’s Communications, Electronics, and Information
Bureau is staffed with many of Taiwan’s most able computer hackers.
In addition, the efficacy of any surprise attack involving short-range
ballistic missiles, paratroopers, and IW attacks would be highly depen-
dent on Taiwan’s military and political response. PLA and civilian lead-
ers would have to be extremely confident that this type of campaign
could achieve its desired military and political objectives. Is it likely
that the Taiwanese leadership or population would politically collapse
under limited missile and IW attacks? Recent experiences in the Bal-
kans and even in Iraq, where the United States had a greater advantage
in information dominance and used much greater firepower, suggest
the PLA would have to be skeptical of the success of any strategy highly
dependent on the weakness of Taiwanese society.

CONCLUSION

At both the theoretical and policy level, globalization is increasingly a
defining (and constraining) condition for Chinese national security.®®
Chinese analysts and scholars have paid greater attention to the question
of globalization during the last five years. As Alastair Iain Johnston



314 « Adam Segal

notes, references to globalization in academic journals have surpassed
those of multipolarity.* These concerns have been echoed at the high-
est levels of government. For example, in a 2001 speech, Jiang Zemin
argued that globalization was a process “generally conducive to world
economic development,” but, with improper handling, could bring “a
negative impact on developing countries.”

It is Jiang’s reference to developing economies and to both the posi-
tives and negatives inherent in globalization that best captures the
interaction of globalization and national security in the Chinese con-
text. For China’s leaders, political legitimacy is increasingly dependent
on nationalism and economic growth. Although Beijing hopes that
greater integration into the world economy will further reform and
ensure continued growth, the opposite may be true. Globalization may
aggravate many of the social and political cleavages that are the result
of economic reforms; globalization may exacerbate weaknesses in the
domestic economy, collapsing state-owned enterprises, and aggravating
unemployment and social instability. Moreover, the globalization of ITs
may strengthen the organizational capabilities of those who oppose the
current regime. Falun Gong, democracy advocates, and proponents of
Tibetan independence may all use the Internet, text messaging, and
satellite television to spread their ideas free of Beijing’s control.

After 1989, Beijing saw what happened in Eastern Europe and drew
conclusions about what it viewed as the correct relationship between
the timing of political and economic reforms. After 1997, policy mak-
ers were worried about what had happened in Indonesia and warned
about the need to protect the domestic economy from outside forces.
Defending China’s ability to limit social disruption and control infor-
mation has become central to security policy, and the state has been
unexpectedly resourceful in developing strategies to contain the threat.
In the short term at least, Beijing has been able to prevent opponents of
the regime from significantly weakening state capacity. The state has
been especially resourceful in developing an institutional, political, and
technological strategy to prevent the dissemination of controlled infor-
mation and the mobilization of opposition groups. Recent moves by
Beijing to control text messaging suggest that the state remains able to
contain the political pressures of globalization and will continue to do
so for the near to mid term.

The resiliency of the state, however, should not overshadow the polit-
ical importance of the globalization of IT and the marketization of the
media. The context of decision making has changed as Chinese leaders
must now take public opinion into account. Public opinion has not yet
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forced the public renunciation or reversal of an already announced pol-
icy. But in both domestic and foreign policy arenas, policy makers can
no longer assume that they monopolize information. As a result, they
increasingly have to justify policy decisions and behavior.

The external security consequences of globalization are similarly
double-edged. Economic relations across the Taiwan Strait are tightly
interlinked and there are few who believe that Taiwan can survive eco-
nomically without the mainland, but Beijing must feel that the possibil-
ity of achieving reunification is more distant than when China began
inviting Taiwanese investment in 1979. Economic influence has not
been converted into political influence. In fact, economic dependence
appears to have polarized Taiwanese identity. If Taiwan drifts closer to
independence, and Beijing chooses to respond, China will now have a
greater range of coercive choices. But this must provide little comfort
to China’s leaders who expected economic interdependence to prevent
Taiwan from ever reaching that point.

The globalization of commercial technologies provides the Chinese
military with greater access to resources, but still the PLA is unlikely to
leapfrog to the next generation of advanced military weapons. In fact,
the United States is likely to leverage globalization so that the techno-
logical gap between the PLA and the U.S. military will probably grow,
not narrow.

Beijing carefully tracks the advantages that the United States as hege-
mon accrues from globalization. Here China exemplifies the response
of almost all the other states discussed in this volume. Globalization
affects all but not equally, and the concern in Beijing is that the United
States is best able to leverage changes in the international system to its
advantage. Relative gains are particularly worrying to China because
continued economic development, maintained status quo across the
Taiwan Strait, and enhanced authority as a regional power all require
good relations with Washington.

The hybrid nature of the Chinese case stands out in this volume. In
most of the regional or country case studies in this book, globalization
appears to make strong states more capable, while further limiting the
authority and efficacy of weaker states. China certainly faces threats
from globalization, but there are few states that have been as success-
ful in capturing the economic and political benefits of interacting with
the global economy. For now, China has decided to further embrace
globalization as the best means to achieve its political and economic
goals. This is a strategic and paradoxical choice, one that strengthens
Beijing at home and abroad but may eventually undermine a political
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legitimacy increasingly tied to economic performance. The long-term
sustainability of this position, balanced on the tip of a double-edged
sword, remains uncertain.
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GLOBALIZATION, POWER, AND PROSPECT

Jonathan Kirshner

WHAT ARE THE CONSEQUENCES OF GLOBALIZATION for national
security? The chapters in this volume have collectively made the case
that globalization—an array of phenomena that derive from unor-
ganized stateless forces—has transformed the nature of the national
security environment that states face, even in the context of a state-
centric, traditional definition of national security: issues associated
with organized political violence that speaks to the vital interests of
at least one state.! As a result of this transformation, failure to account
for the influence of globalization will make it increasingly difficult to
understand changes in the balance of power, the prospects for war, and
strategic choices embraced by states.

This conclusion and its implications are too easily lost in a thicket
of false controversies, definitional squabbles, and hyperbolic rhetoric;
thus some analytical brush clearing is called for in order to clarify what
is (and what is not) argued here. In particular, five key qualifications
should be reemphasized.

Globalization is not interdependence. As defined in this volume,? glo-
balization is not simply an extreme form of interdependence (the politi-
cal consequences of enmeshed relationships between states). Nor is
globalization shorthand for the behavior of subnational, transnational,
or supranational actors; though, as the previous chapters have amply
demonstrated, globalization can empower such nonstate actors and
may affect the nature and consequences of interdependence.

321
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Globalization is not necessarily novel. To observe that it is snowing
very heavily is not to deny that there have been blizzards in the past—
rather, it is simply to argue that the blizzard matters right now, and
we need a better understanding of the consequences of the snow. No
claim of novelty is necessary to sustain the conclusion that globaliza-
tion significantly affects national security; though, to avoid confusion,
it should be acknowledged that the contributions to this volume tend
to share the view that the interactive and cumulative effects of the pro-
cesses of contemporary globalization have indeed created a relatively
novel security environment.’

Globalization is not irreversible. Similarly, the conclusions here do
not rest on claims that globalization is irreversible—nor are any such
claims advanced. Again, to call attention to the importance of the bliz-
zard is not to insist that it will never stop snowing—it is simply to argue
that the snow matters. There is an implicit assumption in these pages
that it will continue to snow for a while yet. If contemporary globaliza-
tion were likely to reverse soon, comprehensively, and with few “hys-
teresis” effects (that is, if the reversal was more like shutting off a light
than putting out a fire), then the stakes for elucidating the effects of
globalization on national security would be reduced. Given the likeli-
hood that such a comprehensive reversal of globalization will not occur
in the near future, however, it is crucial to understand its consequences
for national security.

Globalization is not irresistible. Although many of the pressures
brought about by globalization are quite powerful and, as will be dis-
cussed further below, tend in aggregate to reduce the capacity and
autonomy of states, globalization is not an irresistible force, nor an arbi-
ter of unbending laws. Rather, processes of globalization reshape the
costs, benefits, and consequences of pursuing different policy choices.
Efforts by states to limit their exposure to globalization—to restrict, for
example, the flow of goods, data, money, and people across their bor-
ders—remain possible. Globalization does not impose openness; rather,
it raises the opportunity costs of closure. States are not defenseless,
although the uncoordinated, atomistic, and seemingly organic nature
of the forces of globalization suggests that defensive measures by states
will not yield once-and-for-all solutions, but will be part of a continu-
ing and dynamic process, as various tactics introduced by states elicit
not only intended but also unintended and unanticipated consequences
and responses.

Globalization is political. Finally, as should be especially clear from
the previous chapters, globalization is rooted in political foundations,
and its consequences are not politically neutral. American unipolarity
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has contributed to an environment more conducive to the advance
of globalization than would have likely occurred had the Cold War
bipolar order endured, or if an illiberal state, rather than the United
States, were the world’s preponderant power. And as the biggest fish
in a more open pond, the United States often finds itself advantaged
by globalization. But, for better or (and) worse, this contributes to the
tendency to conflate globalization and Americanization, which have
important differences. Moreover, even though the United States has
shaped the nature of globalization, this does not prevent the favor from
being returned—a reminder that there is a distinction between creating
Frankenstein’s creature and controlling him.* The dominance of Holly-
wood, for example, is often bemoaned as representing the American-
ization of global culture. However, with the major studios now highly
dependent on overseas revenues to survive, it may be more accurate to
assess with dismay the globalization of American culture.’ Nor can the
economic vulnerabilities expressed by the U.S. trade deficit and financ-
ing of its federal budget deficits be easily ignored.

With these qualifications in hand, this concluding chapter proceeds
in four parts. First, this section concludes with a brief review of the
three general processes of globalization and the three ways in which
those processes affect national security. These two triplets lend them-
selves to a 3 x 3 matrix for considering those consequences. The second
section then shows how the contributions of the volume fit into this
framework. This is followed by a section that revisits the matrix, shift-
ing from the specific observations of the chapters individually to more
general and abstract conclusions offered by the chapters collectively. A
final section considers the implications of these findings for contempo-
rary world politics.

This volume has identified three “processes” of globalization: con-
duits through which the pressures of globalization are transmitted
throughout the system: via the intensification of economic exchange—
including the fragmentation of production and ascension of finance;
the flow of information—the confluence of innovations such as satel-
lites and cell phones, faxes, and the Internet, that have contributed
to the “hypermedia environment”; and marketization—the expansion
of the set of social relations governed by market forces. Although they
are distinct, it is important to recognize that these processes are also
mutually reinforcing.

These processes influence national security in three principal ways.
First, they affect state capacity and autonomy—that is, globalization
reshapes the relative power of the state vis-a-vis nonstate actors, social
forces, and market pressures. This does not of necessity suggest that the
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state will be weakened across the board; in some areas, for example,
such as surveillance, state power will be enhanced. More generally, the
implications of the current information revolution will very much
depend on how the new regulatory environment evolves.® Second,
globalization affects the balance of power between states, because of
the changes brought about to state autonomy and state capacity—no
matter what the nature of those changes are, and even in the case where
every state finds itself absolutely less able to advance its interests—there
will be a reshuffling of relative capabilities. That is, even if all states
are weaker, some will be weakened to a greater or lesser extent, and
each will probably be affected in distinct ways. Some states may be rel-
atively empowered by the hypermedia environment; others might be
particularly vulnerable to the challenges posed by greater pressures for
economic liberalization. Thus, globalization will reshape the relative
distribution of capabilities and vulnerabilities between states.” Finally,
globalization influences the nature and axes of conflict—contribut-
ing to new sources of conflict and creating distinct opportunities and
incentives for political violence.® Here the mutually reinforcing aspects
of these processes are most apparent. Liberalization and the intensifi-
cation of economic exchange, for example, present opportunities for
transnational criminal groups that in many ways are parallel to the ones
afforded to legitimate international business enterprises. Additionally,
such criminal groups, given their extralegal nature, may provide natu-
ral complementary networks for terrorist organizations and insurgents
(who are also taking advantage of contemporary information technol-
ogy [IT]), and thus empower such movements.’

GLOBALIZATION AND NATIONAL SECURITY IN PRACTICE

The chapters in this volume illustrate these three sets of effects that
globalization is having on contemporary national security. I consider
each effect in turn—autonomy and capacity, balance of power, and the
nature and axes of conflict—drawing on some of the examples intro-
duced and considered by the individual chapters. Table 11.1 provides a
summary of this discussion.

Autonomy and Capacity

The tendency for globalization to provide opportunities for criminal as
well as legitimate business enterprises was one of Alexander Cooley’s
central themes in chapter 7. Cooley showed how illicit markets for drugs
and weapons allowed security agencies in the republics of the Former
Soviet Union to freelance, and actively fund their own operations by
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both regulating and participating in these international markets. Weak
states—and postimperial settings represent an extreme variant of this—
are especially likely to see their limited capacities further reduced by this
collusion between local security actors and criminal networks engaging
in smuggling, human traffic, money laundering, and drug trade. The
resulting blurring of incentives diminishes the capacity of the state to
cope with both external and internal security threats as well.

Market incentives put states under pressure even in the absence
of such profound security pathologies. Fiona Adamson (chapter 2)
observed that many problematic aspects of migratory flows, which are
very often responses to economic incentives (that is, perceived oppor-
tunities abroad) result from the fact that the “supply” of migrants is
greater than the “demand” for immigrants. Paul Midford (chapter 9)
described how the global fragmentation of the production process,
along with increasing economies of scale in the defense sector, has
forced Japan to compromise with regard to its traditional search for
“comprehensive” security autonomy. And as Adam Segal (chapter 10)
noted, the siren call of the global economy presents China’s leadership
with the challenge of embracing the opportunities it presents to ensure
adequate economic growth; at the same time, the government is under
pressure to aptly manage domestic reforms and, of course, to maintain
one-party rule. On the one hand, growth depends on continued liberal-
ization; on the other, unmediated economic exchange puts pressure on
“economic security” and can contribute to political and social unrest.

As Segal discussed, this double-edged sword is also present with
regard to the information revolution. Beijing is convinced that ITs
will be essential for growth and modernization; but at the same time,
however, this results in a weakening of the state’s control of infor-
mation, and opens the door to Western ideas and lifestyles that the
government considers unattractive. The general threat posed by the
hypermedia environment to the ability of authoritarian regimes to
keep a tight grip on their citizens, as well as to their ability to maintain
social cohesion more broadly, is a central theme of Geoffrey Herrera’s
contribution (chapter 3), and can be seen not only in the Segal chapter
but also with Marc Lynch’s discussion (chapter 6) of the Middle East.
As Lynch argued, the economic pressures of globalization exacerbate
the dysfunctions inherent in these relatively sheltered economies (and
thus, he cautions, “more” globalization might be even more destabiliz-
ing); additionally, access to greater information means that the lower
classes are not simply falling behind, but they can see that they are fall-
ing behind. And while neither Lynch nor Segal views new media access
as inevitably imposing democracy on autocratic regimes, nevertheless
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they agree that important changes can be observed. In particular, even
in nondemocratic regimes, it is increasingly the case that public opin-
ion can no longer be safely ignored.

These new media challenges are a function not only of IT, but also,
importantly, of marketization: in both of the cases just discussed, an
essential harbinger of this new environment has been the expansion
of the media outside of the public sphere and into the private sphere.
The consequences of the shift from minimal outlet, state-run—that is,
politically responsive—media, to a media environment that is more dis-
persed and private—that is, market responsive—is profound. As Segal
recounts, China now has 2,000 newspapers, 9,000 magazines, and 2,000
TV stations operating in an increasingly private-sector media environ-
ment. Similarly, Al Jazeera’s market-driven programming was enor-
mously successful in attracting viewers, as well as new entrants and
competitors into the market, all at the expense of official media outlets.

Marketization is also obviously at the core of Deborah Avant’s con-
sideration (chapter 4) of the marketization of security. This is another
example of how globalization does not simply undermine state power
uniformly: the autonomy and capacity of some powerful states are
enhanced to the extent that they are able to employ private security
companies (PSCs) to engage in activities abroad that might not be eas-
ily initiated and sustained via standard domestic political processes
required to approve the use of force. For weak states, however, the
increased prevalence of PSCs can empower opponents and undermine
domestic political processes. Cooley’s chapter showed how the muddled
military environment left in the wake of the Soviet collapse created
both an important source of manpower and expertise for this industry
(especially from Russia and Ukraine), as well as an important market
for PSCs, particularly in the small, weak, central Asian republics.

The challenges of marketization are not limited exclusively to weak
or developing states, as Rachel Epstein illustrated with her discussion
(chapter 8) of how pressures of privatization as well as increasing econo-
mies of scale have placed many European defense firms under significant
strain concerning their ability to remain viable and competitive, which
in turn has consequences for the political capability of individual Euro-
pean states and of the European Union collectively. These developments
confront Europe with the challenge of overcoming internal divisions on
foreign and security policy and moving toward greater defense industry
integration or facing a serious deterioration of their defense capacity.
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Balance of Power

Because states find their autonomy and capacity affected by globaliza-
tion in differential ways, globalization also affects the balance of power.
In general, those states that started out with relatively limited capacity
are the most vulnerable. As Adamson argued, weak states are the least
likely to be able to cope with large migratory flows and are especially
vulnerable to “brain drain” as many talented citizens seek opportu-
nities abroad. Conversely, Karl Mueller (chapter 5) argued that even
though globalization has reduced the capacity of the United States and
contributed to an environment conducive to the gradual erosion of its
hegemony, from a broad strategic perspective America still comes out
as a net winner in the balance of power sweepstakes. The United States
and its allies, as market-oriented, liberal, open societies, are especially
well positioned to thrive under globalization; whereas its principal and
potential adversaries—illiberal and authoritarian—are faced with new
challenges and even more inhibitions on their range of action. This,
as will be discussed further below, may elicit a countervailing politi-
cal response. Segal argues that China is well aware of these security
implications, and he shares the view that liberal states are advantaged
by globalization, and that the United States in particular is uniquely
positioned to exploit these advantages to its political benefit.

Advances in IT are also strengthening the United States compared to
other states, as Herrera emphasized in his chapter. The U.S. lead in IT,
and the adoption of these advances by the military, is not only huge but
insurmountable for the foreseeable future. Although debates continue
as to whether these adaptations have contributed to a true “revolution
in military affairs,” they have undeniably widened even further the gap
implied by the material U.S. military dominance in conventional forms
of warfare."” Segal traces China’s interest in information warfare to the
understanding that an important component of U.S. military prepon-
derance derives from its IT advantage.

More generally, as with economic liberalization, the hypermedia
environment affects the balance of power because new media puts
more pressure on authoritarian regimes than it does those states that
already presided over a relatively permissive environment. These chal-
lenges relate not just to control of what is seen and heard (though the
significance of this should not be underestimated, especially for those
regimes that considered it crucial in the past to maintain strict control
over access to information), but also to the implications of the process
itself, which features competing ideas, commercialized entertainment,
and market competition. As Mueller argued, even if U.S. hegemony
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fades over time, a globalized world is a world in which the United States
is comfortable and well positioned to thrive—in the rosiest scenario,
this would reflect the ultimate triumph of “soft power”—all the world
wanting what America wanted it to want."

Following this argument, it can be seen that marketization also influ-
ences the balance of power to the extent that it advantages the values of
“the West” at the expense of authoritarian states or simply traditionalist
forms of political organization. Avant’s chapter offered a more specific
illustration of how the proliferation of PSCs leave the weak even weaker
and less able to cope with security challenges, while the already strong
and able are afforded another arrow in their quivers. Marketization also
affects the balance of power within the West. As Epstein argued, greater
marketization in the defense industry could have significant ramifica-
tions for the relative position of Europe and America. Firms, under
market pressure to establish production alliances, do so in ways often
divorced from national security policy. Unless the Europeans are able
to overcome formidable barriers to much greater cooperation in both
defense policy and the coordination of production, the result will not
simply be the inevitably diminished capacity of some states. It will also
result in continued EU military dependence on the United States and
will contribute to the political marginalization of Europe on the world
stage and undermine its ability to meet threats by using force.

The Nature and Axes of Conflict

The processes of globalization do not simply alter the balance of power,
but the limitations, incentives, and opportunities they create recast the
prospects for both the nature of violent political conflict and the axes of
those conflicts (see Table 11.1).

Midford argued that disagreements about the management of inter-
national financial crises are contributing to increased political tension
between Japan and the United States. Additionally, he sees a potentially
unsustainable paradox in Japan’s efforts to adapt to greater globaliza-
tion, a bifurcated approach that features greater defense cooperation
but increasingly oppositional economic relations with the Americans.
Although this tension may ultimately contribute to a political realign-
ment, it should be clear that Midford does not expect militarized con-
flict between the two states. Many of the other contributions, however,
do elucidate changes in the prospects for and nature of war. Cooley
anticipates that the reduced capacity of many weak states, coupled with
the empowerment of terrorist, separatist, and insurgent groups will be
conducive to smaller scale conflicts in these areas. In the environment
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of globalized exchange, these groups are better able to fund their activi-
ties by engaging the illicit market. As he notes, criminal networks raise
problems; and criminalized states are not well equipped to deal with
them. Failing states, unable to efliciently police or control their own
borders, also provide safe havens for terrorist groups and other irregu-
lar armed forces. These are complementary to the problems raised by
Adamson—the consequences of links between smugglers, illegal migra-
tory networks, and the greater mobility of shadowy political actors—
compounded by the opportunities presented by new communications
technologies, which provide essential infrastructure for transnational
mobilization.

As Herrera explained, the distributed and anonymous nature of
many of these communications technologies are also a boon to terror-
ists or those actors who would challenge the state. He also noted that
the information revolution affects the nature and axes of conflict in
state-to-state power politics as well. The imposing U.S. lead both in IT
and its military applications may contribute to some creative counter-
balancing against U.S. power—as some states fearful of vulnerability
to U.S. surgical strikes search for novel and asymmetric responses to
U.S. power. (Mueller reports this type of paradox as well—globalization
enhances American power but at the same time it does much to enable
powerful transnational terrorist groups to form and operate, threaten-
ing the United States.) Greater interest in (and likely practice of) cyber-
warfare and IW more generally is another development suggested by
the real and perceived military significance of U.S. dominance in and
dependence on IT, a development stressed not only by Herrera but by
Segal with regard to China’s interest in developing such capabilities.

Segal and especially Lynch also call attention to the ways in which
information—especially in media and entertainment flows—can cre-
ate new sources of conflict due to the fact that such content is often
perceived as an unwelcome intrusion of Western culture and norms,
eliciting a backlash and providing a rallying point for anti-Western
groups. This also touches on the question of marketization and the
ways in which pressures for the expansion of the market sphere create
new sources of conflict. Whereas it is the regime in Beijing that is espe-
cially wary of the encroachment of Western culture and Western values
as the market sector expands in China, in the Middle East, the push-
back emanates more from nonofficial institutions and sources. The dra-
matically differential nature of the advance of globalization in much
of the Middle East—relatively low in exchange (with the exceptions of
migration and remittances) but high with regard to information—puts
even more of an edge on the political and economic strains that derive
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from marketization. The challenge to traditional and religious patterns
of activity and the more common tendency to perceive globalization
as a form of imperialism contributes to an intellectual middle class
response of dissent, a more widespread and oppositional expression of
Islamism, and is conducive to both passive and active support for more
violent resistance, including terrorism.

Epstein noted that market pressures on defense firms (coupled with
the fragmentation of production that increases the likelihood of dual-
use issues) undermines efforts to control weapons proliferation as firms
scramble to stay profitable. The hallmark of the consequences of mar-
ketization on the nature of conflict, however, is most evident in Avant’s
discussion of the global trend toward the use of markets to allocate
security. Not only does this tend, as discussed, to render weak states
even more vulnerable, but it suggests a world where small wars are more
common. When contracting for force is more accessible, actors within
weak states find it easier to challenge the authority of the central gov-
ernment, while strong states are less inhibited from intervening abroad,
in support of both ambitious and humanitarian motives.

CONSEQUENCES, PATTERNS, AND TRENDS

Individually, the contributions to this volume illustrate the conse-
quences of globalization for national security across a broad range
of issues that pertain to states and regions in every part of the world.
Collectively, they also demonstrate that there are identifiable patterns
in the ways in which processes of globalization are affecting national
security. These abstract effects do not hold equally in every context,
but they underscore the transformative changes that are influencing
contemporary world politics.

Autonomy and Capacity

One theme that emerges clearly from this volume is that although states
remain extraordinarily powerful institutions, and moreover, that some
aspects of globalization have enhanced state power, nevertheless, in
general and in aggregate, globalization has left states less autonomous
and with reduced capacity vis-a-vis nonstate actors, social forces, and
market pressures. With regard to economic exchange, the fragmenta-
tion of production and the globalization of finance in particular have
reduced the coherence of “national” economic policies over trade and
investment and have put states on a shorter macroeconomic leash. The
more open, integrated global marketplace has created advantages for
transnational business enterprises, and this has also unintentionally
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empowered illicit market networks that often develop natural associa-
tions with terrorists, insurgents, and separatist groups, who in turn
often finance their activities by participating in the black and gray mar-
ket economies. The economics of scale implied by global markets also
can advantage those firms best able to take advantage of them, and this
is especially relevant at the high end of the defense industry.

The consequences of the hypermedia environment are more ambig-
uous for autonomy and capacity, as the state is especially and uniquely
well placed to dominate the information sector, and to manage, manip-
ulate, and take advantage of the ever-increasing amount of information
being generated. In particular, the ability of governments to learn about
the behavior and activity of their citizens has expanded dramatically.
At the same time, however, all states are now less able to control the
information that their citizens have access to—despite the measures
introduced with varying degrees of success to maintain such control.
One consequence of this is the need for all states to be aware of how this
information is shaping public opinion; unpopular foreign policies will
be even more difficult to sustain than in the past.

Marketization is also putting pressure on the state. The greater role
of the market in security spheres that have traditionally been outside
the market arena again reduces state capacity and autonomy. Privatized
defense firmsareless easy to control and may pursue profit-driven activi-
ties that do not mesh neatly with national security strategies. Privatized
defense forces present states with new security threats and challenges
to their authority, but at the same time can enhance the autonomy of
powerful governments, to the extent that such states are able to sidestep
democratic processes or public opposition that might inhibit smaller
scale military adventures abroad. More generally, marketization, the
process of bringing additional spheres of social behavior into the mar-
ket sphere, often comes at the expense of the hand of the government
and of traditional norms and customs. Most visibly as part of the infor-
mation revolution, and with the increase in private as opposed to state-
run media, marketization contracts the ability of the state to enforce
value systems, pressures that are reinforced by economic liberalization
more generally.

Balance of Power

A principal theme that emerges in this volume is that globalization
affects traditional security concerns because the processes of globaliza-
tion influence and reduce states’ capacities and autonomy to markedly
different degrees, and this in turn significantly affects the balance of
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power. The continued globalization of exchange and economic liberal-
ization puts pressure on “bunker” states and other regimes that depend
on the distribution of rents to survive; states with illiberal economic
postures more generally are also less well-positioned to adapt to these
developments. Smaller economies are disadvantaged by their relative
exposure to the volatile world economy, and weak states are especially
vulnerable given their limited institutional capacities to deal with
shocks that occur. Thus, although their autonomy and capacity are also,
in aggregate, reduced, large politically stable states with robust institu-
tional structures in general, and the United States in particular, are left
stronger relative to other states.

The story is very similar with regard to both the consequences of
the information revolution and of marketization: the tendency is for
illiberal states to be faced with crises of control, for weak states to be
confronted with challenges to their capacity to govern, and for large,
liberal states, and especially the United States, to find their power,
relative to other states, enhanced. Those regimes that have tradition-
ally considered themselves in the business of controlling their citizens’
access to news, information, and ideas are now less able to find suc-
cess in such practices. Private security services tend to make the weak
weaker and the strong more capable. Privatization and marketization
more generally tend to privilege permissive, individual, consumerist
values typically associated with the West. And the integration of new
ITs and armed forces has further extended the large U.S. advantage in
raw military power.

The Nature and Axes of Conflict

Although globalization tends to reinforce and extend existing dis-
parities in the balance of power between states, it also creates many
opportunities for actors to introduce asymmetric strategies of violence
against great powers (see Table 11.2). Thus globalization recasts incen-
tive structures in ways that affect the likelihood of different types of
wars. The fragmentation of production—which, ceteris paribus, com-
plicates the calculation of the national interest, dilutes the gains from
conquest, and increases the opportunity costs of war—creates disin-
centives for traditional interstate war, especially between leading states
in the system. Globalized finance also generates similar disincentives,
as some paths to war are foreclosed by anticipatory capital flight.

At the same time, the thriving illicit economy and the eroding
capacity of weak states creates fertile ground for terrorists, insurgents,
and separatists to thrive; and these prospects and opportunities are
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Table 11.2 The Consequences of Globalization for National Security

Autonomy Balance Nature and Axes
and Capacity of Power of Conflict
Exchange State autonomy Illiberal states face Disincentives to great
and capacity greater pressure  power war; irregular
tends to be than liberal military groups
generally reduced  states empowered
Information  States are less able  Authoritarian Transnational networks
to control states pressured; empowered;
information, but U.S. military distributional conflicts
also empowered power enhanced ~ more salient
Marketization ~States increasingly =~ Weak states are Backlash against U.S,;
challenged by more vulnerable;  weak states both victims
encroachments Western values and carriers of violence

on their authority  privileged

complemented and extended by new communications technologies
that make it easier for such groups to organize and operate. Moreover,
exchange, information, and marketization not only create an environ-
ment more hospitable to such organization, they also fuel many of the
conflicts generated by globalization. Economic change—even change
for the better—disrupts traditional patterns of activity and creates
new winners and losers, often suddenly and dramatically. And in the
hypermedia environment, losers are more likely to be regularly and
explicitly confronted by their relative disempowerment. Marketization
in general, but especially when it combines with media and liberal-
ization, also creates new sources of conflict as commercially oriented
entertainment flows generate support for movements that sincerely or
instrumentally adopt a posture of resistance to Western and American
culture and norms. The attractiveness of American culture, as noted
above, is one way in which globalization enhances U.S. “soft power”;
but its encroachment also elicits an oppositional response.

PROSPECTS AND IMPLICATIONS

Globalization is a political process with political implications. With
regard to national security, this chapter has reviewed some of the prac-
tical consequences of contemporary globalization and has considered
a number of more abstract, theoretical tendencies and pressures. State
autonomy is altered and diminished, the balance of power reshaped, and
the nature and axes of violent conflict are being transformed. This final
section looks ahead to some of the likely effects of this transformation
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for national security in the years ahead, with an increased emphasis on
the role of political responses, implications, and consequences.

Prospectively, there are five trends that will profoundly shape the
emerging global security environment. They relate to the prospects for
great power war, the fate of weak states, a new fault line of world poli-
tics, and to each side of the double-edged consequences of globalization
for the United States.

Fewer Prospects for Great Power War

The consequences of globalization have reshaped incentives in ways
that make traditional interstate war between relatively advanced, rela-
tively large states less likely. Liberalization in trade and investment and
the fragmentation of production, the greater share and significance of
knowledge intensive sectors, and globalization of finance have raised
the opportunity costs of going to war, reduced the expected gains from
territorial conquest, and diluted pristine formulations of the “national
interest” that can be effectively advanced by interstate war."? To be clear,
this is neither a determinist nor an endist argument. Rather, it is the
reflection of the way that globalization recalibrates the costs and ben-
efits of interstate war. The bar has been raised, and great power war is
less likely. This does not imply, however, that such wars are impossible."?
Rather, postures, preparations, and prognostications need to be revised
to reflect these updated prospects.

The Weak Get Dangerously Weaker

The prospect is much less sunny for weak states and for internal and
less traditional forms of violent political conflict. The challenges faced
by already weak states due to the various processes of globalization are
particularly daunting. Market and media pressures on some authori-
tarian states in particular, as well as the more widespread atrophy of
the political capacity of many weak states, will create an environment
more conducive to insurgency, civil war, and violent crises associated
with the collapse of state governance.

Theinescapable disruptions of globalization, felt most acutely by small
economies and vulnerable elements of society, will threaten national
cohesion and identity and exacerbate existing regional, distributive,
and ethnic conflicts. At the same time, into the void of diminished state
capacity will flow participants in the illicit economy, entrepreneurs of
violence, criminal gangs, separatist and insurgent groups, and terrorist
organizations, all of whom will often find support, or at a minimum
crucial tolerant passivity, among those who perceive themselves to be
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weakened, deprived, or disempowered by globalization. Once estab-
lished, these irregular military forces will be more easily sustained in
a globalized world via external support and remittances and by loosely
and closely affiliated transnational networks."

Contemporary globalization will thus contribute to greater violent
conflict within weak states, in ways that will also increase new security
threats to others. Individually, the behavior of many states will have to
be increasingly understood as a consequence of their own weaknesses
and vulnerabilities to internal security threats.” More generally, world
politics are transformed in that globalization not only incubates inter-
nal dangers to weak states themselves but also contributes to a hothouse
environment for the cultivation of violent transnational political actors
and generates safe havens from which such groups are able to operate
and strike out at adversaries in very distant lands.'

The Clash of Marketization

The determined march of globalization is forging a significant new
fault line in world politics, and one that will be an important source of
highly charged conflicts, both within and across societies. Just as most
economic policies, wise or unsound, create winners and losers, there is
also much at stake in the encroachment of the market sphere into areas
of human activity that have not traditionally been subject to the whims
of unmitigated market allocation. Although “the market”—that is, the
operation of the scarcity price mechanism mediating between supply
and demand—is amoral, not immoral, marketization does, implicitly
and explicitly, act as a carrier for the values of secular capitalism: in
particular, universalism, materialism, and consumerism. At times, and
to an increasing extent as the cumulative effects of marketization press
onward, many alternate value systems, including national, cultural,
and social movements, will offer resistance.

Organized religions, with their long-standing traditions, written
proscriptions, widespread legitimacy, and legions of followers, will be
a natural focal point around which some types of resistance will rally,
both sincerely and instrumentally. Ironically, a significant part of this
resistance, from all quarters, will manifest in the form of transnational
movements empowered by the processes of globalization—and as such
will be at the same time an expression of globalization and a reaction
to it."” In any event, one of the consequences for national security of
globalization will be the confrontation of “the market” and its values
with a constellation of oppositional value structures: national, cultural,
ideological, and religious. These clashes will be an important underlying
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source of emerging political conflicts between states and will also gen-
erate divisions within societies as well.

The United States Remains Preponderant among States

While the United States would be the world’s preeminent power for the
foreseeable future, one way or the other, globalization further enhances
its relative power compared to other states, given its advantages in
world finance, information dominance, cultural position and appeal,
and the size, attractiveness, and adaptability of its home market. In
many areas, such as the exploitation of IT, the opportunities implied by
greater economies of scale, and the promise of soft power, globalization
acts as a political (and often military) “force multiplier” for the United
States, increasing even further its power compared to other states. In
these relative terms, the United States is more powerful than any state
in history; and, as discussed in chapter 1, such U.S. policy choices must
remain part of any understanding of contemporary world politics.

The United States Faces Serious New Threats and Challenges

Despite its dominant position compared to other states, the United
States is still (even if relatively less so) constrained by the pressures of
globalization in novel ways. For example, although globalized finance
has enhanced the relative power of the United States, America is actu-
ally at greater risk for a major financial crisis than at any other time
since the Second World War.”® Thus, despite the fact that it is relatively
empowered by globalization, just like other states, the United States
also faces erosions of its capacity and autonomy.

Another problem for the United States is that its very preponder-
ance will tend to generate resistance to its political goals abroad. An
important determinant here will be, again, policy choices made by the
United States.”” In particular, to the extent that it is perceived to engage
in supremacy mongering, political balancing, even among U.S. allies,
will be the result. This is very much not to suggest that the European
Union or Japan will arm themselves in anticipation of a militarized
confrontation with the United States. Rather, it is the possibility that
they will search for greater political space between themselves and the
United States and contemplate openly whether their interests are best
served by a marginal increase, as opposed to a marginal reduction, in
U.S. global influence.?

U.S. preponderance, and the resulting extensive engagement in
world politics, along with the tendency to conflate globalization with
Americanization, all suggest that the United States will be confronted
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not only with greater political opposition, but with violent resistance
as well. Some in the front lines in the clash of marketization will find
it easier to take on the corporeal and evocative United States rather
than the abstract functioning of the faceless “market” many others
will implicate the United States in local political struggles. In sum, for
both germane and nefarious reasons, the United States will be more
of a target.”’ These dangers should not be underestimated—globaliza-
tion is empowering to terrorist groups, which exploit safe havens in
weak states, find collaborators among those disenchanted with global-
ization and America, efficiently employ new ITs, and cooperate with
transnational criminal enterprises and other violent organized non-
state actors. Terrorism is also a tactic often associated with asymmet-
ric conflict, which compounds this threat, for while globalization is
conducive to terrorism generally, unipolarity makes it especially likely
that the United States will be an attractive target.?> The combination
of weak states, the expansion of the illicit economy, the development
of irregular military networks, the problem of “loose nukes,” and the
proliferation of weapons of mass destruction represents a pressing and
vital challenge to the United States.*

Paradoxically, under contemporary globalization, the United States
is at once more powerful than it (or any other state) has ever been; but
at the same time, it is the object of more global political opposition than
at any other time in its history and more at risk of a catastrophic attack
on its homeland.
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