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Series Editor’s Introduction


Sandra Braman

Some believe that the blockchain, the technology that underlies cryptocurrencies such as Bitcoin and can do so much more, makes it possible for people to create their own custom legal systems. Others go even further, arguing it will replace the nation-state altogether. But as Kevin Werbach, in The Blockchain and the New Architecture of Trust, points out, we have heard this before, with the Internet, and as before, he argues, not only will governments find a way to regulate blockchains—and with blockchains—but doing so is what will allow us to make the best uses of this clearly disruptive and, indeed, transformative innovation.

We are already seeing the potential. Walmart has found that using a blockchain for supply chain information allows it to identify items associated with food-borne disease that need to be removed from shelves in seconds rather than weeks. Where political and economic turbulence have left property records uncertain, the blockchain can keep land titles straight. The UN World Food Programme’s efforts to use the blockchain in its efforts to support refugees have been successful. The Delaware Blockchain Initiative is using it to record stock ownership in a manner that increases the efficiency and transparency of the stock market. A myriad other uses of the blockchain have been conceived, are under experimentation, or are already in use.

The blockchain looks purely technical but, again like the Internet, it is sociotechnical in nature. Humans are essential to its performance: proof of work systems that support major platforms depend on miners, decisions about investing in blockchain hardware and software are made by humans, people are critical to blockchain operations in a variety of contractor and curator roles, and it is on the basis of human subjectivity that blockchains rise and fall. For cryptocurrencies, it is where the blockchain interfaces with the world of “fiat,” or government-backed currencies, that legal interventions can be particularly valuable for many of the same reasons that, as Josephine Wolff points out in You’ll See This Message When It Is Too Late, those are especially effective points for defending against and mitigating the costs of cybersecurity attacks. Of the many possible relationships between the law and the blockchain as modes of governance, Werbach argues that the most successful and effective will also be sociotechnical, combining “dry code” and human “wet code.”

Acknowledging the structurational (and thus constitutive) effects of network architecture and technology—particularly software—design is now a commonplace, but just how the blockchain and law govern differs in several ways. The law works because we trust the individuals and entities through which its processes unfold; the blockchain does so because the system in its entirety is trusted although there are neither individuals to whom nor institutions to which we can point as responsible. The legal ideal is that each element of every process has integrity, while with the blockchain the output of the system as a whole can be trusted even if some of its components cannot. Legal systems attempt to constrain self-interest on behalf of society as a whole; the blockchain takes advantage of self-interest because it improves the security of the network for all. Traditional contracts assume the arrangements established take place within the context of ongoing relationships; for smart contracts, each transaction is treated in isolation. The law can manage possibilities not foreseen when regulations or contracts were written by allowing for additional steps to be taken before a commitment is executed or turning to courts, if necessary, after the fact; blockchains can do none of these things although it is known, by now, that their execution can lead to outcomes that none of the participants in a system foresaw or may find acceptable. The law is, de facto and in many ways by intent, slow-moving as it takes all of these matters into account and adds friction of various types that help prevent abuses of the system; the blockchain is remarkable and desirable for its efficiencies even though as blockchain systems scale and persevere over time efficiency issues will remain of premiere concern.

Werbach’s approach to governance and the blockchain builds upon Nobel Prize–winner Elinor Ostrom’s insights into the polycentric nature of governance, driven by complex motivational structures operating across multiple scales and involving a wide range of types of public, private, and community-based arrangements. He argues that there are times when it may be best to use the blockchain to govern and other circumstances in which the law should remain supreme, but for many purposes the optimal approach may be to use wet (human) code and dry (technological) code in combination. The blockchain can supplement legal approaches to ensuring compliance with obligations by offering new means of achieving legal objectives, as when its use to record stock ownership could be integrated into the established securities system without changing or displacing any existing legal relationships. Blockchains can be used as policy tools by geopolitically recognized governments—and by those who would oppose authoritarian tendencies of such governments via, for example, its censorship resistance. The technology can be used to make legal compliance workable in situations in which existing mechanisms cannot handle the volume of activity, knowledge of what is being regulated is inadequate, or technological or social innovations have so changed the alignment of incentives that the legal system falls behind; a shared registry for orphan works would be such an instance. And the blockchain can be used as a substitute for legal systems when such is needed, in conflict zones or parts of the developing world.

The book’s recommendations for how the two forms of governance might work together go in both directions—making the law more code-like, and code more law-like. Law can become more code-like through uses of regulatory sandboxes, like safe harbors but more limited in time or scale; by pushing the use of boilerplate in the contracts of private law to its modular extremes; and by treating institutions involved as information fiduciaries. Code can become more law-like by literally linking smart and legal contracts via incorporating the code of each within the other; experimentation with this is already underway. Traditional legal enforcement mechanisms can be incorporated into smart contracts, and law-like governance processes can be built into blockchain platforms for “on-chain governance.” Rule of law itself might come to be treated as a service.

Thinking about the blockchain stimulates us to reconsider long-standing concepts. It adds dimensions to how we understand the social construction of reality by introducing the possibility of genuinely shared truths via the ledger. Our understanding of the commons must now take into account key distinctions among shared data, shared control, and a shared system state. Seminal insights into the macro- and microeconomics of information such as Frank Knight’s 1921 distinction between risk and uncertainty and Cristiano Antonelli’s 1992 understanding of the ways in which coordination and collaboration are as important as competition in the network economy—facilitating the development of new types of organizational forms—are taken several steps further.

There are dangers. Governments can use blockchain technologies for authoritarian purposes. As Werbach puts it, public blockchain networks are often described as censorship resistant, but one person’s censorship may be another person’s rule of law. An entity, whether nongovernmental or governmental, that achieves 51 percent of available processing power could become a tyrant. (Russia has already announced that the blockchain will “belong” to Russia as the Internet “belonged" to the U.S., sending a team lead by an individual who previously worked for the FSB, the Russian intelligence agency that is the successor to the KGB, to the International Standards Organization committee working to establish technical standards to be adhered to globally by those using blockchains.) A new class system based on blockchain identity—whether one is verified for blockchain purposes, or not—might emerge, with consequences for those who are not verified that may look like those that have historically arisen from identity differences based on such factors as race, or ethnicity, or socioeconomic class. Those who fear that digital entities that are smart, learning, and—as some types of software have now been for a while—autonomously evolving, may decide to shape a world that preferentially serves computers rather than humans, and may be putting the following pieces together: Blockchain contracts are self-executing. So far limits to possible uses of the blockchain are not evident. And what the blockchain depends upon, where its values and functions come from, is in essence computing for computing’s sake.

Approaching the blockchain from the perspective of governance takes us back to the most basic of questions: Where does government come from? We can thus read this book on two levels. The Blockchain and the New Architecture of Trust is essential reading about the opportunities and dangers raised by the blockchain technology and about the range of possible relationships between the blockchain and the law. As Kevin Werbach thinks his way through these questions, though, he is also addressing another. Historians of the law describe the current era as one in which law-state-society relations are undergoing transformations as fundamental as those that took place hundreds of years ago when the secular international system of states was first formed. Werbach explains to us just how that is happening as he examines the new approach the blockchain brings to building an architecture of the trust that is necessary for effective governance of any kind. And he tells us how we can engage with the process in ways that allow us to protect the human rights and civil liberties values we have fought so hard to protect, as well as the efficiencies and confidence through which the economy and all of our other human activities flourish.
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Introduction: The Parable of the Tree



Buttonwood to Blockchain

On May 17, 1792, twenty-four men stood beneath a buttonwood tree and affixed their names to a document that transformed the world.1 They were all acquaintances who lived within a few blocks of one another in Manhattan; later they would choose to do business in a local coffeehouse. These traders assembled each day on Wall Street to buy and sell government bonds and corporate stocks. Their agreement’s modest goal was to squeeze out the local auctioneers who commonly rigged prices. How little they knew.

Fast-forward two-and-a-half centuries in time, but just three blocks away in space. The Depository Trust & Clearing Corporation (DTCC), a company descended from the Buttonwood Agreement, today processes $1.5 quadrillion of transactions annually.2 That is $3 billion per minute, or the annual output of the entire world economy every month.3 The financial flows that it and its sister entities track are the lifeblood of our civilization.

The story of how we got from the eighteenth-century foundations of the New York Stock Exchange (NYSE) to the contemporary global financial system can be told in many ways. I use it here to illustrate an even larger story. What brought together those early stockbrokers was the same force that led the DTCC to own virtually every share of stock traded in the United States. (If you find that last bit unbelievable, read on.) It is a critical factor often underappreciated in the fate of nations, and of human relationships. It is both the objective of the legal system and what takes over where the law ends. It is trust.

Trust is the buttonwood tree of society: Its roots run deep and its branches extend everywhere. It is invisible and difficult to pin down. Yet the dynamics of trust—its architectures—influence virtually every aspect of the world that we see around us. The differences between the traders under the buttonwood tree and modern Wall Street are not just matters of size and speed; they are rooted in mechanisms of trust.

[image: ]
Figure 0.1

Traders signing the Buttonwood Agreement.



When a new form of trust comes along, it is a bit like a new theory of physics. The revolution never completely displaces what came before. Albert Einstein’s theory of relativity changed everything. Yet students a hundred years later still learn Isaac Newton’s mechanics from the seventeenth century, which more comfortably capture our day-to-day world. And classical relativity itself now survives in unsettling tension with quantum mechanics. Both theories seem correct, despite their inconsistency. The task for experts is to reconcile the models with each other and with our experience of reality. The same goes for models of trust.

On January 3, 2009, a new trust architecture entered the world with the launch of Bitcoin.4 Its manifesto was posted under a pseudonym on the modern equivalent of the cathedral door where Martin Luther nailed his theses: an Internet discussion list. Its author consciously stood on the shoulders of giants and quickly disappeared. Yet a seed was planted. In the years since, others took the ideas far beyond the original paper. Fortunes have been made; billions have been invested; thousands of companies have been founded; new industries have emerged; and the world’s most influential corporations and governments have taken notice. There have also been thefts, controversies, scams, fractures, lifetime prison sentences, and speculative bubbles. And this is just the beginning.

The great innovation is most commonly called the “blockchain.” Even seasoned technology experts often find it difficult to grasp.5 It can be implemented in a variety of ways, in a diverse array of contexts. At the core, though, it represents a simple idea: Trust a system without necessarily trusting any of its components. More specifically, a blockchain network allows participants to trust the information recorded on a shared ledger without trusting anyone to validate it. And no one—not an owner, not an exchange, not even the government—has unbridled power to stop or alter transactions on the network.

To some, the blockchain represents freedom from corporate power, government power, and the legal system that reinforces both. To others, it is a way to empower criminals and a new group of shady insiders. Alternatively, perhaps it is just the way that all organizations eventually will do what they do more efficiently. It is money, or all about money, yet it is not about money at all. It is a creature of pure mathematics, or of economics, or of psychology, or of governance. It is the subject of boundless enthusiasm, much of it wildly uninformed. The communities and systems around it are developing at a breakneck pace. It could change the world … but crucially, how and when remain uncertain.

One aspect is already clear: The blockchain does not eliminate the need for trust. It represents, rather, the reemergence of trust in a new form. Those early stockbrokers under the buttonwood tree came together based on their personal relationships and granted power to an intermediary, the exchange. Blockchain network participants trust despite the absence of any central authority or interpersonal connections. This new approach has a plethora of valuable real-world applications, but also faces significant challenges. Its potential, and its limitations, track the contours of the trust it enables.

Many are skeptical. Legendary investor Warren Buffett called Bitcoin a “mirage.”6 Nobel Prize–winning economist and commentator Paul Krugman described it as “evil.”7 And JPMorgan Chase CEO Jamie Dimon, one of the world’s most respected bankers, labeled Bitcoin “a fraud,” later declaring that “it is creating something out of nothing that to me is worth nothing.”8 Yet even as Dimon made these statements, his firm was investing in blockchain-based technology and hosting conferences on the “cryptocurrencies ” it enabled.

Dimon may well be right that things will “end badly” for the growing numbers of speculative cryptocurrency investors. This book will not offer advice on whether bitcoin or other cryptocurrency tokens are worth buying, any more than a work on modern portfolio theory would tell you which stocks to pick. Short-run volatility today makes cryptocurrency investing a trader’s game rather than a reflection of long-term value. And the investment potential of cryptocurrencies is just the tip of the iceberg. Over the long run, the important questions are whether the approach to trust that the Bitcoin network introduced is fundamentally sound, and if so, what factors might lead to the success or failure of systems employing it.

Cryptocurrencies present one thing on the surface (money from nothing) and something considerably deeper underneath (a new pattern for generating trust). That helps to explain why they are today both overhyped and underappreciated. In the words of venture capitalist Naval Ravikant, “Bitcoin is a tool for freeing humanity from oligarchs and tyrants, dressed up as a get-rich-quick scheme.”9

What makes an innovation transformative is only partly the technology itself. The most sophisticated advances may not address real-world problems. And the winning solutions need the right combination of development talent, entrepreneurial vision, financial wherewithal, and a healthy dose of luck. The process by which innovations take hold, known as “diffusion,” depends on factors such as communication patterns among market participants and compatibility with current consumption patterns, as the innovation migrates from early adopters to successively more risk-averse user categories.10 The same factors will shape adoption of the blockchain. Its success is as much a function of the environment as of its technical virtuosity.

The soil in which the blockchain took hold was the crumbling of trust in governments and corporations amid the financial crisis of 2008. Although the global economy largely recovered from that shock, the erosion of trust endured. In the U.S. and many other countries, indicia of both interpersonal and institutional trust have been dropping for decades. Measures of the credibility of the government and media have never been lower. Our news and information ecosystems are fragmented and unreliable. Concerns about privacy, security, and surveillance dominate both popular and academic discourse about technology. The great information platforms that arose with the Internet are increasingly seen not as disruptors of entrenched incumbents, but as new monopolies exercising arbitrary power through their control over data.

The blockchain offers a new approach to some of these challenges that, paradoxically, seems to establish collective trust on a foundation of mutual distrust. It is built on open-source software and decentralized foundations that allow anyone to participate. And the trust it offers has unusually broad applicability. Initially championed by radical technolibertarians, blockchain-related technologies now count major corporations, entrepreneurs in many sectors, and even governments as their advocates.

Enthusiasm for the blockchain has been remarkable for such a novel technology. Venture capitalists poured over $1 billion into blockchain-based start-ups between 2013 and 2016.11 The value of cryptocurrencies collectively spiked to hundreds of billions of dollars in 2017. Technology giants such as IBM, Microsoft, and Intel are making major blockchain commitments. Individuals around the world who never invested in anything more exotic than a mutual fund are rushing to buy cryptocurrencies, or application tokens issued by early-stage start-ups. Even well-established observers such as Goldman Sachs see tens of billions of dollars in annual benefits just from “low-hanging fruit” opportunities.12 By July 2017, according to a survey from U.K.-based Juniper Research, a majority of major companies (i.e., those with more than twenty thousand employees) surveyed were either considering or deploying distributed ledger technology.13

The potential is great. The blockchain could help financial institutions to clear stock transactions, global supply chains to ensure food safety; localities to keep track of who owns what rights in real property, publishers to deliver online advertisements to users, utilities to track dispersed energy sensors and buy power from microgrid operators, immigrants to send money back to their relatives in the developing world, health-care providers to access medical records, and aid organizations to track distributions. These and many other examples will be discussed throughout this book. The diversity of potential blockchain applications is as breathtaking as their scale.

All this is true. Yet it is only half the story. Much of the investment activity around cryptocurrencies is pure speculation, and some involves fraud or price manipulation. Viewed from every angle, the level of blockchain adoption is still rather small. There are far more prototypes than production systems. Sustainable business models remain largely unproved. And just because a firm can use a distributed ledger approach does not mean it should. The advantages in practice are not always as great as promised, and the implementation challenges often have little to do with the technology itself.

As a result, use cases for blockchain-based systems are not certain, and most are likely to take longer than expected.14 Bitcoin, the first and most significant blockchain implementation, might never see widespread adoption for retail payments, its original intended purpose. Almost a decade in, some fundamental technical questions are not yet resolved. Even the premise that the blockchain will promote decentralization rather than concentrations of power is debatable. Meanwhile, governments will be neither ignorant nor impotent in the face of significant consumer harm or illicit activity. The two critiques that have dogged the field since its inception remain insufficiently refuted: that the blockchain is a better tool for criminals than for legitimate users, and that committing resources while trusting no one is a dangerous proposition.

These problems are not surprising. As the economic historian Carlota Perez has documented in her book Technological Revolutions and Financial Capital, speculative bubbles are a common feature of what in hindsight were major technology-fed business revolutions.15 Excessive enthusiasm attracts fraud and get-rich-quick schemes as much as serious investment. Moreover, as fast as technology moves, people and systems take time to change. Robust infrastructure and standards do not appear overnight. The Internet, the technological wave to which the blockchain is often compared, spent two decades as a research network; and even once commercial adoption began to take off, maturation took a further decade or more. And most critically, if solutions built on blockchains and related distributed ledgers are to be both trusted and trustworthy, they must confront the hard problems of governance.

Even if the math works perfectly, blockchains are systems designed, implemented, and used by humans. Subjective intent remains relevant even when expressed through objective code. The businesses and services built around blockchains are vulnerable to selfish behavior, attacks, and manipulation, even if the networks themselves are secure. Incentives for different participating communities cannot always be aligned. And when something goes wrong—which it will—those who lose out will not be content to accept their fate meekly.

If trust means nothing more than confidence in outcomes, one can have it without needing to deal with human complexities. But that is not what trust is. Philosophers, psychologists, sociologists, and management scholars who have studied trust may not agree on a single definition, but they generally conclude that trust implies some degree of uncertainty or vulnerability. That is why former President Ronald Reagan’s favorite Russian proverb, “Trust, but verify,” is often criticized as meaningless. In the words of Washington Post columnist Barton Swaim, “If you trust, you will not insist on verifying, whereas if you insist on verifying, clearly you do not trust.”16 The blockchain is an ingenious solution for verification, but that alone is insufficient. What it takes to promote robust trust through blockchain-based systems is the subject of this book.



Logically Centralized, Organizationally Decentralized

The basic function of blockchains is to reliably share information among parties who may not trust one another. In other words, everyone can have his or her own copy of a ledger and trust that all those copies remain the same, even without a central administrator or master version. The technical term for this process is “consensus.” Venture capitalist Albert Wenger of Union Square Ventures calls blockchains logically centralized (there is only one ledger), but organizationally decentralized (many unrelated entities can maintain copies of that ledger).17

In a blockchain system, the very act of committing the transactions to the ledger in one location does so everywhere. Think of the dual-pen tool called a “polygraph” (no connection to the lie detector) that Thomas Jefferson used to make copies of his correspondence, as shown in figure 0.2. With a polygraph, the copy is created in parallel with the original. There is no need for a third party to transcribe the author’s words. The blockchain and related approaches extend that model to many copies distributed physically and operationally.

[image: ]
Figure 0.2

Thomas Jefferson’s polygraph.



Nodes in a blockchain network are in constant communication in order to remain synchronized. Maintaining that consensus without trusting a master copy is the hard part. If successful, this approach addresses significant limitations of centralized ledgers. If one node keeps a master record, it becomes a single point of failure for the system. Users cannot be certain that the information they see is accurate because it is outside their control. The central control point or intermediary can become extremely powerful—and can misuse that power. If, on the other hand, each organization keeps its own ledger (as with most corporate financial records), every transaction is recorded independently at least twice. Whenever, for example, a company pays a vendor or a bank cashes a check from another bank’s customer, their ledgers must be synchronized after the fact. This introduces complexity, delay, and possibilities for error.

From a seemingly mundane change in tracking methods, a wealth of opportunities arise. Money, for example, depends on people trusting that their coins are valid, counterfeiting is limited, and bank balances are accurate. According to the economic anthropologist David Graeber, “the value of a unit of currency is not the measure of the value of an object, but the measure of one’s trust in other human beings.” In the modern world, that trust means having faith in financial services firms, central banks, law enforcement, and computerized processes, which becomes increasingly difficult with more parties and transactions that cross borders. The first blockchain application sought to replace all that with a form of private, distributed money: bitcoin.

The most extraordinary fact about the Bitcoin system is that, a decade after its launch, with the exception of a few early bugs that were fixed before there was much at stake, it has remained intact. The Bitcoin ledger is a transparent bank vault that contains currency worth many billions of dollars. Despite the novelty of the technology, the unruliness of its community, and the massive temptation for criminals to attack a system that literally prints money, the integrity of the Bitcoin consensus network has never been breached. This does not mean that no one has been cheated.18 Thieves have made off with several billion dollars’ worth of bitcoin and other cryptocurrencies by exploiting weak points after the tokens are in users’ or service providers’ hands. The very success of cryptocurrencies creates new problems that call for new solutions.

A digital coin is a bearer instrument, meaning that, like ordinary cash, it is valuable in itself. The same approach can be applied to any valuable right, such as ownership in scarce goods, storage or computing power on a network, or access to use an application. And even without exchange of value through such digital tokens, having one shared ledger can add value to a universe of multi-organizational record-keeping activities.

The potential impacts are stunning. The distributed model of the blockchain could, in time, power a new economy of decentralized applications and services. Some of these might compete with existing platforms such as social networks and e-commerce marketplaces; others involve novel solutions such as prediction markets.

“Money is useful for organizing institutions and people in the real world,” says venture capitalist Chris Dixon of the influential firm Andreessen Horowitz. “Now we have a native source of money on the Internet. We’re just now discovering all the ways it could be useful.”19

The overall trajectory of any great technological innovation can be observed only in hindsight. Market vicissitudes that seem decisive at the time may turn out to be insignificant or misleading. Over the long run, though, technologies succeed when they solve real problems and create real value. Sooner or later, they find fertile conditions. The blockchain’s ultimate impacts on business and society will depend on its effectiveness as a new architecture of trust.



Law and Quantum Thought

There is another factor that is often missing from business accounts of technological innovation: law. Law’s relationship to the blockchain is widely misunderstood by both its advocates and its critics. The blockchain is not a technology of radical lawlessness, any more than of radical trustlessness. Nor does it represent a full-blown alternative that will decisively shrink law’s application in the world. Whether and how blockchain-based systems will be regulated are important challenges to resolve, but even more important is the question of how blockchains regulate. These systems operate as mechanisms of law and governance, which will interact with established ones. There will be no universal answer. And in most cases, blockchain technology is likely to supplement or complement conventional legal regimes, not replace them.

“Quantum thought” is Nick Szabo’s term for simultaneously considering two mutually contradictory ideas, analogous to the odd finding in quantum mechanics that light exists simultaneously as a particle and a wave.20 Szabo is a computer scientist who conceptualized smart contracts, an important element of blockchain-related systems. He argues that this mental approach is important when operating at the edges of existing fields to create new concepts.21 Blockchain technology draws upon cryptography, computer science, economics, and political theory, among other bodies of knowledge. Those who fixate on one dimension, whether as advocate or critic, tend to miss out on other factors of critical importance.

Lawyers are also very familiar with arguments in the alternative: “Your Honor, my client was miles away from the scene of the crime. But if he was there, he did not fire the gun. And if he did fire the gun, it was in self-defense.” This much-mocked mode of reasoning is a valuable intellectual stance in the face of uncertainty. The judge or jury will resolve the outcome, but until that happens, the failure to fully evaluate any possibility is a mistake. Sometimes the unexpected happens. Sometimes it happens as a consequence of decisions based on other assumptions. Technologists inhabit the worlds of deterministic logic and computable probabilities, but lawyers are at home amid unpredictability, noncompliance, and even the possibility of catastrophe.

Law has much to contribute to the blockchain community. Concerns about money laundering, consumer protection, and financial stability do not disappear even when the cryptography works as promised. Taxation does not become unnecessary when there is a new mechanism for moving money secretly. Disputes do not go away because a computer can execute a transaction without human intervention. Bad actors will act badly. All these scenarios will give rise to calls for legal or regulatory action. Some will be justified. If the community flatly rejects every effort to ensure compliance with legal obligations, the blockchain will be an outlaw technology, active in the dark spaces online but largely irrelevant to the mainstream economy. That would be a tragic waste of potential.

At the same time, the blockchain offers important lessons for the legal community. Bitcoin demonstrates that a distributed network with no one in charge can govern itself well enough to avoid collapse and scale in value over an extended period. Trust, which previously required either the delegation of power or tight-knit relationships, can arise from a collection of independent actors running open-source software. The most important contribution that law can make here is not any particular set of rules, but the jurisprudential discipline of rule-making and rule enforcement, or what is often called “governance.” The communities building blockchain technologies and systems can in many ways govern themselves, but only if they take this challenge seriously. Regulators can also improve their effectiveness by leveraging the technology. Alternatively, ill-considered regulatory actions could push blockchain activity to other countries, send it underground, and stop valuable innovation in its tracks.

In fast-changing environments, there is a danger both of regulating too early and of regulating too late. The best approach is to use quantum thinking to assess the risks of each. Law and the blockchain are bound to engage in a shifting dance. This begs the question of what values should shape their relationship. Technology implemented in the world is never neutral. Transformative innovations can have various impacts based on their technical architectures, as well as the legal regimes under which they operate. Decisions made early on have an outsized impact. Once architectures and legal environments are put in place, they often become increasingly difficult to change.



The Path Ahead

This book is divided into three parts. Part I explains where the blockchain came from, how it works, and what it makes possible. One dimension of the story is technical. The blockchain realized the long-sought dream of digital cash through Satoshi Nakamoto’s clever design, and extensions such as permissioned ledgers and smart contracts took it even further. A second dimension is what it means to talk of the blockchain as a new architecture of trust. Trust is a deeply powerful phenomenon. Its subtleties are often missed despite a centuries-long history of intellectual discourse over the concept. The blockchain purports to create trust without trusting. The truth is more complicated (but no less interesting). A third dimension of the story concerns the business implications of the blockchain phenomenon. Despite an excess of hype and a speculative frenzy, there are significant, real value propositions for distributed ledger technology. Yet the scope of the blockchain opportunity reveals the gaps that the technology alone cannot overcome. There have already been several incidents where the promise of distributed trust broke down.

Part II locates the solution to these challenges in the very things that the blockchain was supposedly designed to circumvent: governance, law, and regulation. Here, too, what seem like novel issues reflecting the exotic nature of blockchain technology repeat historical patterns. When the Internet first became a mass medium in the 1990s, it raised strikingly similar questions about the relationship of law to decentralized online communities. Legal scholars offered strikingly similar responses to participants in today’s blockchain debates. Then as now, the best answer is neither celebration of technology’s primacy nor dismissal of its power. Distributed ledgers are, at their core, legal technologies: they are mechanisms to coordinate and enforce rules governing behavior. Their strengths and weaknesses should be evaluated in comparison to other mechanisms for achieving the same goals.

Part III looks forward. It identifies concrete steps to bridge the gaps between law and distributed ledgers, from both directions. Some are already under development; others will require collective action to address potential problems before they become endemic. The final chapter of the book considers how, if it succeeds as the foundation for a new trust architecture, the blockchain might reinvigorate the Internet itself. The Internet as it developed became part of the problem rather than the solution to the spreading trust crisis in society. Although it will not close the yawning trust gap by itself, the blockchain offers a new hope. Realizing that hope will require both technology innovators and governments to make good decisions. That can happen only with a solid understanding of how the blockchain relates to law, as well as to trust, which this book seeks to provide.

This story will take us around the world, from frantic efforts on three continents to respond to a catastrophic cybertheft, to Chinese farms supplying multinational retailers, to a brilliant but conflicted British engineer working at Google’s Zurich office, and many places in between. Developments are so fast-moving that some examples will likely be outdated by the time you read this book. The start-ups prominent today may not be the long-term survivors. Yet there are also timeless themes in play. Viewing the blockchain story as a tale of trust, not just technology, helps to separate the enduring aspects from the ephemeral.

The blockchain can seem like an alien technology or an artifact from the future that inexplicably surfaced in the present. Situating it as an engine of law and trust helps anchor the phenomenon. How well systems based on blockchain-related technology realize its vast potential will depend on how well they address deep, familiar challenges.

Two weeks after the surrender of the last Confederate army marked the end of the Civil War, the buttonwood tree of Wall Street fell down during a storm. By then, it was a well-known landmark and a symbol of the rise of the U.S. as a global financial power. Much had changed in the four score minus seven years since those stockbrokers signed their agreement. A nation then not far removed from its founding was now emerging from its most harrowing conflict. Much more would change in the subsequent century and a half. The trust that was useful when the whole Wall Street community fit into a coffeehouse is quite different than what is needed today.

The buttonwood tree has been gone since 1865, but its echo survives in the code defining the newest architecture of trust. Blockchains are organized using a mathematical structure of branching nodes. It is called a “hash tree” or “Merkle tree,” as shown in figure 0.3.

[image: ]
Figure 0.3

The Merkle tree structure of a blockchain.



Merkle trees allow efficient verification of the integrity of large data structures. The cryptographer Ralph Merkle filed a patent on the concept in 1979. The expiration of the patent in 2002 allowed developers to incorporate the concept freely into open-source software. Six years later, this was one of the preexisting technologies that Satoshi Nakamoto assembled to create Bitcoin. Where the original tree served to mark a convenient meeting spot, this one stitches together a reliable digital record from a cacophony of independent voices. Whether its significance matches that of its predecessor remains to be seen.

The story of the blockchain, law, and trust is still unfolding. It just might be one of the most important stories of our time.

A Comment on Terminology


Blockchain technology is a fast-developing area. Words are often used inconsistently.22 I have tried to employ technically accurate terms, while keeping the account accessible to a nonspecialist audience.

A “blockchain” (sometimes rendered as “block chain”) is a data storage system using linked sequential chunks of information. It is literally a chain of blocks designed to create an immutable ledger of transactions. What I call a “blockchain network” or “blockchain system” is the collection of computers running software that maintains a blockchain in a consistent state called “consensus.” “Distributed ledger” is a more general term for blockchains and similar consensus-based systems. “The blockchain” is something of a misnomer. However, it is used in a generic sense, like “the Internet,” to describe the universe of distributed ledger networks.

“Cryptocurrency” is a currency based on cryptography rather than central-bank control of the money supply. Some regulators prefer to call systems like Bitcoin “virtual currencies,” arguing that a “digital currency” must be denominated in a traditional government-issued “fiat” currency.23 Virtual currency, however, includes many pre-Bitcoin systems with only limited connection to money, such as frequent-flyer miles and reward points for video games. Cryptocurrencies have the essential features of fiat currency but operate without government involvement. Therefore, I prefer the approach of the Bank for International Settlements, which recognized “digital currency” as the prevailing term.24 Finally, Bitcoin is capitalized when describing the network, but not when referring to the unit of currency, as with dollars or yuan.
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1   The Trust Challenge



Without Relying on Trust

“We have proposed a system for electronic transactions without relying on trust.” Thus begins the concluding section of a nine-page document posted to the Cryptography online mailing list on Halloween 2008. Titled “Bitcoin: A Peer-to-Peer Electronic Cash System,” the paper listed Satoshi Nakamoto (a pseudonym) as its author.1 Despite significant effort, the identity of Bitcoin’s creator has never been conclusively determined.2 He was last heard from in 2011. Ironically for a prophet of decentralization, the surname “Nakamoto” in Japanese means “of central origin.”

Whoever Satoshi was, one thing is clear: He, or she, or they, were dead wrong.3 Trust is central to Bitcoin, as well as to the wave of blockchain and distributed ledger solutions following its approach—and not just because the words “trust” or “trusted” appear thirteen times in the short paper. Bitcoin would be useless if it were not trusted. The astonishing rise in the value of cryptocurrencies since Bitcoin is based entirely on people’s willingness to trust that entries on privately operated, distributed digital ledgers are as real as money. The hundreds of nonfinancial, blockchain-based startups and enterprise blockchain projects rest on a similar belief. Distributed ledger networks bring together communities that otherwise would not trust each other sufficiently. They are, according to the title of a cover story in The Economist, “trust machines.”4 Bitcoin’s blockchain mechanism just might have launched a revolution in trust—and not a moment too soon.



A Crisis of Trust

For fifteen years, the public relations firm Edelman has conducted global surveys of trust in government, business, and the media. Its yearly report, released at the World Economic Forum annual meeting in Davos, offers a detailed snapshot of societal trust patterns. The picture is not encouraging. Most of the trust indexes have been on a downward trend for some time. Recently, the erosion of trust has accelerated. The 2017 Edelman Trust Barometer report was entitled An Implosion of Trust.5 Only 15 percent of the general population believes “the system” is working. The “profound crisis of trust” revealed in the survey is both deep and wide. It extends across all categories of institutions—including government, the media, corporations, and nongovernmental organizations (NGOs)—and is shared by both the informed public and the mass population.

Other recent surveys offer similar findings, especially in the United States.6 Only one in five Americans in a Pew Research Center poll said they trusted the government in 2015, a year before a wrenching presidential election that brought that skepticism to new heights.7 And Americans, it seems, do not trust each other much more. As early as 2013, only one-third of Americans said in an Associated Press poll that most people can be trusted, compared to half in 1972, when the General Social Survey first asked the question.8 Nearly two-thirds—a record high—said that “you cannot be too careful” when dealing with people. No one who follows current events would be surprised at these statistics.

The contemporary trust crisis is the culmination of patterns that have been developing for many years. Two influential, best-selling books published around the turn of the millennium, Robert Putnam’s Bowling Alone and Francis Fukuyama’s Trust, warned of the fraying of societal trust. Using a blizzard of surveys and other research, Putnam highlighted the erosion of local trust networks in America, epitomized by the decline in bowling leagues relative to individual bowling.9 He viewed this as a pernicious development that explained the growth of social pathologies. Five years earlier, Fukuyama similarly had sounded the alarm about a crisis of trust globally, and particularly in contemporary America.10 Despite its reputation for rugged individualism, he pointed out, America actually benefited from high levels of interdependence. But that appears to be changing. The trust crisis that writers such as Fukuyama and Putnam warned of two decades ago is now a reality. The consequences may be dire.

We all make decisions based on trust every day. Should I get into the back seat of this car? Does the package of tuna that I want to purchase harbor a deadly virus? Do I go on a date with this person? Should I type my credit card number into this box on my computer screen? There are few human interactions, and fewer still business transactions, that do not depend in large part on the qualities of trust involved.11 According to the sociologist Niklas Luhmann, trust makes human society itself possible.12 Without trust, we would need to verify and secure the reliability of everyone we encountered. That would be an impossible task. Trust is the oil that lubricates social and business interactions and the factor that renders the boundless complexity of the modern world tractable.

Trust, however, is more than a gateway. It has consequences. Trust shapes interactions, potentially in very significant ways. Those who are trusted are powerful. Those who are not must work harder at every turn to gain the confidence of others, putting them at a great disadvantage. Systems that alter the scope of trust, therefore, change societies. Trust shapes both the macrostructures of national economic performance and the microstructures of individual and firm interactions. Around the world, high-trust societies outperform low-trust ones.13 Business scholars similarly find empirically that companies where trust is high perform better.14

Trust functions as social capital. It creates reserves of goodwill that facilitate social interactions and business transactions. The wealth of society is thereby increased.15

Trust originated in the narrow confines of families and small local communities. In the modern world, though, it is simply impossible to limit interactions to those circles. High-trust societies have developed cultures, social norms, and legal systems that give their citizens the confidence to extend trust to strangers. In a high-trust environment, there is less need for intrusive regulations and coercive enforcement because people are willing to act without them. Most people are trustworthy most of the time. And when they are not, the combination of legal sanctions and social pressure can address misconduct.

In economic terms, trust reduces transaction costs. It frees parties from the expenses of acquiring information and monitoring the behavior of those they transact with.16 Trust relationships tend to be more flexible than untrusted ones because the parties do not need to specify in detail what constitutes allowable conduct. That, in turn, improves performance.

Nobel Prize–winning economist Ronald Coase’s influential “theory of the firm” can be understood as a response to the limitations of trust.17 Firms impose hierarchical management and control structures because otherwise they cannot trust their employees or partners to behave reliably. If there were more trust, that would allow valuable new business arrangements to flourish. The sharing economy theorist Rachel Botsman believes that is exactly what is happening today: “We are inventing a type of trust that can grease the wheels of business and facilitate person-to-person relationships in the age of distributed networks and collaborative marketplaces.”18

Trust seems like an unalloyed good. Why, then, does Oliver Williamson, Coase’s fellow economics Nobel laureate, declare it a “diffuse and disappointing concept” that produces “no obvious value added”?19 Why would the progenitor of the blockchain approach write, shortly after the launch of his great invention, “The root problem with conventional currency is all the trust that is required to make it work”? 20 And why would Ray Dillinger, the cryptographer who reviewed the original Bitcoin software code, call trust “almost an obscenity”? 21

Trust is more complex than it seems. If we wish to understand the potential and dangers of the blockchain, we must start by examining the concept of trust and its manifestations in the contemporary world.

Trust is one of those “I know it when I see it” concepts that, upon closer examination, become maddeningly difficult to pin down. As the business ethics scholar Larue Tone Hosmer wryly observes, “There appears to be widespread agreement on the importance of trust in human conduct, but … an equally widespread lack of agreement on a suitable definition of the construct.”22 Over the past few decades, scholars in management, psychology, philosophy, and other fields have developed substantial bodies of literature on the meaning of trust.23 This scholarship sheds light on both the significance of trust and its essential components.

Trust is not binary. It is a rare situation where trust is wholly absent. If we could not take anything for granted without verifying it first, we would be hard-pressed to make it through a day. Instead, there are different degrees of trust. Putnam distinguishes “thick” trust, arising from close-knit social relationships, from “thin” trust, among a society in general.24 Fukuyama differentiates high-trust and low-trust societies.25 Management scholars Jay Barney and Mark Hansen differentiate “strong” trust (not backed by guarantees of performance), “semi-strong” trust (where the parties create enforcement mechanisms, but they are subject to potential failure), and “weak” trust (where law or some other mechanism guarantees performance).26 Fernando Flores and Robert Solomon differentiate “naïve” trust, based on pure faith, from “authentic” trust, grounded in relationships.27 Trust can be viewed on a spectrum along multiple dimensions.



Defining Trust

The simplistic definition of trust is cognitive risk assessment: Am I justified in relying on this person or organization? 28 I trust the pilot to fly my plane safely to its destination because I know that accidents are quite rare. I give my credit card to a server in a restaurant because I reasonably assume that she will not use it to run up unauthorized charges (and if she does, my credit card company will reverse them). Oliver Williamson, the economist, calls this phenomenon “calculativeness” because it is subject to rational calculation.29 If I give my car keys to a valet, the potential loss if he or she steals my car may be great, but the probability is low, monitoring is easy, and redress—through law enforcement or insurance—will likely make me whole. On the other hand, if I am asked to wire my life savings to a Nigerian prince I met by email, I had better be pretty confident about the forthcoming reward.

While the cognitive dimension is important, it cannot represent the entirety of trust.30 Otherwise, trust would be nothing more than rational reliance. This is the line between trust and verification. A lender insisting that a borrower provide detailed, audited financial statements and extensive collateral may be confident of repayment, but no one would call that a relationship of trust. If the lender approves a loan to a longstanding customer without documentation, it may well be because her information about the customer and experience from prior encounters make it a rational, self-interested decision, not truly one of trust. This was Williamson’s reason for distinguishing trust from calculativeness.

Yet sometimes we act in ways that cognitive risk assessment cannot explain. Some people do respond to Nigerian email scams or lend money to friends who they know are unlikely to repay it. And as Fukuyama highlighted, rates of trust vary among societies, suggesting deeper cultural and other factors at work. In some countries, trams and buses operate on the honor system. Riders are expected to deposit money or swipe a card to pay, but there is no conductor checking that they do so. Almost everyone pays anyway. In other countries, such a system would lead to rampant nonpayment. The level of enforcement alone does not explain the variance.

Through a variety of “prisoner’s dilemma” experiments, behavioral economists have shown that people are often inclined to trust one another even when doing so is not the rational strategy.31 Field studies also highlight many real-world examples in which trust overcomes conflicts that appear intractable from a rational-actor perspective.32 We have an innate bias to trust because civilization likely would not function otherwise. Fukuyama believes that 20 percent of all economic activity cannot be explained in rational terms and is rooted in things like reciprocity, moral obligation, and duty to community, even in the modern world.33

There is, moreover, something hollow and unsatisfying in a conception of trust limited to rational calculation. As Botsman writes, “[I]t makes trust sound rational and predictable, and it does not really get to the human essence of what it enables us to do and how it empowers us to connect with other people.”34 Surely the fact that Uber, Lyft, and Airbnb provide reputation scores encourages people to enter a stranger’s car or apartment. But that risky act still requires some degree of faith in human goodness. This willingness to trust even when the risks are uncertain—or even rationally unjustified—produces the spillover benefits that make trust so powerful. If you trust me beyond rational risk assessment, I am more likely to do the same for you.35 And if we can dispense with monitoring or enforcement mechanisms, costs go down and transactions go up.

Philosophers call this nonrational component the “affective dimension” of trust.36 It is the optimistic disposition toward others that operates outside strategic motivation. It is an expectation of goodwill on the part of an agent.37 Compared to cognitive trust, this form of trust is, in the words of three management scholars, “a more complex psychological state”38 that incorporates social and emotional factors. It is the aspect of trust concerned with motives, not just actions.39 This dimension of trust becomes important when, as is often the case, the parties cannot precisely estimate costs and benefits. In the words of David Lewis and Andrew Weigert, “Trust begins where prediction ends.”40

There are also moral aspects to affective trust.41 It is trust as an expression of our goodness, not simply our self-interest. Putnam says that those who are trusting are “all-round good citizens.”42 And Fukuyama describes trust as “a set of ethical habits and reciprocal moral obligations internalized by members of a community.”43 A willingness to trust others beyond rational calculation shows that principles matter to you more than the bottom line. Even in a business context, we think well of the bank that gives a delinquent but sympathetic borrower another chance, rather than foreclosing when it has the right to do so.

There is a catch to all this. One of Herman Melville’s characters captures the appeal of affective trust by critiquing the alternative of cognitive risk assessment: “[T]o doubt, to suspect, to prove—to have all this wearing work to be doing continually … It is evil!”44 The speaker is the title character of Melville’s final novel, The Confidence-Man. Through his various swindles on a Mississippi steamboat, he illustrates how trust can be exploited by the untrustworthy. Trust is not an ironclad guarantee of performance. To trust is to be vulnerable to the one trusted.45

To engineers, vulnerabilities are security flaws to be prevented. Here, I use the term in the more precise sense, meaning exposure to the possibility of harm. Vulnerability is to injury as comparative advantage is to success: correlated, but not identical. And the outcome represents only one side of the ledger. Driving a car leaves you vulnerable to accidents, but most people consider the trade-off worth it. Giving the keys to your sixteen-year-old child may not be a sound decision—most car rental firms refuse anyone under twenty five—but parents generally have enough faith to accept the vulnerability. The externalities of the trust relationship extend beyond the actuarial consideration of insurance costs. In game-theoretic terms, your vulnerability signals to the other party that it might successfully employ a similar trusting strategy, producing the best possible outcome in a prisoner’s dilemma situation.

Even if the decision to trust is a rational one, there is some risk that it will prove to be a bad bet. According to ethicist Annette Baier, trust is “letting other persons (natural or artificial, such as firms, nations, etc.) take care of something the trustor cares about, where such ‘caring for’ involves some exercise of discretionary powers.”46 And that discretion implies that the trustee may turn out to be untrustworthy, despite efforts at verification. As business scholars Jeremy Yip and Maurice Schweitzer observe, “Some of the most egregious unethical behaviors occur because individuals exploit trust.”47 Trust is distinct from trustworthiness.48 Yet we trust anyway. As the eighteenth-century critic and dictionary author Samuel Johnson observed, it is “happier sometimes to be cheated than not to trust.”49

Trust can fail in three ways: direct violations, opportunistic behavior, and systemic collapse. Each will appear in the blockchain context.

Violations of trust are the clearest examples. The mechanic who charges for unnecessary work, the friend that you ask to hold your candy bar but who eats it instead, the teacher who sexually abuses a student—each takes advantage of the trustor’s vulnerability to cause harm. Some trust violations have serious legal and ethical consequences, but in other cases, the loss of trust is itself the major consequence. According to experimental research by Maurice Schweitzer and two Wharton School colleagues, trust can be repaired if those who engage in untrustworthy actions apologize and behave in a trustworthy way going forward.50 However, they found that trust is difficult to restore when the untrustworthy behavior involves deception.51 That is the foundation for the second category of trust breakdown: opportunism.

“Opportunism” means violating the spirit, but not necessarily the letter, of an agreement by taking advantage of asymmetric information.52 The opportunist is untrustworthy because he or she takes advantage of the trustor rather than exercising the necessary benevolence. Courts have used several legal doctrines to address opportunism in contractual transactions, with mixed success.53 And policing opportunistic behavior is a central goal of corporate law under the contemporary mainstream theory of the firm. According to this theory, corporate governance responds to the potential for opportunism in the principal/agent relationship between shareholders and managers.54 Those managers in turn must monitor employees, imposing transaction costs.55

Finally, trust sometimes fails, not because the parties to an arrangement are necessarily untrustworthy, but because the environment is inimical to trust. There is a systemic failure that makes it unwise for anyone to be trusting. Tom Tyler has detailed how unfair administration of the criminal justice system undermines trust, and therefore law-abidingness.56 The problem is worse in countries without a robust rule of law or property rights. According to the Peruvian economist Hernando de Soto, the absence of enforceable property rights for the poor prevents the establishment of functioning market economies in the developing world.57

Systemic trust collapses may also occur when relationships cross too many boundaries, whether organizational or political. Without a common legal environment or business structure, the transaction costs of establishing baselines for trust may be too great. And trust breaks down when a trust platform itself is undermined. When the credit bureau Equifax admitted in September 2017 that personal information on over 140 million Americans had been accessed from its servers, it lowered the level of trust in credit and identity services generally.58 Even before that, a study by the U.S. Department of Commerce in 2016 had found that almost half of Americans were deterred from using e-commerce services thanks to security or privacy concerns.59

Trust, therefore, is a two-sided coin. On one side is a belief rooted in some combination of rational and emotional factors; on the other is acceptance of uncontrolled risk. The organizational behavior scholar Roger Mayer and his coauthors, in a much-cited article, surveyed conceptions of trust in several disciplines and proposed an integrative definition: “[Trust is] the willingness of a party to be vulnerable to the actions of another party based on the expectation that the other will perform a particular action important to the trustor, irrespective of the ability to monitor or control that other part.”60

In short, trust is confident vulnerability.61 The benefits of trust arise from its ability to stimulate what Botsman describes as a “confident relationship to the unknown.”62 That also generates costs. This Janus-faced aspect of trust—a source of strength as well as danger—explains why the author of the Bitcoin whitepaper found it so distasteful. There is no trust without vulnerability. And vulnerability traditionally means giving up power to others. You trust the bank by giving it the power to control your money. You do exactly the same with the con man.



Trust Architectures: Peer-to-Peer, Leviathan, Intermediary

The constellation of design decisions that shape a system is known as its “architecture.” Architecture is power because it defines the limits of human interactions. Just as the physical architecture of neighborhoods determines the character of communities, the digital architecture of communications networks and information systems shapes opportunities for innovation, creativity, and free expression online.63 For technologies, architecture describes the ways the components of a system interact with one another.64

Trust also has architectures. Just as people are predisposed to trust in different ways, there are multiple ways trust is formed. These architectures describe the institutional structures for manifesting trust.65 As digital economy expert Arun Sundarajaran of New York University observes, “If you look back at history, every time there was a big expansion in the world’s economic activity, it was generally induced by the creation of a new form of trust.”66

As figure 1.1 illustrates, over time, three main architectures of trust have developed: peer-to-peer (P2P), Leviathan, and intermediary.67
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Figure 1.1

Symbolic representations of the three established trust architectures. The black elements of each are the trusted components.



The first architecture, P2P trust, is based on relationships and shared ethical norms: I trust you because I trust you. It was the earliest human trust structure to develop. Interpersonal trust among families and clans long predated the rise of the state. Yet P2P trust architectures endure even today. They can develop in communities with shared social norms, so long as they adopt effective governance mechanisms. This is the domain of “commons regimes” explored by Nobel Prize–winner Elinor Ostrom and others, where order is achievable without formal legal rules.68 Adherence to a set of principles for self-governance, as well as the flexibility of individuals and communities to adjust in order to solve problems, can be enough.

P2P trust tends to be thick because it rests on mutual commitments and personal relationships rather than momentary convenience. However, it has a relatively small radius. You might trust a stranger peer-to-peer, but only for an unimportant transaction (such as a purchase at the convenience store). For example, the design rules for, in Ostrom’s words, “governing the commons” require clear group boundaries and the opportunity for those affected by rules to participate in modifying them.

More recently, Internet law scholars such as Yochai Benkler and Brett Frischmann have shown how commons management operates online for systems such as Wikipedia, open-source software communities, user-moderated content sites such as Reddit, and WiFi unlicensed wireless technology.69 These models expand the scope of peer-to-peer trust. However, they still depend on a combination of formal rules and communal standards that are rarely present in complex, impersonal marketplaces.

The second major trust architecture borrows its name, “Leviathan,” from the seventeenth-century philosopher Thomas Hobbes. He situated trust as the foundational force in the establishment of civilization, although he rarely used the term expressly. In the state of nature, he famously argued, life is “solitary, poor, nasty, brutish, and short.”70 No one can benefit from transactions or personal investments of effort because all people must worry that others will cheat on or steal from them.

To avoid this “war of all against all,” Hobbes imagined that civilized societies make a onetime deal: They grant a monopoly on the legitimate use of violence to the state. Once this takes place, the state—Hobbes’s mythical, all-powerful Leviathan—can enforce private contracts and property rights. Knowing that there are penalties for breach not based on their own power for self-help, individuals and organizations feel comfortable taking the risks inherent in trusting relationships.

With Leviathan trust, the state or some other powerful central authority operates largely in the background to prevent others from imposing their will through force or trickery. Only rarely does it exercise its power directly, and when it does, it is primarily via law enforcement or military activities for the purpose of maintaining a baseline level of trust in social stability.

The main elements of the Leviathan trust architecture that people see are bureaucratic rules for participation and dispute resolution. The legal system, with its thicket of doctrine, defines constraints on arbitrary state power. When that fails, so does trust. The social psychologist Tom Tyler surveyed members of different ethnic groups about their interactions with the criminal justice system. He discovered that people tend to obey the law only when they perceive that it operates on the basis of procedural fairness.71

The final major way that trust is traditionally structured is through intermediaries. In this arrangement, the local rules and the reputation of the intermediaries take the place of social norms and government-issued laws to structure transactions.72 Intermediaries provide valuable services that induce individuals to hand over power or control. Credit bureaus such as Experian and Equifax, for example, wield great authority because they enable transactions such as loans. Individual lenders, at least historically, had a much harder time accumulating the data necessary to assess individual creditworthiness.

What makes activity happen in this arrangement is the intermediaries’ ability to aggregate activity on both sides. Financial services relationships are a good example of intermediary trust.73 Commercial banks sit in the middle of the transaction flow between depositors and borrowers, generating and paying interest along the way. Investment banks structure and intermediate financial transactions in capital markets. Financial services now generate roughly 30 percent of all corporate profits in the United States, all based on the power of such intermediation.74

Intermediary trust is particularly significant online.75 Advertisers trust Google because it shows them transparent pricing and performance metrics for their ads, while users trust it because it returns high-quality search results surrounded by ads they find relevant. Amazon and eBay create trusted environments for transactions. Uber and Airbnb make markets around transportation and lodging, through which users interact with strangers in ways they never would otherwise. They are often described as peer-to-peer, but users are actually trusting the platform, not personal relationships or community-defined governance regimes.

All these architectures give rise to a trust trade-off, in which users give up some freedom to gain the benefits of trust. In peer-to-peer trust, they must heed the norms of the community; in Leviathan trust, they are subservient to the state; and in intermediary trust, they lock themselves into walled gardens by ceding control over personal data. Recent debates about the power of online platforms such as Google and Facebook reflect this concern.76 These platforms control how users see the world by shaping their information diets, and they control markets through the power of intermediation. Network effects make it difficult for competitors to undermine their dominance. This challenge will be explored in greater depth in chapter 11.



Trustless Trust

The blockchain creates a new kind of trust that none of the established models encompasses. Prominent venture capitalist and LinkedIn founder Reid Hoffman describes it as “trustless trust.”77 The phrase has caught on.78 Although it sounds self-contradictory, both sides are important. If cryptocurrencies and distributed ledgers did not inspire trust, they would fail. Yet if they achieved trust by proxy through governments or strong intermediaries, they would not significantly differ from the status quo.

[image: ]
Figure 1.2

The blockchain’s “trustless” trust architecture, promoting trust in the network without trusting any individual actor, compared to alternatives.



On a blockchain network, nothing is assumed to be trustworthy … except the output of the network itself. This distinctive arrangement defines the landscape for the blockchain’s interactions with law, regulation, and governance.

In any transaction, there are three elements that may be trusted: the counterparty, the intermediary, and the dispute resolution mechanism.79 The blockchain tries to replace all three with software code. People are represented through arbitrary digital keys, which eliminate the contextual factors that humans use to evaluate trustworthiness. The transaction platform is a distributed machine operated by unknown participants who are in it purely for the money. And dispute resolution occurs through “smart contracts” executing predefined algorithms. What makes a transaction valid are cryptographic proofs that the other party can verify mathematically. Hence the common saying, “in proof we trust,” among bitcoin aficionados, in contrast to the legend “In God We Trust” on U.S. bank notes.

Online transactions already rely on encryption and algorithmic reputation systems. Every time you buy something from Amazon.com or use Facebook to keep up with your friends, you are trusting a largely automated, software-based system. Even when you stick your debit card into an ATM and receive cash out of a slot, you are trusting a machine to do what was quintessentially human work.

The important point is what we trust the machines for. We have confidence that a computer will not be stupid, or slow, or forgetful, or biased in the way that a human record-keeper might be. That is what computers do well: They rapidly and consistently execute programs. But there are things that machines traditionally do not do, or cannot do. Blockchains do more than inspire confidence in the reliability of their ledger entries. They generate a particular kind of trust that should be examined on its own terms.

Blockchain trust is intangible. You cannot see a bitcoin; it is just a set of transaction records on a distributed ledger. Yet that is hardly unique in today’s world. We accept that our bank accounts represent actual money and our stock purchases represent real equity, even though we view them electronically. Intellectual property rights such as copyrights, trademarks, and patents are valuable sources of competitive advantage and alienable assets in themselves. Furthermore, intangibility is a standard issue with all online interactions.80

The more significant aspect of blockchain trust is that it severs the connection between institutional actors and the trustworthy system. To accept a cryptocurrency transaction as valid is to trust the network it is based on, without necessarily trusting any individual participant or higher authority.81 One can accept the consensus of a distributed collection of independent computers as the true state of the ledger. In its simplest form, this is the trust revolution of the blockchain and distributed ledger technology. It imbues trust in collectives of machines, while draining it from those machines’ human masters.

There have always been those who desire a world free from corporate and governmental control. Leading figures in the personal computer revolution were influenced by the counterculture values of the 1960s. A generation later, many of those who promoted the rise of the Internet saw it as a way to connect people around the world directly, without the interference of nation-states. The small but sophisticated Cypherpunk movement sought technical solutions to implement this vision.82 It saw the Internet as proof that even the heavy hand of the state had to give way to the laws of mathematics underlying cryptography and the software engineering underlying packet-switched data networks. The early Sun Microsystems engineer John Gilmore famously declared that “the Net interprets censorship as damage and routes around it.”83

The current era is one in which trust in corporations and governments is deeply shaken, while faith in technology as a force for change remains intact. It is the perfect environment for an approach that seemingly uses the latter to make the former obsolete. As Brian Behlendorf, executive director of the Hyperledger open-source distributed ledger consortium puts it, “Blockchain technology can allow us to do business in an environment of declining trust.”84 It is the appropriate trust architecture for the current historical moment.

Yet contrary to Reid Hoffman’s elegant turn of phrase, the blockchain is not entirely trustless. It may promote justified confidence, but not without vulnerability. What Satoshi Nakamoto and those who followed him created was actually a new kind of trustworthiness, powerful yet imperfect.

Blockchain trust is not an oxymoron. It is a distinctive phenomenon that deserves to be examined on its own terms. Doing so is the key to understanding not just how blockchain technology operates, but why it will succeed and where it will fail.



Notes

1. Satoshi Nakamoto, “Bitcoin: A Peer-to-Peer Electronic Cash System,” Bitcoin.org, October 31, 2008, https://bitcoin.org/bitcoin.pdf.

2. Nathaniel Popper, “Decoding the Enigma of Satoshi Nakamoto and the Birth of Bitcoin,” New York Times, May 15, 2015, https://www.nytimes.com/2015/05/17/business/decoding-the-enigma-of-satoshi-nakamoto-and-the-birth-of-bitcoin.html; Joshua Davis, “The Crypto-Currency,” The New Yorker, October 3, 2011, https://www.newyorker.com/magazine/2011/10/10/the-crypto-currency.

3. To be fair, perhaps what Satoshi Nakamoto intended to say was that Bitcoin requires no trust in third-party authorities to create value.

4. “The Trust Machine,” The Economist, October 31, 2015, https://www.economist.com/news/leaders/21677198-technology-behind-bitcoin-could-transform-how-economy-works-trust-machine.

5. “2017 Edelman Trust Barometer: Executive Summary,” Scribd, https://www.scribd.com/document/336621519/2017-Edelman-Trust-Barometer-Executive-Summary.

6. Michael Dimock, “How America Changed During Barack Obama’s Presidency,” Pew Research Center, January 10, 2017, http://www.pewresearch.org/2017/01/10/how-america-changed-during-barack-obamas-presidency; Jim Norman, “Americans’ Confidence in Institutions Stays Low,” Gallup.com, June 13, 2016, http://news.gallup.com/poll/192581/americans-confidence-institutions-stays-low.aspx.

7. Ron Elving, “Poll: 1 in 5 Americans Trusts the Government,” NPR.org, November 23, 2015, https://www.npr.org/2015/11/23/457063796/poll-only-1-in-5-americans-say-they-trust-the-government. This problem is by no means limited to America. Across the thirty-five countries in the Organisation for Economic Cooperation and Development (OECD), only 43 percent of citizens report that they trust their government. “Trust in Government,” OECD, https://www.oecd.org/gov/trust-in-government.htm.

8. Connie Cass, “Poll: Americans Don’t Trust One Another,” USA Today, November 30, 2013.

9. Robert D. Putnam, Bowling Alone: The Collapse and Revival of American Community (New York: Simon and Schuster, 2001).

10. Francis Fukuyama, Trust: The Social Virtues and the Creation of Prosperity (New York: Free Press, 1995).

11. Annette Baier, “Trust and Antitrust,” Ethics 96, no. 2 (January 2, 1986): 231, 232, http://www.jstor.org/stable/2381376 (arguing that “any form of cooperative activity … requires the cooperators to trust one another.…”); Kenneth J. Arrow, “Gifts and Exchanges,” Philosophy & Public Affairs 1, no. 4 (1972): 343, http://www.jstor.org/stable/2265097 (stating that “[v]irtually every commercial transaction has within itself an element of trust.”); G. Richard Shell, “Opportunism and Trust in the Negotiation of Commercial Contracts: Toward a New Cause of Action,” Vanderbilt Law Review 44, no. 2 (March 1991): 225–226 (observing that “social psychologists, sociologists, economists, philosophers, and legal scholars all have recognized that trust is central to the efficient coordination of human goals”).

12. Niklas Luhmann, Trust and Power (Chichester, UK, and Toronto: Wiley, 1979).

13. Fukuyama, Trust.

14. Roger C. Mayer, James H. Davis, and F. David Schoorman, “An Integrative Model of Organizational Trust,” Academy of Management Review 20, no. 3 (July 3, 1995): 709–734, https://doi.org/10.2307/258792.

15. Fukuyama, Trust; Putnam, Bowling Alone; Frank B. Cross, “Law and Trust,” Georgetown Law Journal 93 (2005): 1457.

16. Eric A. Posner, Law and Social Norms (Cambridge, MA: Harvard University Press, 2009); Margaret M. Blair and Lynn A. Stout, “Trust, Trustworthiness, and the Behavioral Foundations of Corporate Law,” University of Pennsylvania Law Review 149, no. 6 (2001): 1745.

17. Ronald H. Coase, “The Nature of the Firm,” Economica 4, no. 16 (1937): 386–405.

18. Rachel Botsman, “The Changing Rules of Trust in the Digital Age,” Harvard Business Review, October 20, 2015, https://hbr.org/2015/10/the-changing-rules-of-trust-in-the-digital-age.

19. Oliver E. Williamson, “Calculativeness, Trust, and Economic Organization,” Journal of Law & Economics 36, no. 1 (1993): 453–486. Kenneth Arrow, another economics Nobel Prize winner, offered a more favorable assessment of trust as an externality with “real, practical economic value,” but that nonetheless, it is not a commodity “for which trade in the open market is technically possible or even meaningful.” Kenneth J. Arrow, The Limits of Organization (New York: W. W. Norton, 1974), 23.

20. Satoshi Nakamoto, “Bitcoin Open Source Implementation of P2P Currency,” Satoshi Nakamoto Institute, November 2, 2009, http://satoshi.nakamotoinstitute.org/posts/p2pfoundation/1/.

21. Ray Dillinger, “If I’d Known What We Were Starting,” LinkedIn, September 20, 2017, https://www.linkedin.com/pulse/id-known-what-we-were-starting-ray-dillinger/.

22. LaRue Tone Hosmer, “Trust: The Connecting Link between Organizational Theory and Philosophical Ethics,” Academy of Management Review 20, no. 2 (1995): 379, 380; Blair and Stout, “Trust, Trustworthiness, and the Behavioral Foundations of Corporate Law,” 1745; Mayer, Davis, and Schoorman, “An Integrative Model,” 709.

23. Cross, “Law and Trust,” 1459 (“Much has been written on trust in various academic disciplines, such as philosophy, business, psychology, political science, and law.”).

24. Putnam, Bowling Alone. Historian Geoffrey Hosking makes a similar distinction, adding an orthogonal division between thick and thin trust based on the level of knowledge supporting the decision to trust. Geoffrey A. Hosking, Trust: A History (Oxford: Oxford University Press, 2014).

25. Fukuyama, Trust.

26. Jay B. Barney and Mark H. Hansen, “Trustworthiness as a Source of Competitive Advantage,” Strategic Management Journal 15 (1994): 175–190.

27. Robert C. Solomon and Fernando Flores, Building Trust in Business, Politics, Relationships, and Life (New York: Oxford University Press, 2001), 20.

28. Cross, “Law and Trust,” 1466 (“Cognitive trust requires an assessment of the probability and magnitude of that risk of harm.”).

29. Williamson, “Calculativeness, Trust, and Economic Organization.”

30. Williamson, in fact, thinks that it is not part of trust at all.

31. Harvey James, “The Trust Paradox: A Survey of Economic Inquiries into the Nature of Trust and Trustworthiness,” Journal of Economic Behavior & Organization 47, no. 3 (February 2002): 291, 303–304. In the classic prisoner’s dilemma, two players do best when both trust one another. However, the rational strategy for each is not to trust. Therefore, they wind up with the worst possible outcome.

32. Bo Rothstein, Social Traps and the Problem of Trust (New York: Cambridge University Press, 2005).

33. Fukuyama, Trust, 11.

34. Rachel Botsman, “We’ve Stopped Trusting Institutions and Started Trusting Strangers,” TED Talk, June 2016, https://www.ted.com/talks/rachel_botsman_we_ve_stopped_trusting_institutions_and_started_trusting_strangers/transcript?language=en.

35. Zipcar cofounder Robin Chase, one of the pioneers of the sharing economy, says, “I always thought with Zipcar that people would treat our cars well if we treated them well.… If you think Zipcar treats you fairly and well, you will do the right thing by the company likewise.” Interview with author, October 30, 2017.

36. Cross, “Law and Trust,” 1464; Karen Jones, “Trust as an Affective Attitude,” Ethics 107, no. 1 (1996): 5–6.

37. Baier, “Trust and Antitrust,” 235. (“When I trust another, I depend on her good will toward me.”)

38. J. L. Morrow, Jr., Mark H. Hansen, and Allison W. Pearson, “The Cognitive and Affective Antecedents of General Trust within Cooperative Organizations,” Journal of Managerial Issues 16, no. 1 (2004): 50. Cf. Larry E. Ribstein, “Law v. Trust,” Boston University Law Review 81 (July 2001): 553.

39. Lawrence C. Becker, “Trust as Noncognitive Security about Motives,” Ethics 107, no. 1 (October 1996): 43–61; Tom Tyler, “Trust and Law Abidingness: A Proactive Model of Social Regulation,” Boston University Law Review 81 (April 2001); Blair and Stout, “Trust, Trustworthiness, and the Behavioral Foundations of Corporate Law,” 1751.

40. J. David Lewis and Andrew Weigert, “Trust as a Social Reality,” Social Forces 63, no. 4 (June 1985): 967–985.

41. Andrew C. Wicks, Shawn L. Berman, and Thomas M. Jones, “The Structure of Optimal Trust: Moral and Strategic Implications,” Academy of Management Review 24, no. 1 (January 1999): 99–116; Cross, “Law and Trust,” 1464.

42. Putnam, Bowling Alone, 137.

43. Fukuyama, Trust, 26. Cf. William A. Galston, “Trust—But Quantify,” Public Interest, no. 122 (1996): 129.

44. Herman Melville, The Confidence-Man: His Masquerade (New York: Penguin Books, 1990), chapter 16.

45. Denise M. Rousseau, Sim B. Sitkin, Ronald S. Burt, and Colin Camerer, “Not so Different after All: A Cross-Discipline View of Trust,” Academy of Management Review 23, no. 3 (July 1998): 393–404.

46. Baier, “Trust and Antitrust,” 240.

47. Jeremy A. Yip and Maurice E. Schweitzer, “Trust Promotes Unethical Behavior: Excessive Trust, Opportunistic Exploitation, and Strategic Exploitation,” Current Opinion in Psychology 6, Suppl C (2015): 216–220.

48. Russell Hardin, “Trustworthiness,” Ethics 107, no. 1 (October, 1996): 26-42, https://doi.org/10.1086/233695; Avner Ben-Ner and Louis Putterman, “Trusting and Trustworthiness,” Boston University Law Review 81 (2001): 523-551.

49. Samuel Johnson, Rambler, No. 79 (December 18, 1750): 147.

50. Maurice E. Schweitzer, John C. Hershey, and Eric T. Bradlow, “Promises and Lies: Restoring Violated Trust,” Organizational Behavior and Human Decision Processes 101, no. 1 (2006): 1–19.

51. The enduring trust gap following the financial crisis, due to perceptions that government officials failed to act in the interest of the public, is consistent with these results.

52. Timothy J. Muris, “Opportunistic Behavior and the Law of Contracts,” Minnesota Law Review 65 (1981): 521.

53. Shell, “Opportunism and Trust in the Negotiation of Commercial Contracts: Toward a New Cause of Action,” 231–232, 265–266, 275.

54. Michael C. Jensen and William H. Meckling, “Theory of the Firm: Managerial Behavior, Agency Costs, and Ownership Structure,” Journal of Financial Economics 3, no. 4 (July 1, 1976): 305–360.

55. Oliver E Williamson, “The Economics of Organization: The Transaction Cost Approach,” American Journal of Sociology 87, no. 3 (1981): 548–577. Ironically, monitoring itself creates opportunities for opportunistic behavior: Employees comply when they believe they are being watched. Experimental research by Maurice Schweitzer and colleagues suggests that employers fail to realize this. They tend to trust too much. Maurice E Schweitzer, Teck-Hua Ho, and Xing Zhang, “How Monitoring Influences Trust: A Tale of Two Faces,” Management Science, 2016: 253–270.

56. Tyler, “Trust and Law Abidingness.”

57. Hernando de Soto, The Mystery of Capital: Why Capitalism Triumphs in the West and Fails Everywhere Else (New York: Basic Books, 2000).

58. Lily Hay Newman, “All the Ways Equifax Epically Bungled Its Breach Response,” Wired, September 24, 2017, https://www.wired.com/story/equifax-breach-response.

59. “Privacy Fears ‘Deterring’ US Web Users from Online Shopping,” BBC News, May 13, 2016, http://www.bbc.com/news/technology-36285651.

60. Mayer, Davis, and Schoorman, “An Integrative Model of Organizational Trust,” 712. The political theorist John Dunn offers a similar definition of “trust” as “the confident expectation of benign intentions by another agent.” John Dunn, “Trust and Political Agency,” in Trust: Making and Breaking Cooperative Relations, ed. Diego Gambetta (Oxford: Blackwell, 1988), 74.

61. In a similar vein, the legal scholar Gus Hurwitz pithily defines “trust” as “reliance without recourse.” Gus Hurwitz, “Trust and Online Interaction,” University of Pennsylvania Law Review 161 (2013): 1584.

62. Rachel Botsman, Who Can You Trust? How Technology Brought Us Together and Why It Might Drive Us Apart (New York: PublicAffairs, 2017).

63. Kevin Werbach, “The Architecture of Internet 2.0,” Release 1.0, February 1999, http://downloads.oreilly.com/radar/r1/02-99.pdf.

64. Rebecca Henderson and Kim Clark, “Architectural Innovation: The Reconfiguration of Existing Product Technologies and the Failure of Established Firms,” Administrative Science Quarterly, March 1990: 9–30.

65. I use Douglass North’s definition of institutions: “the humanly devised constraints that structure political, economic, and social interaction.” Douglass C. North, “Institutions,” Journal of Economic Perspectives 5, no. 1 (1991): 97–112.

66. “Will Crowd-Based Capitalism Replace Managerial Capitalism? (Full Transcript),” Reinvent, August 24, 2016, http://reinvent.net/innovator/arun-sundararajan.

67. Botsman offers a similar typology. She distinguishes among local, institutional, and distributed trust. Botsman, Who Can You Trust? The first is comparable to what I call peer-to-peer trust, while the second combines Leviathan and intermediary trust. I believe it is important to distinguish situations in which institutional authority supports trust among counterparties (Leviathan) from direct trust in intermediary organizations.

68. Elinor Ostrom, Governing the Commons: The Evolution of Institutions for Collective Action (Cambridge: Cambridge University Press, 1990).

69. Brett M. Frischmann, Infrastructure: The Social Value of Shared Resources (Oxford: Oxford University Press, 2013); Yochai Benkler, The Wealth of Networks: How Social Production Transforms Markets and Freedom (New Haven, CT: Yale University Press, 2006).

70. Thomas Hobbes, Leviathan: Or, The Matter, Forme & Power of a Commonwealth, Ecclesiasticall and Civill (Cambridge: Cambridge University Press, 1904). Cf. John Danaher, “Comments on Blockchains and DAOs as the Modern Leviathan,” Institute for Ethics and Emerging Technologies, October 2, 2017, https://ieet.org/index.php/IEET2/comments/Danaher20160331. Danaher connects Hobbes’s ideas to governance of blockchain-based decentralized autonomous organizations (DAOs).

71. Tom R. Tyler, Why People Obey the Law (Princeton, NJ: Princeton University Press, 2006).

72. Douglass C. North, Institutions, Institutional Change, and Economic Performance (Cambridge: Cambridge University Press, 1990).

73. UBS, Building the Trust Engine (October 2, 2017), https://www.ubs.com/microsites/blockchain-report/en/home.html; Andreas Adriano and Hunter Monroe, “The Internet of Trust,” IMF, Finance, & Development 53, no. 2 (June 2016), http://www.imf.org/external/pubs/ft/fandd/2016/06/adriano.htm. Robert Hockett and Saule Omarova offer an alternative theory of finance in which banks function not as intermediaries, but as private franchisees of the governmental act of credit creation. Robert C. Hockett and Saule T. Omarova, “The Finance Franchise,” Cornell Law Review 102 (2017): 1143–1218. In other words, they view it as a manifestation of Leviathan rather than intermediary trust.

74. Jordan Weissmann, “How Wall Street Devoured Corporate America,” The Atlantic, March 5, 2013, https://www.theatlantic.com/business/archive/2013/03/how-wall-street-devoured-corporate-america/273732.

75. Hurwitz, “Trust and Online Interaction,” 1580–1581 (noting how the loss of native trust among participants as the Internet was commercialized led to increased power of online intermediaries).

76. Jonathan T. Taplin, Move Fast and Break Things: How Facebook, Google, and Amazon Cornered Culture and Undermined Democracy (New York: Little, Brown and Company, 2017); Siva Vaidhyanathan, The Googlization of Everything: And Why We Should Worry (Berkeley: University of California Press, 2011); Julie Cohen, Between Truth and Power: The Legal Construction of Informational Capitalism, forthcoming; Shoshana Zuboff, Master or Slave?: The Fight for the Soul of Our Information Civilization (New York: Public Affairs, 2018).

77. Reid Hoffman, “The Future of the Bitcoin Ecosystem and ‘Trustless Trust’—Why I Invested in Blockstream,” LinkedIn, November 17, 2014, https://www.linkedin.com/pulse/20141117154558-1213-the-future-of-the-bitcoin-ecosystem-and-trustless-trust-why-i-invested-in-blockstream.

78. Jalak Jobanputra, “How the Blockchain Can Unshackle the World,” CoinDesk, April 23, 2016, https://www.coindesk.com/blockchain-can-unshackle-us/. (“This is why the concept is often referred to as ‘trustless trust.’”).

79. Rachel Botsman offers a somewhat similar conception of a “trust stack.” Botsman, Who Can You Trust?

80. Helen Nissenbaum, “Will Security Enhance Trust Online, or Supplant It?” in Trust and Distrust in Organizations: Dilemmas and Approaches, eds. Roderick M. Kramer and Karen S. Cook (New York: Russell Sage Foundation, 2004), 155, 162–163.

81. Joshua Fairfield, “Virtual Property,” Boston University Law Review 85 (2005): 1047 (“Trust-minimized code means you can trust the code without trusting the owners of any particular remote computer.”); Botsman, TED Talk, June 2016; “We’ve Stopped Trusting Institutions and Started Trusting Strangers” (“So the real implication of the blockchain is that it removes the need for any kind of third party.… [Y]ou still have to trust the idea, you have to trust the platform, but you do not have to trust the other person in the traditional sense.”).

82. Morgan E. Peck, “The Cryptoanarchists’ Answer to Cash,” IEEE Spectrum 49, no. 6 (June 2012): 50–56.

83. Philip Elmer-Dewitt, “First Nation in Cyberspace,” Time, December 6, 1993.

84. Interview with author, October 23, 2017.







 



2   Satoshi’s Solution



Too Trusted to Fail?

There is a well-known logic puzzle involving two guards, each of whom stands before a doorway. One door leads to riches, the other to death. You must question the guards to select the right door. One guard always answers truthfully; the other always lies. The catch: You do not know which is which. The puzzle at first seems impossible. You will never know whether an answer you receive is truthful. Yet there is an elegant solution: Ask one guard which door the other would recommend—whatever answer you get, go through the opposite door. The truthful guard will point you to the door of death because that is what the liar would do. The liar knows that the truthful one would direct you to the door of riches, so he also points you to the door of death. Choose the other one.

Satoshi Nakamoto solved the puzzle of digital cash—and in so doing, developed a new trust architecture—using a similar approach: inverting the problem. The mechanism for people to make payments confidently with a decentralized digital currency is to pay people with it. Rather than treat money as purely the output of the system, Bitcoin uses it as an input.

When Satoshi posted his ideas online in 2008, only a few initial commenters reacted with immediate excitement. The Bitcoin whitepaper made clear that it was in many ways derivative of earlier work, and its goal—a digital currency whose value could be trusted without government oversight—was a familiar objective in the community. Today, the whitepaper is held in awe as the founding document for a worldwide technology revolution. Waves of blockchain, cryptocurrency, smart-contract, and permissioned-ledger development followed. To understand the potential and challenges of this burgeoning movement, one must first appreciate Bitcoin and how it came to be.

The blockchain is much more than a technology of finance. However, that is where it started. And for all intents and purposes, a transformative innovation in finance becomes a transformation in every other sector. Money, the foundation for the quantified exchange of value, makes the world go around. In the words of the historian Yuval Noah Harari, “money is the most universal and most efficient system of mutual trust ever created.”1 This is because, as the German economist Georg Friedrich Knapp explained a century ago in The State Theory of Money, what makes currency valuable is not the inherent worth of a physical asset, such as the precious metals in coins.2 It is the willingness of others to accept it. Money is, at bottom, a formalization of pure trust.

Skeptics who claim that cryptocurrencies such as bitcoin are necessarily valueless because they rest on nothing mistake currencies for the assets they denominate. No major currency in the world today is based on anything tangible. True, the United States stockpiles a great deal of gold in Fort Knox. If a real-life Auric Goldfinger of James Bond fame stole it all, however, automated teller machines and grocery store clerks would not stop accepting dollar bills. If most of the world can trust pieces of paper and their even-more-abstract digital representations as currency, there is no principled reason they cannot do the same for cryptographically defined money such as bitcoin. It all comes down to whether the relevant monetary system inspires the requisite confidence. Any particular cryptocurrency may crash in price and even go to zero, but that is different than saying cryptocurrency is inherently worth nothing at all.

The fact that money represents an abstraction of value paved the way for bitcoin and the blockchain in a second sense. Modern finance can take the most stolid of assets—a home, say—and transform it into exotic collateralized mortgage obligations whizzing across the screens of worldwide derivatives traders with their algorithmic trading engines. As such arrangements become more and more complex, the relationship between the real assets and the financial instruments becomes increasingly attenuated. This is the great promise of what financiers call “securitization.”

That process unraveled in the financial crisis of 2008. What seemed to the world’s brightest investors, bankers, and regulators like foolproof schemes crashed almost overnight. There were certainly abuses, and companies that should have been punished more severely for their role in those abuses. Ultimately, though, greed is not an unusual condition in the financial sector. It the normal state of things. Systemic risk was what made the crisis so scary. Instruments that seemed to be diversified and disconnected, like bundles of thousands of individual mortgages, suddenly proved highly correlated. It was not just that some banks and bankers were untrustworthy—that came as little surprise—but that the very essence of modern finance could no longer be trusted. The financial world was not as decentralized as it seemed. And if money could not be trusted, what could?

The system in 2008 was so fragile because trading activity was decoupled from the real assets underlying those trades. Derivative financial instruments, such as futures and options, have a long history, but both trading volumes and complexity exploded in recent decades. That is largely the consequence of how an earlier crisis within the financial sector was solved. That one made far fewer headlines and seemed to have a neat resolution. Yet it laid the groundwork for the later disaster. And once again, the central theme was trust.

The Buttonwood Agreement of 1792 was a manifestation of peer-to-peer (P2P) trust. The stockbrokers assembled under a buttonwood tree not because it had any special status, but because it was what modern game theorists would call a “Schelling point”: a logical place that any of them would expect the others to pick for a meeting.3 They agreed not to do business with any other traders, and to charge each other uniform commissions, because they were not strangers. They all knew each other and were confident in the cohesion of the community. Any of them might have profited, at least in the short run, by defecting from the agreement and trading through independent auctioneers. In the long run, though, they knew they would be better off controlling the terms of the exchange collectively. They trusted their rivals to stick to the deal because they were also their friends and neighbors.

The institution based on the Buttonwood Agreement—the New York Stock Exchange (NYSE)—would grow to become the world’s most powerful financial marketplace. Nowadays, seeing that a company is listed on the NYSE is evidence enough to respect its legitimacy. You do not need to know anything about the member organizations of the exchange or its governance mechanisms to feel confident enough to purchase a stock listed on it. The NYSE today is a powerful manifestation of intermediary trust.

On its surface, Wall Street is one of the most scalable transaction markets in the world. The volume of equities trading has grown to levels that would have been unheard of a few decades ago. Both the exchanges that process transactions and the trading firms that enter into them were computerized long ago, and those computer networks are frequently updated with more capacity and new technology. Yet dig deeper, and the system looks considerably less advanced.

At the very heart of Wall Street is the process of issuing and tracking shares of corporate stock. How many shares has a company issued, and who owns them at any given moment? Until the 1970s, stock ownership was tracked through paper certificates. It was the physical equivalent of P2P trust. Every transaction had to be based on a direct relationship represented in the transfer of the certificate.

As trading volumes increased, that structure became increasingly unsustainable. At one point, messengers would crisscross lower Manhattan with wheelbarrows full of stock certificates, moving them between brokerage houses to settle a trade.4 The transaction could be made in an instant over the phone or on a computerized system, but the actual thing of value—the stock certificate—moved in the same way that it did in the days of the Buttonwood Agreement. Delays and errors got so bad that the NYSE ground to a virtual halt.

The solution to what became known as the “paperwork crisis” was to allow brokerage firms to “net” transactions.5 If Morgan Stanley customers bought 1,000 shares in a day from Merrill Lynch customers, and Merrill Lynch customers bought 1,000 shares of the same stock from Morgan Stanley customers, there was no need to send 2,000 shares between the two companies. The transactions simply offset. Each company kept its own records of its customers’ holdings, but the system required a central depository that kept all the stock certificates. This organization is the Depository Trust & Clearing Corporation (DTCC), mentioned in the introduction to this book. The DTCC and its subsidiary, Cede & Company, are technically the record owners of virtually every share of stock traded in the U.S. When investors buy shares, they are actually buying claims on stock held at the DTCC. There are similar central securities depositories (CSDs) in other major financial centers.

The move to CSDs was a critical step in the dematerialization of finance. The U.S. decision in 1971 to go off the gold standard meant that there was officially nothing backing the purchasing power of the dollar, other than the full faith and credit of the government. Although in practical terms, the dollar had not been a proxy for precious metals for some time, this step formally established it as nothing more than a token representing an abstract value. The DTCC did the same for stocks, decoupling the abstract rights of share ownership from the physical instantiation of certificates. From there, it was a slow but fairly straight line to the idea that any asset could be securitized: represented as a collection of financial rights and obligations to be traded and rearranged in ever more complex ways.

The high point of securitization was the emergence, at the turn of the twenty-first century, of instruments such as credit default swaps and collateralized mortgage obligations. These exotic arrangements created markets with notional values in the trillions of dollars by slicing and dicing and recombining bets about bets about payments around ordinary assets such as homes.6 Financial wizards pushed the envelope of such innovations to generate monumental levels of paper wealth—until the music stopped and the financial system nearly fell apart.

The global financial crisis of 2008 was both sudden and devastating. A booming economy in the U.S. and other major developed countries turned into a deep and painful recession almost overnight. Mortgage defaults skyrocketed and liquidity in the financial system seized up. Stock markets throughout the world plunged. Pillars of Wall Street such as Lehman Brothers and Bear Stearns collapsed, and others were saved only through extraordinary government intervention. The contagion spread to what seemed like some of the most trustworthy institutions in the economy, including AIG, the world’s largest insurer, and Fannie Mae, the government-backed purchaser of mortgages. The recovery took many years.

The immediate causes of the crisis were factors such as an unsustainable rise in housing prices, excessive leverage and speculation by financial services firms, and securitization of mortgages into complex instruments whose systemic risks were underappreciated. However, these explanations fail to account for the extent of the damage. The economists Paola Sapienza and Luigi Zingales, in seeking to explain the speed and depth of the crisis, came up with the following striking thesis:


Something important was destroyed in the last few months of 2008. It is an asset crucial to production, even if it is not made of bricks and mortar. While this asset does not enter standard national account statistics or standard economic models, it is so crucial to development that its absence—according to Nobel laureate Kenneth Arrow—is the cause of much of the economic backwardness in the world. This asset is trust.7



Based on survey research, Sapienza and Zingales found that investors’ trust in the stock market dropped significantly as the crisis unfolded. Even more significantly, investors did not fully trust the government response after the fall of Lehman Brothers set off a potential cascade across the financial system. A massive government bailout saved banks and related firms deemed “too big to fail,” while homeowners defaulting on mortgages that they should never have taken out received only limited assistance. The U.S. Treasury Secretary at the time, Hank Paulson, was formerly the head of investment bank Goldman Sachs. In the research by Sapienza and Zingales, survey respondents criticized Paulson and his government colleagues for serving the interests of their erstwhile Wall Street colleagues rather than the public.

The loss of trust in the financial sector during this period was pervasive, but the perceived failure of government before and during the crisis was particularly devastating. Failures alone do not necessarily undermine trust. No one was surprised that stock markets that go up can also go down. And the nature of capitalism is that firms that take risks in order to profit may find themselves insolvent in some cases. At some point, however, when the invisible hand of the markets falters too severely, the visible hand of the government must reach in. The institutions of central banking and regulation that came out of the Great Depression in the 1930s were designed for this backstop role. In 2008, however, they failed to prevent the crisis, and in some ways they even made it worse.

In propping up banks that caused the crisis, and not the homeowners and others who suffered its consequences, regulators created a condition of moral hazard: Bankers enjoyed all the gains from risky behavior yet experienced only some of the losses. That increased the likelihood that they would take the same course again. In economic terms, there was a failure of mechanism design, the branch of game theory that takes as its starting point certain attributes—such as financial stability—and constructs incentive structures to make it the dominant strategy.

One lesson from the painful experience of the crisis was that the system was broken and had to be fixed. This was generally the conclusion of the investment and political communities. Reforms such as the Dodd-Frank Act in the U.S. and new systemic risk controls were instituted to prevent a reoccurrence of the cascading failures of 2008.8

A darker interpretation is also possible, however. Perhaps the system cannot be fixed. Perhaps bankers motivated to maximize their returns in the short term cannot be trusted to act in the long-term interests of society. Perhaps, given the importance of financial services to the economy, some degree of risk will always be socialized to the citizens as a whole, even as the gains from risk-taking accrue to the financiers alone. And perhaps government is at some point neither able to nor interested in serving as a truly honest broker. If this is the case, it means the system itself cannot be trusted. It relies, at bottom, on humans. The decision-makers who generate trust are fallible, inefficient, and potentially biased. The only alternative is to remove them.

The financial crisis thus showed the limits of all the established trust architectures. P2P relationships could not scale to meet modern demands. Intermediaries allowed for dematerialization but eventually created financial services organizations that were too big to fail and incentivized to take risks that they didn’t fully appreciate. And the Leviathan standing behind private interactions proved alternately powerless and part of the problem. The stage was set for a new approach.



In the Beginning, There Was Bitcoin

Even a worthwhile innovation will only take off in a receptive environment. There must be networks of people and financial support to take the basic insights and grow them. And there must be latent demand, which the innovation unlocks. Timing is crucial and largely a matter of good fortune. Start-ups with big dreams to transform commerce and media were swept aside in the dotcom bust of 2001, but today many of the same concepts form the foundations for multibillion-dollar companies.

The fall of 2008, six weeks after the collapse of Lehman Brothers, turned out to be a perfect time for the Bitcoin whitepaper to appear. To be sure, Satoshi Nakamoto was developing the concept for some time before. The introduction to the paper says nothing about macroeconomic risks. Instead, it begins with the microlevel problem of trust in electronic payments:


Commerce on the Internet has come to rely almost exclusively on financial institutions serving as trusted third parties to process electronic payments. While the system works well enough for most transactions, it still suffers from the inherent weaknesses of the trust based model.9



This sounds somewhat dull and abstract as the rationale for such a powerful innovation. But it is actually the same issue that brought down the global economy in 2008. Parties transacting are necessarily beholden to intermediaries. If trust in those intermediaries proves misguided, the parties themselves have little or no recourse. Laws and regulations are designed to ensure that private intermediaries are trustworthy. The same applies to governments, which are just another kind of institution, subject to the same basic limitations. The system works well, most of the time—until it does not, in cases of censorship, corruption, monopoly, or fraud.

Hence the motivation behind Bitcoin: a currency that allows trusted electronic payments without the involvement of financial intermediaries or governments. Whatever was in Satoshi Nakamoto’s mind when he developed Bitcoin, readers surely experienced his paper through the lens of current events. A growing community saw the potential of this operational system. It seemed like the last, best hope for trust in an untrustworthy financial world.

The technical challenges that Bitcoin addressed were familiar in academic computer science research. Virtually every component of Satoshi Nakamoto’s solution was adapted from prior work. As the computer scientists Arvind Narayanan and Jeremy Clark explain, “Nakamoto’s genius, then, wasn’t any of the individual components of bitcoin, but rather the intricate way in which they fit together to breathe life into the system.”10 At a general level, Bitcoin rests on three established foundations: cryptography, digital cash, and distributed systems.

Cryptography is the science of secure communications.11 It goes back thousands of years but has flowered during the computer age. The power of cryptography is that it is a form of applied mathematics. Its claims can be proven formally and its algorithms implemented through computers whose power increases every year. Every online purchase depends for security on cryptographic digital signatures, which verify that credit card information is transmitted securely to merchants. One dimension of cryptography is encryption, which makes secret information difficult for an attacker to obtain without a key. Bitcoin actually uses no encryption to keep information secret. It was designed not to hide transactions, but to make them secure and trustworthy. To that end, it uses cryptography systematically.

Bitcoin holders are identified through cryptographic private keys, which are secret strings allowing access only to the possessor.12 As a result, the system operates on a semi-anonymous basis.13 Every Bitcoin transaction is digitally signed with private keys, so anyone can verify that it was made by the appropriate party. There are no actual coins on the Bitcoin ledger. What we call a “coin” is formally a chain of digital signatures representing verified transactions. One’s bitcoin stash is the unspent output of those prior transactions.

Secure exchange of value, or money, is a familiar application for cryptography. The cryptographer David Chaum is credited with describing the first secure digital currency system in a paper published in 1982.14 That was a quarter-century before Bitcoin, and more than a decade before the Internet was widely available for commercial activity. In the intervening years, there were numerous other systems proposed, with serious attempts to implement several of them. Chaum launched a company called Digicash in the late 1990s to implement his ideas, and a variety of other schemes used different approaches, including E-Gold and Liberty Reserve.15 None succeeded on any scale. And regulators took a dim view of private, anonymous currencies that could be used to fund illegal activities such as terrorism, especially after the 9/11 attacks in 2001.

Nonetheless, an active global community continued to work on the problem. The International Financial Cryptography Association began hosting Financial Cryptography conferences in Caribbean tax-haven locales in 1997.16 There and elsewhere, cryptographers gathered with sympathetic bankers and entrepreneurs to devise technical mechanisms that could replace the centralized trust in institutions or governments with decentralized, cryptographic approaches. Many of the techniques that these pioneers developed made their way into Bitcoin.

Bitcoin was decentralized in a way that the major earlier digital cash systems were not. They relied on central servers to manage the flow of currency. Even if those servers were secure and trustworthy, they presented an attack surface both for regulators interested in shutting the system down and for thieves interested in exploiting it. Bitcoin instead used a P2P network of validation nodes, which communicate on a decentralized basis.

The counterintuitive idea that a computer network could operate consistently with no master controller might have sounded suspect in 1982. By 2008, however, not only was the Internet well established, so was the idea of distributed systems. Napster and similar P2P file-sharing services briefly threatened the music industry in the late 1990s before being sued out of existence for contributing to copyright infringement.17 Others applied the same techniques to file storage, real-time communication, and a variety of other contexts. Many key elements of the blockchain approach, such as a shared transaction ledger and a secure, collective voting system for validation, were based on earlier distributed systems research.18

In the Bitcoin whitepaper, Satoshi Nakamoto put together cryptographically secured digital cash with a P2P validation network for a shared ledger, adding a few elegant tweaks along the way. Over the subsequent months, he engaged in online dialogues with digital cash aficionados. They quickly produced software code that could implement the concepts described in the paper. On January 3, 2009, the first block of Bitcoin records was validated. (The first actual transaction occurred nine days later.) Satoshi embedded in that “genesis block” the phrase, “The Times 03/Jan/2009 Chancellor on brink of second bailout for banks,” a reference to a news item on the ongoing efforts to contain the then-current financial crisis. The implication was clear: Bitcoin was to be the new, sound form of money. The world’s banks and governments had failed, but computer science could do better.

Bitcoin made digital cash a reality. Its supporters began operating mining nodes to validate transactions. Dozens, and then hundreds, and then thousands of developers started building software, services, and even specialized hardware around the core platform that Satoshi described. The software code was extended and improved, eliminating bugs and improving its performance. A few companies began to accept bitcoin in lieu of traditional currency. Others created exchanges to trade back and forth.

The price of bitcoin is set by the market. It is worth what buyers are willing to trade for it in other currencies. Bitcoin’s value has fluctuated, and even crashed at times. Over time, however, people have consistently proved themselves willing to buy it. That fact is more significant than the rapid price appreciation during speculative periods in 2013 and 2017. To be sure, even at its peak, bitcoin’s asset value19 is a far cry from the $3 trillion U.S. dollar money supply, and its trajectory remains uncertain. But its success to date is a remarkable accomplishment. There have been many privately issued currencies before—everything from S&H Green Stamps to cigarettes traded among prisoners falls into that category—but never one like bitcoin, so widely adopted, completely decentralized, and secured through cryptography.



Nakamoto Consensus

To cryptographers, Satoshi Nakamoto offered a new solution to the “Byzantine Generals Problem.”20 The metaphor (illustrated in figure 2.1) is that a group of generals needs to coordinate an attack on a city. However, its members cannot be sure that one or more of their number are not traitors, or that the messages that they exchange are faithfully relayed. What is the highest percentage of dishonest messages the generals can tolerate and still accurately plan their attack? If most of the network is untrustworthy, the situation is hopeless. The generals need a way to settle on a strategy that reflects, ideally, the majority view. But they can rely only on messages they see, not any trusted central authority.
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Figure 2.1

The Byzantine Generals Problem, in which generals must coordinate an attack without a trusted means of communication.



The Byzantine generals’ conundrum is analogous to Bitcoin network participants seeking confidence that the transaction ledger they see represents the majority view of the network. The solutions to this challenge are known as “Byzantine Fault-Tolerant (BFT) algorithms” because they allow the Byzantine generals to trust their view of the consensus even though some of the information they receive may be faulty. A number of BFT algorithms were developed in the research literature before Bitcoin. These generally involved some sort of secure voting mechanism among network participants. However, academic interest had waned, and there were few commercial applications of these ideas.

Bitcoin’s solution is Nakamoto Consensus.21 Without a robust means of ensuring consensus, for example, any Bitcoin participant could spend the same bitcoin multiple times (known as the “double-spend problem”), or claim that it had more currency than it really did. The trouble with most approaches to consensus on digital systems is that it is easy to create a nearly infinite number of fake network nodes. If every node gets one vote, dishonest actors will vote many times because there is no central registry to verify their identity. This is known as a “Sybil attack,” for a 1970s-era book and movie about a woman with multiple personality disorder who assumed a dizzying array of identities.22 Even if most real users are honest, an attacker can create enough nodes to dominate the network and impose its own false consensus on the system.

Satoshi’s solution combined cryptographic techniques with insights from game theory.23 As with other BFT protocols, consensus in Bitcoin is determined by a network of actors (shown in figure 2.2), who express themselves by voting to update the ledger.24 In Satoshi’s version, these actors engage in a process known as “mining,” in which they compete for the right to verify a chunk of Bitcoin transactions.25 Mining is a kind of repetitive lottery, in which the winner of each lottery gets to validate the next block. Who wins each time is random, though, so a bad actor cannot guarantee that it will define the consensus. All the other full nodes independently check the ledger to verify that the new block is legitimate.
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Figure 2.2

Full nodes on the Bitcoin network maintain a complete copy of the blockchain. Some are miners, who compete to validate new blocks every ten minutes. Most end users use wallets (often provided by exchanges) that are maintained through a full node.



The major limitation of such a protocol is the possibility of Sybil attacks: if it is easy and rewarding to be untrustworthy, someone probably will be. Cheaters will create millions of artificial nodes and greatly increase their chance of winning the lottery. Hence, the next core technique in Bitcoin, proof of work, follows.26 Proof of work makes voting costly. Bitcoin’s proof-of-work system requires miners to solve arbitrary cryptographic puzzles involving one-way functions known as “hashes.”27 Converting a file into a hash is easy, but going from the hash back to the original file is virtually impossible except through massive trial and error. Satoshi Nakamoto borrowed the idea of hashing puzzles from HashCash, a proposed solution to email spam published several years earlier.28

In the proof-of-work system, any miner’s chance of winning the lottery is proportional to the amount of processing that it dedicates to the problem. Given the level of competition, each vote requires massive and growing computing power, which is sufficiently expensive to deter Sybil attacks.29 This is the only way to increase the chances of winning the right to validate the next block. The benefits of cheating are less than the costs. The system periodically adjusts the difficulty of the hashing problems, so a valid solution is generated roughly once every ten minutes.30 As a result, improvements in computing technology or significant increases in mining hardware investment do not break the system.
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Figure 2.3

A simplified structure of a Bitcoin blockchain.



Nakamoto Consensus affirms the integrity of both each individual transaction and the ledger as a whole. It does so by aggregating transactions into blocks, which are organized using the Merkle tree structure illustrated in figure 0.3 in the Introduction of this book.31 Each validated block is cryptographically signed with the hash of the prior block, and this creates a secure chain of sequential blocks, which every node checks independently when a new one is added.

Sometimes two nodes propose different chains, either because they solve hashing problems almost simultaneously or because someone is attempting to cheat. In that situation, the longest chain represents the consensus state of the system.32 Assuming all goes as designed, only an attacker with a majority of total computing power in the entire network (known as a “51-percent attack”) can “fork” the longest chain with a fraudulent block (see figure 2.4).33 Because nodes revalidate the blockchain each time, changing a prior block becomes increasingly difficult as new blocks are added after it.
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Figure 2.4

A stylized illustration of blockchain forks. The dark blocks represent the consensus blockchain; the lighter blocks are potential forks rejected by the consensus.



A public blockchain such as that of Bitcoin broadcasts all transactions across the network and is totally transparent.34 Every full node on the network maintains a copy of the entire transaction history all the way back to the genesis block, now over 100 gigabytes in size.35 Today, individual users generally do not serve as miners because industrial-strength processing power is required. Individuals generally connect through wallet services or light clients rather than operating a full node, which requires some technical sophistication.36

Not only are the contents of the Bitcoin blockchain available to all, but the software involved is open source and freely available.37 Bitcoin is designed to be resistant to both censorship and tampering. There is no central control point that a government could manipulate or block, and once a transaction is recorded, it cannot be changed easily. User A could send some bitcoin to user B, and then user B could send some or all of it back, but there is no easy way for user A, the miners, or anyone else to reverse the initial transfer.38 Attempted tampering with the ledger is easy to identify by looking at the public blockchain record.

The final key piece of Nakamoto Consensus is the game-theoretic or psychological dimension: Why will miners bother? Proof of work is expensive, literally: It requires expensive computing hardware, and even more expensive electricity at scale. Altruism will not be enough to incentivize miners to perform validation of blocks.

Here was Satoshi Nakamoto’s brilliant inversion. The miner that successfully validates a block receives a reward in a valuable currency: bitcoin. That is, in fact, the only way that more bitcoin is created. This solves several problems, including how currency can enter the money supply without a central bank. New bitcoin enters the world through the block reward mechanism, at a rate that declines over time.39 Since mid-2016, the reward has been 12.5 bitcoin; it will be cut in half automatically again around 2020. Miners thus act purely out of self-interest, but in doing so, they fulfill a socially beneficial role. In Satoshi’s design, as the block reward decreases automatically over time, voluntary fees from those sending transactions gradually replace it.

Because bitcoin is both the output and input of the system, one could equally well describe the Bitcoin network as a trust infrastructure designed to support a digital currency and as a digital currency designed to support a trust infrastructure. Mining secures the network. The more money that miners spend to win block rewards and transaction fees, the more costly it would be for a malicious agent to overwhelm them and break the network. The term “cryptoeconomics” describes this novel enforcement mechanism, which combines cryptographic security and economic incentives.40



The Significance of Cryptocurrency

What we consider to be money says a great deal about the construction of our society. As the British economist Herbert Frankel wrote in his book Two Philosophies of Money:


The trust in money—i.e., in who does the defining—therefore implies trust in the maintenance of the monetary order. This is not a question merely of how particular individual rights, debts, or obligations are dealt with. What is at issue here is a much more basic question: How can a trustworthy society, with stability of character be maintained and continue to be relied upon?41



The initial interest in Bitcoin focused on its status as a global, private, digital currency. Currency transactions are heavily regulated.42 Bitcoin raised the tantalizing prospect (for some) of money neither issued nor controlled by any government. It could allow more efficient cross-border payments and financial assets that corrupt governments could not seize. It might even be a means to democratize and improve efficiency of the global financial system. There is, in theory, no need for the thicket of financial intermediaries when transacting in bitcoin. All transactions are reflected in the consensus state of the system.

On the other hand, a currency not issued or regulated by governments could be a haven for lawlessness, consumer abuse, and financial speculation.43 For some time, Bitcoin had a somewhat unsavory reputation. As noted earlier in this chapter, one obvious use for a global currency outside the control of governments and the banking system is illicit activity. In addition, because the Bitcoin network is based around private cryptographic keys that do not require any proof of real-world identity, it can evade anti–money laundering (AML) controls and Know Your Customer (KYC) regulations designed to prevent terrorism financing and enforce sanctions.

The bitcoin-based marketplace Silk Road, used primarily for transactions involving drugs and other contraband, was the most spectacular example.44 It was eventually shut down by the Federal Bureau of Investigation (FBI), and its creator, Ross Ulbricht, was sentenced to life in prison (he is currently in a federal prison in Colorado). However, during its three years of operation, Silk Road processed sales worth 9.5 million bitcoin.45 To get an idea of how big that number is, there were less than 12 million total bitcoin in circulation at the time. Another service, Satoshi Dice, processed 1.8 million bitcoin in 2012 for an online gambling game that was illegal in many jurisdictions.46 For the first few years, therefore, the taint of illegality around Bitcoin was not unjustified.

Just because a decentralized currency may empower bad actors, however, does not mean that it will. Despite significant price fluctuations, users continue to show faith in bitcoin as a currency, and it is accepted at legitimate businesses such as Overstock.com and Expedia. Trading activity around bitcoin and its derivatives is even more active. Regulators are developing rules to ensure that Bitcoin service providers take responsibility for their users. Developers are creating identity layers that can operate on top of Bitcoin and other blockchain-based systems for regulatory compliance.47 In fact, they may actually prove to be an important mechanism to combat money laundering. A May 2016 Goldman Sachs report suggests that storing account and payment information on a blockchain could improve data quality and reduce compliance costs, saving $3 billion to $5 billion annually in AML expenses.48

Cryptocurrency enthusiasts envision digital tokens as being widely accepted for all sorts of financial payments by people around the world, as credit cards are. Others envision bitcoin dethroning gold as the preferred hedge against the uncertainties of government-issued currencies. One or both of those might still happen, but such possibilities are years away. There are very significant technical, operational, and regulatory barriers to any cryptocurrency achieving the status of traditional money or precious metals. Although a variety of businesses accept it, bitcoin has shown no sign of becoming the popular currency for consumer payments that many of its enthusiasts predicted.

Some find a currency that no government can censor or tamper with a world-changing innovation in itself. On discussion boards, boosters talk of “hyperbitcoinization,” when the failure of a national currency leads to a rapid changeover to bitcoin as the primary medium of exchange in the global economy.49 Most people, it is fair to say, are skeptical of such a scenario. For the foreseeable future, the value of cryptocurrencies will be pegged to fiat currencies.50

There are some edge cases today where a cryptocurrency would seem more appealing than government-issued money. For instance, Zimbabwe switched to the U.S. dollar in 2008 following hyperinflation of its currency, but with dollars scarce, a growing number of citizens and businesses are turning to bitcoin.51 Latin American countries facing hyperinflation, such as Argentina and Venezuela, have seen some of the most active adoption of bitcoin for payments.52 The left-wing Syriza coalition in Greece, under pressure to adopt severe austerity measures in 2015, seriously considered abandoning the euro as its currency and switching to bitcoin.53 In such countries, though, the very chaos and corruption that undermines the traditional currency make it difficult to coordinate widespread popular adoption of a decentralized cryptocurrency alternative.

Countries with well-functioning central banks are looking at tokenizing their currencies to improve liquidity and visibility.54 Singapore has already experimented with a shadow version of the Singapore dollar, creating a prototype for recording payment transactions between banks on a distributed ledger.55 Christine Lagarde, managing director of the International Monetary Fund (IMF), acknowledges that:


[C]itizens may one day prefer virtual currencies, since they potentially offer the same cost and convenience as cash—no settlement risks, no clearing delays, no central registration, no intermediary to check accounts and identities. If privately issued virtual currencies remain risky and unstable, citizens may even call on central banks to provide digital forms of legal tender.56



Tokenization could be an important development, in some ways similar to the great shift from the gold standard in the last century. It would have far-reaching consequences, both positive and negative. The Bank of England, for example, has expressed concern that a central bank digital currency would quickly shift deposits from commercial banks, depriving them of capital and potentially paralyzing the financial system.57

These efforts primarily involve governments issuing their own cryptocurrencies with mechanisms for identity verification, not using a decentralized, private, semi-anonymous system such as Bitcoin. Ironically, the countries moving fastest to develop central bank digital currencies are more authoritarian ones, which see benefits in having universal surveillance over a common ledger.58 A traceable cryptocurrency replacing cash would actually be a step backward in terms of anonymity of financial transactions.

Whether one views Bitcoin as an irrevocable move toward the elimination of fiat currencies, the early days of an alternative private global financial system, an interesting but essentially failed digital cash effort, a dangerous threat, a fraud, or something else depends largely on prior convictions. Bitcoin is real, but its ultimate impact remains quite uncertain. Nonetheless, the domain of money is so vast that Bitcoin need not occupy a large portion of the field to have significant global implications. And Bitcoin’s impact pales in comparison to the larger revolution that Satoshi Nakamoto’s paper unleashed. If money issued by a decentralized network can be trustworthy, so can anything else that such a network might manage. The next chapter explores this potential.
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3   More than Money



It All Started When They Nerfed the Siphon Life Spell

World of Warcraft is among the most successful video games of all time, with over 12 million paying players at its peak. In 2010, as part of its regular fine-tuning of the game, the developer weakened a popular attack for the warlock class. It proved to be a fateful decision. Vitalik Buterin, a brilliant Canadian high school student, was among the hardcore players disgusted by the move. Viewing it as an example of the “horrors centralized services can bring,”1 he quit the game and cast about for something else to spend his time on. He found Bitcoin. Although he was quickly hooked, Buterin thought digital currency was too limiting. As he recalled, “I went around the world, explored many crypto projects, and finally realized that they were all too concerned about specific applications and not being sufficiently general.”2 So at age 19, he resolved to finish the revolution that Satoshi Nakamoto began.

Buterin may well have succeeded. Ethereum, the project he initiated, became the most prominent manifestation of the blockchain’s second act. This new stage would put the strange, outsider technology on the front pages of major newspapers and make it a prominent topic for captains of industry, titans of finance, and leaders of government. It would raise the stakes considerably, in both positive and negative ways. A cryptocurrency that can be used to buy a pizza, as bitcoin was in 2010, is an impressive achievement, but distributed ledgers that support multibillion dollar (or perhaps someday multitrillion dollar) global business ecosystems are something else entirely.

Bitcoin kicked off the blockchain era as a historical matter. However, it represents just one corner of the relevant conceptual space. The common term encompassing the larger family of approaches is “distributed ledger.”3

Bitcoin can be understood as the first widely adopted distributed ledger system. You may believe that you sent me five bitcoin out of the twenty you originally held, but how do I keep track? And how do I know that is really bitcoin, and that you obtained it from a legitimate transaction? Transferring valuable assets requires an agreed-upon recording mechanism. Viewing Bitcoin and its progeny in this way helps to clarify why their potential is so much greater than digital cash.

A ledger is a record of accounts. Perhaps the most familiar ledgers are those used for double-entry bookkeeping, the foundation of accounting. However, ledgers are not limited to recording debits and credits for corporate balance sheets. Real estate markets could not exist without land title registries. Democracy requires ledgers for tallying votes. Copyright depends on both public and private records tracking the registration and assignment of rights. The modern firm depends on ledgers not just for its financials, but for the relationships among its internal agents and external partners, as well as its supply-chain, back-office, and customer-facing activities. Influential sociologists such as Max Weber and Werner Sombart argued that double-entry bookkeeping was the foundation of modern capitalism. In Weber’s words, “the most general presupposition for the existence of this present-day capitalism is that of rational capital accounting.…”4

Ledgers comprise the foundational infrastructure for keeping track of things. By establishing a reliable record of ownership and asset flows, they strengthen property rights. They also allow such rights to be subdivided and transacted around, through increasingly complex contractual agreements. Standards such as Generally Accepted Accounting Principles (GAAP) can be adopted on top of the ledgers, and then auditing/reporting requirements, internal controls, and more can be further layered on top. As record-keeping migrated from paper records to stand-alone computers to digital networks, the scope of ledgers increased. In the modern world, with massive numbers of financial transactions and equally massive movement of other assets around the world, ledgers are more important than ever.

Blockchain systems are networks of ledgers. The start-up Ripple was apparently the first to use “Internet of Value” for this larger phenomenon.5 It captures the idea that just as the Internet linked networks for the exchange of information, blockchain will exchange valuable assets. Money is just the first such asset. A diamond necklace, shares of stock, a trademark, and tickets to a concert are assets with value. And in today’s world, data has value as well. Google built one of the world’s most profitable companies on its ability to collect, analyze, and leverage data into valuable services. Distributed ledgers hold out the possibility of similarly powerful data aggregation, but without the downsides of centralized control.

Bitcoin, at least initially, was limited to a single function: cryptocurrency payment transactions. Ethereum represented a leap to dynamic ledgers that can, in theory, support any application that can be coded in software. In such an environment, moreover, platforms can be separate from applications. A spreadsheet is both a ledger and the software application implementing that ledger. A cloud computing platform such as Amazon Web Services, however, is distinct from applications and services that operate on top of it. In the same way, the Bitcoin network platform was originally indistinguishable from the bitcoin payment currency, but public blockchain networks are foundations for a range of decentralized applications (Dapps).

As far back as 2010, Satoshi Nakamoto and other Bitcoin developers speculated in online discussions about using blockchain technology in areas beyond digital cash.6 Namecoin, the initial system based on those conversations, makes Internet domain name registration censorship resistant in the same way that Bitcoin does for payments. It launched in 2011 as the first fork of the Bitcoin codebase.7 There are also ways to create new cryptocurrencies or more dynamic functionality while continuing to record information on the Bitcoin ledger. Bitcoin allows subdivisions down to one hundred-millionth of a coin (called a “Satoshi”). A worthless sliver of a coin can be tagged or “colored” to represent some other asset, even a full-fledged alternative coin.8 There are also processes called “merge mining” and “pegged sidechains,” under which a cryptocurrency network can piggyback onto Bitcoin’s proof of work to validate its transactions.9 All of these approaches, in effect, borrow the trust that Bitcoin’s consensus network generates for new purposes.

As some teams sought to build on top of the Bitcoin ledger, others envisioned new cryptocurrency systems created from scratch. These “Bitcoin 2.0” networks generally diverged from Bitcoin’s two design goals: They addressed something other than payments, they relaxed the requirement that no third parties be trusted, or both. Ripple launched in 2012. It kept Bitcoin’s focus on payments, but it incorporated a limited number of trusted validation nodes to serve regulated banks interested in more efficiently moving money across borders. The general-purpose Ethereum network became operational in 2015.10 Other cryptocurrency platforms are pushing on different dimensions. For example, Monero, Dash, and ZCash offer cryptocurrencies with stronger anonymity protection than Bitcoin. And both NEO and Qtum are positioning themselves as the “blockchain of Asia,” taking advantage of the strong interest in cryptocurrencies in that part of the world.

Today, there are a few dozen other public blockchain networks in operation. And that is just the tip of the iceberg. As of late 2017, there were more than 80,000 blockchain-oriented projects on the open-source software repository Github.11 One site listed more than 1,500 cryptocurrency tokens available as of April 2018, mostly running on top of Ethereum or other foundational consensus platforms.12 These tokens serve a wide variety of functions. For example, the Basic Attention Token (BAT) issued by the start-up Brave is used to compensate users for viewing targeted advertisements. The Filecoin token associated with Inter Planetary File System (IPFS) compensates those who share hard drive space for distributed cloud storage. Numerai compensates data scientists who propose successful algorithms that it can put to work through its hedge fund. Earn.com is a social network that pays users in tokens for completing tasks such as responding to emails or filling out surveys.13

So-called Bitcoin maximalists argue that Bitcoin’s strong security—due to its extended history and greater processing power devoted to mining—will make it the best platform for all cryptocurrency-based activities. They see investment in other platforms as a distraction. An opposing faction views Bitcoin as the proof of concept for cryptocurrencies or distributed ledger technologies, which will soon be left behind as other platforms surpass its functionality.

One of the key issues is scalability. As activity has increased, throughput on the Bitcoin network has slowed. Those wishing to put through transactions have been forced to attach substantial fees to incentivize miners to process them quickly. In Satoshi Nakamoto’s original design, transaction fees would ramp up only once the Bitcoin block reward dwindled, and yet in 2017, they often spiked to $10 or more per transaction. This made small-value payments uneconomical, killing the original core use for the currency. There are a number of scaling proposals for Bitcoin, including solutions to handle most transactions off the blockchain while continuing to rely on the consensus process for security. The open question is whether retrofitting Bitcoin makes more sense than switching to a network with better scalability designed into it from the beginning.

There is also the matter of Bitcoin’s proof-of-work system. All that processing power is costly and deliberately wasteful. As the price of bitcoin increases, miners are willing to spend more and more to chase the block rewards. The immense power requirements make Bitcoin a growing contributor to energy demand, and thus carbon emissions. As the price of bitcoin spiked in 2017, it was estimated that each transaction burned enough energy to power an American home for a week.14 One analyst suggested that by 2020, the Bitcoin network could consume as much electricity as the nation of Denmark.15 In an era of climate change, this is a serious issue. And, as will be discussed in chapter 6, mining has largely consolidated into a small number of powerful pools, creating a variety of concerns.

The leading contender as an alternative consensus approach for public blockchain networks is proof of stake (POS). Instead of mining, holders of a POS cryptocurrency compete to validate transactions by staking some of their holdings. If the majority of the network rejects their block, the staked currency is “slashed” and destroyed. If the block validation succeeds, the validator earns a reward. POS mimics the cost/benefit trade-off of mining, without all the processing. Instead of proving their commitment by dedicating expensive computing power, those who wish to validate blocks put resources at risk of slashing. POS thus relies on game-theoretic incentives to promote compliant behavior.

Some blockchain networks already operate on POS. Most notably, Ethereum has committed to shift over time to a POS solution called Casper. Other blockchain systems such as Steem.it and EOS use a variant called delegated proof of stake, in which token holders vote for representatives who validate blocks. POS does not yet have proof of work’s track record of operating securely at scale. And there are worries that it will advantage large holders of the cryptocurrencies, furthering consolidation of power and concerns that the system can be gamed. As with any economic system, behavior in the real world with many participants and significant sums involved will likely be different than on paper.

With the upsurge of interest in blockchain technology and cryptocurrencies, developers are exploring a number of other consensus approaches. Dfinity and Algorand, for example, use novel cryptography to select groups of validators randomly for each block, without Bitcoin’s cumbersome mining process or risky staking. Hashgraph is based on a “gossip” protocol where transaction information, and votes about its accuracy, propagate across nodes in the network. Chia replaces proof of work’s expensive computation with proof of available hard drive space. IOTA, a distributed Internet of Things (IoT) system for controlling network-connected devices, does away with the blockchain data structure entirely in favor of what it calls a “tangle,” which arguably works better for a huge number of nodes with limited computing power.16

These and other techniques promise greatly improved performance and security compared to more-established solutions. Several have impressive technical backing, such as Algorand’s Silvio Micali, a prominent MIT cryptographer, and Chia’s Bram Cohen, who created the widely-used BitTorrent file-sharing protocol. Despite their variety, all these approaches are recognizable descendants of Bitcoin. They produce a trustworthy common truth in a network with no central control or intermediation.

None of the newer systems yet has the real-world validation and developer traction of Bitcoin and Ethereum. However, it is too early to reach definitive conclusions about which approaches will prevail. Periods of intensive experimentation inevitably produce wrong turns and dead ends along with breakthrough innovations. The most notable fact is the sophistication and diversity of innovation around blockchain-related consensus technologies. Even more striking, this burst of activity is not limited to start-ups. It has grown to include some of the world’s most powerful companies.



Permissioned Ledgers

In theory, anyone can operate a full node on the Bitcoin network, mine cryptocurrency, and verify transactions. There is no way to tell on the network itself if a participant is a Fortune 500 company or a wanted international criminal.17 No government can censor the contents of the Bitcoin blockchain because it is distributed among many computers around the world running open-source software. It would keep running even if most of them were taken offline. No private actor can force the network to move in a certain direction except in the unlikely event that it controls a majority of mining power. Everyone has the same access to the network and the same full visibility into prior transactions.

This decentralization comes at a cost. One type of cost relates to performance. Broadcasting all transactions to all network nodes creates a huge amount of overhead compared to traditional databases. Another relates to usage. For certain applications and participants, completely open access and full visibility are nonstarters. In regulated industries, for example, there may be legal requirements to know the identity of counterparties. There may also be regulatory or contractual requirements to keep the details of certain transactions confidential. And in Europe, the General Data Protection Regulation (GDPR) mandates a right to be forgotten for personal data, which obligates data processors to erase certain information upon request.18 This, as well as the whole GDPR framework of information rights, will be difficult to square with the irreversible transaction ledgers of public blockchain networks.19

These costs might be worth it to achieve strong censorship resistance and cryptoeconomic security, at least for some use cases. And they are likely to drop over time with the appearance of new technologies to improve the performance of blockchain networks. Large classes of potential distributed ledger users, however, are more than willing to trade a limited degree of decentralization for efficiency.

Bitcoin rekindled interest in Byzantine Fault-Tolerant (BFT) algorithms other than proof of work. This led to the development of a new class of distributed ledgers. They are still decentralized, in that no entity controls the network. However, only those verified actors with permission from a coordinating body can validate transactions, propose new ones, or in some cases even view the ledger. Hyperledger executive director Brian Behlendorf calls this concept “minimum viable centralization.”20 The primary adopters of this approach to blockchain are major corporations around the world. The major software and services firms for those enterprises, such as IBM, Microsoft, PWC, Oracle, and HPE, have also jumped on the bandwagon.

Many of the things that enterprises would like to do with distributed ledger systems involve relatively small networks of identified players. A group of advertisers and publishers seeking to reduce online advertising fraud, for example, probably does not need a way for completely anonymous parties to participate. In such consortium settings, many of the benefits of blockchain-based systems can be achieved through other distributed ledger structures that allow only those with permission to access the network.21 These are referred to as “permissioned,” “private,” or “consortium” ledgers.

The leading two organizations pushing the development of permissioned networks are Hyperledger and R3.22 Hyperledger manages a suite of distributed ledger packages offering different functionalities, most notably Hyperledger Fabric, based on initial work by IBM. Its solutions are designed to be modular. A permissioned network could plug in Hyperledger Burrow’s smart-contract execution engine or Hyperledger Indy’s user-controlled identity module, or use some other solution. They can also swap out different consensus mechanisms depending on their needs.

Hyperledger is a project of the nonprofit Linux Foundation, which works to standardize open-source technologies and create connections between enterprises and developers. Behlendorf, its leader, is a noted Internet and open-source technologist who created Apache, the leading web server software, before working with the Obama White House, the World Economic Forum, and Paypal cofounder Peter Thiel’s venture capital firm.

R3 is a for-profit firm that operates a consortium of more than eighty major enterprises, including many prominent financial services companies.23 R3’s Corda platform uses distributed ledger technology to manage agreements between financial institutions, involving cash, securities, or derivatives. As R3’s Richard Gendal Brown explained in a blog post:


The financial industry is pretty much defined by the agreements that exist between its firms and these firms share a common problem: the agreement is typically recorded by both parties, in different systems, and very large amounts of cost are caused by the need to fix things when these different systems end up believing different things.24



Corda employs a distributed ledger to maintain a shared record of the web of financial agreements among banks. Because it is designed to supplement the current legal structure, only identified institutions can participate in the network. The data structure for recording transactions is a standard relational database rather than a blockchain, and the consensus system is based on a more conventional BFT algorithm. The system can explicitly invite regulators, who can operate what Corda terms “supervisory observer nodes” with access to real-time information about transactions, into the process.

Permissioned networks such as Corda and Hyperledger Fabric generally do not need proof of work because they maintain a residual level of trust in the identity of network participants. This allows them to avoid the costly and capacity-limiting mining process. How much of a benefit this is depends on whether the permissioned ledgers can maintain sufficient security and censorship resistance, and whether the difficulties associated with proof of work are alleviated over time through technical advances. These projects also do not require a dedicated cryptocurrency token because their purpose is purely to support distributed ledger applications. Ripple combines a permissioned network with a currency, XRP, that can be traded but is not created through public mining.

There is something of a religious war between proponents of public and permissioned ledgers. Advocates of public networks such as Bitcoin and Ethereum argue that permissioned networks are essentially just databases. So long as someone must be trusted, argues Union Square Ventures partner Albert Wenger, you are basically part of the status quo.25 A distributed ledger might offer some incremental performance improvements, but it will not change the structure of industries or open the door for dramatic innovation. In fact, the argument goes that because the consortium controls access, permissioned ledgers could actually reinforce the power of incumbents. Some on the public network side of the argument say that permissioned networks should not even be part of the same conversation. At a minimum, they should not be lazily labeled blockchains when, as in the case of R3, they do not even store data in sequential chains of blocks.

On the other side, permissioned network advocates say that there is a world of difference between traditional database technology and distributed ledgers. Databases generally assume that all nodes will be run by a trusted actor—usually within the same company. Normal databases can be distributed and synchronized across multiple machines. However, those synchronization algorithms are designed to guard against machines crashing, not machines going rogue and trying to undermine the network.26

Distributed ledgers, by contrast, assume that nodes are operated by independent parties who do not trust one another and could be actively hostile adversaries. Antony Lewis, the Singapore-based director of research at R3, describes this as the difference between shared data and shared control.27 Traditional databases share data. Once that happens, however, those that share lose control to whatever organization operates the database. The operator always has the technical ability to access or change information. Distributed ledgers, on the other hand, share control. Each party maintains control over its own data, even if others can see and use it under specified terms. There is no other entity who can override that control.

It is not so much that theoretically, no traditional database could store the information residing on permissioned ledgers. No actual database ever would. Bruce Pon, chief executive officer (CEO) of the blockchain-oriented database start-up BigChainDB, describes an example application from the automotive industry.28 A major supplier such as Bosch has a database of all the parts it offers. It will not cede control of that data. If car manufacturers, distributors, and others want access, they must build to Bosch’s application programming interfaces and pull data into their own databases. Each of them must repeat the process for every supplier. If there are inconsistencies in the data between systems, they must be resolved.

With a distributed ledger, on the other hand, everyone in the network could share one immutable set of records. Changes are manifested simultaneously everywhere. Yet participants still control their own data. So if Bosch wished to update information about some of its parts on a distributed ledger, it could do so directly. It would not have to rely on the performance of a third-party operator, or accept a manufacturer’s inventory records as correct.

Permissioned-ledger solutions such as R3 and Hyperledger Fabric are designed to support shared ledgers across organizations, even when those organizations are competitors. They generally provide granular controls on who can see and manage information on the ledger, which has a side benefit of improving performance by eliminating the need to broadcast everything to all nodes. And, in most cases, they are built on BFT algorithms based on years of academic research. The permissioned-ledger community argues that its solutions are as secure as those that a public proof-of-work network offers, if not more so.

The choice between public and permissioned ledgers largely comes down to the problem that one is trying to solve, as well as the constraints on the solution. Adam Ludwin, the CEO of Chain, which makes blockchain technology solutions for financial service providers, says that the value of a fully distributed solution, which generally means a public network, depends on “how much a given user group NEEDS censorship resistance in a given market.”29 Bitcoin needed it because freedom from government limitations on money is its reason for existence. In other contexts, there may be different reasons why a distributed approach is needed or desirable.

Permissioned networks were a big factor in the rise of enterprise and government engagement with distributed ledger technology during 2016 and 2017. That helped to validate the legitimacy of the blockchain concept, which no doubt played a role in the huge run-up in public cryptocurrency prices. And the two approaches may be converging. JPMorgan’s Quorum system, for example, is a fork of the Ethereum software with privacy and permissioned access added on.30 Bitfury’s Exonum is a permissioned blockchain that periodically anchors transactions to the public Bitcoin ledger. The Enterprise Ethereum Alliance is working to making Ethereum suitable for enterprise use cases. Coming from the other direction, Hyperledger Fabric can plug in different consensus mechanisms, so it could operate on top of a public blockchain network in the future.

“Over time the public network wins. Cloud computing is the proof of that,” predicts serial technology entrepreneur and Circle Internet Financial CEO Jeremy Allaire.31 Allaire’s first company created Cold Fusion, the application server technology that powered the original wave of dynamic applications on the web. He sees distributed ledger technology following a similar evolutionary path as the Internet. Major corporations and governments initially stuck to private intranets and local data storage until the security on public networks improved sufficiently. He continues: “The benefit of public blockchains is the security, because there is an underlying incentive system. Fiduciary trust applications will gravitate to the most secure infrastructure. And the most secure infrastructure will be public blockchains.”

Many thoughtful observers see a similar convergence. When the price of bitcoin fell in 2014–2016, interest shifted away from cryptocurrencies and toward permissioned networks. The subsequent spike in cryptocurrency prices and high-profile, innovative, network-centric applications based on cryptocurrency tokens swung the pendulum the other way. It will not be the last shift. As the separate communities mature, they will learn from each other, and users will drive them to find the best of both worlds. However, this transition will take time. The development of governance systems, discussed in chapter 7, will be an important factor.



Smart Contracts

For the next piece of the story, we return to the former World of Warcraft player described at the beginning of this chapter. In 2013, Vitalik Buterin dropped out of college. Armed with a $100,000 Thiel Fellowship, he set about to create what became the Ethereum project. Ethereum, and other systems like it, opened up the full scope of the blockchain opportunity. They did so by further developing a mechanism known as a “smart contract.”

Distributed ledgers are active, not passive. In other words, the ledgers do not simply record information passed to them. They are part of a consensus system, so they must ensure that recorded transactions are actually completed to match the consensus.32 For Bitcoin, that means that the system self-enforces financial transfers.33 I cannot initiate a transaction promising to send you bitcoin and then renege; the synchronization that reconciles and completes the transfer is part of the process. This is the smart-contract functionality. Both the specification of rights and obligations and the execution of that contractual agreement occur through the platform. That is very different from traditional financial transactions, where clearing and settlement are distinct processes from the agreement itself, and disputes go through the court system.

Smart contracts turn a distributed ledger into a distributed computer. One way to understand Satoshi Nakamoto’s innovation was that he solved the problem of decentralized time-stamping. To trust that a coin was not spent twice, there must be a reliable way to track exactly when each transaction happened. On a decentralized network, however, there is no master clock to which every machine can synchronize. That would be a trusted third party!34 And even without one, nodes would need to trust the time stamps that other nodes reported.

The proof-of-work system imposes consensus on the precise order of transactions. Nodes are agreeing not just on what happened, but in what sequence it happened. The same consensus algorithms that allow each node to have an identical copy of the ledger, therefore, allow it to perform identical computations, in the same order. That provides what computer scientists call “shared state”: a picture of the status of the system at any moment.

According to Adam Krellenstein, cofounder of the smart-contract start-ups Symbiont and Counterparty, blockchain networks are the first real-world systems to achieve shared state without any trusted central authority.35 That opens up a world of possibilities. Now distributed ledgers are a way to do virtually anything that computers can do, but in a decentralized manner. Smart contracts function as software programs that execute on a blockchain.36

Nick Szabo developed the idea of smart contracts in the 1990s, well before Bitcoin existed.37 His illustration was the humble vending machine. A vending machine fully executes a contractual agreement by taking in money and dispensing products. It also provides sufficient security to make breaching the contract—breaking into the machine—unprofitable. For all practical purposes, the machine is the entirety of the contractual environment. It needs no human intervention, either to perform the contract or to resolve disputes in court.

Until Bitcoin, there were few practical applications of these ideas. Vending machines work as proto-smart contracts because they sell items of low value, operate face to face, and take cash38 (a bearer instrument). Distributed ledgers made it possible to implement similar arrangements digitally, across networks, for any kind of asset or agreement, without any trusted actor. For example, insurance agreements, mortgages, wills, and software licenses are all transactions that today require human intermediation, but could conceivably be automated through smart contracts. Even after Bitcoin gained strength, though, it took several years for robust smart-contract platforms to be introduced.

The Bitcoin protocol was designed explicitly for a currency, so it only needed the functionality necessary to support financial transactions. Adding richer programming capabilities to blockchain transactions adds security risks and various other complexities. The more you can do with a software-based system, the more opportunities for bugs, exploits, and hacks. Bitcoin also lacks a representation of shared state in the form of accounts, which specify cryptocurrency holdings at any moment. Instead, it uses a format called “unspent transaction output (UTXO).” The bitcoin associated with a private key need to be totaled up each time from previous sending and receiving transactions. UTXO is technically simpler for digital cash, but it makes it harder to operate general-purpose smart contracts.

Overcoming these limitations was the goal of Ethereum, the most prominent smart-contract platform.39 Ethereum offers a Turing-complete programming language, meaning that in theory, any application that runs on a conventional computer can be executed on the distributed ledger through its consensus network.40 Ethereum is designed as a complete smart-contract platform, including development tools. It makes it relatively easy to code new kinds of applications on top, just as the web and various software tools such as application servers were the foundation for Google, Amazon, and eBay.

How exactly smart contract technology will be adopted is an open question. Szabo’s 1997 paper, for example, envisioned a smart car lease. If the driver failed to make monthly payments, the car would automatically be rendered inoperable and control of the keys reverted to the bank. The same thing would occur at the end of the lease term, unless the agreement was a lease to purchase, in which case the bank’s access would shut off upon full payment. Such a system would be designed to smooth enforcement of a familiar category of agreement. As will be discussed in chapter 6, though, it might also cause new problems when the automated enforcement goes too far.

Smart contracts can also enable entirely new kinds of arrangements. Perhaps the most successful early example of an application built on Ethereum is CryptoKitties, a game that launched in late 2017 and quickly became one of the biggest sources of traffic on the network.41 The application generates unique digital collectibles in the form of cartoon kittens. The kittens, each of which is actually a cryptocurrency token executing smart contracts, can be bred with each other to randomly create novel offspring. Some of these are quite rare. At least one sold to a collector for over $100,000 in cryptocurrency. Although CryptoKitties is likely a short-lived fad, it suggests the diversity of uses for smart contracts. Digital assets that cannot be duplicated but can be sold and transformed could have serious applications in finance and other business domains.

Buterin’s idea of a general-purpose computing platform on the same foundations as Bitcoin attracted significant excitement almost immediately after the Ethereum whitepaper was released in late 2013. Development began in 2014 and was eventually formalized under a Swiss foundation. Ethereum used the then-novel approach, now known as an initial coin offering, of selling pre-operational tokens to raise funding.

Today, there are networks of Ethereum developers around the world. Consensys, a Brooklyn, New York–based software development studio led by Ethereum cofounder Joe Lubin, is incubating dozens of Ethereum-based projects, several of which have already spun out as independent companies. And more than two hundred organizations, including Microsoft, JPMorgan, the government of India, Intel, Cisco, and Mastercard, are members of the Enterprise Ethereum Alliance, a group formed to promote Ethereum adoption among established businesses.42

Ethereum has its own native cryptocurrency, called “ether.” It is now the second most valuable, after bitcoin. However, ether’s primary purpose is not to serve as an investment vehicle or payment mechanism. It is the only way to purchase an internal, nontradable resource in the Ethereum system, called “gas.” Gas buys processing cycles on the Ethereum network. A more complicated smart contract, requiring more computation, costs more gas. And there is a hard limit on the amount of gas that any Ethereum smart contract can expend.

Ethereum took this approach for two reasons. First, computation is costly. In the Ethereum network, as a public blockchain system, every verification node processes each smart contract.43 The system is difficult to scale, especially if smart-contract developers are not parsimonious in their use of computation. It would quickly clog up if anyone could launch thousands of smart contracts with no cost. Second, smart contracts are programs. They may have bugs or inefficiencies that eat up more computation than expected. Programmers can easily create infinite loops. A fundamental limit of a Turing-complete system such as Ethereum is something known as the “halting problem”: It is formally impossible to determine ahead of time whether an arbitrary program will ever complete or run indefinitely. Without a gas charge and a gas limit, a smart-contract system such as Ethereum would quickly be overwhelmed.

Other smart-contract systems have similar mechanisms to prevent runaway programs, even if they do not sell gas for a native token. Although smart contracts are most prominently associated with Ethereum, they are a feature of most major blockchain networks under development, including the permissioned-ledger systems. There is also a project called Rootstock to jerry-rig full-fledged smart-contract functionality onto the Bitcoin network.44

Smart contracts are the engines that allow blockchain-based systems to support more than digital cash. They also reveal the full significance of the blockchain as an architecture of trust, for good or ill. If this were not obvious before, it became clear during what one account described as “arguably the most philosophically interesting event to take place in your lifetime or mine.”45



The DAO Saga

Over the course of a few weeks in mid-2016, some 11,000 individuals worldwide committed cryptocurrency worth roughly $150 million to a virtual company with no employees, no management, and no legal existence. It was hailed as, “[a] new paradigm of economic cooperation … a digital democratization of business.”46 Smart contracts, running on a blockchain platform, took the place of law, intermediaries, and personal relationships as the foundation for trust.

And then all hell broke loose.

By the time the scary saga reached its conclusion, the Ethereum network was forced to break immutability—one of the central elements of blockchain trust—in order to recover tens of millions of dollars from a thief, and potentially to save its own reputation. The implications are still being debated.

It all started when a group of Ethereum developers from a German start-up, Slock.it, created a distributed crowdfunding system called The DAO.47 It was designed to implement the concept of a decentralized autonomous organization (what the acronym DAO stands for), in which corporate governance and operations were conducted automatically through smart contracts. Users pledged ether in return for tokens that gave them the authority to vote on projects to be funded. Organizations seeking funding would sign up through another interface and receive ether if they received sufficient votes. Despite the novelty of the arrangement, users quickly pledged roughly 15 percent of the total supply of ether to the project.48

Amid the excitement, something went horribly wrong. Within weeks of the launch, a hacker took advantage of a bug in The DAO’s code to siphon off more than a third of the ether.49 Although clearly an attempt at theft, the hack was executed through a series of smart contracts that were formally valid within the system’s rules. From the perspective of the smart-contracting system, the transactions were perfectly legitimate. Thus, even though the stolen funds were temporarily quarantined in an account, not immediately disbursed, there was no legal or technical way to recover them without undermining the entire system. Even if a court ordered the funds returned, there was no one to carry out that order.

There was a period of chaos as the Ethereum community struggled to respond, with several false starts. Ultimately, Buterin and the leaders of the Ethereum project had to convince a majority of nodes to implement a hard fork, which split the entire Ethereum blockchain. Only through this dramatic step, which effectively destroyed The DAO and weakened confidence in the Ethereum platform, could the stolen funds be returned.50

A hard fork creates two incompatible chains.51 The Ethereum Foundation, which maintains the open-source code for the platform, provided a software update to miners. For those running the new software, the DAO hack never happened; their blockchains did not recognize the currency transfers. In all other respects, however, the blockchains were identical at the time of the fork. Other than the ether in question, the two blockchains showed the same users, with the same accounts.

Although most miners adopted the new software without incident, the move was not without controversy.52 It meant that Ethereum transactions were not truly immune from centralized interference. It also raised concerns about what might happen when governments or other central authorities became concerned about records stored on distributed ledgers.53 While the Bitcoin blockchain had executed hard forks in the past, those were technical fixes to double-spending bugs that undermined the integrity of the distributed ledger. The Ethereum hard fork retroactively invalidated otherwise valid transactions.

The assumption was that the prefork blockchain would wither away as miners abandoned it and ceased to engage in proof of work. That did not happen. A small group of miners kept running the old software, evidently dissatisfied with the Ethereum Foundation’s willingness to break the ledger. A group of developers announced its intent to manage the software going forward, under the name “Ethereum Classic (ETC).”54 And cryptocurrency exchanges began accepting ETC alongside the new post-DAO ether (ETH).

This odd situation created new security and double-spending risks. It also provoked reassessment of Ethereum’s potential as the dominant blockchain-based application platform. And it left the Ethereum community wondering whether hard forks would be a recurring event when future glitches imperiled significant sums of cryptocurrency. Ethereum core developer Peter Szilagyi summarized the experience with profound understatement: “The DAO has shown us that it takes much more effort to write smart contracts than we originally anticipated.…”55

It showed more than that. The DAO incident revealed quite starkly that a blockchain does not eliminate the need for trust. It can remove some of the trust dependencies of analogous systems, but when the going gets tough, something else must take their place. As explained in chapter 1, trust is confident vulnerability. A rational belief in the integrity of the network is just a part of that confidence.

The Ethereum community overcame the crisis with The DAO because Buterin and the Ethereum Foundation were able to marshal sufficient support for the hard fork. Most developers and miners, after a period of debate, agreed to go along. Other members of the community engaged in “white hat” (friendly hacking) operations to shield further funds from the attacker. Neither the network’s software code nor the rational calculus of miner self-interest explains how Ethereum survived. It needed trust.

The benefits of distributed ledgers are real. Yet so are the dangers. More important, there is no shortcut that allows one to avoid those dangers. Trusted and trustworthy blockchains depend on messy efforts by communities of human beings, just like anything else of similar importance in society. The biggest mistake that one can make is not to dismiss blockchain technology as a fantasy or a fraud; rather, it is to embrace it too credulously. The triumph of the blockchain will require hard work to match potential with reality.
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4   Why Blockchain?



Beyond the Whoppercoin

A fast food chain might be the last company one would envision as a leader in the emerging blockchain economy. It certainly was not what Satoshi Nakamoto had in mind when he created Bitcoin. Yet there was Burger King in the summer of 2017, announcing the launch of a cryptocurrency for its stores in Russia. Major media outlets such as the BBC, Fortune, and CNBC rushed to cover the news.1 Customers could now earn virtual tokens, redeemable for food, with every hamburger they purchased. Ivan Shestov, head of external communications at Burger King Russia, described the so-called Whoppercoin in glowing terms: “Now [the] Whopper is not only [a] burger that people in 90 different countries love—it’s an investment tool as well. According to the forecasts, cryptocurrency will increase exponentially in value. Eating Whoppers now is a strategy for financial prosperity tomorrow.”2

The reality is less exciting. The Whoppercoin will not turn fast food consumption into the world’s greatest investment opportunity, nor will it transform restaurants into virtual asset factories. Whoppercoin is just a loyalty program, of the sort companies like Burger King run all the time. There is little difference between Whoppercoins and the Monopoly Game cards annually offered at McDonalds, or airline frequent-flyer miles. The cryptocurrency angle is merely window dressing, to gain attention.

While the image of Whoppercoins increasing exponentially in value may be amusing and harmless, the blockchain hype that it epitomizes is not. If Whoppercoins, which provide no real differentiated value to customers or Burger King relative to conventional loyalty points, actually did appreciate substantially, it would be a dangerous sign of a speculative bubble.3 Markets can decouple from economic reality for a time, but they always return to earth. And if helping people get rich eating burgers is a good application of the blockchain, is it really the world-transforming innovation that so many have predicted?

One can easily get caught up in the excitement about how the blockchain could “transform business, government, and society”4 and is “pulling us into a new era of openness, decentralization, and global inclusion.”5 There are so many use-cases under development, from so many high-flying start-ups and major incumbent firms. The opportunities that the blockchain presents seem so powerful—and so disruptive. A torrent of popular press articles, whitepapers, and industry pronouncements assert that the blockchain is on the cusp of changing the way that companies and the global economy operate.

And perhaps it is. The potential of distributed-ledger technologies is almost too vast to contemplate. The blockchain appears to be what innovation scholars call a general-purpose technology (GPT), capable of influencing many sectors of the economy simultaneously.6 Like earlier GPTs such as the steam engine, electricity, railroads, and the Internet, it may have many spillover effects beyond its direct applications.

Yet just because a technology could be revolutionary and has strong backing does not mean it will develop as promised. What seems just around the corner to early adopters may actually be a decade or two from maturity. In the words of the renowned futurist Paul Saffo, “never mistake a clear view for a short distance.”7 History is filled with hyped technological trends that never reached the promised level of adoption or fizzled into modest evolutionary improvements. For example, remember 3D television? Computer scientists in the 1960s were confident that general-purpose artificial intelligence was just a decade away, and David Chaum’s Digicash promised ubiquitous digital micropayments in the early 1990s. There has been rapid development recently in both areas, but much later and in different ways than anticipated.

Whenever a hot new trend appears on the technology horizon—a surprisingly frequent phenomenon—companies flock to it, basking in the reflected glow. They generate press releases and Microsoft PowerPoint decks associating themselves with the meme du jour. It is a great way to get attention, look smart, and attract funding. Sometimes the new development really turns out to be transformative. Other times, it is just a fad. And often the trend is meaningful, but the companies’ connection to it is weaker than it appears. There is already a term, “chainwashing,” that refers to companies artificially associating themselves with the blockchain.8

With token-creation platforms such as Ethereum’s ERC20 standard and Waves, Burger King’s partner in the Whoppercoin venture, it is relatively simple for any company to issue a cryptocurrency. It is even easier to create a consortium, initiate a proof-of-concept project, or announce a start-up, none of which requires written software or significant financial commitments. Only a fraction of such initiatives will become real, thriving business ventures. The larger the firm involved, the more experiments it can launch with no real commitment to their success. It is critical not to confuse blockchain press releases with blockchain success stories.

The examples highlighted in this book are no exception. Five years from now, most of them may have ended or failed. For an entrepreneur or investor, of course, picking the winners matters a great deal. However, for those seeking to understand the market dynamics that will affect their own organization or influence public policy, what matters is the big picture. AltaVista, Friendster, and Pets.com failed, but searching, social networking, and e-commerce presented massive opportunities in the Internet economy.

Innovation is not just a synonym for new technology. As Wharton School professors Christian Terwiesch and Karl Ulrich explain, an innovation is a novel match between a need and a solution.9 It requires both the push of new capabilities and the pull of market demand; either alone is insufficient. The discussion up to now has focused primarily on what the blockchain does. This chapter concentrates on what problems it solves. If distributed ledgers can address real and substantial needs in a superior way, they will eventually enjoy widespread adoption. If not, no amount of hype will mask the essential emptiness of the approach.

A blockchain is, in important ways, just an information-storage mechanism. Relational-database technology, the primary form of computer-based information storage and access, has been around since the 1970s. Techniques for distributing databases across many computers are also decades old, as are practical implementations of digital cash.

So, what needs does the blockchain address, either for the first time or in new ways? Anyone looking to adopt or invest in distributed ledger-based solutions needs to ask that question. The benefits of these systems come with significant costs, not least of which are their novelty and immaturity. If an existing technology can do the same thing, it is likely to be the better approach. Satoshi Nakamoto did not overcome the fundamental limits of computer science, nor of human nature. Curiosity and enthusiasm may be sufficient in the short term, but over the long run, distinctive advantages are what matter.



The Enduring Value of Intermediaries

The Cambrian Explosion of activity in the decade after Satoshi Nakamoto’s whitepaper makes it difficult to separate hype from sustainable value creation. In particular, like the Internet, the blockchain is mistakenly viewed as the final answer to the problem of intermediation. Online services did undermine travel agents, newspapers, and other traditional informational intermediaries, but they also transformed them and interposed new platforms such as Google, Facebook, and Amazon. The blockchain’s relationship to intermediaries is similarly more complex than it appears.

Many business plans for blockchain-based applications trumpet the elimination of intermediaries as their core advantage. Just as the insurance company Geico realized that it could cut prices by 15 percent by eliminating independent agents’ commissions and selling policies directly, blockchain-based firms promise to cut out the middlemen and the deadweight costs they add. They display diagrams replacing layers of legacy intermediaries with direct transactions between parties through a blockchain ledger.

While excising unnecessary intermediaries can be a significant benefit of the blockchain architecture, that does not always occur. Some intermediaries perform functions that new blockchain-based platforms cannot, such as connecting to essential legacy systems. A world beginning with a clean sheet of paper may be familiar for start-ups, but any time existing firms need to be part of the network, some integration will be required. And any time a cryptocurrency application depends on a native currency that must be converted at the end points back and forth from fiat, the application itself adds a new layer of intermediation. If users are willing to employ bitcoin, ether, or another cryptocurrency end to end, that may not be necessary, but today, that is only rarely the case. If people did not care about fiat currencies, they would not be so excited about bitcoin’s price appreciation demarcated in dollars.

The remittance market shows how the blockchain’s disintermediation and cost reduction may not be as dramatic or fast as some speculate. Immigrants and temporary workers in developed countries send nearly $500 billion annually back to relatives in the developing world, generating roughly $30 billion in fees.10 This scenario is frequently cited as a great example of potential blockchain disruption because remittances involve middlemen taking huge commissions for currency exchanges that cryptocurrencies make unnecessary.11 But if one actually looks at these markets, the advantages are not so clear. When someone in the U.S. sends money to relatives in the Philippines through a blockchain-based remittance service using bitcoin, there are still transaction fees for going into and out of the system in the middle. And because of bitcoin’s volatility, spreads may be higher than for the direct currency-to currency conversion that traditional operators such as Western Union employ.12

SaveOnSend, a comparison-shopping engine for money-transfer services, argues, “There is virtually no advantage between receiving money into a bank account [as with blockchain-based services] vs. picking them up from a cash agent [as with Western Union]—in most cases, a provider’s margins are the same for either method.”13 Many remittance receivers in the developing world choose to pay high fees to local agents even when cheaper alternatives are available, most likely to circumvent paying taxes.14 And most of the costs of international money transfers turn out to involve the physical arrangements at the receiving end, not the international conversion of funds.15 Blockchain-based money-transfer firms may turn out to be very successful, but it is dangerous to assume that their success is guaranteed by the structure of the market. Most are already pivoting to focus on payment services other than remittances.

As the remittance example illustrates, innovation can take several forms. An incremental improvement in one component of a system or process will enhance performance, but it is unlikely to create new business opportunities. On the other hand, what technology strategy scholars Rebecca Henderson and Kim Clark call an architectural innovation—“the reconfiguration of an established system to link together existing components in a new way”—has the significant potential to disrupt industry structures.16

Blockchain technology constitutes an architectural innovation with tremendous promise because it functions as a new architecture of trust. It addresses needs that arise from the breakdown of conventional trust structures. Specifically, the blockchain offers four core value propositions:


	Decentralized control

	A shared view of the truth

	Collaboration across organizational boundaries

	The direct exchange of value through tokens





Decentralization

Decentralization allows blockchain networks to offer many of the benefits of centralized trust—scale, clarity, and support for complex transactions—without ceding power to either government authorities or intermediaries. Decentralization, however (like consensus), is difficult to define. Does it mean more than one center or a pure mesh with no centers at all?17 How much decentralization is sufficient? And what actually gets decentralized in a decentralized system?18

There are many ways to decentralize, but they all share a common feature: No single entity is essential for the system to function. Often, the reason to decentralize is less a desire to prevent government censorship than the practical limitations of current systems.19 Chris Ballinger is director of mobility services at Toyota Research Institute (TRI) in Los Angeles, the automaker’s in-house think tank. Coming from a background as a chief financial officer, he would seem an unlikely champion for decentralized blockchain technology.20 Yet it was in financial services—the complex and fragmented loan processes around cars—that he first recognized the potential of a shared distributed ledger. Now, at TRI, he is looking at how it might address some of the challenges of building safe autonomous (driverless) vehicles.

Autonomous cars use machine-learning technology to identify obstacles on the road and determine how to respond. The more data fed into the systems from various driving situations, the more accurate the machine-learning results. The way to acquire that data is to send test cars into the field with human backup operators. Experts estimate that reliable autonomous cars that regulators will accept on the road will require 1 trillion miles of driving data to train the machine-learning engines. That is about one-third of all the miles driven in the United States in 2016.21

The problem with collecting that much data is the lack of a central actor. The ones who want the data—autonomous car manufacturers—are not the ones who have the data. The ones who have the data—individual drivers and fleet operators—are extremely fragmented. And there is no marketplace for this latter group to use to sell their anonymized driving data if they wanted to. No one is in a position to create such a marketplace because neither drivers nor manufacturers would trust any one entity with their data.

The blockchain’s decentralized structure offers a solution. Ballinger believes that a decentralized marketplace could establish property rights around user-driving data, secured through cryptocurrency tokens. Drivers would receive compensation for sharing their anonymized driving data with the marketplace, and car manufacturers would pay to access data from the same exchange.22 The net result would replace the current system, where a central actor such as Google puts a swarm of research vehicles on the streets or buys data from fleets, with a decentralized market arrangement. For Toyota and other car manufacturers, this requires no great conceptual leap of faith. It is the same way that they buy other inputs to their vehicles such as steel. In economic terms, the distributed ledger aligns incentives between the erstwhile buyers and sellers of driving data. Toyota recently launched a consortium to advance the idea.23

In general terms, the problem of central control that blockchain-type systems address is related to trust. Trusting involves risk. There is always the danger that someone you trust turns out to be untrustworthy. Investors in Bernie Madoff’s Ponzi scheme, for instance, lost their money because they trusted the wrong investment manager.24 Law, regulation, and insurance are all mechanisms to limit such risks.

The Madoff scenario is the exception rather than the rule, at least in the United States. For those at the mercy of loan sharks, payday lenders, or extortionate money-transfer agents, however, the blockchain offers an appealing alternative. In countries without a strong adherence to the rule of law, the government itself may not be trustworthy. In such cases, the availability of a financial infrastructure that does not rely at its roots on sovereign authority is a powerful opportunity. And the unbanked may not have access to trusted financial institutions at all. The blockchain as a trust platform requires only an Internet connection and a computer, so it can go all sorts of places where the current financial system does not.

Centralized trust also creates vulnerabilities. A central point of control is a central point of failure. It is where malicious actors will target their efforts. There has been a parade of security breaches in recent years involving major central data repositories such as Yahoo!, the U.S. Office of Personnel Management, and Equifax. Organizations should adopt better information security practices, but this will never be enough.25 So long as there are central points of control, vulnerabilities will be part of the “new normal” of our connected world.

The DigiNotar case is a striking example. Access to websites is secured through cryptographic certificates verifying that the user is connected to the correct site, with no interference in the middle. Every time you visit a secure site, such as for an electronic commerce transaction, your browser exchanges cryptographic keys. The sites obtain their secure certificates from central certificate authorities, a system known as “public key infrastructure (PKI).”

In 2011, DigiNotar, a Dutch certificate authority, was hacked.26 Fraudulent certificates were issued, which allowed attackers to intercept and redirect traffic between users and Google’s Gmail service. (The hack appeared to involve the government of Iran or its agents seeking to access email of Iranian Internet users.) The damage was limited because Google and browser vendors acted quickly to invalidate the fraudulent certificates. DigiNotar, until then considered a high-quality certificate authority, was forced into bankruptcy due to the incident, and others enhanced their security procedures.27 So long as browsers must trust certificate authorities, however, some danger of centralized control remains.

Finally, centralized trust creates negative externalities even when those at the center remain trustworthy. This is the danger of intermediary trust. Intermediaries create value by pulling together networks. Stock exchanges are a prime example. A few traders can negotiate with one another directly to consummate trades, but as the market expands, a purely person-to-person approach breaks down. Exchanges emerged as central aggregation points for trading, greatly increasing the liquidity of the market. Often, markets have multiple layers of intermediation, as new activity creates new service opportunities. The online advertising ecosystem is a good example. There is a complex assortment of advertising networks, tracking systems, retargeting services, aggregators, analytics providers, and other services. Each of these addresses an opportunity or pain point, often one that only developed thanks to a previous round of intermediation.

Intermediaries serve many valuable roles.28 They can match buyers and sellers, aggregate demand to produce economies of scale, reduce bargaining asymmetries, protect against opportunistic behavior by other market participants, and reduce transaction costs by facilitating and standardizing information flows. When the intermediary itself creates a foundational business opportunity between two or more communities, it becomes a platform, like Facebook or Uber.

The problem is that intermediaries also impose costs. When an intermediary is a private company, it expects to generate revenue in return for the value it provides. Google charges advertisers for exposing them to a large number of users, and for targeting advertisements precisely. Google’s advertising revenues, now in the tens of billions of dollars annually, represent a cost of intermediation. The benefit is that until Google came along, there was no way to bring the two sides of the market together effectively. But if the search engine advertising marketplace could exist without Google at the center, it would not have to bear those costs. And as the number of intermediaries multiplies, so does the overhead. Search engine optimization firms, for example, are intermediaries that piggyback on Google. Those providers charge for their services, and Google has to expend resources to prevent excessive gaming of its search results.

Once intermediated markets are established, they can be difficult to overthrow. Network effects create strong barriers to entry. The much-ballyhooed peer-to-peer (P2P) social networking service Diaspora never seriously got off the ground as a Facebook rival. Even Google could barely dent Facebook’s dominance after spending hundreds of millions of dollars on its Google+ alternative.

A blockchain-based network has a different value proposition than one built around traditional intermediaries. The intermediation resides in the ledger, not the ledger creator. There may still be an organization that generates revenue for establishing the network, or operates hardware nodes on which transactions are validated. However, this gives it no special power over the data involved. The participants in the network retain control themselves.



Shared Truth

The next appealing aspect of the blockchain’s trust model is its potential for speed and efficiency. At first glance, this sounds odd. Bitcoin validates a block roughly every ten minutes, and it currently has a nominal limit of seven transactions per second. This is quite a small number: The Visa credit card network handles up to 10,000 transactions in the same period.29 The overhead of synchronizing the distributed ledger is so great that, according to one estimate by Nick Szabo, the process operates 10,000 times slower than a conventional computer.30 Other distributed-ledger systems achieve better performance by trading off some degree of decentralization or security, but even they cannot keep up with state-of-the-art, highly tuned enterprise databases.

Yet there is a hidden advantage to removing the need to trust actors you interact with. Trust is not transitive. I may trust you, and you may trust your bank. But that does not mean I trust your bank. For me to cash your check, our banks must enter their own trust relationship. With many thousands of financial institutions processing billions of transactions across hundreds of jurisdictions, this pairwise structure quickly bogs down—or, more accurately, it works only with huge inefficiencies and transaction costs.

A distributed ledger replaces those redundant processes with a single record that everyone trusts. “Seeing things together in real time is powerful,” says Amber Baldet, blockchain program lead at JPMorgan.31 “We spend millions on reconciling information between parties because they don’t trust each other.” In intermediary trust networks, those same reconciliation costs create lock-in and value-extraction opportunities for the intermediaries.

Shared truth seems like the opposite of decentralization. The one canonical ledger looks suspiciously like a new central authority. In actuality, the two concepts are complementary. “Decentralization” means that parties need not cede power to a third party. “Shared truth” means that the parties themselves cannot exercise exclusive authority. Everyone can have a copy of the master ledger, but no participant can claim its own ledger is the final word. Authority resides in the consensus. That consensus, however, is not seated in any one entity. It is an emergent property of the network as a whole.

The complexity of reconciling transactions between many interconnected trusted parties adds delay to the process. Stock trades, for example, typically settle after two days (a standard known as “T+2”).32 Faster settlement frees up capital that traders and multinational firms can put to work in other ways. There are limits on how low the number can go. Delayed settlement gives firms time to come up with collateral to settle trades, which is important in derivatives and other markets. The move to distributed ledgers will allow the actual settlement rate to converge with the greatest efficiency for market participants.

In essence, the traditional trust model of the financial system and the blockchain model both create decentralized ledgers. In the traditional system, every node is individually responsible for keeping its ledger in sync with the virtual consensus, but it only has visibility (and limited at that) into its direct partners. With the blockchain, every block added reconciles its transactions across the entire system. It effectively parallelizes what is otherwise a collection of serial processes. Each individual transaction takes longer to be recorded, but the global state of the system is updated more rapidly. And because this occurs through one synchronized process, rather than a potentially large number of separate transactions, costs may be significantly lower. Goldman Sachs estimates that the blockchain could save $11 billion to $12 billion annually in settlement and reconciliation costs for securities transactions alone.33

Beyond financial services, any time that multiple parties record the same transaction, there is the possibility that their records will not align. There could be a trusted intermediary creating the marketplace, but everyone would still have to connect to a common interface that it establishes. Every company may have its own data formats, which it needs to convert to the common standard. And if there is ever an inconsistency in the data, that creates a need for manual intervention and exception handling in order to decide which version should control.

Opportunities for mistakes and disputes abound. Global firms spend many billions of dollars annually orchestrating networks of independent providers in supply chains. According to IBM, in just the shipping segment, 5 percent of total costs—about $10 billion annually—involve dispute resolution, when what arrives is not what was expected.34 The shared truth of a blockchain ledger could reduce these losses by 20 percent, in IBM’s estimation, through better tracking on a common ledger.

In addition to avoiding disputes before they happen, a universal view of truth fosters auditability after the fact. If all the information is recorded on a single distributed ledger and any changes to that ledger are automatically and immutably recorded, auditing transactions becomes much easier. It no longer requires a forensic reconstruction of activity. The auditors might be market participants, in the case of a dispute; auditing firms conducting their regular reviews; or regulators.

Transactions often have multiple components that are relevant to different providers. A real estate or auto transaction may involve banks, insurance companies, and government agencies, each of which needs to track certain information about the transaction. Properly recording the deed in the land registration office does not guarantee that the mortgage bank, the title insurer, or the local taxing authority will do so. Each of these organizations uses its own system, its own data format, and its own staff. There are a plethora of opportunities for something to go wrong in synchronizing and reconciling all these records. And whenever that happens, it imposes additional costs and delays.

The same problems emerge in the compliance function. Regulations for banks require that certain transaction information be sent to regulatory agencies, who can examine all sides to evaluate systemic risk. For example, both counterparties must report over-the-counter swaps to the Commodity Futures Trading Commission (CFTC). Yet according to Neepa Patel, chief compliance officer at R3 and former bank examiner for the Office of the Comptroller of the Currency, the information that two counterparties send the regulators for the same transaction does not match up to 40 percent of the time.35 These are typically administrative errors or incompatibilities between systems, such as inconsistent entity names or time stamps. These issues must be reconciled manually to produce accurate data.

The gaps between different recording systems for the same transaction also open up the potential for fraud. BigChainDB CEO Bruce Pon relates a story from his prior career providing information technology services for the automotive industry.36 Cars are often used as collateral for loans. If a dealer sells a car but does not notify the bank issuing it a loan, and then the dealer goes bankrupt, the bank has no way to recover the funds. Unscrupulous car dealers in Russia would sell tens of millions of dollars of inventory that they were simultaneously using as collateral for bank loans. Similar issues occur with uncertified parts. Even when licensed dealers attempt to use only authorized parts when repairing cars, they have no control over other points in the supply chain where counterfeit parts may enter.

What is needed is a way to track the car all the way through the chain, from manufacturing to sale to aftermarket repair. Manufacturers, financial services firms, and intermediaries in the automotive industry could come together to create a unified view of the supply chain and financial chain around a car. In the blockchain model, says Pon, “there is one shared immutable truth, which everyone sees immediately. If there is a change, it is propagated immediately.”37 This would allow additional services, such as insurance and predictive pricing algorithms, to be applied on top of the common data set. The blockchain itself would not guarantee the accuracy of the information recorded, nor would it force all the companies to participate. However, by creating a common platform, it would make it easier to address those challenges. Toyota joined the Enterprise Ethereum Alliance to help develop such an industrywide platform.

One of the more prominent pilot projects for permissioned distributed-ledger technology is Walmart’s food-safety trial with IBM. Walmart is the world’s largest retailer and one of its most sophisticated supply-chain managers. Yet even Walmart cannot easily keep track of the many thousands of suppliers around the world whose products eventually wind up in its stores. Food safety is an important area in which better supply-chain visibility could save lives. And according to Walmart food-safety executive Frank Yiannas, even a modest percentage reduction in foodborne disease would produce billions of dollars of savings to the economy.38

When a foodborne illness occurs, the biggest challenge is identifying the source, so products from the originating farm can be removed from shelves quickly. Walmart’s pilot project, initially for mangoes grown in the U.S. and pork sourced from China, recorded information on a distributed ledger using bar codes every time that a product moved from one point to another. There is no way even Walmart could get every pig farm in China onto one centralized ledger, though. In addition to the logistical challenges, many suppliers work with Walmart’s competitors and would be hesitant to give Walmart open access to all their operations. The distributed ledger allowed them to share information without giving up control.

To test the system, Yiannas challenged his team to identify which farm produced a package of mangoes sold in one of Walmart’s stores using conventional supply-chain mechanisms. It took a week. With the blockchain-based system, he was able to get the answer in just over two seconds. In a foodborne disease outbreak, that could be a matter of life and death.

Based on the success of the initial trials, Walmart has expanded the pilot program to other partners, including Unilever, Nestlé, Tyson, and Dole Foods.39 The distributed nature of the system means that more companies, even Walmart’s competitors, could contribute to the same platform in a way that simply wouldn’t work with traditional databases.

Walmart’s food-safety initiative is not going to disrupt the retail industry. It does not represent an exotic new business model or an economic shift from state-issued currency. Yet it is the kind of innovation that could not easily occur without blockchain-related technology. And it promises real economic and social benefits by eliminating duplicative records and reconciliation.



Translucent Collaboration

If there is no trust, encryption can allow anonymous exchange, but the arrangement lacks the scale economies of networks. If trust is plentiful, there is no need for burdensome checks and balances. Much of the time, however, especially in business contexts, communities interact under conditions of limited trust. They wish to share data, but they still maintain control. I call this “translucent collaboration.”

A 2017 IBM survey of three thousand high-level executives across the globe found that firms exploring blockchain adoption viewed the technology as a kind of “trust accelerator,” enhancing collaborative initiatives.40 This model is being adopted in a diverse range of cases. For example, the broadband and media company Comcast is currently developing a new advertising platform using this approach, in partnership with other major media companies in the U.S. and Europe.41 Comcast’s system will allow marketers to better target advertising by connecting their audience segmentation data with that of television networks. Such data sharing is limited today because neither side wants to give up control over its information. A distributed ledger provides a secure platform on which everyone can benefit from a common pool of information without having to worry about how a potential competitor or intermediary will handle proprietary data.

Similarly, there are also many contexts in financial services where parties have to share information with potential rivals. In syndicated loans (a $4 trillion annual market), a number of lenders join together to share in a loan arrangement. Doing so helps spread risk and allows smaller lenders access to transactions that they could not support alone. The difficulty with syndicated loans is that, given the amounts of money at stake, the allocation of rights and obligations among the parties must be specified precisely. According to Caitlin Long, a former Morgan Stanley executive who became President and Chairman of the distributed-ledger start-up Symbiont, syndicated loans were considered a backwater until interest rates collapsed, suddenly making them a hot area for yield-hungry investors. The back-office infrastructure to support them was not designed for this level of activity.42

With a loan involving a single lender, the transaction can be processed on that lender’s systems. A syndicated loan must be tracked on the system of every lender, and those systems do not interconnect. Therefore, manual processes are used to share information. These typically involve paper faxes; in 2008, twenty-five million faxes were sent just to manage syndicated loans.43 Major investment banks literally employ hundreds of people (typically offshore, in lower-wage countries such as India) to collect those faxes as they come in and enter the data into their systems. Even though the loan typically specifies the same interest rate for all members of the syndicate, each calculates it independently. None of them would trust another lender, or a third party, to perform this essential function.

The fractured nature of the syndicated loan process imposes significant costs and creates many opportunities for errors and inconsistencies. These must be reconciled every time, which creates further costs and delays. Placing the loan on a distributed ledger and executing its terms through smart contracts circumvent all that. Each of the lenders, as well as the borrower, sees exactly the same information at all times. Yet no one has to give up control.

Symbiont is developing a syndicated loan solution, working with major financial services firms including Credit Suisse, Barclays, State Street, U.S. Bank, Wells Fargo, KKR, and AllianceBernstein.44 As these companies gain more experience with blockchain-based approaches, they will find many other opportunities to apply them. Almost every aspect of modern finance involves digital transactions involving multiple parties, where a distributed trust model could improve efficiency and create new opportunities.

As a permissioned system, the syndicated loan network still requires a baseline level of identity among the providers. A similar application on a public blockchain might allow any entity that could demonstrate sufficient capital reserves through a smart contract to participate in a loan syndicate. Established financial services providers would probably resist opening up the market in this way. The same application, therefore, could have two very different value propositions, depending on the structure of the distributed-ledger platform. A public blockchain could take advantage of translucent collaboration to create entirely new financial markets. A permissioned network helps the current universe of players function more efficiently. Both could coexist in theory, although legal and regulatory considerations, which will be taken up in part II of this book, loom large.



Tokens of Value

The final opportunity for blockchain systems is the direct exchange of value through virtual economies. The traditional way to make something valuable is to make it scarce. Gold and diamonds are worth more than copper and granite because there is less supply in the world, with high demand. The Internet economy, by contrast, is governed by the economics of abundance. Wired editor Chris Anderson’s concept of the “long tail,” first introduced in a 2004 article, captured how the dramatically lower costs of storing and transacting in digital goods shifted the structure of markets.45 In a physical bookshop, shelf space is scarce. The costs of production and distribution make a book that sells 500 copies much less profitable than one that sells 500,000. As a result, markets in physical goods concentrate on a small number of hit products. Digital markets can exploit the long tail of demand for products that sell small numbers individually but large volumes in aggregate. It costs Amazon virtually nothing to list another item. In addition to providing direct revenue, the data that Amazon accumulates through its huge inventory feeds back to improve its service.

The tension between the Internet’s economics of abundance and the physical world’s economics of scarcity drove many of the great controversies in Internet law. When it became virtually costless to make a perfect digital copy of content and distribute it around the world, the creative industries feared that their business model would break. This led to a series of copyright law battles that still rage today. When users started taking advantage of “all-you-can-eat” broadband pricing, the response from network operators touched off a giant fight over network neutrality rules to prevent unreasonable discrimination. And when companies such as Google and Facebook figured out how to target advertising to make free services highly profitable, it led them down a path of intensive personal data collection, giving rise to ongoing privacy controversies. Revelations in spring 2018 that the political consulting firm Cambridge Analytica surreptitiously acquired millions of Facebook user profiles and employed them to target voters in the U.S. presidential election knocked over $100 billion off of Facebook’s market capitalization and sparked growing calls for stronger regulation.46

The blockchain is a technology of artificial scarcity. It combines the benefits of digital transactions with assurances that digital resources cannot be copied. Content owners use cryptography in the form of digital rights management to prevent unauthorized copying of audio and video files. Cryptocurrency tokens achieve the same result on decentralized networks.47 To establish a viable currency, Bitcoin had to make it impossible to double-spend or to overwhelm the validation network with Sybil attacks. Once a token represents scarce value, however, it can be used as more than money. It becomes a cryptographically secured digital asset, or “cryptoasset.”48

Cryptoassets can represent physical goods, as in the automobile-lending example earlier in this chapter. They can represent scarce digital entities, like the CryptoKitties collectibles described in chapter 2. Alternatively, they can represent the utility of the network itself. For Bitcoin, money is the core application, so the network value is simply the price of all available bitcoin. For Ethereum, the value is its ability to create decentralized applications (Dapps) using ether to pay for the necessary gas to execute computations. More demand for Ethereum smart contracts, given limits on the supply of ether tokens, should increase the token price. The same is true for Dapps themselves.

Civic, for example, offers blockchain-based identity verification services.49 Users who provide personal information, validators who verify it, and large service providers who connect their user profiles to the system all receive compensation in the form of Civic’s CVC tokens. These tokens can be used to pay for validating information (such as an employer checking a college transcript or a bank performing anti-money laundering checks) and other Civic services. The more activity on the network, the more the tokens are worth. When tokens can be traded on independent exchanges, their value will fluctuate based on traders’ expectations, but over time, the total value of tokens should converge to the value of the Dapp.50

A Dapp, therefore, is similar to a corporation. It is a platform for activity that generates value. Just as a company can sell stock to the public to finance its operations, a Dapp could sell tokens. For a network, these could be created by “premining” a set number of coins, with additional coins created through a proof-of-work or similar process. Any desired set of rules could be established around the tokens with smart contracts, such as the four-year vesting schedule typical of stock options in private companies. By analogy to an initial public offering (IPO) of stock, token sales are often called “initial coin offerings (ICOs).”

The first project to launch an ICO was Mastercoin, a system for creating new application coins—or appcoins—on the Bitcoin network.51 It generated $5 million in bitcoin back in 2013. Ethereum followed in mid-2014, raising approximately $18 million well before it mined its first block of ether. The next two years saw a slow trickle of additional ICOs raising amounts in a similar range.

As the price of bitcoin surged from $400 to nearly $20,000 between mid-2016 and late 2017, there was a flurry of ICO activity, raising ever-greater amounts. Ethereum created a standard called ERC20, as previously mentioned, which simplified the process of creating tokens based on Ethereum smart contracts. And a network of service providers, hedge funds, legal experts, and others emerged to help projects structure and execute token sales. Over $4 billion worth of cryptocurrency was raised through hundreds of ICOs in 2017.52 Media interest ramped up correspondingly.

At one point in 2017, every week seemed to set a new ICO high-water mark. Brave, the web browser developer described in chapter 3, offered Basic Attention Tokens (BATs), which can be used to pay publishers in lieu of advertisements. The token sale sold out in a matter of minutes, raising ether worth $35 million at the time. Bancor, which makes it easier to exchange cryptocurrency tokens for one another, raised the equivalent of more than $150 million a few days later. Tezos, which developed a new blockchain network based on flexible governance, topped that with an ICO generating more than $230 million at the time. And Filecoin, which is building a distributed cloud storage network, raised more than $250 million between tokens sold to the public and presold at a discount to partners. All told, there were more than 50 ICOs in 2017 that raised at least $30 million.53

The ICO frenzy was so intense that investors began to expect a token from any company connected to the blockchain. OpenBazaar, a well-known, cryptocurrency-powered decentralized marketplace, even felt obliged to issue a blog post explaining why it was not doing an ICO.54 Among the reasons given were the economic and legal uncertainty of the concept and the absence of any need for a token in the company’s business model. Six months later, its CEO announced plans for an OpenBazaar Token at the Token Summit conference.55

While the ICO market at its peak was an order of magnitude smaller than the overheated IPO market for Internet start-ups at the end of the 1990s, there were striking similarities. Projects with little or no code written were suddenly achieving billion-dollar valuations, the justification for which was often difficult to find. “[C]ompanies are issuing tokens when the same tasks can be achieved with existing blockchains,” argues former Ethereum CEO Charles Hoskinson. “People are blinded by fast and easy money.”56

In a hot market where there is tremendous excitement about cryptocurrencies, a limited inventory of investments available to the public, and great uncertainty about the future, it is easy for the market price of a token—what someone will pay for it—to become detached from any rational assessment of its real worth—the discounted value of future activity on the network. Such gaps are endemic to financial markets. Market-makers and arbitrageurs use breaks between trading and real values as money-making opportunities, and in so doing move markets toward the “correct” price, a process known as “price discovery.” That is how things work in theory. In practice, though, there are many opportunities for abuses that harm investors, giving rise to a large body of financial regulation. The legal and regulatory status of token sales will be discussed in chapter 9.

Token sales could offer a new means of funding innovative technologies that circumvents the limitations of the traditional venture capital model.57 Protocols need a critical mass of users to generate positive network effects. For a new protocol, it may be difficult to compete against incumbents or simply to get off the ground. Venture capitalists are looking for businesses that can scale fast and produce “home run” returns, which isn’t always the right model for a start-up. “The biggest challenge of building a network business is the bootstrap problem,” says venture capitalist Chris Dixon.58 Brave and Civic both received traditional venture capital funding, but they also issued tokens to capitalize on their other benefits.

When traditionally structured businesses are successful, the value generally accrues not to the users, but to the operators. Some 2 billion people contribute their attention and content to Facebook, but they receive none of the economic benefits that Facebook generates as a result. If Facebook were organized around an appcoin, users could share the benefits as token prices appreciated—at least in theory. The potential value of a token could also provide incentives for users to engage with what could become the next Facebook. Early adopters and strong believers in new platforms would be encouraged to get in early, when the token price was low. In contrast to traditional venture capital funding, which does not provide a “liquidity event” until the company is sold or goes public, the token sale model allows immediate translation of investments into a currency.

At this early stage of development of the cryptocurrency market, few platforms other than Bitcoin itself are operating on a sufficient scale to drive the value of their tokens based on actual utility. Most of the ICOs launched so far are for services that are not yet operational. Some will never succeed in launching a production network. Even the ones that reach that point may not attract a substantial number of users. Just because something can be tokenized does not mean that it should be. Where the model makes sense, however, it has the potential to change the way that start-ups are funded and grow.

A tokenized business is actually two economic systems linked together: an internal cryptoasset marketplace tied to an external cryptoeconomic security system (the blockchain network). Most Dapps outsource the cryptoeconomic verification by operating on top of an infrastructure platform such as Ethereum. That still leaves significant challenges. In OpenBazaar’s case, the biggest reason for forgoing an ICO was that it does not need an internal token to motivate behavior. As an eBay-like marketplace, it already has an economy: exchanging goods for money.

Running a business as a token economy benefits from specialized expertise.59 Before ICOs, the primary example of services powered by user-owned private currencies were online games that offered virtual coins to purchase goods or gain abilities.60 The virtual goods model powered the rapid growth of gaming companies such as Zynga and Supercell. But it also created problems, such as overreliance on high-spending “whales” and vulnerability to fickle user tastes, as shown when Zynga’s usage (and subsequently the stock price) collapsed. Operating a company in thrall to a market price that you do not control is not a simple matter. Token issuers typically have some power to adjust the exchange rate of tokens for services on the platform, but if they go too far in devaluing the tokens, users will revolt.

After all, if token economies are such a great model, why has Facebook not adopted it? Facebook could issue virtual credits that users could purchase as an alternative to viewing advertisements. In fact, Facebook did try to do this. In 2009, Facebook Credits was created as a token system for virtual goods in games operating on Facebook. It shut down in 2012 because Facebook did not see the advantage of operating its own internal currency.61 Users also found it simpler to purchase virtual goods in the native virtual currencies of each game, on which Facebook could still charge a tax.

At the end of the day, moreover, a centralized firm such as Facebook makes money by extracting value from its network. Its business model is incompatible with a fully tokenized structure, in which value resides in the network. This creates opportunities for competitors built around token economies. However, those competitors face the same trade-offs. And while Facebook would have to change its business model, established platforms such as Amazon Web Services that already charge for services might have an easier time coopting the token model if competitors show its value.

There are also dangers to the token model. The flood of ICOs, many of questionable value, is spurring legal and regulatory debates that will be discussed in chapter 9. And the balancing act between nonprofit entities overseeing token-based protocols and the financial interests of developers or users can be challenging. Tokenized networks are vulnerable to attacks, bugs, and disagreements about future development. Governance mechanisms are needed, as will be explored in chapter 7.

Despite the risks, the potential of tokenization, like the potential for the other three blockchain value propositions, is extremely exciting. One need not believe that hyperbitcoinization will soon overthrow fiat currencies and central banks to view the blockchain as the most significant tech trend since the Internet. With trust seemingly in retreat on every front, the potential of blockchains is tantalizing.

If all Bitcoin did was to establish a viable, decentralized privacy currency, it would constitute an important, potentially epochal, development in the history of finance. But it has achieved much more than that. Bitcoin was the start of a wave of similar systems and supporting work, now stretching to every corner of the world and virtually every sector of the economy. At its core, money is a trusted form of information that conveys value. Decentralized, networked digital money therefore represents a new form of communication. That makes its implications almost unimaginably broad.

In time, systems based on blockchain technology’s foundational innovations could influence all aspects of business, government, and human communities. It would be premature to label the blockchain a revolution with similar impacts as the printing press, the telephone, or the Internet, but it belongs in the same conceptual category.
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5   Unpacking Blockchain Trust



Something from Nothing

A good way for a computer to determine if a web page is interesting is to see if interesting pages link to it. The problem with this approach is that the computer cannot decide if a page is interesting without knowing if other pages are interesting. But those pages are only interesting if interesting pages link to them. And the cycle continues. The circularity seems impossible to resolve.

As it happens, two solutions to this circularity problem for web search were identified around the same time. One was developed by a Cornell professor visiting at IBM Research, and the other by a pair of unknown Stanford graduate students. The latter two were Larry Page and Sergey Brin, who used their approach to create the Google search engine.1 Needless to say, it worked. And even though the other solution, CLEVER, had the backing of the mighty IBM, Google triumphed and supercharged the development of the Internet. Sometimes, in a networked environment, with certain limiting conditions, math allows something to be created out of nothing.

The conceptual challenge of the blockchain is similar. Bitcoin or other cryptocurrency tokens are valuable because everyone agrees that they are. Such creation of value ex nihilo seems illogical. Surely, it appears that there must be someone, or something, standing behind the ledger. The genius of trustless trust is that there need not be. Yet this realization only begins the inquiry. As described in chapter 1, the blockchain represents a reinvention of trust, not its elimination.

Just as Google’s algorithms for finding information wound up shaping both the online marketplace and the ways that we encounter knowledge, the attributes of blockchain technology will structure the particular kind of trust it creates. Blockchain networks are distributed, in that they do not have any central control points. They rely on cryptoeconomic constraints that combine the mathematical guarantees of cryptography with the power of economic incentives. They record information immutably, making it difficult (if not impossible) to change information once recorded. They make the contents of the ledger transparent to participants. And they maintain trust through software algorithms rather than procedures.

Each of these characteristics offers both benefits and limitations. The particular shape of blockchain trust also frames the ways that blockchain systems interact with the law.



Distributed

First and foremost, trustless trust is distributed.2 The blockchain replaces trust in individuals or institutions with trust across a system as a whole.3 Trust in the conventional financial system means faith in individual actors such as banks or regulators. With the blockchain, by contrast, no distinct party—not miners, those running blockchain nodes, creators of the code, or users—is necessarily trusted. Every single full node has a complete and accurate copy of the blockchain; there are no administrative nodes or hierarchical relationships.4 Everyone has access to the same software. So long as they do not control a majority of the mining power, no untrustworthy actor can undermine the integrity of the system. That is the “trustless” dimension of the blockchain.

Permissioned ledgers relax this constraint somewhat, but they do not abandon it. A permissioned distributed ledger system grants control over access. It may also grant parties different levels of visibility into transactions compared to the fully transparent approach of public blockchain systems. Once participants are on the network, however, no one has the power to alter or control the ledger. There are still multiple nodes negotiating consensus, rather than having a master copy. Participants in Symbiont’s syndicated loan trial or Walmart’s food-safety pilot trust the ledger more and each other less than they would in the traditional arrangements.

The core property of a distributed trust architecture is that it makes it possible to trust the output of a system without necessarily trusting any of its individual components. Normally, these two go together. You would not trust a bicycle to carry you safely if you could not trust the integrity of the wheels and the brakes. The problem is that assessing the trustworthiness of components is costly and often impossible. How confident are you in the security of the encryption that your bank uses to move money from your checking account to a merchant? Are you sure that chicken you bought at the market was not contaminated with salmonella at the slaughterhouse? Could you even find out? It is unlikely. Yet people happily use their banks and eat their chicken without a second thought.

That is where the trust architecture comes in. You trust your bank and the brand of chicken that you buy, partly out of prior experience, but mostly because if something bad happens, you have recourse. That recourse might involve voluntary responses, regulatory intervention, or private legal action. You do not need to evaluate the hygiene procedures of the slaughterhouse because you trust the meat company and government regulators to do that for you.

In these examples, the trustworthiness of the system still depends on the trustworthiness of the components. A slaughterhouse owner who cuts corners may result in contaminated chicken getting to market, even if all others in the supply chain do their job responsibly. The same might be true if the slaughterhouse did its job, but the butcher at the market did not. What if a few untrustworthy actors did not necessarily undermine the trust of the system as a whole? It would be as if the slaughterhouse allowed the meat to become contaminated, but the market automatically rejected it. The blockchain trust architecture seeks to produce just such a result. Users can be confident about transactions without having confidence in the counterparty or any intermediaries.

The blockchain’s architecture distributes trust similarly to how the Internet’s architecture distributes traffic routing. Packets of data are only entitled to “best efforts” on the part of the network. No router is guaranteed to deliver information. That is not a problem because the Internet’s protocols detect and resend missing packets so quickly that no one notices. Eliminating the need for centralized trust in traffic delivery meant that every new system could focus on its own services without depending on or seeking approval from someone else.5 The blockchain promises to create an “Internet of Value” by taking aspects of the digital economy that are traditionally centralized and replacing them with distributed trust. It allows users to pay for things or make enforceable commitments in the same way that they send packets across the network.

The blockchain’s diffuse form of trust is not entirely orthogonal to traditional conceptions. In Francis Fukuyama’s analysis, trust is an expectation arising within communities of shared norms.6 Trust is not merely a disposition between distinct parties; it is a collective state of a system. The basis of Fukuyama’s argument, as well as Robert Putnam’s research on social capital, is that societies vary (between themselves and over time) on the strength of trust relationships they support. High-trust societies develop powerful private firms and government institutions because of their strong bedrock of interpersonal trust, not the other way around. Centralized trust in specific transactions depends on a more distributed baseline trust as an expression of social norms.

In the same way, a centralized relationship such as a digital-wallet provider holding a customer’s stash of bitcoin can be built on top of the distributed computational activity of the blockchain. Few ordinary users run full Bitcoin nodes or obtain their bitcoin through mining; most interact with the blockchain through an intermediary such as Coinbase. Furthermore, as noted earlier, although the blockchain is physically distributed, it functions as a logically centralized record.7 The blockchain can seem like a central source of truth, even when it is actually decentralized.



Cryptoeconomic

Cryptoeconomic security is the distinctive feature of public blockchain networks.8 It means that the parties engaged in validation of the ledger are motivated through economic incentives. In the case of Bitcoin, this is the opportunity to win the block reward every ten minutes by being the first to solve the hashing puzzle. Permissioned ledgers generally do not use this mechanism. They rely on cryptography for security, but they do not employ Satoshi Nakamoto’s incentive inversion to turn potential attackers into honest transaction validators. The importance of cryptoeconomic security is, therefore, one of the key dividing lines between public and permissioned-ledger networks.

The public blockchain architecture does not assume any participant in the network will be trustworthy; to the contrary, it assumes that some will not. If one could reasonably believe that all validation nodes will record information truthfully, achieving consensus would be simple. Conversely, if most participants consistently cheated, trusting the system would be foolhardy. In other words, if you can trust all of the people some of the time, or some of the people all of the time, is a reliable consensus possible? This is a basic question in sociology and political theory. After all, in the real world, people are generally honest only part of the time. In the language of economics, they behave opportunistically, violating rules when the perceived benefits exceed the costs.

All the traditional trust architectures overcome this problem through the same mechanism: sanctions. If you violate the law or break a contract, you will be subject to recourse through the mechanisms of the Leviathan state. If you violate the norms of an effectively governed community, you will be ostracized or punished by the community itself. If you violate your terms of service with an intermediary, it can cut you off or impose fees.

The traditional approaches differ in where they find the power to sanction, but they share the belief that sanctions are necessary to promote trust. A system of sanctions, however, also has costs. There are the costs of the sanctions themselves, both to the individual sanctioned and to the fabric of the community. Even more significant, there are monitoring and enforcement costs to operating the sanctions system.

If opportunistic behavior could be prevented without sanctions, that would create significant new opportunities. The cryptographic element of blockchain networks prevents some forms of brute-force cheating. However, as the prior failed digital cash efforts demonstrated, that level of protection was insufficient. Here, Satoshi once again found a solution through inversion.9 Instead of making cheating costly, Bitcoin made it costly to behave honestly. After all, mining is expensive. It requires expensive computer hardware and electricity. That is terribly wasteful, which is why blockchain networks are exploring proof of stake and other consensus protocols that express cost in different ways. But it is actually not a disincentive in the way it might appear.

For the purpose of building a trust architecture without sanctions, costliness is actually a benefit. Mining is reliably expensive. Only those who can prove that they did the work can earn the benefits of the block rewards and transaction fees. The costs of the system become “skin in the game” for inducements rather than the deadweight loss of punishments.

It is entirely possible that the total costs expended by the miners will exceed the rewards that the software spits out. Proof-of-work systems periodically adjust the difficulty of their hashing puzzles up or down depending on the amount of computing power in the network. Miners rationally decide what investments to make based on expected returns at the current cryptocurrency price. The miners bear those costs, not a central operator of the blockchain.

And ultimately, if the system works, it creates a positive-sum game. The value of the cryptocurrency increases because it is more trusted. If users are willing to pay more for bitcoin, that bitcoin becomes a more valuable reward for the miners. Greater investment produces greater returns. The more mining activity there is, the more secure the blockchain becomes because it takes more power to overwhelm it with a 51-percent attack. Self-interest actually improves the security of the network for all.

Now the indefiniteness of the enforcement mechanism becomes a benefit. With sanctions, the possibility of not getting caught leads some to break the rules. With proof of work, however, the randomness of the block reward is what causes miners to invest. The difficulty of the hashing puzzles is a well-defined mathematical property. Miners know how much computation they bring to the table and can weigh the investment of hardware and energy against the likely benefits.

The economist Frank Knight in 1921 developed the critical distinction between risk and uncertainty.10 Much of the future is unknown to us, and some of it is simply unknowable. Yet we cannot simply live by Yogi Berra’s maxim: “It is tough to make predictions, especially about the future.”11 Knight pointed out that the scenarios that we can reliably model are fundamentally different than those that we cannot. If I know that there is a 20 percent chance it will rain today, I can make a judgment whether to bring an umbrella, even though I am not sure what will happen. On the other hand, if I have no idea whether it will rain, I have no basis to decide. Knight labeled the first category “risk” and the second “uncertainty.” Economics is the formalized study of responses to risk. It has little to say about uncertainty, which is better addressed by fields such as psychology and religion.12

The blockchain takes the uncertainty of the Byzantine generals problem and turns it into risk. The participants in the network are modeled as rational economic actors, responding to incentives. They want to earn the greatest profits on their investments, whether through honest behavior or cheating. The system is structured to align those investments to make honesty the winning strategy. Cheaters must compete against the bulk of the network, which winds up being less worthwhile than behaving honestly and earning the rewards that the system doles out. That is the theory, at least. Bitcoin’s real-world success showed that the theory could actually work.



Immutable

Immutability represents the time dimension of blockchain trust. The cryptoeconomic design of the distributed verification network ensures that information is accurately and consistently recorded. However, that does not guarantee that what was recorded yesterday is what you see today.

Your bank balance is just a set of numbers in a database stored in the bank’s data centers.13 In theory, someone with the proper authorization could go in and move money from one account to another, or the person could add a few zeros to an account balance. That typically does not happen, though. Banks enforce security measures, internal controls, and reconciliation processes to flag unauthorized transactions. These systems work well the vast majority of the time—but not always. In 2016, hackers stole $81 million from the central bank of Bangladesh by exploiting connections to the SWIFT system, the central network for international payments between banks.14 Many other records are less secure.

Centralization inevitably creates points of failure. To trust that the information currently displayed in a database is the information originally recorded, one must trust the goodwill and procedures of each intermediary. That is what the blockchain addresses by decentralizing trust. Even in such a system, however, information is reliable only if it is highly resistant to tampering. Distributing the verification process actually increases the potential for manipulation of the ledger because it puts more people in a position to do so.

The blockchain addresses this problem by making transactions immutable. It is essentially impossible to alter a recorded value, so long as the network is functioning as intended. This is one function of the costly computation in the proof-of-work system. The Bitcoin mining process requires that every valid block be signed with a hash of the prior block. The blockchain is the longest sequence of blocks. Changing anything prior to the current block means forking the entire chain back to that point. Because every block is linked in a specific sequence, such an action will be rejected without a majority of total mining power (a 51-percent attack).15 One can therefore be confident that what is recorded on the blockchain has not been altered.

A blockchain is, at some level, nothing more than a historical record of transactions organized using the Merkle tree data structure. Bitcoin does not even natively have the concept of an account with balances, or what computer scientists call “state”: a representation of the present status of the system. Figuring out how much bitcoin you have requires adding up all the previous transactions. Ethereum and some other systems emphasizing smart contracts allow for accounts, but there is still no mechanism to edit those accounts directly. Making a change requires a transaction that automatically increments a counter to prevent duplication.

Immutability is an important factor in making ledgers trustworthy in a decentralized way. With any of the traditional trust architectures, trust in information is really a proxy for trust in the actors maintaining that information. You are not trusting your bank’s database so much as trusting your bank. If the ledger is immutable, there is nothing standing behind it but the cryptoeconomic or other type of security of its software. Similarly, immutability allows cryptocurrency tokens to function as bearer instruments. The value is directly resident in the asset because there is no way to break its connection to the information recorded on the ledger.

Immutability, however, is not always well defined. There are several interpretations of what immutability means. Furthermore, it is not always clear that the most immutable system is the best one. As one poster on a Reddit online discussion thread about the topic sarcastically mused, “The concept of immutable, as applied to blockchains, seems quite mutable.”16 Legal scholar Angela Walch identifies the “haze of confusion” around immutability as a problem for two reasons: It creates overconfidence that records can never be changed or rolled back, and it produces uncertainty when legislators or courts refer generically to immutable ledgers.17

Part of the reason is that immutability, like trust, is not binary. Blockchain trust is immutable in a probabilistic sense.18 Distinguishing untrustworthy chains from the consensus is not an all-or-nothing decision. The more subsequent blocks added following the one in question, the more processing power is required to fork the chain back to that point. Over time, therefore, trust in prior transactions increases. Nick Szabo uses the analogy of a fly trapped in amber. As more and more layers cover it, the fly becomes more fully stuck. A fly encased in a thick block of amber has clearly been there a long time.19

Blockchain trust is thus not instantaneous.20 A new block is verified on the Bitcoin blockchain roughly every ten minutes.21 Each block has a fixed size, so transactions often must wait until the next block. The requisite confidence level (and thus delay) to accept a block as valid depends on the risk profile of the activity. Someone with little at stake will prioritize speed over small, incremental robustness, while one engaged in a large, important transaction will be willing to wait for more confirmations. In theory, the benefit of probabilistic trust is that anyone can decide the level of assurance they want by tolerating additional delay. In practice, though, it is not so simple. A Bitcoin transaction six blocks deep is commonly described as immutable. However, this is just an arbitrary convention.22 Users (and even businesses) may not be able to judge how much confidence they need relative to the amount of delay.

The immutability of a blockchain is also not absolute. There are at least two groups of actors in a distributed ledger network with the power to unwind recorded transactions: developers and verification nodes. Most public blockchain networks, such as Bitcoin and Ethereum, are structured as open-source software projects. There is a core group of developers, under the auspices of a nonprofit foundation, who provide the official software to the verification nodes. Developers who want to move the project in a different direction can fork the code to their own modified version and create their own network of verification nodes. For example, JPMorgan’s Quorum is a fork of Ethereum software that incorporates identity and privacy features.

Alternatively, the core developers could update the code of the network to fork the blockchain itself. If most of the nodes are running software code that specifies a prior transaction as invalid, it will no longer be included in the blockchains they recognize. Such a systemwide software update is known as a “hard fork.” If one side of a hard fork disregards a previously verified transaction, it directly breaks the immutability of the ledger.

A hard fork is a rare and difficult occurrence. For one thing, it forces the verification node operators, and everyone else in the network, to choose sides. There are now two incompatible versions of the chain. Each treats the other as invalid, as though someone maliciously added illegitimate transactions. If everyone agrees to go down one fork, it becomes the real chain. That happened to Bitcoin on a few early occasions, when serious technical flaws were discovered that allowed people to give themselves a virtually infinite amount of the currency. Things get more complicated, though, if the hard fork is contentious. Both sides might then consider their chain the “real” one. The Ethereum fork following The DAO hack, covered in chapter 3, is a good example.

Hard forks are troublesome for blockchain trust because they are a reversal of the famous parable about the Emperor’s new clothes. The creators of a blockchain network declare that they are not emperors. They do not have the power of the operator of a centralized network to manipulate information, so the network can be trusted independent of the creators. But developers have more power than they let on. To some degree, trusting a network means trusting its developers’ judgment. And even in an open-source project, a single individual can exercise significant authority. The much-vaunted immutability starts to sound less than ironclad. Thus, when Ethereum project leader Vitalik Buterin tweeted off-handedly in response to security concerns about a new consensus algorithm, “We can just delete the attackers’ deposits and keep going,”23 one commenter called that “the most dangerous statement anyone in crypto has ever made.”24

The network software developers are not the only ones who can initiate a hard fork. The operators of the verification nodes could independently choose to update their software to fork the chain. Mining pool operators threatened to do so during the Bitcoin block size controversy, discussed in chapter 7.

Finally, immutability is not always beneficial for trust. It can create a false confidence. The blockchain guarantees that a transaction was recorded accurately and only once, but it does not guarantee whether the person making that transaction is the rightful owner of the relevant private key, nor does it control for other factors. And sometimes a more trustworthy relationship can benefit from the ability to alter prior commitments.

The theory of relational contracts emphasizes that contracts may be dynamic arrangements that necessarily contemplate renegotiation to better address mutual needs. If a relationship evolves over time, knowing that prior commitments are set in stone may not always maximize mutual trust. And when government is involved, “immutability” may mean that systems are resistant to legitimate political authority.

The fact that blockchain immutability is not absolute does not necessarily undermine the trust value of these systems. Recall that trust involves vulnerability. Trusting people in the real world implies the possibility, even if remote, that they will betray your trust. We are comfortable imagining such scenarios because we intuitively understand human psychology. Not so with blockchains. Many of the most serious debates about the viability of distributed ledger systems involve messy questions about immutability. For these reasons, some blockchains build in governance mechanisms under which transactions can be reversed or the rules for the network changed. We will examine these in more detail in chapter 10.



Transparent

With the Bitcoin system and similar networks, every transaction is public. Anyone can download the entire blockchain back to the genesis block mined by Satoshi. The parties involved are identified only by cryptographic keys, which are associated with transactions rather than accounts. So, without further analysis, it is not obvious who owns how much bitcoin. Given control over the keys, however, no one can dispute that a given transaction occurred. Without transparency, even if the ledger were trustworthy, users could be misled about its contents. The transparent ledger also allows third parties to provide analytics services that examine transaction patterns across the network.

A second level of blockchain transparency is that the software powering the major networks is open source.25 The algorithms of the blockchain are not hidden like those of Google or Facebook; they are available for inspection by all participants in the ecosystem. Bitcoin, Ethereum, and the Hyperledger consortium are based around nonprofit foundations that manage and distribute software source code. Anyone can review or suggest improvements to the code. Trusting the efficacy of the consensus mechanism on these networks, therefore, is not just a matter of reputation or legal enforcement; it can be backed by direct inspection and analysis of the algorithms.

Traditional trust architectures often reinforce trust through secrecy. A bank stores assets in an impressive vault. Lawyers declare their conversations with clients privileged. Coca-Cola zealously hides its secret formula. There is an assumption sometimes that something transparent is inherently untrustworthy. Yet this is often a confusion of trust with reputation, or with privacy. A bank will not show you its full transaction ledger because it would reveal the actions of other customers, not because it would make you question the accuracy of its records. Google does not reveal its search algorithms because competitors would copy them and advertisers would game their system.

Open-source blockchain software, by contrast, is freely available to copy and modify. (Although, as an aside, there has been a flurry of patent activity around blockchain technologies, raising fears about infringement lawsuits against widely used approaches.) And the designers of blockchain networks assume that these systems will be gamed. In fact, that is the essence of their cryptoeconomic trust model. Blockchains overcome strategic behavior through game theory, not through obfuscation.

One of the great insights of modern cryptography and software development is that the traditional solution of “security through obscurity” is often misguided and can be replaced with security through structured transparency. Most of the critical software programs underpinning the Internet, including the Linux operating system and Apache web server, are open source. More developers having access to the source code means that more people can identify bugs. Similarly, security flaws are easier to spot when code is out in the open. With effective cryptography, even if the formula used to encode information is known, it cannot be decoded easily without possession of the key. With public key cryptography, moreover, the public key can be distributed because it reveals nothing without possession of the secret private key.

In other ways, the blockchain’s notion that trust can emerge from transparency is not new. Public companies are required to report detailed information about their financial performance every quarter, as well as any events that investors would consider material at any time. They are also required to submit to regular audits by independent firms. This auditing is designed to ensure that the information that firms report is accurate and that the conclusions they draw about their performance match the underlying reality. It is an imperfect process. Cases such as Enron and Worldcom show how auditing can fail, especially when the auditors’ incentives are misaligned with investors’. As cryptoeconomic systems, distributed ledger platforms are structured to align incentives with trustworthiness.

There may be good reasons not to make all transactions public, even without identifying the parties. In a supply-chain environment, transaction flows may have significant competitive value. Participants may not want their competitors to know their exact transaction patterns, or secrecy may be particularly important to the user or the application. As a result, most permissioned blockchains do away with Bitcoin’s transparent ledger. They tend to be established by organizations or networks of organizations that want to maintain a greater degree of secrecy. They also do this for convenience because removing the “flooding” requirement to broadcast every transaction throughout the network significantly improves performance.

On public blockchains, a new form of cryptography called “zero-knowledge proofs” is being used to achieve similar or even greater secrecy.26 A zero-knowledge proof makes it possible to verify encrypted information without actually decrypting it. Systems such as ZCash and Monero use this to make Bitcoin-like cryptocurrency transactions fully private.27 Zero-knowledge proofs are now being incorporated into Ethereum, as well as into the Quorum permissioned-ledger system.28

The appropriate transparency level of blockchain systems is still subject to debate. The right balance is likely to vary by application. It is also possible to have multiple levels of transparency in the same network. One approach is to allow audit nodes, which have deep visibility but no ability to initiate transactions. Corporate auditors today expend a great deal of effort obtaining access to books and records for their reports, but these generally give them only a retrospective view. Government regulators are another group that would value having real-time audit visibility into transaction networks. Central banks and other financial regulators, for example, could use audit nodes in a blockchain network to evaluate systemic risk. This bird’s-eye regulators’ perspective could be securely separated from the ground-level visibility available to market participants. Different networks are likely to explore various transparency structures to meet their needs.



Algorithmic

Finally, blockchain trust is algorithmic. An algorithm is just a recipe for solving a problem. If you want to create banana nut pancakes, the recipe will spell out the steps so you do it correctly each time. You cannot eat the recipe, but you use it to make something edible. Computers use algorithms written in software to guide their actions. Some algorithms are quite simple. Humans can retrace their steps and understand exactly why they do what they do. Other algorithms are inscrutably complex.

The algorithms that Facebook uses to decide which of billions of posts to place in your newsfeed weigh hundreds of signals and are constantly being tweaked. Facebook’s decision to display a post, therefore, is quite different from the decisions that the New York Times editorial board makes every morning about what to put on the front page of the paper. Someone at Facebook could not explain every decision, because the choices are not made by people. The best the company could do would be to explain the goals and structure of the algorithm, and then suggest the inputs that produced the outputs you saw.29 That is why, for example, Facebook had such difficulty responding to charges that it manipulated voters in the 2016 U.S. Presidential election. Facebook’s seemingly innocuous goal was to maximize revenues from advertising. The algorithms, which third parties exploited, did the rest.30

In an algorithmic system, therefore, what is being trusted is not the people, but the machines. For the blockchain, that means the software and underlying math of the consensus process. Computer security expert Andreas Antonopoulos, author of the book Mastering Bitcoin, calls it “trust-by-computation.”31 It is like the trust you have when you ask a calculator to compute the square root of 3 and it responds with 1.7320508. You would not expect anyone to challenge that answer because it is a simple calculation for a machine to perform. But what if you are using an online calculator written as a project by a computer science student, who made some programming mistakes? Or what if you are asking for a more complex calculation, like the future price of a stock or the chance that a felon will commit another crime if let out early on parole? You might not be so confident.

The algorithms for a blockchain network are set out in the software that runs on the verification nodes. In many cases, especially for public chains, the source code is freely accessible. Anyone can examine that code and review the mechanisms used to generate trustworthy results. Often, there are whitepapers or other documents that step through how the system seeks to ensure reliable consensus. One of the reasons that Bitcoin got off the ground was that experts could review its algorithms, discuss potential flaws, and model its implications. Developers have expanded and revised the code in response to these findings. As a result, even when a block is mined by a company based in China that you’ve never heard of, it makes sense to trust the contents. You do not need to trust the company itself in the way that you trust your bank.

Algorithmic trust is related to decentralization. Vitalik Buterin distinguishes objective and subjective cryptoeconomic systems. In objective systems, “the protocol’s operation and consensus can be maintained at all times using solely nodes, knowing nothing but the full set of data that has been published and the rules of the protocol itself.”32 Subjective systems require some additional knowledge. That has to come from somewhere—typically a central authority. Both systems in Buterin’s model use cryptoeconomic security. With smart contracts, knowing that a transaction was recorded properly is not enough. A valid transaction may require information beyond the four corners of the agreement itself.

An objective system sounds desirable. And indeed, the edifice of blockchain trust rests on the belief that the machines, not fallible and opportunistic humans, are driving the bus. But there is a catch. Machines may be running the code, but humans are acting on it. A subjective system might differentiate between legitimate and illegitimate transactions in a way that an objective one could not. As Buterin notes, “Concepts like manipulation, takeovers, and deceit, not detectable or in some cases even definable in pure cryptography, can be understood by the human community surrounding the protocol just fine.” Buterin highlighted the distinction in early 2015. It became the basis for an existential threat to Ethereum with The DAO hack the following year, as discussed in chapter 3.

Algorithmic trust can also incorporate human decision-makers explicitly. One example built into Bitcoin is multisig, short for “multiple signatures.” In a basic Bitcoin transaction, the recipient of the currency must provide his or her private key to receive the funds. Multisig allows the sender to specify that some fraction of a larger number of keys is required. The most common multisig arrangement requires two of three keys. This allows a simple arbitration process. If both parties agree, their keys are sufficient to consummate the transaction. If they disagree, the holder of the third key breaks the tie. That third key-holder would typically be a neutral party selected in advance of such a situation. Multisig thus allows the blockchain to connect with human-based trust because an arbitrator can break the tie between adversarial parties.

Moving in the opposite direction, blockchain systems can also use algorithmic decision-making to take humans out of the loop more thoroughly. That can be a double-edged sword, though. There are also significant dangers in the rise of what legal scholar Frank Pasquale labels the “black box society.”33 Algorithmic systems can undermine privacy, manipulate people into decisions that they did not intend, reinforce societal biases embedded in their source data, and occasionally fail spectacularly.34 We assume that algorithms are neutral, but they encode the aims of those who create them or hidden biases in the data that feeds them.35

Algorithmic trust is especially dangerous when these systems incorporate machine learning, or as it is popularly termed, “artificial intelligence (AI).” With machine learning, the system evolves in response to data. The power of such systems is extraordinary.36 Advances in machine learning are behind the rapid improvements in everything from the Siri and Alexa intelligent agents to autonomous (driverless) cars. The problem is that the algorithm’s machine learning comes from abstract statistical correlations that are difficult for humans to interpret and audit. Trusting an AI-trained system, therefore, adds another degree of risk over trusting a system based on a hard-coded algorithm.37

With smart contracts, a blockchain network gains the power of automated decision-making and execution. That capability can be used to create a new algorithmic organizational form: the decentralized autonomous organization, or DAO.38 (The crowdfunding service that nearly took down Ethereum, confusingly named “The DAO,” was one implementation of this general concept.) A DAO is a business, conceived as a nexus of contracts, built entirely in software.39 The standard corporate arrangements of equity, debt, and corporate governance can be encoded as a series of smart contracts based on cryptocurrencies. As self-executing software running on a distributed blockchain, a DAO need not have any owners in the traditional sense. It simply operates and interacts with the world according to its algorithms. The concept was first articulated in 2013 by Dapp developer Dan Larimer, and it was expanded by Vitalik Buterin, who went on to create Ethereum.40

The DAO idea sounds like science fiction, but early versions of the concept are already being implemented. Aragon, an Ethereum-based platform, raised $25 million in a token sale for its system to make it easy to create and manage smart contract–based organizations. Specifically, that means corporate governance functions such as issuing shares, setting roles and permissions for shareholders, payroll, accounting, and voting on corporate bylaws.

As discussed in chapter 1, from the dominant transaction-cost economics perspective, firms know that their trust in employees and business partners may be violated through opportunistic behavior. The expenses of forming, monitoring, and enforcing agreements therefore shape their decisions, as well as organizational structures. Aragon’s vision is that smart contracts can reduce the transaction costs of these corporate functions.

Originally promoted as a platform for DAOs and “unstoppable companies,”41 Aragon shifted to focus on managing traditional, human-owned corporations through blockchains using smart contracts. It acknowledges that it “need[s] to solve multiple issues” in order to build truly autonomous organizations.42 Some of those issues are technical. For example, the contracts that systems like Ethereum can handle with acceptable performance today are relatively simple; self-owned organizations interacting with the world through machine learning are still just conjectures. Others, though, relate to difficult problems of law and governance. The most advanced example in practice, The DAO, was a spectacular failure.

In sum, the very attributes that make blockchain systems algorithmically trustworthy also give us reason to distrust them. That should not come as a surprise. Trust, as we have seen, implies vulnerability. Only with the possibility of betrayal can true trust be realized. Blockchain networks are dangerous because they are so valuable. And their dangers, like their value, are already starting to manifest themselves.
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6   What Could Possibly Go Wrong?



Vision and Reality

Ken Thompson, the co-creator of the Unix computer operating system, received the Association for Computing Machinery’s prestigious Turing Award in 1984. In his acceptance speech, he did something odd. He chose not to talk about Unix at all; instead, he spoke about trust.1 Computer security can never be proven indisputably, Thompson pointed out, because those who write the software can embed malicious code that is invisible to outside observers. “You can’t trust code that you did not totally create yourself,” he concluded. Instead, you must trust the people who wrote the code. Humans are always in the loop.

Three decades later, that principle remains true. With Bitcoin, Satoshi Nakamoto created a new decentralized trust architecture. He did not overcome the need for trust. Just as a map is not the same as the territory it covers, a computer system implemented in the real world never matches its idealized description. Many ideas that sound great on paper wither in the face of real-world complications. Most people do not change their behavior overnight. Building technology platforms that work at scale and integrate with existing systems takes time and often involves false starts. Sometimes the true problems are not ones that the blockchain can solve. Sometimes the adoption incentives are not as strong as it seems within the bubble of blockchain enthusiasts. Incumbents have significant advantages and do not necessarily stand still in the face of innovation. Success is far from guaranteed.

Several much-hyped examples of revolutionary blockchain opportunities have failed to meet expectations. A pioneering initiative to register land titles on a blockchain in Honduras, thereby empowering individuals, failed amid disputes with local officials.2 A company that observers said could “transform the music industry”3 with blockchain technology offered singer/songwriter Imogen Heap’s song “Tiny Human” on Ethereum with great fanfare … and generated sales of $133, as reported by blockchain critic David Gerard.4 A prominent, well-funded blockchain start-up promising to cut the cost of remittances between immigrants and their families took two years to launch in its first country, and had less than seventy-five users per day a year later.5 None of these examples mean that the companies involved, or the use-cases they promoted, are doomed to failure. Perhaps they were simply too early. But they should be cautionary notes for those who view the triumph of the blockchain as inevitable.

Furthermore, the Internet experience should give pause to those making confident predictions about the blockchain’s social impacts. The Internet is an extraordinary tool for free speech around the world but also is the mechanism that repressive governments now use to control their populations.6 Social media brought people together but also nurtured communities of hate and state-sponsored disinformation campaigns.7 Uber provides people around the world with efficient access to transportation but also gives one company tremendous power that it has repeatedly abused.8 The blockchain has similar potential to be used for good and ill. The same corrosive forces that gave rise to the modern trust crisis could undermine or corrupt its solutions.

Just because the blockchain provides a better mousetrap does not mean that it will restructure the world. Major established systems are typically more resilient than they appear. For example, longitudinal research by New York University (NYU) professor Thomas Philippon concluded that “the unit cost of financial intermediation appears to be as high today as it was around 1900.”9 Despite the introduction of the telephone, the computer, the Internet, the cloud, and all the other technological innovations of the past century, it costs about the same in real terms to transact in financial markets as it used to. The volume and sophistication of activity have grown dramatically, but so have the transaction costs represented in the financial services sector. Philippon speculates that as basic services commoditize, new, more expensive products emerge, such as asset management, in a continual effort to beat the market.

One interpretation of this result, from fellow NYU professor David Yermack, is “that there really is a desperate need for technology to come, reduce the cost of financial intermediation, probably by orders of magnitude.”10 He posits this as the opportunity for financial technology (fintech) innovations including distributed ledger technology. The question, though, is why these innovations would be any more likely to change these dynamics. Recording financial transactions on a distributed ledger could be much cheaper than doing so through a collection of reconciled databases and could give rise to many new services.11 But the same was true of moving from paper to computerized records, and from room-sized mainframes to Internet cloud storage. Today’s financial services colossus JPMorgan Chase is light years more sophisticated than the firm that John Pierpont Morgan created in 1895. Yet it occupies a similar role in the interstices of finance.

What would really change the economics of financial services—and other sectors—is a fundamental change in industry structure. The tokenization model described in chapter 2, in which value resides in the network rather than its controlling operator, offers just that potential. If big players in the middle no longer gained comparative advantage from their bigness, it might actually produce the dramatic power shifts that blockchain boosters describe. Entrepreneurs with great ideas would no longer be at the mercy of venture capitalists and other financial gatekeepers. Musicians and authors would not have to give over control, and most of the profits, to music labels and publishers. Developers of innovative technologies would overcome the inertia of less-efficient incumbent approaches. Economic opportunity would be open to more individuals around the world, especially in low-income regions. Governments would be more effective in serving their citizens, while at the same time intruding less in their lives. Incumbent firms could benefit as well, but they would need to become more transparent and more dedicated to serving their users.

All these potential transformations are tremendously exciting. But they are not inevitable. And as the finance industry illustrates, even technological transformations that preserve market structures can produce massive innovation. The proper response to the blockchain, therefore, is not to get out of the way of inexorable disruption, but to engage. What matters are not the industries that the technology might conceivably transform, but the markets and practices that it will actually change. The way to separate the two is to dive below the surface commotion of press releases, funding announcements, and cryptocurrency prices.

Even when distributed ledger technology is applied in contexts where it can add significant value, there are substantial uncertainties and dangers. Satoshi Nakamoto came up with a novel and valuable approach to distributed trust, but it is far from a perfect solution. Certain challenges cannot be overcome by any technology. The same wave of hype that produced the Whoppercoin (as discussed in chapter 4) leads many to think that blockchains cannot fail. In reality, even if the foundational security of a distributed consensus remains intact, many things can go wrong. And there are many reasons why pilot projects or start-ups announced with great fanfare do not achieve their stated goals.

To reach their potential, systems built around blockchain technology will need robust trust. The blockchain vision treats trust as a public good rather than a source of private advantage. Participants on public blockchains will need to trust in a decentralized model in which no one—seemingly—is in charge. Companies on permissioned distributed ledger networks will need to trust that they can share control. And across the board, governments will need to trust that their citizens will be protected, taxes will be paid, and abuses can be policed. This means that blockchain-based solutions will need to engage with the mechanisms of governance and law.



Satoshi’s Error

In the words of Nick Szabo, “There is no such thing as a fully trustless institution or technology.”12 When Satoshi Nakamoto wrote in his Bitcoin whitepaper that he “proposed a system for electronic transactions without relying on trust,” he actually meant something much narrower. Electronic transactions in bitcoin can be trusted as valid without a discrete trustworthy third party, such as a government or bank, to verify them. That is indeed a dramatic change. There are a surprising number of situations in which the need to trust certain parties creates inefficiencies, conflicts, and failures. What unites Bitcoin and the distributed ledger platforms it inspired is a commitment to limiting the scope of that trust. Perversely, reducing the necessarily trust in some parts of a system may make the whole most trustworthy. Yet that is very different than saying that trust is absent. Just ask the customers of QuadrigaCX.

QuadrigaCX is the largest cryptocurrency exchange in Canada. It allows customers to trade fiat currencies for cryptocurrencies such as bitcoin and ether. In May 2017, ether worth about $14 million at contemporary exchange rates became inaccessible due to a programming error.13 No foul play was involved, and the ether did not disappear. Anyone could still view the records identifying the currency on the Ethereum distributed ledger. Yet for the customers involved, it was as if a stack of $100 bills were locked in an impenetrable safe, with no key.14 If this were traditional money sitting in a vault or the electronic records of a bank, there would be no problem. The bank by definition would have custody over the funds. It would have the ability—even if it were reluctant or legally restrained in exercising it—to release the funds. But that is exactly the form of “relying on trust” that Satoshi negated.

The point here is not just that QuadrigaCX’s customers trusted the exchange, which let them down. They did, and it did. Those customers also trusted a system that made it impossible for QuadrigaCX to recover their funds once they are cryptographically locked away. This is the dark side of immutability. Banks and governments and others do not change transactions after the fact because they simply cannot. Where reliance on others is a cause for concern, this minimization of third-party trust makes participants more willing to transact. Perversely, though, that requires more trust on the part of participants. It is a leap of faith to engage in valuable transactions where no one has the ability to exercise control, like sitting in a self-driving car with no ability to operate the brakes or steering wheel.

The degrees and directions of trust involved in distributed ledger systems are design choices. They can be dialed up or down depending on the context. A digital cash system allowing anonymous cross-border payments has a different risk profile than an online ad-targeting solution for a network of publishers and advertisers. Design decisions, though, impose trade-offs. There is no such thing as a free lunch, even if you are paying in a virtual currency. And the trade-offs are not always clear.

The second biggest misunderstanding of Satoshi’s legacy, after the belief that trust is a solved problem, is the belief that humans are a solved problem. Even when the guts of the system involve rigorously logical computers interacting through precise machine transactions, people are not irrelevant. Blockchains exist to solve human problems and power human activity. They can never fully escape human messiness. Nor should they want to.

The blockchain was developed in response to trust failures, but it can also be the cause of failure. The early stage of distributed ledger development accentuates these difficulties. In the cryptocurrency world today, a great deal of infrastructure development is happening in parallel with the creation of applications that depend on that infrastructure. It is like decorating the upper floors of a building while the ground floor is still just a frame. Bitcoin is by far the most mature piece of distributed ledger infrastructure, and even it still struggles with basic scaling and governance challenges. Many of the other infrastructure components are at trial stages or are just concepts under development.

On the one hand, it is remarkable how successful the growth of cryptocurrencies and distributed ledgers has been despite the immaturity of their foundations. On the other hand, things have gone spectacularly wrong. And they will again. Vlad Zamfir, one of the core developers of Ethereum, created a stir when he tweeted in May 2017, “Ethereum is not safe or scalable. It is immature experimental tech. Do not rely on it for mission critical apps unless absolutely necessary!”15 He is to be commended for urging realism about the technology. But then again, his warning was too late. The asset value of Ethereum at that point exceeded $10 billion. And his warning was in vain. Seven months later, when he declared, “I can’t think of a single blockchain/cryptocurrency project that is ready for production,”16 Ethereum’s asset value was nearing $70 billion.

Blockchain-based systems are not invulnerable. At the most general level, distributed ledgers depend on modern cryptographic techniques such as secure hashing algorithms. Basic vulnerabilities in these mechanisms cannot be ruled out, especially with advances in computing power. Quantum computers, for example, might be able to break encryption methods that the most powerful conventional computers cannot crack. If such flaws exist, however, they will apply at least as strongly to the existing online transactional systems, which rely on the same cryptography. And the blockchain world has attracted some of the world’s foremost computer scientists, who are working actively to prevent such failures. Platforms such as Ethereum, for example, are already incorporating quantum resistance into their designs, even though workable quantum cryptographic computers are still some way off.

A more likely danger is flawed implementation of cryptographic techniques, such as reliance on random number generators that are not actually random. Blockchain technology, like any system built on computer code, is not perfect. There have been significant bugs discovered in the open-source Bitcoin code, although they were addressed prior to any lasting damage. MIT researchers found a potentially catastrophic vulnerability in the IOTA cryptocurrency network, which was forced to conduct a hard fork that made the network inaccessible to exchanges for three days.17

Proof-of-work and similar consensus mechanisms have some explicit limitations. Most notably, they can be overcome by a 51-percent attack.18 The processing power of the Bitcoin and Ethereum networks today is equivalent to that of hundreds of the world’s fastest supercomputers, running nonstop, making it quite difficult for someone to match it. Estimates are that just the hardware involved would cost several hundred million dollars. Nonetheless, because most mining is now handled through pools in which many participants aggregate their activity, it is not inconceivable that a pool could cross the threshold.19

The danger of a 51-percent attack increases when mining network power decreases.20 That tends to occur when the price of bitcoin falls, reducing the incentives for miners, or at the halving points, when the algorithm automatically reduces the award to slow the flow of new currency into the system.21 The dramatic rise in the price of bitcoin and other cryptocurrencies in 2017 made a decrease in mining power seem unlikely, but that could change if the price crashes. The rapid growth of the blockchain market belies its immaturity. According to a group of leading researchers in 2015, “[w]e do not yet have sufficient understanding to conclude with confidence that Bitcoin will continue to work well in practice.…”22



The Limits of Decentralization

Blockchain decentralization has limits. This is true even for Bitcoin, perhaps the purest decentralized cryptocurrency. Bitcoin users trust the code issued by the core developers, and that code incorporates hard-coded elements such as “checkpoints,” beyond which the blockchain cannot be forked. And bitcoin holdings are actually quite concentrated. According to an analysis in late 2017, just 1,000 accounts held 40 percent of the currency, and 100 held over 17 percent.23 The concentration of some initial coin offering (ICO) tokens is even more extreme. Brave raised $35 million, but two-thirds of the tokens went to just twenty holders.24

The biggest points of residual centralization for public blockchains, however, are the miners and the core developers. Bitcoin works because Nakamoto Consensus aligns the economic interests of miners and network users. The vision of the Bitcoin whitepaper was that mining would be a relatively low-intensity activity that ordinary users could engage in. There would be millions of miners around the world, all putting processing power to work for the hope of earning rewards. Indeed, for the first few years of Bitcoin’s existence, this was a relatively accurate description.

However, as the price of bitcoin—and the corresponding rewards from mining—increased, competition among miners revved up. Dedicated mining companies began creating specialized hardware that was optimized for Bitcoin’s hashing puzzles. Ultimately, they moved to designing their own custom chips, called application-specific integrated circuits (ASICs), to power massive racks of mining computers. The performance of these ASICs was so much greater than the alternatives that for all intents and purposes, mining became a scale game. Operators such as Bitmain and Bitfury gained a sustained advantage through their mastery of ASIC design.

Mining pools accelerated this trend. Each Bitcoin miner was supposed to compete with others to earn block rewards, but groups of mining operators realized that they could achieve better results by pooling their earnings. Instead of each miner receiving nothing most of the time and a windfall when it successfully solved a block, pools split their payouts in proportion to the hashing power contributed. This made payouts steadier and more predictable, further accelerating the commercialization of mining. The fact that ASIC developers could outsource some of their hardware obsolescence risk to small-scale miners was another incentive.

The final step toward mining consolidation was the shift in mining economics as processing power increased. Hardware costs and bandwidth became a smaller percentage of total expenses than electricity to power the intensive computing and to keep the machines from overheating. So those with access to cheap or free electricity, especially in locales that made it easy to operate and cool massive server farms, had an advantage. Relationships with local or national authorities who control electricity supplies became a competitive differentiator for miners.

Fewer than ten groups dominated Bitcoin mining by 2017.25 Most were Chinese mining pools. (Bitfury, which operates its own data centers and sells hardware only to large purchasers, is the primary exception.) Ethereum mining is also highly concentrated, even though its consensus algorithm is designed to be ASIC-resistant.26

The concentration of mining calls into question the basic premise that public blockchains are decentralized. Collusive miners could, like the Japanese keiretsu networks of major corporate groups, create an outwardly competitive market that actually serves a small coalition of private and government interests. As the price of cryptocurrencies increases, the money to be made through proof of work goes up as well. The mining operations for Bitcoin and Ethereum now generate several million dollars per day in revenue from their block rewards. And with the scaling challenges Bitcoin has faced, transaction fees have ramped up as well. Mining pool operators can be expected to maximize their profits. There is no reason for them to promote decentralization of the Bitcoin network if doing so conflicts with their economic interests.

Ethereum and other networks hope to limit the power of miners by switching the consensus algorithm to proof of stake. Proof of stake replaces computationally intensive mining with the staking of tokens. Even if it succeeds, though, proof of stake could promote centralization of a different kind by giving large holders of the cryptocurrency—who have more available to stake—greater power over its development.

The miners are not the only concentrated blockchain interest group. The developers working on the core software also tend to be small groups wielding a great deal of power. Satoshi Nakamoto and a few colleagues created the original Bitcoin implementation in 2009, but it has been significantly revised and extended since then. Implementing a scalable, reliable, bug-free network takes ongoing efforts. Hyperledger and R3 follow a more established model for open-source software projects of interest to major companies. They have corporate members who contribute funding and code, along with established governance structures for those members.

Coinbase cofounder Fred Ehrsam estimated in mid-2017 that there were only about fifteen primary developers each for the Bitcoin and Ethereum platforms.27 Important infrastructure projects such as Lightning Network, which hopes to create a new application layer that greatly improves the performance of the Bitcoin network, run on shoestring budgets. For projects managing cryptocurrencies with asset values in the tens of billions of dollars, on which companies around the world have staked their futures, those are tiny numbers. The small number of core developers keeps these projects nimble, but it raises the question of whether they can handle the load. Both projects have much larger communities of engaged developers, but they depend on the work of the core group.

On the Bitcoin side, although there is a Bitcoin Foundation with the mission of promoting the protocol, most of the key developers are paid by third parties such as the MIT Digital Currency Initiative, the venture-backed start-up Blockstream, and the self-funded ChainCode Labs. The Bitcoin Core developers are actually a very loosely connected group, who often disagree. Only a handful of them have “commit” access to update the official Bitcoin Core software repository, and there is no formalized process for granting that power.

The Ethereum Foundation has a stronger position in the Ethereum ecosystem. Thanks to its 2014 crowdsale, it has resources to fund core developers. It also has a “benevolent dictator” who shepherds the project, in Vitalik Buterin. Finally, Ethereum’s community norms tend to be more collaborative than Bitcoin’s. This model parallels that of other successful open-source projects, most notably the Linux Foundation led by Linus Torvalds, but it creates some tension with the notion of Ethereum as a truly decentralized system.

The distributed trust model of blockchain systems is based on power being concentrated in the network itself. Validators are incentivized to participate but not guaranteed any control over transactions. Dapps engaging in token sales replicate this structure on the next higher layer. The value of the network resides in the currency, which is distributed among users and other token holders. It is not centralized in the network operator, in contrast to centralized information and social media platforms. The network is the infrastructure, which creates value for all.28 Yet no one is automatically responsible for funding that infrastructure.

This creates the potential for a tragedy of the commons. Developers, users, and token holders of applications benefit from good engineering of the blockchain platforms, but they do not necessarily contribute to it. Networks that held lucrative token sales during the ICO boom were able to monetize to support development prior to launch. Then again, they face expectations commensurate with the scale of their crowdsales.

The fact that miners and core developers can exert influence over the direction of a blockchain system does not invalidate the basic claim of decentralization. There is no one entity that can throw a magic switch and alter the network. Power to alter the protocol, such as changing the block size, is different from power to change the information recorded on the ledger. Immutability holds up so long as the network collectively is more powerful than an attacker.

What the limits of blockchain decentralization mean is that questions of governance and regulation cannot be dismissed. These systems depend on trust, and trust depends on the collective decisions of those who shape the platform.

Centralization has benefits. In 2013, an update to the Bitcoin Core software accidentally triggered a potentially catastrophic hard fork. The Bitcoin community quickly recognized that the best course of action was to downgrade to the earlier version, destroying the fork.29 The core developers were able to reach consensus in less than an hour through online chatroom conversations. The fix was quickly implemented because the mining pool BTC Guild, which then controlled 20 to 30 percent of Bitcoin mining power, threw its weight behind the change. A more decentralized community might not have been able to respond in time to stave off a crisis.

On the other hand, if a country wants to crack down on blockchain-based activity, it has ways to gain purchase. It could not completely shut down the network if enough nodes were outside its borders. It could, however, effectively threaten local users, miners, and the exchanges converting cryptocurrencies into and out of fiat currencies. China did just that in mid-2017. It banned Bitcoin exchanges and token offerings, out of concerns about financial fraud and capital flight.30 Yet shortly thereafter, Yao Qian, the head of the People’s Bank of China’s Digital Currency Research Institute, called for the Chinese central bank to issue its own cryptocurrency.31

From all indications, Chinese leaders understand very well how economic soft power, embodied in mechanisms such as the Marshall Plan after World War II and Treasury Bills as the global reserve currency, helped make the U.S. the world’s lone superpower. Tokenizing the Chinese renminbi before other major fiat currencies is one potential path toward similar soft power in the twenty-first century. Russia appears to have similar designs.32 Cryptocurrency mining could even become a strategic technology for major nations, like atomic physics during World War II or supercomputing during the Cold War.

These are speculative scenarios today. Whatever happens, the bedrock assumption that public blockchain networks are inimical to centralized private or public control needs to be qualified. If cryptocurrencies become more significant in either financial or political terms, those in charge today will not be powerless to shape them.



Not-So-Smart Contracts

While the fundamental failure of a blockchain platform cannot be ignored, a greater concern lies in the software and services on top of the distributed ledgers. As noted previously, even though the integrity of the distributed ledger is a purely mathematical phenomenon, that is only one aspect of the blockchain trust system. The software layer that translates distributed consensus into applications and services gives the blockchain its transformative power, but it also creates risks and challenges that no fancy math can overcome.

The next layer, beyond the blockchain itself, is the smart-contract code that implements transactions.33 The Bitcoin scripting language is intentionally quite limited, in order to prevent flawed or malicious scripts. It basically allows for moving currency between users, with a few additional features such as multiple-signature confirmation (“multisig”). Using the Bitcoin blockchain to do anything else requires what could be considered clever hacks, such as encoding tokens for other assets as colored coins.

Ethereum and other general-purpose blockchain platforms offer full-blown application functionality through their smart-contract systems. A smart contract can have errors and security flaws, like any other software code. And indeed, vulnerabilities have already been identified in high-profile Ethereum smart contracts.34 Errors or security exploits in smart contracts are particularly dangerous because the blockchain directly carries value or rights to assets. There are significant practical limitations in replacing human enforcement of agreements with software running on the blockchain. Things simply do not always go according to plan.

The QuadrigaCX example described earlier is a real-world case in which a simple error in smart-contract coding caused roughly $14 million of ether to, well, disappear into the ether. The currency balances are recorded on the Ethereum blockchain, but the ether is irretrievably wrapped in an inaccessible smart contract. Because the contract itself was immutably recorded, it cannot be edited to correct the mistake.

Ironically, the root of the QuadrigaCX problem was the resolution of the earlier crisis of The DAO, described in chapter 3. To reverse the theft of ether from contributors to The DAO crowdfunding system, Ethereum forked into two chains. Cryptocurrency exchanges had to add “splitter” code to account for the fact that all prefork Ethereum holders now held Ethereum Classic (ETC) as well. QuadrigaCX was one of them. A bug in the splitter code was what froze its customers’ funds in an inaccessible smart contract. This incident illustrates the interdependencies that inevitably arise when software code automates decision-making and enforcement.

Even without bugs or attacks, there are reasons to doubt that smart contracts will always operate as desired. First, they require the reduction of human-readable language to machine-readable code. This limits their scope to those subjects and activities that can readily be specified precisely. A contract that my connected car will be unlocked upon presentation of a certain cryptographic key can be encoded through a programming language such as Ethereum’s Solidity. The network address for the car lock, the desired key, and the action to be taken are all subject to precise definition. On the other extreme, some contractual terms simply cannot be expressed through formal logic because they imply human judgment. A machine has no precise way to assess whether a party used her or his “best efforts,” for example.

In the case of The DAO, the difference between a legitimate transaction and theft came down to intent, which is something that computers cannot determine under the terms of a smart contract. As Lightning Labs chief executive officer (CEO) Elizabeth Stark puts it, “The DAO was a fascinating example when the implied meaning of the code differs from the actual execution of the code.”35 Shortly after the hack, an anonymous letter was posted, allegedly written by the attacker:


I have carefully examined the code of The DAO and decided to participate after finding the feature where splitting is rewarded with additional ether.… I am disappointed by those who are characterizing the use of this intentional feature as “theft.” I am making use of this explicitly coded feature as per the smart contract terms and my law firm has advised me that my action is fully compliant with United States criminal and tort law.… I reserve all rights to take any and all legal action against any accomplices of illegitimate theft, freezing, or seizure of my legitimate ether, and am actively working with my law firm.356



The posting was almost certainly a hoax, but it was nevertheless instructive. It highlighted exactly the subjectivity problem that Vitalik Buterin identified a year earlier—only now the consequences were real.

Despite great advances in machine learning, computers do not have the degree of contextual, domain-specific knowledge or subtle understanding required to resolve contractual ambiguity. Even worse, it may be difficult to be sure what the smart contract will do until it runs.37 Formal verification methods can be applied to check smart contracts before they are encoded on the blockchain. These can be automated systems or, for more significant smart contracts, bespoke auditing by expert teams. There are already consulting firms playing a role analogous to financial auditing firms today. However, even if these steps are taken, there are some smart contracts that cannot be formally proved to achieve the desired results.

And even if the smart contract operates as designed, it may produce suboptimal outcomes. Facts may change between the ex ante specification of contract rights and the ex post adjudication of legal effects. Parties to smart contracts can try to hedge against such changes by incorporating qualifying language or “act of God” (force majeure) clauses, but those are the kinds of imprecise terms that are difficult to specify in computer code. In other cases, parties may wish to enter into a mutually advantageous alteration of a contract prior to performance.

Under standard contract law, such modifications are unproblematic. For smart contracts, however, they pose a difficulty. Upon agreement, the contract is locked into place. To enable an intermediate step before execution, the smart-contract code would need to incorporate the possibility of modification explicitly. As a technical matter, this would increase the complexity of the process. It would also introduce difficulties about how to encode when and how parties might be permitted to modify the set terms of a smart contract. Developers are working on creative solutions, such as allowing users to vote on the best version of a smart contract, but even if effective, these will involve tradeoffs.

Finally, as cultural critic Ian Bogost points out, the power of smart contracts could be abused.38 The lack of human intervention in their execution and enforcement makes smart contracts potentially more efficient, but it removes them from the domain of judicial oversight. Contract law is fundamentally a remedial institution.39 It is concerned less with changing how parties act when entering into an agreement than with achieving the right result after the fact. In incorporates a variety of doctrines—unconscionability, mutual mistake, illegality, capacity, consideration, fraud, duress—that allow a party to escape from even clearly specified contractual obligations. These exceptions do not undermine trust in contract enforcement because judges supervise their application.

With smart contracts, there are no judges. The parties specify the terms at the outset, and the blockchain network automatically enforces them once the contract is activated. This can produce the scenario found in The DAO, where a contract is executed in a way that none of the parties intended. Or it can give one party extraordinary power over the other, without judicial restraints. Smart contracts thus represent the same threat as digital rights management technology, which overrode the carefully balanced safeguards of copyright.40 Content owners were able to use technology to impose limitations that the law would not support.

As Nick Szabo suggested, an auto lease encoded as a smart contract could allow the lender to disable the car remotely if the borrower fails to pay. That might be seen as a decentralizing alternative to the capriciousness of regulated financial services providers. But it also could be a tool for the arbitrary exercise of private power. The borrower in this scenario is in thrall to the lender far more than under the current system. Without regulatory and governance mechanisms to constrain them, blockchain-based systems can easily become means of central control. Bogost notes that this pattern, open decentralization leading down the garden path to private power, is exactly what happened with the Internet, now dominated by a few platforms such as Amazon, Google, and Facebook.



Trusting the Token Issuers

A popular slogan in the Bitcoin community is “Vires in numeris,” a rough Latin translation of “Strength in numbers.” Sometimes, though, that turns into “Caveat emptor”: Let the buyer beware. Traditional trust architectures allow for sanctions when parties violate the rules of the game. Trustless trust comes with no such protections. The distributed ledger verifies that information is recorded accurately, but not the legitimacy of that information.

The ICO gold rush illustrates both the benefits and dangers. Companies can raise money in new ways and support new kinds of applications. Investors around the world who would not otherwise have opportunities to fund start-ups can do so with the click of a mouse. Those investors can receive tokens offering both independent investment value and utility on the platform. Those are the positives. The negative side is that those contributing to the token sales enjoy none of the legal protections that have long been the norm for securities offerings.

Polybius launched an ICO in June 2017 “with little more than a 22-page ‘prospectus’ and a promise that ‘Polybius Bank will become a fully digital bank accessible everywhere at any time.’”41 A “blockchain share” issued by Polybius “represents the right to receive a part of company’s profit,” just like a stock. But instead of selling stock, a highly regulated activity in most of the world, the company made the offering online, to anyone, through an Estonian foundation. It stated that it would announce the country of registration for the new Polybius Bank only after the ICO. Investors did not seem to mind. They quickly snapped up $31 million worth of the tokens.

Those purchasing Polybius tokens in most ICOs were not primarily interested in the immutability of the transaction, without central control. They would have been just as happy buying equity through a traditional private offering of stock. What they were betting on was some combination of excitement about the venture itself and a belief that the tokens will appreciate in value. The latter depends only indirectly on the viability of the blockchain. Investors trusted Polybius much more than the distributed ledger technology.

And Polybius built its trust on the traditional method of individual reputation. The ICO materials discussed the founders’ expertise (developed through a prior Bitcoin mining hardware business), and the whitepaper sought to demonstrate their technical and business acumen.42 Banking is highly complex, highly regulated industry, however. The Estonian financial regulator issued a press release stating that Polybius had no license to offer financial services in its home country, a worrisome fact for an erstwhile global bank.43 A start-up such as Polybius trying to enter the banking market would face long odds without the backing of experienced players.

Polybius touted an association with Ernst & Young (EY), one of the Big Four global audit and accounting firms. A press release said that EY partner Daniel Haudenschild and two others were “collaborating to lead the Polybius project team on banking operations, technology, and legislation,” and noted that “[m]any of EY’s activities involve advisory support to financial institutions.”44 The institutional reputation of EY, a pillar of centralized trust, no doubt enhanced investors’ willingness to take a risk on an unproven and as-yet-unbuilt business.

On closer inspection, it is not so clear that it should have. The Polybius project’s website listed the three EY employees among fifteen “advisors,” who presumably were granted tokens ahead of the ICO as compensation.45 It does not identify any formal partnership, investment, or consultancy relationship with the auditing firm. If one is trusting Polybius in part by trusting EY, that trust could well be misplaced. Indeed, shortly after the launch of the ICO, EY told the Financial Times, “Daniel Haudenschild is no longer with EY and his comments concerning EY’s Blockchain strategy are incorrect.”46

None of this proves that Polybius is a scam, or otherwise in violation of legal obligations. Yet would likely give most investors pause. Perhaps Polybius will succeed in building a global virtual bank and its token holders will profit handsomely. Or perhaps they will lose everything—after the developers pocket some of the ICO proceeds. Token offerings of this sort represent a sudden, grand experiment in “anything goes” securities offerings, targeting retail investors all around the world. Given all the uncertainties and technical complexities of blockchain technology, most investors are unlikely to understand what they are getting into, even with extensive financial disclosure. Without it, they are at the mercy of the offerors and investment promoters. A system that invites abuse on this scale will be abused.

As with many blockchain-based activities, boundaries and best practices need to be worked out. Different countries may come up with different answers. That is the normal way that the law evolves. A baseline set of disclosure and accuracy requirements, however, seems essential to a well-functioning market. The blockchain may dramatically improve the efficiency and liquidity of funding companies. But it will not change human nature.



Centralized Edge Providers

The final significant vulnerability for blockchain-based activity lies at the edges of the ledgers. Even when value is encoded into decentralized systems, the access points may be through centralized edge services. For example, an individual who stores bitcoin with a consumer-oriented wallet service such as Coinbase, Blockchain.info, or Xapo must trust that provider in the same manner as with a bank. The wallet provider stores the private cryptographic keys for its customers, which allows them to access their cryptocurrency through a standard user name and password. However, if the wallet provider is hacked, the keys become vulnerable. The fact that the wallet is connected to a distributed ledger does not make the wallet service itself inherently more decentralized than a traditional web-based service, nor does it make the wallet itself any more secure. As Nick Szabo tweeted, “Bitcoin is the most secure financial network on the planet. But its centralized peripheral companies are among the most insecure.”47 It is estimated that 10 percent of the ether raised in ICOs has already been stolen, mostly from wallets.48

A particular point of vulnerability at the edge of blockchain networks lies in exchanges that trade cryptocurrencies for dollars or other government-backed money. With Bitcoin, the only two ways to obtain cryptocurrency are through mining or by exchanging with someone else. End users today cannot compete as miners, so at some point, they have to buy their bitcoin or other cryptocurrencies with existing currency. A number of exchanges have sprung up around the world to serve this need. They also allow institutional traders to create markets. Well-functioning exchanges, like traditional stock exchanges, can further the price-discovery process and promote efficient capital formation.

Unfortunately, cryptocurrency exchanges often prove insufficient to the task. In 2014, the most prominent bitcoin exchange, Mt. Gox, collapsed after hackers were able to steal a significant amount of currency, then worth about $400 million, in a series of thefts.49 Another major exchange, Bitfinex, was hacked in 2016, losing cryptocurrency valued around $70 million at the time. All told, there have been at least fifteen incidents in which cryptocurrency worth at least $1 million was stolen, with a total value exceeding $600 million at the time of the thefts. That number would be at least an order of magnitude higher at peak bitcoin valuations.

It is much easier to build the basic technology platform of an exchange than to ensure that it is robust against security vulnerabilities and is able to maintain sufficient liquidity as trading volumes grow. Although there has been some effort to require the licensing of cryptocurrency exchanges, the global nature of the market means that many exchanges are essentially unregulated today. A site converting euros into bitcoin may look similar to a traditional currency exchange converting euros into dollars or yen, but it is not nearly as secure.

Even without foul play, exchanges and other edge providers are vulnerable to bugs. The QuadrigaCX problem mentioned earlier in this chapter was a case in which a simple coding error cost $14 million that could not be recovered. More recently, the Parity wallet service revealed that more than $160 million worth of ether was trapped after a user (apparently) accidentally issued a command that made all smart contracts using a certain version of the software inaccessible.50

Like QuadrigaCX, Parity introduced the bug when it updated its wallet software to fix an earlier flaw. That original problem allowed hackers to steal $30 million worth of ether raised in token sales. And Parity is not a company of blockchain neophytes. It was cofounded by Gavin Wood, the former chief technologist of Ethereum. Like exchanges, wallets are a centralized concession to make it convenient for ordinary users to handle cryptocurrency. Wallet-security practices will improve over time, but so long as people depend on edge providers, the risk will remain.

The other aspect of the trust in edge providers is that those providers can decide whether to police transactions. A Bitcoin transaction for drugs, or gambling, or a contract killing will be processed the same way as one for a pizza. With traditional financial transactions, the payment processors (such as Visa and Mastercard members) are control points that governments can pressure to block illegal transactions. If the payment is in bitcoin, there is no one involved in the payment itself to pressure, just a distributed network of miners. If, however, the transaction goes through an edge provider, it can be subjected to legal enforcement. That might be difficult depending on where the service is located and whether it hides identities of its management, but it is not impossible. The most famous example was Silk Road, discussed in chapter 2.

Different levels of security and robustness are needed depending on the context. A bank will be more concerned about certain risks than a merchant engaged in a small-value consumer transaction. Medical records on the blockchain will have different risk profiles than supply-chain records for diamonds. Such variation is not unique to the blockchain; it is part of trust and security with existing centralized systems. Given the novelty of distributed ledgers, though, it will take some time to sort out the appropriate security models.



Rules of the Road

The fact that blockchain networks and the activities on top of them can cause harm does not undermine the value of distributed ledgers. It just shows the naïveté of believing that Satoshi Nakamoto’s invention solved the problem of trust once and for all. Many things that provide significant benefits also produce substantial dangers. A car can kill its owner if the brakes fail through a defect, can kill others if the owner drives while drunk, and can be used as a weapon if driven into a crowd. But no one suggests that cars should be outlawed. Rather, rules such as driver’s licenses, automobile registration, traffic laws, insurance, and tort liability balance the desire for safety against the benefits of driver or manufacturer autonomy.

Taking the analogy further, autonomous (driverless) vehicles promise to solve problems such as drunk driving by replacing human drivers with machines. The machines, however, create new challenges. What if your autonomous vehicle has a bug, or someone hacks it to drive off a cliff? What if it strikes and kills a pedestrian?51

As with ordinary cars, the choice is not between outlawing self-driving-car technology and accepting unlimited harm. Various rules will be designed to strike the best risk/benefit trade-off. Who is responsible when an autonomous vehicle crashes and what approval procedures should be necessary to put one on the road are two examples of the questions that are now under discussion. Blockchain systems pose the same types of challenges and deserve the same type of scrutiny. They are likely to be extremely beneficial on balance. That should not lead us to ignore their potential downsides, however.

The next several chapters of this book examine how laws and regulations could address these harms, making blockchain-based systems both more trusted and more trustworthy. Chapter 7 considers the ways that government-defined legal rules, as well as private means of controlling behavior, can influence activity on blockchain networks. Chapter 8 shows how the blockchain’s software code relates to traditional forms of legal enforcement. Chapter 9 looks at how governments can, will, and should oversee those networks themselves.
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7   Blockchain Governance



Vili’s Paradox

Vili Lehdonvirta, an economic sociologist at the Oxford Internet Institute, could hardly be called a Luddite. An expert on digital markets and former videogame developer, he was one of the first to take seriously the organizational dynamics of virtual worlds and the gig economy. He cowrote the definitive book on virtual economies. A New Yorker article even flagged him as a potential Satoshi Nakamoto.1 (He laughed and offered a convincing denial.) Yet Lehdonvirta is something of a cryptocurrency critic. He describes himself as being “very skeptical of the claims that blockchain will fundamentally transform the economy or government.”2

Lehdonvirta argues that distributed ledgers face a governance paradox.3 If they truly have no means of collectively resolving disputes other than voluntary agreement, they will fail. On the other hand, Lehdonvirta asserts, when these networks adopt formal or informal governance structures, they are no longer truly decentralized. If Ethereum succeeds because Vitalik Buterin and its core developers are wise leaders who can enforce decisions by changing the code, how is that any different than centralized development projects such as Linux, or Facebook for that matter? At that point, the advantages of decentralization, which must be weighed against the overheads it imposes, disappear. With governance, Lehdonvirta suggests, there is no longer decentralization. But with decentralization at any interesting scale, there must be governance. Hence the paradox.

Vili’s Paradox is the starting point for any serious discussion of the blockchain’s future as a trust architecture. External forces of law and regulation will shape the blockchain economy, but the real success of blockchain-based systems will depend on their internal capacity to instantiate new forms of governance. Without functional governance, the best that blockchain networks can do is revert to the traditional foundations of peer-to-peer (P2P), Leviathan, or intermediary trust. They run the risk of creating the worst of all worlds, and failing spectacularly.

Lehdonvirta distinguishes enforcing rules—which is the function of the blockchain—from making rules, which he calls “governance.” The distributed ledger takes care of the problem of third-party enforcement. It cannot do the same for third-party rule-making, however, because it is itself a product of rules. There is no way to bootstrap a rule system like the blockchain into existence: It must be designed by someone. Unless the initial rules are perfect, now and for all time, they will eventually need to be modified. And that will require centralized third parties.

Lehdonvirta has a point. Those who believe that the blockchain heralds a revolutionary decentralized economic order, which will necessarily triumph over established arrangements, have placed their faith in a false god. But his account is incomplete. It may be true that, as he concludes, “once you address the problem of governance, you no longer need blockchain.” You may, however, still want it. Blockchain governance is not an oxymoron. As with law and regulation, though, it will take multiple forms, involving multiple actors, and using multiple tools for coordination.

The response to Vili’s Paradox lies in examining the subtleties of distributed ledger adoption. To use Brian Behlendorf’s formulation, shifting the point of minimum viable centralization makes a difference, even when that point is nonzero. Again we return to the gap between what Satoshi Nakamoto claimed to create—a system that worked “without relying on trust”—and the more limited, yet actually more significant, reality. What Bitcoin actually eliminated was the need for trusted third-party validation of transactions, which is only one element of trust. Adam Ludwin, CEO of the blockchain technology firm Chain, made the same mistake with the admittedly pithy statement, “Cryptocurrencies do not *have* governance mechanisms, they *are* governance mechanisms.”4 A more accurate statement is that cryptocurrency networks are technologies of governance.5 The blockchain decentralizes the rule-enforcement aspects, but not necessarily rule creation.

Where this account can be supplemented is in the definition of governance. Lehdonvirta equates governance with private rule-making, and elsewhere defines public rule-making as regulation.6 Yet the two cannot so easily be separated. Legitimacy arises from the interplay of internal and external rules.7 If blockchain networks and Dapps were clearly subject to legal obligations, they would have more leeway in establishing exotic governance arrangements. Law would serve as a backstop. Conversely, if the smart contracts provide strong protections, as with some well-designed initial coin offerings (ICOs), there might be less need to apply traditional legal frameworks.

As Elinor Ostrom emphasized in her work, governance is polycentric: “The humans we study have complex motivational structures and establish diverse private-for-profit, governmental, and community institutional arrangements that operate at multiple scales to generate productive and innovative as well as destructive and perverse outcomes.”8

The blockchain world will be no different.9 Successful blockchain governance cannot be merely an idealized design question, just as successful smart contracting cannot rely entirely on ex ante coding.10 It requires careful attention to the ways that real-world systems develop and interact. Blockchain networks will be subject to overlapping governance structures, with varying degrees of centralization.

This perspective calls into question Lehdonvirta’s sharp distinction between rule-making and enforcement. A mere expression of preferences is not governance. Anyone can make up a set of rules. Getting people to comply with those rules is the hard part. Compliance may be achieved in various ways. Hard-edged enforcement mechanisms can force people to behave in certain ways. As discussed in chapter 5 in connection with the cryptoeconomic trust design of public blockchains, sanctions are not always the best—or even an effective—solution. The level of punishment is not the primary determinant of whether people obey the law, as Tom Tyler’s work illustrates.11



The Power of Consensus

Blockchain technology at its core creates not money, but agreement. As described in chapter 2, the protocols that Satoshi created were designed to drive networks to consensus. Yet a consensus is an odd thing. It represents something more than a majority and something less than unanimity. And it some ways, consensus is more powerful than both. According to the sociologist Edward Shils:


Where it exists, consensus is a counterforce against the fulfillment of the divisive potentialities of divergent “interests” and beliefs. Consensus facilitates collaboration: it reinforces the cooperation which arises from coincidences of interest, limits the range of the divergence of interests by defining ends in a way which renders them more compatible, and circumscribes the actions injurious to cooperation which might arise from the divergent interests.12



What exactly, then, is a consensus? Webster’s dictionary gives two definitions: “general agreement” and “group solidarity in sentiment and belief.” They have very different implications. The first says nothing about the emotional or psychological status of the community reaching consensus; the second definition makes the community’s views the whole meaning. Blockchain networks, it appears, promise to replace the second definition with the first. Computers have no “sentiment and belief,” but they can be very effective at reaching “general agreement” if that concept is defined precisely enough.

Every participant need not agree in order for consensus to be reached. In a distributed ledger environment, consider a situation where one participant is untrustworthy and attempts to add double-spend transactions. The system might still be said to be in consensus. The one bad actor would be outweighed by the rest of the participants, and its transactions rejected. On the other hand, if 51 percent of participants want to reject a transaction and 49 percent want to accept it, there is a majority, but not necessarily consensus. The level of disagreement is so high that trust in the majority result will be weak.

In this way, consensus is deeply connected to trust. As one political scientist puts it, “If there is a consensus on ‘consensus’ … it is that it occurs where there is a high degree of ‘trust’ amongst members of a political system.”13 Consensus is achieved when those who disagree with the outcome agree to be governed by those who do. The erstwhile opponents do not continue as an active minority, as happens in a democratic system. They become indistinguishable from the community that always supported the consensus. The dissenters’ willingness to join the consensus requires them to trust that they will not be exploited by the majority.

Where there is healthy consensus, trust follows. When the consensus holds, it gives participants confidence that the system is working. It reinforces the belief that if they give way to the will of the community, so will others when the time comes.

There is a long history of consensus being a preferred means of dispute resolution among technologists. Unanimity is often impossible when engineers have different views about the best technical approach to pursue. At the same time, the formalism of majority voting feels constricting to those used to letting their code do the talking.

The famous mantra of the Internet Engineering Task Force (IETF), as stated by MIT researcher David Clark, is: “We reject: kings, presidents, and voting. We believe in: rough consensus and running code.”14 Clark expressly included voting as something to be avoided. Centralized power, even if implemented through fair and democratic means, was to be avoided. The challenge of getting fractious participants to agree sufficiently was mediated by two qualifiers. The consensus need only be “rough,” and existence proofs in the form of working software were privileged over abstract ideas.

Satoshi Nakamoto never referenced Clark’s mantra, but his system embodied its key principles. Bitcoin and its descendants allow imperfect consensus. In fact, they are built around the expectation that some participants in the network might be untrustworthy or unreliable. And cryptocurrencies made running code king. Functions that traditionally were executed based on democratic procedures or governmental institutions were built into the system and automated. As we shall see, that does not mean that the blockchain’s software always trumps government-based legal regimes. The blockchain’s code operates in the first instance as a different kind of law.

Bitcoin’s money supply illustrates this approach. Monetary policy, which influences the rate of inflation, is traditionally the domain of expert central bankers. The politicians who appoint those bankers, however, are answerable to a democratic electorate. Satoshi’s design fixed the total supply of currency at 21 million bitcoin, and established an automatic process for issuing that currency at a gradually slowing rate. Every Bitcoin validator and user accepts this regime as an attribute of the currency. The limit on supply could, however, be removed through a hard fork that gained sufficient support.

Bitcoin’s approach may or may not have been a good idea. Some finance experts argue that the fixed supply of bitcoin means that it will inevitably be deflationary and lose out to fiat currencies, where governments can print money at will.15 Not all cryptocurrencies take the same approach; Ethereum, for example, has no absolute limit on the number of coins. In either case, the network’s algorithmic rules function as governance mechanisms to coordinate behavior toward consensus. Those who diverge from the consensus rules of a blockchain network can work to forge new technical consensus or create their own network.

Even when that consensus is implemented through immutable smart contracts, therefore, there is always an ongoing governance process in the background. Vitalik Buterin captures this by defining governance as equivalent to “coordination flags.”16 Institutional actors operating within established norms signal for a certain action. Participants determine whether to comply based on whether they think everyone else will. They may look to multiple indicia of consensus to make such decisions. This conception bears a striking similarity to Ostrom’s description of trust creation: “It is not only that individuals adopt norms but also that the structure of the situation generates sufficient information about the likely behavior of others to be trustworthy reciprocators who will bear their share of the costs of overcoming a dilemma.”17

There are a variety of alternative methods to govern behavior without formal enforcement. Incentive structures may make the desired behavior the rational choice, even though people retain the option in theory to do otherwise. Behavioral “nudges” may produce similar results, even when not based on rational self-interest, by shaping the “choice architecture” of decisions.18 And community norms backed with community-based sanctions may be strong enough to promote compliance. Each of these mechanisms involves trade-offs. Choices made in the rule-making process are necessarily about compliance structures.

Blockchain networks do more than just enforce consensus over distributed ledgers. They incorporate a variety of formal and formal governance mechanisms. The results will be different when the same dispute occurs on Bitcoin, Ethereum, Ripple, or R3 Corda. One benefit of the proliferation of blockchain networks is experimentation with governance models. So, while Lehdonvirta is correct that decentralized enforcement is not tantamount to decentralized governance, it could stimulate significant governance innovations.



Governing the Governors

The new institutional economist Avner Greif showed in a series of papers how Jewish merchants operating in the Muslim world of the tenth century built an effective reputation system without the support of formal law or modern communications.19 It was an excellent example of P2P trust. Agents who defrauded one of these Maghribi traders would find themselves shut out from other opportunities throughout the western Mediterranean. The Maghribis could trust those they did business with because their institutional structures reined in opportunistic behavior. They had created an effective governance structure, which Oliver Williamson describes as “the institutional framework within which the integrity of a transaction is decided.”20

Looking at governance more broadly, Greif sought to explain why some countries today are rich and stable, while others are poor and lack effective political order. He identified two essential institutional functions: contract enforcement and coercion constraints. Scholars have focused primarily on the former, he noted, because they define “the range of transactions in which individuals can commit to keep their contractual obligations.”21 However, credible enforcement institutions, following Thomas Hobbes’s logic, rest on the potential for coercion. And that is itself a threat to markets. How can one trust a private deal when the agents of the state can, at any moment, abrogate it for their personal benefit? So, as Greif detailed, mechanisms such as separation of powers and checks on the state’s authority are equally important to the development of confidence in markets. Trust at scale requires institutions, and institutions require governance.

One of the key attributes of permissioned ledgers is how they support governance rules to constrain the power of network participants, compared to traditional trusted intermediaries. According to Hyperledger executive director Brian Behlendorf: “You can do markets a lot of good if you take a player who acts at the center as message-passing hub (essentially as God) and turns them into somebody more like a referee on a football field.”22 A referee has strong powers, but they are confined in scope and subject to well-defined rules.

Conversely, the fiasco concerning The DAO (described in chapter 3) is a good example of what happens when enforcement institutions develop without coercion-constraining ones. The hack itself suggested that the blockchain could not be trusted to distinguish among illegitimate transactions. A system that enforces theft, even unintentionally, is no different than one that unreliably enforces legitimate contracts. The response to the theft was equally problematic.23 The decision to roll back through a hard fork was made by the Ethereum Foundation and adopted by a majority of mining nodes. Various unofficial polls during the hard fork debate notwithstanding, the foundation had no democratic processes for decision-making. The CEO and COO of Slock.it were the former chief tester and chief communications officer of the Ethereum project, respectively, raising questions about whether they received special treatment to reverse the drain of funds. The process was halting and chaotic.

As Vitalik Buterin ruefully observed, “I think prior to 2015 people naively thought ‘blockchains do not need governance.’”24 It is an open question how widely that naive view persists. For those involved in The DAO episode and the subsequent Ethereum fork, however, there could be no question that governance mattered. Once the fork occurred, there were two Ethereum chains. They were identical in every respect, with one exception: Ethereum Classic (ETC) adopted the governance rule that nothing could justify reversing an executed, immutable smart contract. The main Ethereum chain took the position that sometimes such a drastic step was called for.

Law can foster trust because it is an institution, not just a set of formal rules. The legal system can adapt to changing circumstances or to edge cases not contemplated in the drafting of the rules. And law is implemented through processes—court decisions, legislation, administrative actions, and the like—with various formal and informal bases for legitimacy. All that flexibility and process makes law imperfect and often inefficient. Yet as we have seen, translating rules into smart-contract code and cutting out the human enforcement mechanisms create their own problems.

The blockchain’s algorithmic architecture does not eliminate the role of humans in fostering trust. The proof-of-work systems behind the major blockchain platforms depend on miners, responding to economic incentives, in order to validate transactions. Decisions about investment in blockchain hardware and software, as well as whether to accept cryptocurrencies in lieu of traditional money, are also made by humans rather than machines. Even The DAO, which was the epitome of an automated, leaderless, software-based organization, had explicit roles for humans to serve as contractors and curators to authorize certain actions.25 This is significant because human systems are more easily subject to legal enforcement than software code. Governments have difficulty directly regulating algorithms, but they can regulate individuals and organizations that design or implement those algorithms.

A subtler reason for the persistence of human involvement in the trust architecture of the blockchain is the impossibility of eradicating subjectivity. The attack on The DAO provided a perfect illustration. The attacker exploited a bug to drain a substantial amount of currency away from users into its own account. However, it used a valid, self-executing smart contract to do so. Under The DAO’s terms of service, the functionality of the code expressly superseded any human-readable terms:


[T]o the extent you believe there to be any conflict or discrepancy between the descriptions offered here and the functionality of The DAO’s code at 0xbb9bc244d798123fde783fcc1c72d3bb8c189413, The DAO’s code controls and sets forth all terms of The DAO Creation.26



Unsurprisingly, the victims of the attack proved unwilling to accept this result. The problem was that the difference between a legitimate crowdfunding transaction and unauthorized theft came down to intent, which was not something that the smart contracts could evaluate. On the other hand, this is the sort of thing that courts tease out all the time. They marshal evidence and use judges or juries to evaluate the expressed intent of the parties.

Without such human-based governance and dispute resolution mechanisms, smart contracts on the blockchain will sometimes execute in ways that are inconsistent with the desire of the parties. Given the extraordinary scope of activity that could be tied into distributed ledgers, this is potentially a very worrisome proposition. The issue is not just financial loss, as with The DAO. Blockchain registries will control many physical assets and systems. Widespread failures of smart contracts to achieve their intended results could not only undermine trust in the blockchain, they could produce the kinds of damage anticipated (but largely unrealized) from the Y2K bug in the year 2000.

As with the historical narratives explored in Greif’s work, the success of distributed ledger systems is ultimately a matter of effective governance. “It’s naive to think we can we get ourselves out of the need to regulate ourselves,” observes Behlendorf.27 Blockchain networks cannot rely solely on their consensus rules to resolve conflicts that operate above the level of basic transaction validation.



The Social Contract

Stating that blockchain networks need governance begs the question of how those governance systems can develop. Sometimes the answer will be straightforward. The relevant entity may use a traditional organizational structure, even if its trust model is based on distributed ledgers. Silk Road, Mt. Gox, and AlphaBay were centralized systems. Someone controlled the keys. When the keys were stolen or those operators were arrested, they shut down. All these markets used cryptocurrency as a means of transacting, but they themselves were not decentralized.

The 2017 WannaCry ransomware attacks were similar. The malware demanded payment in bitcoin to a specified address in order to decrypt users’ hard drives. Cryptocurrency was a supporting mechanism, in the same way that a robber may use a gun as a supporting mechanism. The essence of the cybercrime was tricking users into installing harmful software. There are clear points to assign legal responsibility.

The same analysis holds true for governance questions. Coinbase, one of the largest cryptocurrency exchanges, is regulated as a money transmission agent under state and federal laws in the U.S., where it is based. Coinbase benefits from the distributed networks of Bitcoin, Ethereum, and other cryptocurrencies. However, Coinbase itself is not a distributed network. It has a board of directors and shareholders. It is subject to the same governance processes as a financial exchange trading stocks or other conventional instruments.

Blockchain networks and Dapps work differently. No one holds a master key, even if some actors wield more influence than others. The level of structure varies. The Bitcoin Core developers are a loosely defined and shifting group, who struggle to reach consensus even among themselves. Most blockchain networks and Dapps involve a defined organization at the core, such as the Ethereum Foundation. Those organizations, however, depend on community adoption. They cannot just impose top-down rules. So, then, what makes decisions legitimate?

For all the technical wizardry of Nakamoto Consensus and Turing-complete smart contracts, the essential questions are quite familiar. They date back to Enlightenment figures such as Hobbes and John Locke, with precursors in ancient times. These philosophers focused on a basic question: Where does government come from? The standard pre-Enlightenment answer was the divine right of kings. Authority could originate only from God. Any other answer seemed circular, just like building trust and governance on a foundation of trustlessness. Locke and Hobbes argued that government could emerge out of nothingness with the consent of the governed, or what they called a “social contract.” The leaders of the American Revolution took these ideas to heart.

Hundreds of years later, Bitcoin achieved the same feat of self-creation. And when blockchain networks face governance crises, they can fall back on the same philosophical concepts. Ethereum’s Vlad Zamfir advocated for the post-DAO hard fork in Lockean terms: “The Ethereum community has an implicit, constantly evolving social contract that describes which changes to the Ethereum protocol and platform it would consider adopting.”28 The great danger, he warned, was something that “puts the platform at risk of being gamed by motivated parties.”

This was also a paramount concern of the framers of the U.S. Constitution.29 They wanted to create a democratic system, but they worried about giving excessive power to self-interested factions or politicians who might manipulate voters to gain power. The framers’ response was to institutionalize formal systems, such as checks and balances, a bicameral legislature, and separation of powers, as a dynamic counterweight to majoritarianism. These mechanisms add friction to governance. That can be a drain on efficiency, but it also makes it harder for the system to go completely off the rails. Such governance structures operate as the coercion-constraining rules that Greif emphasized.

Public blockchain governance can be described in terms of three major interest groups subject to checks and balances: developers, validators (miners), and token holders.30 Application software developers (e.g., wallets) and exchanges may also be relevant. Ideally, governance processes would balance the interests of these groups and offer them pathways to resolve their differences. The Bitcoin scaling debate and the Ethereum post-DAO hard fork furnish two examples of blockchain network governance in action.



Governance in Practice

Economists describe money as having three properties: It is a medium of exchange, a store of value, and a unit of account. The trouble is that the first two of those are sometimes in conflict. Buying an espresso at the local coffee shop and saving for retirement are both uses for money, but they are quite different. If you are using the currency for transactions, you want its value to remain stable. If an exchange charged $1 for one bitcoin last week, and it charges $2 today, you will spend twice as much on a cup of coffee denominated in bitcoin. That might not be a problem if the whole economy ran on bitcoin, because the price of everything would be pegged to it rather than dollars. But we are unlikely to get to that point any time soon. Conversely, if you are holding bitcoin in an investment account and the exchange rate with the dollar doubles, so does your investment.

If one group of Bitcoin users is interested in transactions and another is interested in investment, their interests are not aligned. Both want Bitcoin to succeed, but success means different things to each group. As Paul Vigna and Michael Casey explain in their book The Age of Cryptocurrency, this tension harkens back to a long-standing debate. “Metallists” value money as a thing of inherent value, which emerges from the bottom up from user activity or the inherent worth of coins, while “chartalists,” following Georg Friedrich Knapp, see money as a product of rules and social relationships.31 Is a cryptocurrency valuable because of what it is used for, or is it used for things because it is valuable? This book, focused on the collective phenomenon of trust, takes the latter perspective, but the debate is instructive.

Many early Bitcoin enthusiasts emphasized transactions rather than trust, because they wished for a currency not dependent on governments or social interactions. Yet so far, most of the activity in the market involves Bitcoin as a store of value rather than a cashlike instrument for routine payments. In 2015, Wences Casares, a well-known Bitcoin entrepreneur and CEO of the digital wallet firm Xapo, stated that 96 percent of the coins on Xapo were held as investments rather than for use in purchases.32 And this was before the 2017 run-up in bitcoin prices. Only three of the top five hundred online retailers in 2017 accepted bitcoin, a number that actually fell from the prior year.33 Most companies that take payment in bitcoin immediately convert it to dollars or another traditional currency to avoid the price fluctuation. For Bitcoin or other cryptocurrencies to become viable as payment mechanisms, they will need to become trusted in a broader sense than offering secure ledgers and limited supply.34

In the early days of bitcoin, there were very few things to spend it on. Even now, most of the situations where bitcoin is accepted as a payment mechanism could be handled more easily by traditional money, with the possible exception of illegal activity. For most of those currently holding bitcoin, the currency is an investment in bitcoin itself rather than a means for transactions. An increasing bitcoin exchange rate also increases the effective value of rewards to miners, which brings more of them into the game and enhances the security of the system.

An increase in the value of bitcoin is thus a positive for the legitimacy of the currency. However, it creates the impression that bitcoin’s success is entirely a function of its exchange rate in dollar terms. That is not entirely true. Bitcoin is not a stock; it is a currency. If it is going to become useful for something rather than merely as something, the price fluctuation is a problem rather than a benefit. The online game marketplace Steam announced in December 2017 that it would no longer accept bitcoin payments because of the high fees and volatility driven by trading activity.35

Today, you can still use bitcoin to pay on online sites such as Overstock.com, Dish Network, Microsoft’s Xbox gaming service, and Expedia.com, as well as an eclectic collection of small retailers. Alternatively, you can buy and hold bitcoin as an investment. (The mantra of Bitcoin enthusiasts is “HODL,” based on a misspelling of “hold” in an early message-board poster’s drunken rant.) Yet Satoshi Nakamoto’s dream of Bitcoin as a ubiquitous, low-cost, high-speed global transaction currency remains unrealized. And with transaction speeds dropping and fees increasing in recent years, it seems more distant than ever.

This tension is at the heart of Bitcoin’s recurrent governance controversies. Satoshi’s original idea was that for some time, the primary means of incentivizing verification nodes would be the automatic reward that miners earn when successfully mining a new block. Transaction fees voluntarily added by senders would grow in significance later, as the block rewards decreased. In practice, however, transaction fees scaled up more quickly. The growing level of traffic overwhelmed the Bitcoin network. Those who wanted their transactions to be processed in a reasonable amount of time were forced to tack on larger and larger transaction fees to move to the head of the queue. By 2017, Bitcoin transaction fees routinely were several dollars per transaction, and sometimes much more, making small-value “micropayments” impractical.36 And the slow speed of Bitcoin transactions became an increasing drag on many applications.

The question was how to scale the network. The small group of core developers who oversee Bitcoin’s code debated what to do for several years. One faction wanted to allow larger block sizes, meaning that each validated block would include more transactions. Others worried that this would destabilize the network. Some wanted to move fast, others to change slowly over time. The faction opposed to increasing the block size eventually coalesced around a technical upgrade called “segregated witness (Segwit),” which would process blocks more efficiently. It also made possible a feature called Lightning, allowing some transactions to be processed off the blockchain and validated as a group. There were several attempts to resolve the debate, but none succeeded in gaining sufficient support.

Technical fights among developers are nothing new. The IETF is legendary for its many conflicts over the years. Yet the Bitcoin community failed to match the IETF’s success in achieving “rough consensus.” One of the key reasons why is that the developers are not the only ones whose voices matter. They create the software, but it is the miners and other full-node operators who run it. With most cryptocurrencies, there is no way to force a miner to run a particular software version.37 The accurate blockchain is the one that most of the computing power in the validation network considers the longest chain. If enough miners choose to run different software, the network will fork. There will be two blockchains, which diverge over time.

In some ways, forks are a beneficial feature of blockchain networks. They mean that no group that somehow achieves a majority of voting rights (in the form of mining “hashing power”) can force a minority to accept its decisions. The two sides will go their own ways, and users will decide which blockchain they value and trust. Forking is a well-accepted practice in the open-source world. Splinter groups take software projects in particular directions without forcing everyone to accept their vision. The anonymous cryptocurrency Monero, for example, originated in a fork due to a developer revolt. It now has significantly higher adoption than Bytecoin, the blockchain from which it forked.

However, forks can also create confusion, reduce the level of cryptoeconomic security, and weaken trust. Sometimes changes to the protocol can be executed through “soft forks,” in which the chain splits but the two variants remain compatible. Those nodes running one version of the software cannot use the features that the other version offers, but both still record the same set of transactions. Significant changes such as adjusting the block size require a clean break, known as a “hard fork.”

Some miners preferred larger blocks, because that meant more transactions, and therefore more fees. The core Bitcoin developers were split, but they were generally more concerned about network integrity than transaction volumes. The solution that maximized bitcoin’s stability as a store of value independent of governments was not necessarily the one that made it easiest to use bitcoin for large-scale retail payments. Token holders represent the third interest group alongside miners and developers. They too can decide which blockchain is the real one by their choice of client software. Many activist bitcoin holders and wallet providers weighed in on the scaling debate, on both sides.

So far, Bitcoin has managed to avoid a decisive break. A compromise called the New York Agreement allowed the implementation of Segwit in mid-2017. At the same time, a splinter group executed a hard fork to create a parallel currency with larger blocks, known as Bitcoin Cash.38 Bitcoin Cash is not universally supported. It trades at a significantly lower price than bitcoin. If nothing else, though, it demonstrated that the Bitcoin network could go through a hard fork and not collapse. A plan to execute another hard fork to increase the block size on the main Bitcoin chain, envisioned under the New York Agreement, was called off due to lack of support.39

The positive spin on the Bitcoin scaling fight is that Bitcoin’s diffuse governance promotes stability. It takes a lot to line up sufficient support for any significant change. That puts pressure on those proposing changes to do the spade work necessary for community support. Users and other network participants can rely on Bitcoin not being captured by one particular group’s agenda, and they can be confident that risky new features will receive substantial vetting prior to adoption. Slow development at the protocol layer opens the door for more innovation to shift to the application layer, through mechanisms such as Lightning payment channels.

The negative perspective is that Bitcoin governance is broken, making necessary changes excessively difficult. One person’s stability is another’s rigidity. After years of controversy, it is difficult to imagine the Bitcoin community coalescing and quickly responding to a crisis today in the way that it did during the 2013 accidental fork described in chapter 6. Moreover, compared to Ethereum and other blockchain projects, the pace of new code and new features for Bitcoin has slowed thanks to the tension over scaling proposals. As brilliant as Satoshi’s design was, and as much good work has gone into Bitcoin since then, the network will ultimately need to evolve as technology and the marketplace change.

Ethereum has a more close-knit development community based around the Ethereum Foundation. Yet it too struggles when governance is put to the test. After the collapse of The DAO, there was a period of weeks in which the community debated potential responses. The hard fork that was eventually adopted generated significant opposition, which eventually coalesced around ETC. Whether future catastrophic losses of ether would trigger similar hard forks was not decided.

At the time of the hard fork, Ethereum’s Vlad Zamfir rejected any formal mechanisms to implement the network’s social contract: “It is paramount that the social governance process, rules, or principles that govern hard forks do not become institutionalized.…”40 A year later, however, he sang a different tune, stressing the need for governance based on something other than economic incentives: “It is a matter of identifying (nascent) governance institutions, their formal rules, and the tacit/ad hoc norms/culture around them.”41 As with the move from the close-knit technical community of the IETF to the larger world of business and state actors for Internet governance, the trust that established the network was insufficient to support it at scale.

For Ethereum, perhaps unintentionally, the legacy of the DAO experience reinforced trust in the platform’s governance processes. After the hard fork, the price of ether tumbled as trust in the currency was shaken. Yet slowly at first, and then, quite rapidly, it rebounded. At the time of the QuadrigaCX incident a year later, ether had risen from $10 after the hard fork to nearly $300. When asked to explain their confidence in the currency, many traders pointed to the successful fork as evidence that Ethereum could be counted on to resolve significant problems.42 Its community faced an existential threat and responded decisively. It had leaders, and at least the rudiments of processes for them to direct the community.

Ethereum’s successful rebound from the fiasco of The DAO illustrates the importance of governance. Its processes are far from perfect. Even the more-established blockchain networks are still experimenting to find the right balance of flexibility and formality. How successful they are will go a long way to deciding which platforms thrive.
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8   Blockchain As/And Law



Vlad’s Conundrum

Surveying the landscape at a time of significant legal controversies around blockchain-based projects, Ethereum core developer Vlad Zamfir remarked on Twitter: “I think there is a direct conflict between some widely adopted policy goals and the ‘real success’ of blockchain tech.”1 Asked by Ethereum project leader Vitalik Buterin to elaborate on those policy goals, he listed sanctions, anti–money laundering (AML), terrorist-financing restrictions, preventing tax evasion, capital controls, copyright, and rules against the publication of certain kinds of information. These are not marginal elements of public policy. Most governments would consider them nonnegotiable.

Zamfir’s statement squarely frames an essential question: is the blockchain compatible with law? If the “real success” of blockchain technology means that the only rules are those embodied in the consensus process, it would seem that is not. Public blockchain networks are often described as censorship-resistant. Yet one person’s censorship may be another person’s rule of law. Just as smart contracts cannot tell the difference between a thief and a legitimate user, they cannot, on their own, distinguish legal from illegal transactions. Blockchain decentralization appears to throw out the baby with the bathwater when it comes to the enforcement of government-defined law.

Even if blockchains are not necessarily used for illegal activity like Silk Road’s drug marketplace, perhaps they make it impossible to stop those who choose to engage in such activities. We might call this “Vlad’s Conundrum.” Some would view freedom from state-based law enforcement as an unalloyed good. Zamfir, however, was expressing concern. The rule of law is essential to functional societies. And even if one holds deep skepticism toward government power, the blockchain will not achieve “real success” in mainstream adoption as a technology of lawlessness.

Fortunately, the conundrum can be resolved. The blockchain does operate as a kind of law, but that does not mean that it will—or should—trump other regulatory modalities. Appreciating blockchain software code as law is the start of the inquiry, not the end.

Many would cheer the use of blockchain technology by activists in North Korea to publish illegal prodemocracy manifestos. But it would not stop there. In a truly decentralized network, there is no way to impose limits on money transfers to known terrorists, transactions selling children into modern slavery, or movement of funds known to be stolen. Universal freedom, at the outer limits, is tantamount to anarchy: Thomas Hobbes’s war of all against all. At minimum, any legitimate policy choices on a truly distributed network would require a majority vote of participants. Even such a pure democratic mechanism would require new governance technologies that, if they are feasible at all, have significant limitations.

Law and morality are contextual. Individuals can decide which actions to deem permissible. So can communities of individuals exercising legitimate power, such as religious organizations or nation-states. The world cannot. The fundamental problem is not technical. A perfect real-time global voting system could not determine the proper treatment of abortion or the ideal solution for online privacy. On some issues, people simply cannot agree. They will accept a disagreeable solution only if they are willing to cede ultimate authority to some trusted institution. Blockchain decentralization cannot make this problem go away.

Political philosophers such as John Rawls and business ethicists such as Tom Donaldson and Tom Dunfee have wrestled with the question of how to establish stable rules in a world of diverse perspectives.2 For example, what should multinational firms do if bribery is expected where they do business but illegal or considered unethical in their home country? The basic idea of the republican form of government is that even if citizens disagree about the proper policy decision, they agree to follow the decisions of the democratically elected legislature and properly appointed judges. When everyone is not a citizen of the same nation, that rationale breaks down. Philosophers offer various approaches in response, but none can be coded into an algorithm.

The Augur prediction market platform illustrates the conundrum. A “prediction market” allows participants to bet on predictions by buying and selling them like stocks.3 Those betting on outcomes that turn out to be wrong lose their money, which goes to those making the correct predictions.4 Because the participants have “skin in the game” and aggregate their predictions with others through pricing signals, prediction markets often produce quite accurate odds. They are a commonly cited illustration of the “wisdom of crowds” in action.5 Companies such as Google use prediction markets internally as forecasting devices.6

Prediction markets seem like a perfect fit for the blockchain. They involve bringing buyers and sellers together, a currency of value, and shared record-keeping to track predictions. There is just one problem: Unregulated real-money prediction markets are generally illegal in the United States. With a few exceptions, such as the Iowa Electronic Market to predict political campaigns, which limits accounts to $500, prediction markets are considered either a form of prohibited gambling or derivatives exchanges, which must receive approval from the Commodity Futures Trading Commission (CFTC). The largest commercial prediction market, the Ireland-based Intrade, was sued by the CFTC and forced to stop serving U.S. customers in 2012. It closed down entirely in 2013 amid acknowledgments of “financial improprieties.”7 A further concern is the possibility of predictions that might encourage illegal activity.8 Despite this, Augur raised $5 million in a crowdsale. It is developing a decentralized platform to create prediction markets on Ethereum.9

Don and Alex Tapscott, in their best-selling book Blockchain Revolution, are enthusiastic about Augur’s potential. After mentioning that centralized prediction markets such as Intrade were shut down, they note the concerns about “assassination markets and terrorism futures.” They state briskly, however, that this will not be a problem for the blockchain-based version: “Augur resolves the issue of unethical contracts by having a zero-tolerance policy for crime.”10 That entirely begs the question: When laws governing the contracting parties, the developers, and the other participants in the prediction market disagree, what is a crime? Deciding what counts as unethical is even more difficult.

And what does zero tolerance even mean here? The Augur developers do not control what questions can be posted on the prediction market. On Facebook and Reddit, administrators have the ability to delete illegal, offensive, or harassing material that users post. Not so on a decentralized platform such as Augur. Its predictions are smart contracts processed without human intervention. If someone listed a criminal contract for an assassination, who would stop it? As Zamfir suggested, there seems to be an inherent conflict between the innovative scope of something like Augur and legitimate public policy considerations.

One solution is for the distributed applications simply to ignore the legal system. As one of the creators of OpenBazaar, a decentralized online marketplace based on cryptocurrency, put it:


[I]f we allowed people to be accountable towards traditional courts and law, we’re opening up pandora’s box in letting governments interfere by making their own laws about what’s “cheating in a transaction” and what is not, which leaves room for censorship.…11



Censorship resistance, the argument continues, is the sine qua non of blockchain-based systems. The problem is when no legal accountability means no accountability at all. “Anything goes” quickly breaks down when networks scale, necessitating complex rule structures. That was the lesson of every Internet-based community, from eBay to Wikipedia to Reddit.12 It was a very clear lesson of The DAO. And governments will act effectively against excessive illegal activity, as the Silk Road takedown demonstrated. AlphaBay and Hansa, two cryptocurrency-fueled dark marketplaces that sprung up in Silk Road’s place, were similarly shut down by law enforcement in 2017.13

Pockets of extralegality can persist. There are many “darknet” communities for online file sharing, distributing malware tools, and drug transactions that launched after peer-to-peer (P2P) services like Napster were shut down and before the rise of Bitcoin. But they rarely became big enough to dent the legitimate, regulated markets. And when they did, as with the Megaupload file locker service run by the notorious New Zealand–based playboy Kim Dotcom (né Kim Schmitz), arrest and prosecution were eventually the result. More decentralized systems such as OpenBazaar may make legal enforcement harder, but they will not prevent it.

There are also plenty of healthy small communities that do not engage in illegal activity, where “Let the buyer beware” works well enough. However, extrapolating from that to large global marketplaces is a categorical error. Law is necessary not because of limitations in technology, but limitations in people. People behave differently when protected by the anonymity of the crowd. As the Internet essayist Clay Shirky writes, “a group is its own worst enemy.”14

Fortunately, the conflict between government-imposed regulation and unconstrained blockchains need not be so stark. The blockchain is not the first networked technology offering the potential to escape law and the power of the state altogether. Neither are its acolytes the first to ponder the tensions that freedom creates with morality and social order. They can learn from history. They can also leverage the blockchain’s decentralized technology to promote accountability in new ways. Augur, for example, is developing an innovative mechanism of computational juries to address illegal or unethical prediction contracts. These will be discussed in more detail in chapter 10.

The relationship between the blockchain and law is indeed fraught. There will be systems such as Silk Road that go too far in promoting illicit activity, and there will be governments that go too far in cracking down on valuable technologies. However, the two roads of machine-powered ledgers and human-powered law need not diverge.



Things That Cryptoregulate

Renowned cyberlaw scholar Lawrence Lessig’s aphorism, “Code is law,” is frequently invoked to justify the domination of technical approaches such as the blockchain over legal enforcement. Yet that perspective is a fundamental misreading of Lessig’s statement. He did not say “Code always disrupts law” or “Code is superior to law.” His point was that software code and legal enactments are both mechanisms that can govern human behavior. Code is a form of law…and not necessarily the best one.

Lessig’s New Chicago School framework,15 elaborated upon in his seminal 1999 book, Code and Other Laws of Cyberspace,16 holds that actually, four regulatory forces are commonly used to constrain human actions: the law, social norms, the market, and architecture. The last of these, in a technological environment, is defined through software code. A critical insight of Lessig’s book and other early Internet scholarship, including my own,17 was that technology should be studied as a regulatory modality in its own right. Software is not the end of regulation; it is a different kind of regulation that coexists with other mechanisms.

In the subsequent years, scholars have examined the technological architecture of Internet-based systems in great detail. Significant public policy fights over file sharing, network neutrality, intermediary liability, and digital privacy were all, at some level, battles about architecture. So were many of the business transitions that eventually elevated Apple, Google, Facebook, Amazon, and Microsoft into five of the world’s most valuable and influential companies as other formidable competitors, both new and old, faltered.

The blockchain is a new form of software-based architecture. Just as it was wrong at the time Lessig wrote to view the Internet in purely technical terms, it is a mistake today to see the blockchain from only one perspective. However, blockchain-based systems have attributes that Lessig’s code categories do not fully capture. A modified framework, illustrated above in table 8.1, offers a more accurate picture.


Table 8.1

Things that Regulate in the Blockchain Environment




	
	
	Rules

	
	Motivation




	Formal language

	
	Cryptography

	
	Self-interest




	Human language

	
	Law

	
	Trust







The distinctive architectural element for blockchain networks is cryptography. Distributed ledger systems enforce decisions based on the difficulty of reversing cryptographic mathematical transformations. In the place of markets is self-interest, or what economists would call “incentives.” Many of the relevant decisions, such as whether to contribute computing power to mining a cryptocurrency or which chain to follow after a fork, do not involve market transactions. Moreover, the term “self-interest” captures the surprising aspect of Nakamoto Consensus—namely, that miners’ single-minded greed can contribute to the public good of a trusted shared ledger.

The parallel to norms is trust. Trust can be thought of as a social norm, but it is more accurately the factor that makes norms possible. These three categories, taken together, describe the essential characteristics of blockchain consensus. The fourth “thing that regulates” remains law. It is the one regulatory dimension that is by nature external to blockchain software, networks, and communities because it comes from governmental actors. These “New New Chicago School” categories for blockchain systems can be organized along two axes: whether they are expressed in formal mathematical terms or in human language, and whether they describe a system of rules or an expression of human motivation.

Cryptography creates formal rules that are not subject to debate. A private key is mathematically connected to a certain public key, but one cannot be determined from the other without expending unrealistic levels of computing power. A hash function proves that someone had a particular document, even if the document itself cannot be reconstructed from the hash. When built into a software system such as Bitcoin or Hyperledger Fabric, such cryptography effectively limits behavior.

Economics is also grounded in math, but it focuses on how humans make constrained choices. Specifically, economics builds a formal theory around how people can be expected to respond to incentives. Someone theoretically could choose a lump of coal over a large stack of hundred-dollar bills, but self-interest (and common sense) strongly suggest they will not. From this simple premise comes a large body of knowledge. Especially relevant for the present purposes is game theory, which applies self-interest analysis to adversarial interactions.

It is quite common and quite tempting to evaluate blockchain-type systems purely in terms of the first row of the table. The bundling of cryptography and self-interest into cryptoeconomics is widely identified as Satoshi Nakamoto’s central innovation.18 Formal systems are neat and precise. They seem to do away with the ambiguities and abuses that cause suffering and limit freedom in human societies. The architecture of cryptography tantalizingly offers a way to instantiate the economics of game theory in binding rules.

Yet it is a mistake to ignore the human side of the ledger. A story about systems governing people, organizations, and societies cannot be written entirely in mathematical notation. Cryptoeconomics influences, and is influenced by, both trust and the law. Although it is expressed in terms designed to be read by humans rather than machines, law is also a structure of rules that define the scope of possible behavior. Where cryptography rests on the deep symphony of mathematics, law rests on the power of institutions and processes. Similarly, trust is not something that can be stated in precise economic terms. It is a leap of faith. Without that leap, society as we know it could not thrive. As humans, we are somehow driven to trust each other, just as we are driven to maximize our personal welfare. Even when our instructions are carried out automatically by computers, it is we who program those computers to serve our ends.

Blockchains regulate. A full accounting of the blockchain story must therefore consider all four factors. Blockchain-based solutions that ignore any element will produce unintended and undesirable outcomes. In particular, those that focus only on internal consensus dynamics to the exclusion of external law run the risk of going astray. Some already have.

This does not mean that law will remain untouched. It must adapt as well. Ideally that evolution will go hand in hand with development of new technological and cryptoeconomic models. The blockchain could foster innovation, wealth creation, economic development, equality, free expression, more trustworthy markets, and more effective government, all of which are also goals of the legal system. But it could just as well lead to rampant illegality, intractable disputes, abuse of power, and authoritarian control. Law—or blockchain systems acting as a form of law—could play an important role in addressing such challenges.

One of the most important lessons from Lessig’s analysis was that law and code are not binary alternatives. In the early days of the Internet, entrepreneurs and technologists argued that because software-based networks could create communities that transcended territorial boundaries, those communities could disregard state-made law in favor of technologically enforced rules.19 That proved to be an incomplete assessment at best. There were some examples of online self-governance, but there were more cases where law reasserted itself or the two mechanisms interacted, with norms and markets also having an impact.

The same story will play out with blockchain technology. Cryptography, self-interest, and trust may in limited circumstances take the place of law, but more often they will coexist with it. That coexistence may be synergistic or it may result in conflicts. The challenge for both governments and blockchain communities is to achieve the best results in a hybrid environment.



This Time It’s Different?

The argument that the blockchain disrupts law has a familiar ring. In the late 1990s, it was fashionable to see the Internet as a technology that undermined regulation through decentralization. The cyberactivist John Perry Barlow wrote in his 1996 Declaration of the Independence of Cyberspace that governments “have no sovereignty where we gather” and do not “possess any methods of enforcement we have true reason to fear.”20 It captured the spirit of a movement that included not just traditionally committed libertarians, but also innovation-focused developers and legal experts. Scholars wrote of online communities freed from the strictures of territorial sovereigns.21 Some cyberactivists went so far as to claim an abandoned British naval platform in international waters as the independent territory of Sealand, believing that they could operate servers completely outside legal restrictions.

These visions of an unregulable, decentralized cyberspace all met the cold hard limits of reality. As Jack Goldsmith and Tim Wu explained in their 2006 book Who Controls the Internet, governments around the world were able to impose their will on online activity.22 Utopian initiatives like Sealand collapsed amid internal squabbling, with little or no adoption. China built a “Great Firewall” that monitored all Internet traffic in and out of the country. And geolocation technology allowed courts to impose sanctions on activity that touched citizens of their jurisdictions. Efforts to circumvent legal regimes, whether through P2P technology or online gambling services located in island jurisdictions where the conduct was legal, were repeatedly thwarted. The Internet did represent something big and new. But the legal system was able to incorporate and adjust to it, as it did with every technology since at least the printing press.

It turns out that while the Internet is nowhere, the people and companies and systems that deliver Internet services are very much somewhere. There are any number of control points, from the Internet service and hosting providers that manage the flow of bits to the financial-services firms that control the flow of money, which regulators can target to control online activity. The Internet is a regulated space. That is not to say, of course, that it is regulated in the same way everywhere, nor that online transactions are regulated identically to their offline analogs. Working through the practicalities of Internet regulation has been a twenty-year global process so far, with no end in sight. But a key point has been established: Internet regulation is not a contradiction in terms.

The blockchain has rekindled the cyberlibertarian flame. There are two ways to frame a discussion about blockchain and law: Can these technologies be subject to legal and administrative oversight? And should they be? Many blockchain developers and advocates, especially those that cut their teeth on Bitcoin in its earlier years, see the answer to the second question as obvious, and the first nearly so. Cryptocurrency, they argue, was created as a solution to the problem of government oversight of value-based transactions. Satoshi Nakamoto’s breakthrough was to invent money that escaped the prison of regulation.

On this view, the decentralized architecture of blockchain networks is a firewall against government intervention. The blockchain is not just immutable; it is censorship-resistant. No higher authority can command a blockchain to do something, any more than it can control activity around the Internet. There is no “there there” to regulate. Verification nodes can be distributed around the world such that no territorial government has legal authority over a majority of the network. Government regulation and the blockchain are antithetical.

Proponents of distributed ledgers are taking up this banner. Legal scholars Aaron Wright and Primavera de Filippi draw a direct connection between the blockchain’s “Lex Cryptographia” and the “Lex Informatica” of software code described in a 1997 article by Fordham law professor Joel Reidenberg.23 They argue that the blockchain “could make it easier for citizens to create custom legal systems, where people are free to choose and to implement their own rules within their own techno-legal frameworks.”24 Self-executing smart contracts and decentralized autonomous organizations (DAOs), they argue, could implement private legal systems without regard to territorial states, much as Bitcoin created a private global currency.

Some take this idea even further. “Thanks to the Blockchain technology, we have the chance to not only re-invent governance, but fundamentally replace the Nation State.”25 So say Bitnation founders Susanne Tarkowski Tempelhof and James Fennell Tempelhof. Founded in 2014, Bitnation intends to create a borderless, virtual nation-state, featuring a constitution, democratic governance, and a variety of civic services, all managed on the Ethereum blockchain.

The experience of the past twenty years suggests that governments and powerful private institutions will not so easily be disintermediated.26 Where they had a strong desire to regulate online activity, they found ways to do so. A similar pattern seems likely for activity on the blockchain: Where the stakes are high enough, governments will not simply defer their authority. Even when transactions are entirely digital, P2P, cross-border, and cryptographically secured, providers on the network can be identified and subject to territorial legal obligations. Moreover, outside of activity that is illegal or in need of extreme security, the incentives are lacking for most users to adopt custom legal systems where the existing ones are functional.27 And as the creators of The DAO discovered, taking the place of law is not as easy as it may seem.

Wright and De Filippi acknowledge this fact. They suggest that the blockchain might expand the scope of regulation by code relative to other regulatory modalities. While this could be the case, the fact that distributed ledgers can be employed to develop customized extralegal rule-sets for communities and organizations does not mean they will be. Given the experience of the past twenty years, the burden is on those arguing that the outcome will be different this time. It bears noting that while distributed ledgers based on Nakamoto Consensus are new, smart contracts and digital currencies are not. Nick Szabo described the mechanism for private regulation by smart contracts in the early 1990s. There has not, however, been widespread adoption of cryptographically based, private law.

Governments could also employ blockchain technology themselves to expand their power. The universal visibility of transactions in a distributed ledger is an authoritarian regime’s dream. China, for example, has banned unlicensed Bitcoin exchanges at the same time as its central bank is looking at tokenizing its currency through a permissioned blockchain. A digital currency issued by a central bank would do away with the anonymity of cash transactions. And tokenized systems to track personal information and associated metadata, even if decentralizing control to individuals, could radically centralize the availability of that data to governments and dominant private platforms. Describing this scenario, the technology critic Adam Greenfield observes that “blockchain technology enables the realization of some very long-standing desires on the part of very powerful institutions.”28

Again, Lawrence Lessig’s point was that code—along with markets and norms—is just one coequal modality of regulation. Hence the title of his book, describing code “and other laws of cyberspace.” Whether it is superior or inferior depends on the context. For example, digital rights management software can limit the use of content more tightly than copyright law because it ignores safety valves such as fair use and the first sale doctrine.29 Regulation by code or cryptography might actually be worse for freedom and innovation.

If there is to be a Lex Cryptographia, therefore, the salient challenge is to identify its strengths and weaknesses. As discussed in chapter 4, the blockchain may prove more trustworthy than conventional law when it overcomes reliance on untrustworthy intermediaries or authorities, or it eliminates transaction costs and errors from synchronizing multiple ledgers. As chapter 6 detailed, it will be less trustworthy (or even dangerous) if the ledger infrastructure fails, the rigidity of smart contracts produces unintended consequences, it promotes a narrow reliance over richer relationships of trust, or else the enduring power asymmetries are too strong.

Beneath these examples lies a deeper divide between law and the blockchain as regulatory institutions. They take fundamentally different approaches to enforcement. Legal systems establish mechanisms to enforce rules, such as courts or administrative agencies. Blockchain systems focus instead on designing rules to be enforced automatically. As Satoshi Nakamoto explained, with Bitcoin, “there’s no reliance on recourse. It’s all prevention.”30



Ex Ante Design vs. Ex Post Dispute Resolution

Blockchain code as an alternative to law would be implemented through smart contracts, which seem superior to the messy process of legal enforcement. When parties agree on contractual terms, why rely on slow, potentially inaccurate or biased, and jurisdictionally limited courts when a distributed network of machines can execute the agreement perfectly each time? This view is prevalent among blockchain promoters.31 The flaw in this reasoning is the failure to distinguish contractual execution from enforcement. Carrying out the specified steps in an agreement is the easy part. And in reality, it is not a particularly novel phenomenon. Billions of dollars of derivatives trades are executed each day with no human intervention. Computers are programmed with the contractual terms and perform the trades when specified circumstances occur.

The important question is whether doing automated transactions on a distributed ledger is fundamentally different than doing them on a centralized trading platform. The answer is that, with current “computable contracts,” to use a term from law professor and software engineer Harry Surden, execution of the agreement is automated, but enforcement is not.32 The parties involved can revise the agreement before performance, and a court can reverse it afterward. Smart contracts automate contractual enforcement by ceding all power to the decentralized network maintaining the ledger. Everything beyond the code is just an explanation. Or to quote The DAO’s terms of service, it is “merely offered for educational purposes.”33

Automating contractual enforcement is not as neat as automating execution. There are certainly large potential benefits to eliminating the legal system from the contractual process. An unstoppable contract does not operate at the whim of some confused judge, or corrupt local official, or greedy government, or deceitful counterparty. The efficiency gains of taking lawyers out of the enforcement loop are what might allow for functional DAOs and other major classes of activity encoded as smart contracts.

Yet anyone who has seen the 1983 movie WarGames should be feeling some anxiety at this point. In the movie, the U.S. cedes control over its nuclear-launch decisions to a superpowerful computer, the War Operations Plan Response (WOPR), which it believes will make better decisions than fallible politicians. Predictably, things do not go according to plan, as a teen computer whiz (Matthew Broderick) gains access to the system and wreaks havoc. In the end, Broderick narrowly avoids nuclear war (and gets the girl, to boot). He shows the WOPR, through rounds of tic-tac-toe, that some games have no winning solution. Its animating belief shattered, the machine gives up. While WarGames was a fictional comedy-drama—albeit one that greatly raised concerns about hacking among real-world law enforcement officials—there is actually a serious insight here: No matter how fast they calculate, there are some things that computers cannot do as well as humans. The same is true for smart contracts.

Even when smart contracts fully execute agreements, parties aggrieved at the results will still resort to litigation. Judges who believe an injustice or legally cognizable injury has occurred will not simply throw up their hands and defer to a distributed ledger. There may be practical difficulties in identifying pseudonymous or anonymous counterparties, as well as in bringing legal actions against actors in other countries. On the former, there is almost always some known entity to sue, whether the action succeeds or not. Had contributors to The DAO not received their money back through the Ethereum hard fork, some of them doubtless would have sued Slock.it (the developers of the Dapp) and the Ethereum Foundation. On the latter concern, cross-border contractual disputes are a staple of modern business among multinational firms. There are certainly some parties to smart contracts who will refuse to appear in court, but established firms are unlikely to do so. Issues of jurisdiction and choice of law are challenging, but not insoluble.

Litigation over smart contracts will reverse the position of the parties. Rather than seeking to have alleged promissory obligations fulfilled, complaining parties will now seek to undo or reverse completed transactions. In doctrinal terms, claims of breach will transform into claims for restitution. This will affect legal standards such as causes of action and burdens of proof, with unpredictable consequences. It may lead to a greater focus on the practicalities of executing a legal judgment transferring cryptocurrency or rights recorded on a distributed ledger. For example, plaintiffs could seek court orders directing defendants to give up private keys in order to execute reverse transactions. Even where such efforts fail, the confusion and expense involved could create problems for smart-contract platforms.

The extensive academic literature on incomplete and relational contracts emphasizes that contracts are often more than a one-shot interaction between parties, followed by performance or judicial resolution of a dispute. Oliver Hart, Bengt Holmstrom, Jean Tirole, and other incomplete-contracts theorists showed how the business practices around contracts assume that scenarios can materialize that the contract does not clearly contemplate.34 Relational-contracts scholars such as Ian Macneil explored how contracts are often manifestations of ongoing relationships.35 Ex ante, parties to a relational contract must anticipate later renegotiation, and ex post, courts must determine how to fill any gaps in the agreed-upon contract.36

Smart contracts attempt to atomize the contractual process.37 They formally strip away both the time dimension of interactions among the parties and the uncertainties of future judicial resolution. Yet in the real world, they bind real people, who have real relationships, and their performance unfolds in real time. This makes it impossible to avoid some of the messiness that accompanies traditional contracts.

Ironically, when two of the major distributed ledger technology companies struck a deal to pay for services with cryptocurrency, they chose not to use a smart contract.38 In September 2016, Ripple granted R3 options to purchase up to 5 billion XRP—Ripple’s cryptocurrency—over a three-year period. In return, R3 agreed to provide Ripple with access to its network of financial services partners and to help promote Ripple’s technology. A year later, Ripple attempted to terminate the agreement, claiming that R3 failed to deliver on its side of the bargain. In the interim, the price of XRP had risen twenty-fold, making R3’s options briefly worth over $15 billion. R3 sued to protect its windfall.

Had the deal been formulated as a smart contract, it would only have made the problems worse. R3’s obligations under the deal are exactly the kinds of vague commitments that automated execution through smart contracts struggles with. At the time of the agreement, R3’s exercise price for the options was actually higher than the market price of XRP. The idea was that R3 would be incentivized to promote Ripple to its partners because that would increase the price of the currency. Neither party likely expected the wild increase in the XRP price in 2017, for unrelated reasons.

Even distributed ledger companies themselves, it seems, have a hard time anticipating how circumstances might change. Law still has a role to play. Perhaps over time, parties will get better at coding to adapt to uncertainty. Relying on smart contracts, however, will remain a bet on ex ante formalizations, which can never match the flexibility of ex post human decision-making.



Law as a Technology of Trust

How, then, does law promote trust? In truth, trust and law have an ambiguous relationship. A promise lacking the required attributes of contract law may still be sufficient to engender trust, even though it is not enforceable. Conversely, untrusting enemies may enter into legally binding transactions if they see a mutual advantage. Yet the two domains are clearly connected. The question, which numerous scholars have engaged, is whether law is more likely to promote or undermine trust.39

On the one hand, law may enhance confidence and channel relationships in trust-enhancing ways. The legal system provides redress for violations of agreements, which may give the parties additional confidence when entering those relationships. This was essentially Thomas Hobbes’s argument in Leviathan. Legal enforcement is not perfect, but trust necessarily involves some risk. The legal enforcement mechanism may reduce the possibility and magnitude of loss from untrustworthiness enough to induce trust-based relationships. Moreover, law formalizes relationships. Knowing the scope of expectations on both sides, as well as placing the entire arrangement within a structure, can limit misunderstandings. Thus, even though legal enforcement rests on the Leviathan of state power, law may create necessary space for the informal arrangements of P2P trust. In the formulation from chapter 1 of trust as confident vulnerability, the prospect of legal redress makes the actor feel less vulnerable, thus expanding her or his confidence to interact.

On the other hand, legal enforcement may actually reduce trust. Critics of the American legal system argue that the expansive use of law and lawyers undermines social cohesion.40 The formalization that law imposes may replace the fluidity of normal human relationships with dry commitments.41 And while legal redress may make trust less risky, it may also stifle trust-enhancing actions, leaving the parties worse off.42 In fact, trusting purely on a calculating basis may not be trust at all.43 In this view, trust inures in relationships. Contracts and other legal formalities may memorialize aspects of those relationships, but they are separate from trust.44 Researchers have shown that if the trusting party is relying on the competence of the other, as opposed to its goodwill, reducing that competence to detailed contractual language can arouse suspicion.45 Too much focus on what happens if something goes wrong can undermine confidence that things will go right. It suggests distrust, which may beget distrust in response.46

However, the choice is not necessarily so stark. When parties have the option, legal enforcement through either private contractual agreement or regulation can offer a backstop where interpersonal trust is insufficient. Over time, as confidence in relationships increases thanks to legal risk mitigation, affective trust may expand as well.

Both the virtue and the limitation of law as an instrument of trust amount to the fact that it is an apparatus of the state. Legal authority supersedes that of the parties. Law arises from territorial sovereignty, which gives it a defined geographic scope. It operates through bureaucratic mechanisms or adversarial processes, both of which have well-understood flaws. And law must treat everyone equally, rather than offering unlimited customization for particular parties. While each of these offers correlative benefits, there is a gap in the possibility space.

One of the important functions of lawyers is to ask, “What if something goes wrong?” No large-scale computer-based system is perfect. Sometimes the flaws are technical, sometimes they are human, and most of the time they are a combination of both. The legal system exists as a mechanism to address those flaws and to align private interests with public goals.

Both the legal system and software code can promote trust. Both can also undermine it. As distributed ledgers become more prominent, the simplistic view that they obviate the need for law will become increasingly untenable. The Silk Road saga showed that the blockchain is not an impermeable shield against legal enforcement, and the attack on The DAO showed the limitations of purely algorithmic systems. Both governmental actors and the technologists developing the new distributed platforms must take affirmative steps to engender trust. They can work together to do so.



Modes of Interaction: Supplements, Complements, Substitutes

In most cases, blockchain-based technical enforcement mechanisms and traditional legal structures will have no direct contact. Law shapes behavior only in limited circumstances. There is a vast domain of activity that blockchain-based ledgers can structure, where law is indifferent. Even when there is some potential for overlap, the two systems often serve different objectives. If an American citizen makes a profit of $1 million buying and selling cryptocurrencies, the U.S. tax code specifies what they are obliged to pay to the government. The fact that smart contracts could be used to funnel a percentage of those profits automatically to government programs that the individual supports in no way mollifies the tax collectors.

Sometimes, however, blockchain-based systems can directly shape compliance with legal obligations. In those situations, there are three possible forms of interaction: supplements, complements, or substitutes.

The blockchain acts as a supplement when it takes law as the basic means of enforcement. In these situations, the primary value proposition of the distributed ledger is the efficiency gain of a shared data record. Even though the blockchain creates its own enforcement mechanisms for transactions and smart contracts, they are structured in such cases to reinforce the established legal rules. Supplemental scenarios illustrate that blockchain-based systems do not necessarily replace legal arrangements, even when they operate as an alternative compliance mechanism.

The blockchain acts as a complement when the legal regime is flawed. Law can fail for many reasons, even in jurisdictions with sophisticated and well-established legal systems. Sometimes the volume of activity scales beyond the capacity of legal mechanisms to regulate it. Sometimes the legal system needs a better way to keep track of the things it regulates. Sometimes it needs a better way to keep track of the people it regulates. And sometimes enforcement lags because incentives are improperly aligned. A blockchain consensus can step in to fill gaps in enforcement through traditional means.

The blockchain acts as a substitute when it replaces law entirely as the enforcement mechanism. This is perhaps the most widely described scenario in popular discussions on law and the blockchain, but it will likely be the least common in practice. There are, however, significant opportunities in all three categories.


Blockchain as Supplement to Law

There are many situations where blockchain-based systems can reinforce traditional government-defined law by offering new pathways to achieve legal objectives. For example, when companies issue shares, as described in chapter 1, the established legal regime is based around central securities depositories such as the Depository Trust & Clearing Corporation (DTCC).47 These record holders maintain shares on behalf of beneficial owners (the actual shareholders). The legal arrangements are clear, but there can be practical difficulties in implementation. Distributed ledgers offer a different model: a single real-time record that tracks ownership directly. This mechanism can be integrated into the established securities regime without displacing existing legal relationships.

The Delaware Blockchain Initiative (DBI) is an ambitious effort to enhance the existing corporate law regime through distributed ledgers. The problem with a clearinghouse such as the DTCC is that records can go out of sync. In 2015, former shareholders of Dole Foods won a class-action lawsuit that entitled them to $2.74 per share in damages.48 The company had approximately 37 million shares outstanding. Yet somehow, the court received claims representing 49 million shares. There were two reasons for the discrepancy. Arbitrageurs traded heavily in the days leading up to the merger. Some of those trades had not cleared through the DTCC when the merger officially closed, so both the sellers and buyers claimed ownership. And some trades involved illegal, naked short-selling, where investors in effect sell shares that they never actually held.49

If companies could issue their stock on a distributed ledger, such discrepancies (and others, such as errors in capital tables and in recording proxy votes) would be prevented. It would always be possible to see how many shares a company had outstanding and who owned them. The DBI seeks to make this vision a reality.

Tiny Delaware is the state of incorporation for a majority of Fortune 500 firms, as well as many smaller ones. Corporate franchise fees and other associated activity constitute a significant element of Delaware’s state budget—something that it does not wish to lose. Delaware sees distributed ledger technology as a valuable tool for both its own state services, as well as for companies subject to its authority. The state changed its law to authorize official corporate record-keeping on distributed ledgers. Upon approval of an incorporation filing, a state agency would transfer cryptographically signed shares to the company, which could distribute them as transactions on the blockchain. Delaware is working with the blockchain technology start-up Symbiont to implement the system.

The DBI is a good illustration of the power of ledgers described in chapter 3. The shift from P2P exchange of stock certificates to the DTCC clearinghouse model of intermediary trust cleared the way for significant financial innovation based on the new, more liquid record-keeping foundation. Moving corporate stock tracking and other foundational aspects of finance to a fully digital, real-time environment through distributed ledgers could have similar impacts in time. And the same kinds of record-keeping issues appear throughout all sectors of the economy.

Companies that issue shares on a blockchain are still following the requirements of corporate law. They are just doing so in a different way. The fact that Delaware had to modify its statutes to accommodate distributed ledger shares illustrates that steps may still be necessary to validate the legal supplements. Here, though, law is not being disrupted or replaced by code; it is evolving in the way it always has.

An experiment in Illinois is applying the same thinking to land registration. American real property records are already quite blockchain-like. Most major countries use a process called “title by registration,” in which an accepted transaction registration becomes the official land title. In the U.S., the records maintained in local property offices around the country are structured as a “chain of title,” sometimes going back over a century. They list conveyances of the property between owners in sequence. Like the blockchain, records can only be added, not changed or deleted. Immutability is important because so much value depends on the accuracy of recorded records. And unlike many financial applications, fine-grained control over who sees what information is not necessary. Government-operated property ledgers, like public blockchain ledgers, are transparent by design.

Cook County, Illinois, the municipality that encompasses Chicago, launched a proof of concept for a blockchain-based property registry in 2016.50 It tested colored coins on the Bitcoin blockchain to represent transactions. As shown in figure 8.1, every property transfer or other activity—such as new mortgage or an easement—is represented through a cryptographic hash. All the hashes are then linked in a Merkle tree structure on a blockchain. The makes it possible to track any changes reliably.
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Figure 8.1

Cook County blockchain-based land records.



This system makes the property records more reliable because any change is automatically reflected in the parcel’s listing. It also improves transparency because anyone can view the ledger and the full stream of transactions. And in the future, it could be augmented with smart contracts to incorporate more complex transactions.

A blockchain-based system for real property registries, like one for corporate stock registries, could significantly reduce errors and improve efficiencies of systems that are central to the economy. Another aspect of both these examples is that they involve official records. Despite their Cypherpunk roots, blockchains can be tools for government just as much as alternatives to it. “Censorship resistance” turns into “unhackable official records” when government is the one responsible for the information. In addition, the public records form the basis for significant private industries. One offshoot of the American system of land registration is the need for expensive private title insurance for even routine real estate transactions. Goldman Sachs estimates that moving to distributed ledgers could reduce title insurance costs in the U.S. by $2 billion to $4 billion annually, thanks to improved efficiency and reduced risk.51

Despite the potential benefits, implementation of blockchain-based solutions to enhance legal regimes will not always be easy. The intermediaries that benefit from the existing arrangements may resist change. In Delaware, for example, a new gubernatorial administration put the brakes on rollout of the DBI, even after the necessary software and legal changes were in place.52 Registered agents, whose services the new system could make unnecessary, complained about the loss of business. The delay may only be temporary, but it illustrates that a successful pilot project or proof of concept is not the same as a full-scale deployment. Over the long run, however, the efficiency gains of blockchain-based ledgers for stock ownership—and many other functions—will be difficult to ignore.



Blockchain as Complement to Law

A second class of applications involves situations where trust based on the legal system is breaking down or insufficient. Blockchain-based solutions can help address problems that stymie the enforcement of legal rules. In such situations, the blockchain ledger serves not as a parallel approach to traditional records, but as the mechanism that introduces workable legal compliance.

Consider the challenge of orphan works under copyright law.53 These are works whose rights-holders cannot be located. They may well be in the public domain, but there is no easy way to tell. Those hoping to use these works, such as documentary filmmakers incorporating archival footage, cannot negotiate a license even if they want to. Orphan works are thus in legal limbo. The risk of statutory damages for copyright infringement—up to $150,000 per work regardless of actual harm—is a severe threat that scares away potential users of the material. The marketplace envisioned by copyright law fails to develop, and creativity is chilled. And this is not a small problem. When librarians at Carnegie Mellon University attempted to digitize their collection of books, they could not find the rights-holders for roughly a quarter of the works sampled.54

Orphan works are a good opportunity to use a shared registry to create a new market.55 A blockchain-based registry would be available to all and would not give excessive gatekeeper power to any intermediary. It could keep track of efforts to engage in the diligent search for rights-holders that is required under copyright law.56 Smart contracts could ensure that those who use orphan works pay licensing fees to legitimate rights-holders who come forward (most likely vetted by an arbitration mechanism). The distributed ledger here would not take the place of standard copyright law, but it would extend it in a direction that it cannot easily go today.57

Sometimes the problem with legal enforcement involves misaligned incentives. The legal system has what it needs to operate effectively, but the participants in the activity do not actually promote compliance. Incentives are a human problem rather than a technical one. Just having trustworthy records on a ledger does nothing to shift incentives. However, blockchains create valuable assets, which can be distributed in a manner that changes the incentives among the parties in the network.

In the online advertising world, fraud is a huge problem. Advertisers lost an estimated $16 billion in 2017 to fraud, and the amount continues to grow.58 Over the past ten years, online and mobile advertising has grown rapidly, catching up to the rate of spending on traditional media. Led by companies such as Google and Facebook, the online market moved from static banner ads to programmatic systems that manage advertising flows among marketers and publishers. Tens of billions of dollars of online advertising each year now flows through intermediaries that match advertisers with sites and set prices dynamically.

Advertisers generally pay for these ads based on the number of times that they are displayed (impressions) or the number of times that users click on them. The problem is that it can be difficult to distinguish a real human clicking on an ad from a software bot. Fraud perpetrators have built large “clickfraud” networks of computers that automatically request ads that no one actually views. The fraudsters are clearly abusing the system, but there is no easy means of legal recourse or policing.

The incentive alignment issue arises from the economic structure of the online advertising industry. Advertisers pay, and publishers generate revenues, based on the volume of ads displayed or clicked on. It is in the interest of publishers to see those numbers go up. As a result, publishers do not always actively police fraudulent activity. It is not worth it for them to expend time and money to take actions that may reduce their revenues. All the actors in the online advertising market agree that clickfraud is illegitimate. Yet the problem continues to get worse. Unlike some of the prior scenarios, the problem is not scaling or keeping track of all the relevant information; it is getting participants to take enforcement action.

To address this problem, the start-up MetaX, the Ethereum technology development studio ConsenSys, and the Data and Marketing Association (a trade group for advertisers) announced a solution in 2017 called adChain.59 With this system, advertisers and publishers will be able to purchase cryptocurrency tokens. Sites that wish to receive advertising will put up the tokens to join a “whitelist” of nonfraudulent publishers. Advertisers will vote, using tokens, on whether the site is legitimate. A better and more complete whitelist will make the tokens more valuable, which incentivizes everyone to participate honestly in the system. Once the whitelist is established, advertisers can factor it into their decisions about which advertising bids from sites to accept. The token economy is designed to replace the existing market with one based on a better set of incentives.

Blockchain-based systems that function as legal complements still face the normal adoption challenges of any start-up or new solution. Overcoming a gap in legal enforcement doesn’t necessarily mean solving a business problem well enough to gain traction. Complements illustrate pathways for law and blockchain technology to work together, with both playing a role.



Blockchain as Substitute for Law

Where legal enforcement is weak or nonexistent, the blockchain can take its place in some cases. Contrary to the views of some blockchain proponents, costly mechanisms of intermediation and legal enforcement cannot be dispensed with entirely. As in the early days of the Internet economy, the conceptual possibility of self-defined rules outside traditional law does not overwhelm the power of territorial sovereigns and private intermediaries. However, where trust and the rule of law do not hold sway, such as in conflict zones or parts of the developing world, the blockchain may allow for a viable substitute. These extralegal trust regimes are likely to emerge from the bottom up in surprising places, but they could grow to a substantial scale.

When the Argentinian government in Buenos Aires blocked credit card companies from accepting Uber ride-sharing transactions, the company switched to a debit card transacting in bitcoin.60 This example resembles Silk Road and other uses of bitcoin for illegal activity. The difference is that the underlying activity is not per se illegal, merely subject to a regulatory dispute. The cryptocurrency gave Uber leverage against the government by establishing a trusted payment option outside traditional centralized channels.61 As with the orphan works example, blockchain trust potentially shifted the legal power dynamics.

In many parts of the world, land title records are incomplete and difficult for ordinary citizens to interact with. As mentioned in chapter 1, the Peruvian economist Hernando de Soto argues that the absence of well-functioning land registration systems in the developing world is a major impediment to economic development.62 Initiatives are underway in various parts of the world to use the blockchain as a solution, along the lines of the proof of concept in Cook Country, Illinois. De Soto is supporting one, led by the cryptocurrency mining and services firm Bitfury, operating initially in the Republic of Georgia.63 Similar efforts are underway in places such as Sweden and Dubai.

Where government services such as land title registration are largely functional, a blockchain approach may improve efficiency, but its benefits relative to traditional database architectures are still somewhat limited. The great opportunity lies in using the blockchain to establish trusted registries where none previously existed. The hurdle is the human actors outside the ledger. A corrupt local land office that refuses to record information accurately on a blockchain, or that disregards the information it reports, can still do so. One of the first initiatives to record land titles on a blockchain, an effort in Honduras involving the start-up Factom, never got off the ground because of difficulties with the local partners.64 Bitland, a start-up based in Ghana, is taking a bottom-up approach in parts of Africa without working land registries.65 It sends surveyors to interview farmers and identify the boundaries of their properties, which it records on a private blockchain-based registry that banks can use in granting loans.

Most of the successful efforts to employ the blockchain in areas without functional legal regimes, are, like Bitland, relatively small in scale so far. Humanitarian aid is often delivered in environments lacking legal enforcement, leading to substantial fraud and inefficiencies.66 Seeing an opportunity to use the blockchain as an alternative, the United Nations World Food Programme (WFP) conducted a pilot project with 10,000 Syrian refugees in a camp in Jordan.67 The refugees have no legal form of identity, so the project used retina scanners at stores in the camp. Transactions were then recorded on a permissioned fork of the Ethereum blockchain. The pilot was successful and will be expanded by the end of 2018 to all 500,000 Syrian refugees in Jordan. It represents an exciting demonstration case. However, the system is not truly decentralized, with WFP operating the only validation node, and it has not been deployed further across WFP’s global footprint. As with many enterprise distributed ledger systems, moving from trials to production is a difficult process.

When blockchain systems substitute for law, the critical element is that there is no state-backed enforcement mechanism to fall back on. This will create pressure to develop a secondary layer of trust-enhancing mechanisms, similar to the way that reputation scores and identity systems developed on the Internet to enhance trust in e-commerce. Distributed online arbitration mechanisms, discussed in chapter 10, are one example of what might stand in for courts or other traditional enforcement vehicles. Replacing law with decentralized solutions based on blockchain technology does not make the challenges of fair and efficient enforcement go away, though it could open up new pathways to address them. There is a balancing act here: The opportunity must be large enough to justify implementation of trust-enhancing mechanisms, but small enough that state actors do not feel compelled to crack down.

In the end, the choice between decentralized private blockchain systems and centralized government-defined legal regimes turns out to be less stark than it appears. Both are mechanisms of trust. Governmental institutions can fail, but so can technological ones. And the formal attributes of both are often less important than the human arrangements necessary to put them into practice. The challenge for the coming years will be to work out which approaches function most effectively in which contexts. To be sure, there will be conflicts and misunderstandings. Successful blockchain-based solutions, however, need not come at the expense of successful legal ones.
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We Need to Begin Somewhere

It was an inauspicious start. In 2015, the State of New York became one of the first jurisdictions in the world to adopt a regulatory regime for cryptocurrencies. Its Department of Financial Services began requiring virtual currency businesses to obtain a BitLicense in order to operate or serve customers in the state.1 “We want to promote and support companies that use new, emerging technologies to build better financial companies,” said Superintendent of Financial Services Ben Lawsky when announcing the rules. “We just need to make sure that we put appropriate regulatory guardrails in place.2 He continued: “Regulators are not always going to get the balance precisely right.… But we need to begin somewhere.”

The BitLicense was controversial from the beginning. Bitcoin entrepreneurs and technologists argued that the threat of overbroad regulation, as well as the costs of compliance, would chill start-up activity. During the yearlong comment period on the draft rule, more than four thousand comments were filed, most of them critical.3 And when the regulations went into effect, a substantial number of Bitcoin-related start-ups left New York, including the exchanges Kraken, Shapeshift, Bitfinex, and Poloniex.4 “The ‘Great Bitcoin Exodus’ has totally changed New York’s Bitcoin ecosystem,” declared the New York Business Journal.5

The BitLicense requirement applies to any “virtual currency business activity,” defined as “storing, holding, or maintaining custody or control of virtual currency on behalf of others” and “controlling, administering, or issuing a virtual currency.”6 All these categories are subject to uncertainty. Are software wallets required to register like full-blown exchange operators? Does it matter whether services have control over cryptocurrency they handle? What exactly does the exception for transmission in “non-financial” contexts mean?

Lawsky had a point that regulators had to start somewhere. And the idea behind the BitLicense—that custodial financial exchanges transacting in cryptocurrencies should be treated similarly to comparable exchanges transacting in traditional currencies—was largely sound. If a consumer provides dollars to be traded for another currency or sent across borders, they are exposed to the same kinds of risks when cryptocurrency is involved.

The problem lay in the execution. The BitLicense requirements for covered entities were onerous. The regulations were drafted in a way that seemed to cover many cryptocurrency businesses other than custodial exchanges. And the certification process was cumbersome.7 As of early 2017, only three BitLicenses had been granted, out of nearly two dozen applications.8 The recipients—Circle Internet Financial, Ripple, and Coinbase—were three of the best-funded start-ups in the space, reinforcing concerns the BitLicense would crowd out small players. If the goal was, as Lawsky asserted, to “promote and support” cryptocurrency innovation, the BitLicense failed. Although a number of jurisdictions in the U.S. and around the world have subsequently adopted rules related to cryptocurrencies, few have followed New York’s model.

Two years after the Great Bitcoin Exodus, the exchanges had not rejoined the New York blockchain scene. But others had. R3, the financial industry distributed-ledger consortium with more than $100 million in funding, is headquartered in New York. As one might expect, so are a number of finance-focused blockchain start-ups such as Digital Asset Holdings, Symbiont, and Axoni. And the activity is not limited to financial services. Consensys, the leading venture-development studio building around Ethereum technology, grew from one hundred to more than four hundred employees during 2017 alone in its Brooklyn headquarters, and it is working on dozens of innovative projects around the world. Blockstack, a high-profile start-up that hopes to build “a new internet for decentralized apps” on blockchain foundations, is located in New York as well. The New York Bitcoin and Ethereum meetups each have more than five thousand members.

The BitLicense, for all its flaws, did not kill off cryptocurrency activity in New York. Then again, neither did it create the model for regulatory innovation that its creators intended. In fast-moving areas, regulators inevitably face a dilemma. If they move too soon, subjecting new technologies to old rules without good cause, they risk killing off innovation or pushing it to other jurisdictions. If they wait too long, the public will be harmed, and the costs of imposing requirements on now-substantial industries will become even greater. Where regulators see clear evidence of the harms that they were established to prevent, they will need to act. Unclear requirements like the BitLicense create uncertainty, but so does the absence of any definitive regulatory statement.

The idea that blockchain-based systems are immune from regulation is even more of a myth than the idea that they are fully trustless. The companies trying to build substantial legitimate businesses around distributed ledgers are not hard to find. The more difficult issue is what that regulation should look like. When New York began considering the question in 2013, Bitcoin was by far the dominant cryptocurrency network, smart-contract engines like Ethereum did not exist, and permissioned ledgers, with the primary exception of Ripple, were not in the picture. Mining and exchanges were small-scale operations that many start-ups and individuals were pursuing. The market today looks very different. Coming up with rules that last seems like an impossible challenge.

Then again, the world of finance has changed radically in the eighty years since the U.S. adopted the basic frameworks that still govern securities transactions. If written thoughtfully, old rules can address new developments. Smart regulators can encourage innovation even as they protect against abuses.

When the Federal Communications Commission (FCC) received a petition in 1994 to ban “the provision of … telecommunications service via the ‘internet’ by non-tariffed, uncertified entities,”9 it faced a challenge similar to New York confronting Bitcoin in 2013. The voice over Internet Protocol (VOIP) start-ups springing up to provide services were not subject to the pricing, universal service contribution, consumer protection, emergency service, and other requirements that traditional phone companies faced. The FCC managed to steer a course between chilling innovation and abandoning its mission, gradually bringing VOIP services within a set of obligations.10 Today, a majority of Americans who have landline phones in their homes use VOIP technology without even knowing it. At the same time, real-time voice and video messaging on services such as Skype, Facetime, and WhatsApp has been a hotbed of innovation and adoption, with offerings that look very different than traditional phone service.11 If regulators can follow the FCC model, they will support the realization of the full potential of cryptocurrencies.12



Regulatory Controversies

Bitcoin demonstrated that the software code of Nakamoto Consensus could successfully regulate behavior to create a valuable digital currency. With years of secure operation and growth to an asset value in the tens of billions of dollars, there is no longer any doubt that distributed ledger technology can function as law. That leaves open the question of how ledgers and the law differ in their regulatory approaches.

Where legal enforcement is the superior means of achieving generally accepted public policy goals, it should be made consistent to the extent possible with the requirements of distributed ledger technology. Where the software code is an inherently superior mechanism, law should gradually give way. The transition in either case is unlikely to be so smooth. Even the basic issues about which regulatory modality is preferable may be contentious. The answers surely will change depending on the jurisdiction and the state of the technology. However, this approach is the best means to find the happy medium between the social stability of law and the power of code.

Broadly speaking, there are three major categories of regulatory controversies involving cryptocurrencies and distributed ledgers: illegality, validity, and classification. The first involves using cryptocurrencies to break the law, or theft of cryptocurrencies through hacking and similar means. The fact that bitcoin can be used to pay for drugs does not by itself raise legal problems for the cryptocurrency; Chinese yuan, dollars, or bars of gold can do the same. The challenge is that a private, decentralized currency that is pseudonymous or anonymous makes it easier to engage in such illegal activity without consequence. Contrary to fears, no major Western government has attempted to ban the possession or use of cryptocurrencies on this basis. Those that did tended to be smaller nations such as Bolivia and Bangladesh. Even countries such as China that now bar bitcoin trading do not make the possession and use of cryptocurrencies illegal.

While nothing inherently leads cryptocurrency transactions to illegal activity, Vlad’s Conundrum is that the same code that makes it difficult to engage in censorship or tampering also makes it easier to engage in drug trafficking or ransomware. A related concern is that blockchain technology, by creating decentralized digital bearer instruments, creates an attractive target for thieves. These two problems, typified in Silk Road and Mt. Gox respectively, were the most prominent legal questions during the early years of Bitcoin prior to 2015. They remain significant today, with newer dark marketplaces for illegal transactions springing up and major ransomware attacks demanding contributions in bitcoin.

These are real challenges. However, they are the kinds of challenges that law enforcement can tackle. Silk Road operator Ross Ulbricht was arrested, convicted, and sentenced to life in prison. The alleged mastermind of the Mt. Gox theft, Alexander Vinnik, was arrested in Greece four years later at the request of U.S. authorities. As these examples show, the global scale of blockchain networks does not prevent nations from enforcing their laws. Coordination among law enforcement and mechanisms such as extradition can be used to bring criminals to justice. And courts in major countries like the United States have little difficulty applying conventional doctrines of jurisdiction in order to exert their authority when the interests of their citizens are implicated.13 The Federal District Court in New York rejected arguments by Arthur Budovsky, who founded a pre-Bitcoin digital currency provider called Liberty Reserve, that it was not subject to U.S. jurisdiction because it was based on Costa Rica and served a global market.14

The supposed anonymity of the blockchain is also not an absolute bar against legal enforcement. Firms such as Elliptic and Chainalysis work with law enforcement agencies to track down criminals by analyzing cryptocurrency transaction patterns. That process is an arms race. Criminals are starting to use transaction-scrambling services called “tumblers,” as well as anonymous cryptocurrencies such as ZCash and Monero, in order to avoid being tracked. Analytics technology is evolving as well. Most of the time, however, such measures are unnecessary. Users generally obtain and hold cryptocurrencies through wallet applications that require anti-money laundering/know your customer (AML/KYC) checks upon sign-up. Those that do not, such as Vinnik’s BTC-E, face fines and shutdown orders from regulators. Law enforcement agencies can be expected to tighten rules on wallet providers as cryptocurrency adoption increases.

Finally, while the level of criminal activity involving cryptocurrencies should not be dismissed, neither should it be exaggerated. The WannaCry ransomware attack, in which computers around the world were rendered inaccessible and the perpetrators demanded payment in bitcoin to unlock them, created huge disruptions for major services such as the National Health Service in the United Kingdom. However, the Bitcoin accounts specified for payment received only about $140,000, which can be tracked if it is ever changed into fiat currency.15

The second broad regulatory question is how other legal structures recognize distributed ledgers. The issue of what information counts as legally valid appears in a variety of contexts, ranging from financial regulations to evidentiary rules in court. The relevant definitions are embodied in a large number of federal, state, and local rules. Many of these presume that valid information exists in a defined place, under the control of a defined entity, neither of which is meaningful in the blockchain context.

States are beginning to move toward treating blockchain-based information analogous to more traditional records. As part of the Delaware Blockchain Initiative (DBI) discussed in chapter 8, the state of Delaware adopted legislation authorizing distributed ledgers for both government records and regulatory functions such as tracking corporate shares and liens.16 Arizona passed a law declaring that blockchain-based digital signatures were legally enforceable.17 And Vermont made blockchain-based information admissible as evidence in court.18

The biggest challenge in giving blockchain ledger records equal treatment is usually definitional. There is no formal definition of what counts as a blockchain, cryptocurrency, distributed ledger, or smart contract. Industry groups such as the Chamber of Digital Commerce and organizations such as the Uniform Law Commission, a group of experts that proposes model laws to state legislatures, are working on proposed definitions, but the proper formulation will vary depending on the circumstances. The attributes that make a corporate record valid on a blockchain are different from those relevant for evidence in court. For example, the Delaware legislation does not mention blockchains at all, referring simply to “distributed electronic networks or databases.”19 There are so many legal contexts involving records and validity of information that working through them, jurisdiction by jurisdiction, will be a slow process.

In the analogous context of digital signatures, the U.S. Congress passed a federal law in 2000, the E-SIGN Act, mandating that a signature “may not be denied legal effect, validity, or enforceability solely because it is in electronic form.”20 This automatically preempted state laws requiring paper signatures, removing the need to change them case by case. It left open the question of whether a digital signature was enforceable in any specific case by requiring only that the electronic form could not be the sole reason for invalidation. Thus, some electronic signatures must be cryptographically secured, while in other cases, typing one’s initials on an electronic form is sufficient. This matches the variation with physical signatures. Some documents can just be signed with the parties’ initials, while others require witnesses, notaries, and other formalities.

The solution to the blockchain validity issue could not be as simple as the E-SIGN Act. There is no clean dividing line analogous to electronic versus nonelectronic signatures that applies across the board to the entire range of applications. However, the general approach of validating blockchain and distributed-ledger records as a category, so long as they meet the security and other requirements of the particular legal application, would speed the process of adoption. As with digital signatures, blockchain validity is relevant both for private law matters, such as contract enforcement, and for public law issues, such as regulated industries (healthcare and financial services, primarily), government services, and government-maintained records.

A third category of regulatory controversies involves activity that is generally legitimate, but not structured according to the legal requirements for the nonblockchain equivalent. Is the sale of tokens an “investment contract” under Securities and Exchange Commission (SEC) rules, and are those doing the issuing investment managers? Does a cryptocurrency exchange qualify as a derivatives marketplace subject to regulatory requirements issued by the Commodity Futures Trading Commission (CFTC)? Are profits on appreciation in cryptocurrencies subject to income tax as commodities, currencies, or neither?

Blockchain technology can be used to perform services functionally quite similar to regulated activities. Mere resemblance should not be enough to impose the full weight of regulations designed for an entirely different environment. On the other hand, if blockchain technology is used to implement the same functions, raising the same issues, as other technologies, it should not be automatically exempt from regulation.

This was the kind of problem that the BitLicense was designed to address. The New York Department of Financial Services concluded that existing definitions were not sufficiently broad to cover cryptocurrency activity that raised similar issues to traditional money transmission. It created a new classification and a targeted set of obligations for those that met it. Another potential basket is “no regulation.” A final one is “no regulation yet.”

Such debates are likely to make up the bulk of the regulatory controversies over blockchain-based activities. The treatment of token offerings under securities laws represents a major test case that is being addressed in real time.



The Token Offering Test Case

Modern securities regulation developed after the Great Crash of 1929, when numerous small investors fell victim to scams. The foundational principle of securities regulation is disclosure. Investment involves risk, and no one is entitled to legal protection against a bad decision. However, without regulation, there is a strong information asymmetry between investors—especially retail investors—and investment promoters. Without an opportunity to evaluate the risks, investors are easily exploited.

In the U.S., beginning with the 1933 Securities Act and the 1934 Securities and Exchange Act, the government mandated detailed registration and disclosure terms for securities offerings.21 With defined exceptions, private offerings can be made only to accredited investors with the financial resources and sophistication to take on the risk. All offerings, especially public offerings, require detailed financial information and risk disclosures. Misstatements, and omissions of material information in many cases, can be sanctioned. There are significant timing and communication limits designed to ensure that investors are treated equally and that issuers do not artificially stimulate investor excitement. The SEC and other regulators have the authority to enforce these rules and prosecute violators.

What constitutes a “security” or “investment contract” subject to this regulation is broadly defined under U.S. law. Whereas in Europe, most regimes enumerate categories of covered investment products, the guiding light in the U.S. is the Howey test. This test, derived from a case in which an orange grove owner sold interests to guests at his Florida resort, includes four elements:


	The contribution of money;

	To a common enterprise;

	With the expectation of profits;

	Derived from the efforts of others.22



The multi-billion-dollar question is whether initial coin offerings (ICOs) fit within this rubric. If they do, and they are either offered in the U.S. or sold to American citizens, they must comply with the strictures applicable to traditional securities offerings.23

ICOs clearly involve contributions of money. The fact that purchasers contribute cryptocurrencies rather than fiat currencies is no barrier. They generally involve a common enterprise to which the money is contributed, in the form of the application or blockchain platform. The remaining two prongs are the challenging ones. Many online games, such as Clash of Clans and Candy Crush, sell users digital tokens for real money. Yet these tokens are clearly not securities because their primary purpose is to aid in the game. Purchasers have no expectation that they can sell them back to make money. Even if there is intent to profit, an offering may not be a security when the purchasers are active participants in the success of the venture. The regulatory protections are designed for classic passive investors that investment promoters may take advantage of.

The SEC first applied the Howey test to a token offering in connection with The DAO crowdfunding scheme, which spectacularly failed, as described in chapter 3. The SEC concluded that The DAO offered a security, which should have been registered and regulated as such.24 It was clearly marketed as an investment opportunity, with purchasers of tokens entitled to returns based on the performance of the projects funded. And the SEC concluded that, for all the hype about The DAO being a distributed, autonomous entity, The DAO token purchasers were essentially relying on the managerial activities of Slock.it, the software developer. Its employees wrote the code, oversaw the operations of the system, and delegated curator functions to coordinate with projects seeking funding. Token holders’ ability to influence the operation of The DAO were limited. When the hack drained a substantial portion of the funds, investors had no recourse but to turn to Slock.it and the Ethereum Foundation to make them whole.

Whether a truly autonomous and collectively managed organization would be treated the same is an interesting question. The operational smart contract–based systems today labeled as distributed autonomous organizations (DAOs) still leave primary management functions in human hands. If DAOs ever do reach the point of full autonomy, that will raise a host of legal questions well beyond securities regulation. Even so, setting baselines and expectations for more conventional enterprises will make those thorny challenges easier to confront.

In its report on The DAO, the SEC made three other important statements. First, it made clear that ICOs operating globally and headquartered outside the U.S. can still be subject to U.S. securities laws if they market to American investors. This was a well-established legal principle. Many activities in modern securities markets have global reach, and it would make no sense if offerors could escape responsibilities simply by where they locate their operations.

Second, the SEC referred to Ethereum as a currency, not a security, even though Ethereum also launched by selling tokens that appreciated in value. The agency did not explicitly step through the analysis, and it still could reconsider this classification in the future. A key distinction is likely that ether has significant utility above and beyond being a way to invest in the success of the Ethereum Foundation’s efforts. Just as the primary function of bitcoin is to buy things, the primary function of ether is to obtain the gas necessary for executing smart contracts. Ether purchasers are active contributors to the success of the enterprise in a way that DAO token purchasers were not. Especially when Ethereum launched its crowdsale in 2014, well before the 2017 ICO gold rush, purchasers were not necessarily focused on profit. And the Ethereum Foundation is a nonprofit that only holds a small amount of the total ether in circulation. The facts and circumstances of offerings, such as the content of marketing materials, can make the difference in the classification exercise.

Third, the SEC emphasized that those who exchange or resell cryptocurrencies classified as securities are also subject to its rules. That was an important warning to financial intermediaries beyond the token issuers themselves. The major reason that some ICO tokens are so highly valued is that, in addition to whatever utility they have within their platform, they can be traded for other cryptocurrencies or fiat. The option to cash out new tokens, however, depends on the willingness of exchanges to list them. Most cryptocurrency exchanges were not set up as regulated secondary markets in securities, and thus have strong incentives to avoid listing tokens that might subject them to regulatory sanctions. Or they might suddenly stop selling tokens to American users, as the Bitfinex exchange did.25

The Shapeshift cryptocurrency exchange responded to the SEC report on The DAO with a blog post stating that it might have to delist some tokens likely to be considered securities. While that decision was understandable, the company’s explanation was not. “At their most fundamental level,” the post asserted, “tokens (a colloquial term for blockchain ledger entries) are speech: they are inscriptions of meaningful information into a communal record.”26 By this definition, stocks and titles to cars or land would also be speech, presumably insulated from regulation. The fact that cryptocurrency assets enable innovation is simply not a sufficient reason to isolate them from rules.

Some exchanges have begun to move in the opposite direction. While registering as a regulated Alternative Trading System (ATS) is an expensive and drawn-out process, it provides legal protections for those platforms that wish to trade tokens classified as securities. Templum and TZero were among the first to launch cryptocurrency exchanges with ATS certification, and established competitors such as Poloniex and Coinbase seem likely to follow suit.

Those most threatened by the SEC’s conclusion (since repeated in several other contexts) that most token offerings likely constitute securities, are issuers of already-completed ICOs. Some responded to the SEC guidance on The DAO by abandoning planned offerings, or even refunding tokens already issued. Protostarr, which hoped to allow celebrities to solicit funding from their fans through cryptocurrency tokens, returned its ICO proceeds and shut down after receiving an exploratory call from the SEC. The company raised only about $47,000, and it was never charged by the agency. “We’re just a couple guys who are tech nerds in our basement,” chief executive officer (CEO) Joshua Gilson told Forbes. “It did not occur to us that the model everyone else in the world is using would have any specific laws here that would apply to us.”27

Gilson’s honesty was refreshing. On the other hand, his naïve assumption that his company could solicit funds from investors around the world without meeting any legal standard shows how far blockchain fever has spread. There are in fact a number of exceptions that allow small companies to raise money without the full restrictions of securities registration. Protostarr might not be able to raise hundreds of millions of dollars that way, but it did not do so through its token offering either.

Polybius, introduced in chapter 6, further illustrates the problem with the “anything goes” attitude prevailing for token sales. A company executive acknowledged that its token met the Howey test and would be classified as a security in the U.S.28 This was given as a reason why the token was not listed on U.S.-based exchanges. However, Polybius apparently took no steps to register its securities offering or to exclude American investors. The company merely stated the following in its Frequently Asked Questions (FAQ) section:


Joining the investors board is open to all countries with some exceptions. These exceptions lay within the regulations that are present in some jurisdictions, like the US. We encourage our investors to be prudent with their decisions so not to create legal disputes.29



Whatever happens to Polybius, this is an untenable situation. If law means anything, a company should not be able to take actions that seem clearly contrary to legal requirements, and then explain them away by putting the burden on its investors. Polybius is hardly the only ICO issuer in this position. And the issue is not just one for U.S. regulation. Other major jurisdictions hosting ICOs, such as Switzerland and Singapore, also have securities-regulation regimes, as do the other major countries with investors purchasing tokens. The particulars vary, but none allows companies to raise tens of millions of dollars without any disclosure requirements or fraud protections. The potential problems are so severe that China and South Korea banned ICOs entirely.30

Viewing ICOs as primarily a technical hack around the restrictive regulation of securities law is the Napster error. The backers of the Napster peer-to-peer (P2P) file-sharing application believed that the benefits it offered—easier access to music, better availability of rare content, and lower transaction costs than the traditional distribution process—would allow it to overcome objections that it was facilitating copyright infringement. They were wrong. And Napster’s arguments that it could have created a better music-distribution service for both creators and consumers were significantly stronger than unregulated ICO offerors’ arguments against disclosure obligations.

In the case of ICOs, the investor-protection rationale behind the structure of securities regulation is no less relevant when the asset being sold is a token than when it is a stock. On the other hand, ICOs do not necessarily operate like securities. They can be structured in many different ways, and their appeal to purchasers varies based on the nature of the system in question. Some token distributions, known as “airdrops,” raise no money at all; they are purely designed to get tokens into the hands of users.31 And many projects that raise funds through unregulated ICOs voluntarily disclose information and work with legal experts to put in place reasonable protections for their purchasers.

The issue comes back to classification. Two important distinctions are whether the tokens are offered primarily for fund-raising purposes or to provide utility on the application platform, and whether the project is operational at the time of the offering. For all the high-minded analysis by venture capitalists and technology thought leaders about how token offerings overcome the barriers to decentralized innovation, most of the conversation around ICOs among both offerors and purchasers centers on making money. To the general public, token sales are a hot new investment scheme.

Companies such as Brave and Filecoin, which create token economies as their core business model, have colorable arguments that their primary goal is to create users rather than investors. The tokens are necessary for the operation of their networks. Users need to participate by spending the tokens or taking actions such as viewing ads and providing storage. Such coins, being predominantly based around utility, could be outside the Howey requirements. However, even if something is labeled a “utility token” and offers functionality on a software platform, it still constitutes a security if marketed primarily as a passive investment. The SEC made this clear in its enforcement action against the ICO of a restaurant review start-up called Munchee.32 Munchee actively promoted the tokens based on potential price appreciation as adoption grew, rather than as a way to participate actively in the network. A good regulatory scheme would need to provide some guidance so that offerors understand the boundaries of the category.33 And there would still be some baseline requirements, even for unregistered utility coins. Fraud is fraud.

The second distinction, not directly drawn from the Howey test, is between functional and prefunctional services. Companies can offer tokens before they operate an application that can accept them. Doing so can allow early-stage projects to gain needed funding for software development, and to raise capital more easily than through traditional angel and early-stage venture capital channels. As of October 2017, fewer than 10 percent of token networks with completed ICOs were operational.34 This is both a blessing and a curse. Ethereum might never have had the resources to finish developing its network without the opportunity to launch a preoperational token sale. Early token offerings help promote platforms and create networks of interested supporters and contributors.

On the other hand, companies raising funds based on their potential, sometimes before they have written even one line of code, present a recipe for risk. Fraud and manipulative practices such as pump-and-dump schemes are widespread. Even well-meaning projects may never launch due to technical, management, or competitive issues. Having too much money up front can be a problem for start-ups because it encourages them to be profligate or to feel insufficient pressure to hit the next milestone. The ease of issuing tokens for prefunctional networks, and the associated market frenzy, has also invited arrangements in which institutional participants such as venture capitalists and hedge funds can obtain “premined” tokens at a discount, giving them a structural advantage over retail investors.

From a legal perspective, a prefunctional token cannot have utility, almost by definition. There is nothing at the time of sale to use it for. As a result, these offerings are more likely to meet the Howey requirements for regulated securities offerings. There are a number of initiatives allowing ICOs to address regulators’ concerns. We will examine some of these in chapter 10. There will likely be a period of regulatory experimentation in both the public and private sectors until standard approaches to ICOs are defined. Such as process is healthy, so long as those seeking to raise funds are willing to work with those seeking to protect the public.

The need for investor protection does not end once the tokens are issued. ICO projects need to establish legal and corporate governance frameworks to manage their activities. Someone needs to decide whether and/or when to convert the cryptocurrency received from contributors into fiat currency, whom to hire, and how to run the project. Many high-profile ICOs are structured as nonprofit foundations, which provides tax benefits and legal certainty. However, it also creates obligations, especially if the original developers of the technology operate a for-profit company that transacts with the foundation.

Tezos was the largest-ever ICO, after raising more than $230 million. It established a Swiss foundation to oversee the network, which would contract with the for-profit firm developing the technology. A few months later, the leaders of the development team were in a legal battle seeking to remove the executive they hired to run the foundation.35 Issuance of the Tezos tokens and development of the network was put on hold for several months, until the impasse was resolved with the restructuring of the foundation board.36 Ironically, the selling point of the Tezos blockchain technology is dynamic management of network governance. It is designed to avoid the technical stalemates that have paralyzed the Bitcoin community. Coordinating policy changes on an operational network, however, is very different from coordinating a development process involving human teams, with large sums of money at stake.

The freedom to operate projects globally and avoid the scrutiny of regulated offerings also opens the door to problems. Compliance with a regulatory regime may be costly, but the social benefits can exceed those costs.



Regulation and Innovation

Regulation is often characterized as the antithesis of innovation. To many, it seems obvious that government involvement in the development of cryptocurrencies and blockchain-based systems will slow and corrupt the development of new systems. If government were only necessary because people could not trust each other without the fear of the Leviathan, then perhaps Satoshi Nakamoto solved that problem.

Here too, however, there is reason to question the old cyberlibertarian view. Regulation of the Internet was actually an important step in its widespread adoption. Many things that “just worked” in the early days turned out to be the consequences of a small, close-knit, homogeneous online community. As the Internet began to look more like society, it faced the same political and economic challenges as offline communities.

For example, when Microsoft used its monopoly power in the late 1990s to threaten Internet-based start-ups, the U.S. government restrained it through antitrust enforcement. The Internet might look very different today if there were no independent market for web browsers, or if Microsoft had sufficient leverage to implement its plan to charge a small fee for all e-commerce transactions.37 Moreover, the knowledge that governments were operating to police abusive practices helped promote trust in the new and unfamiliar word of virtual transactions. Later, Internet advocates began to call for government intervention to enforce network neutrality rules, to prevent broadband access providers from discriminating against unaffiliated services, and privacy protections.

Something similar is likely to occur for distributed-ledger technology. The notion that activity on a blockchain cannot be subject to legal enforcement died with the arrest of Ross Ulbricht, if not before. Particularly with the rise of permissioned ledgers and enterprise-grade systems on top of public ledgers, regulation as a facilitator of blockchain development is gaining currency.

Not that the path forward will be easy. The Internet offers a largely positive model of governments in the main acting thoughtfully and nascent industries in the main acting responsibly. There were plenty of counterexamples, but enough cases of regulators and the regulated cooperating to allow growth and innovation have survived. There is no guarantee that the same will be true for the blockchain—but the potential is there.

To be sure, there are important questions about where to draw lines around surveillance and permissible uses of technology. Criminals and terrorists will try to exploit the blockchain, just as they exploit other technologies whenever possible. Governments will overreact and propose rules that cause collateral damage to legitimate operations. The point, however, is that these are not new challenges. Calls for regulation do not represent the end of cryptocurrency innovation; they signal the blockchain’s ongoing maturation.

As described in the previous section, much of regulation is a classification exercise. The rules establish status categories, and the regulators police who is subject to those categories. Sometimes the classification is obvious. Verizon and AT&T do not dispute that in completing conventional, circuit-switched, landline telephone calls, they are operating as “telecommunications carriers” under the Communications Act of 1934. Sometimes, though, the classification is more difficult. Does Comcast, which historically did not offer telephone service and now does so over specialized packet-switched data networks using Internet technologies, fit in that box? Does Vonage, which owns no network facilities itself but provides voice calling as an application for broadband users? Does Amazon, which now supports voice messages on its Echo personal assistant devices?

The simple answer is that services that look like a duck and quack like a duck should be regulated as ducks. If ducks are overregulated, the rules should be adjusted for everyone. The practical implications of these principles for Internet-based voice communications services involved more than a decade of contentious debate. That was not necessarily a bad thing. The FCC was sensitive to concerns about preemptive and overexpansive regulation dampening innovation. There was literally no way that the classification controversy could have been resolved quickly in the 1990s because the technology was too immature and its implementation too limited.

Regulators today face a similar challenge in classifying the flock of young cryptoducks.38 In 2015, FinCEN, the financial crimes enforcement office of the U.S. Treasury Department, announced a civil enforcement action against Ripple, one of the first successful non-Bitcoin cryptocurrency networks. Ripple was designed to support international transactions between different currencies. Where bitcoin was created to serve as a currency, Ripple’s currency, XRP, was created as an intermediary among dollars, euros, yen, and so forth.

The problem, in FinCEN’s eyes, was that Ripple was operating without registering as a regulated money-services business. There was nothing wrong with processing money transfers; the issue was doing so without having to meet the obligations of existing players in that industry. In particular, Ripple failed to follow the AML/KYC rules for its users. These are designed to prevent criminals and terrorists from using the banking system to support their activities. In response to the FinCEN action, Ripple agreed to a $450,000 fine and committed to establish an AML/KYC compliance regime.

The Ripple sanctions were a turning point for the cryptocurrency industry. Unlike Bitcoin, which is a protocol implemented on a distributed network, Ripple is a company. Its business model depends on its ability to develop partnerships with financial institutions around the world, so that it could exchange XRP back and forth with their local currencies. FinCEN sanctions are a big deal. The AML/KYC process, which typically requires financial-services operators to verify physical identity documents such as passports and check against blacklists of individuals, can be onerous, especially for fast-moving and highly computerized service providers.

Some companies saw the FinCEN action as a signal that the U.S. was not a hospitable jurisdiction for cryptocurrency companies. Xapo, a venture-backed Bitcoin wallet start-up, relocated its headquarters from California to Switzerland ten days after the decision. The BitLicense went into effect in New York a few months later, causing further consternation about regulators killing the golden goose of cryptocurrency innovation. Yet in the end, those concerns proved overblown. If anything, U.S. regulators taking the initiative, even if they at times went too far, helped market participants evaluate their priorities. By adjusting its practices to comply with the FinCEN requirements, Ripple became a more trusted network. It saw adoption of its technology and currency rise dramatically over the following two years.

One difference between the regulatory debates in the dot-com and distributed-ledger era is that the U.S. is no longer the dominant source of activity. In the 1990s, usage and start-up creation were heavily centralized in the U.S. The Internet today is highly globalized, and distributed-ledger activity is even more so. In addition to New York and Silicon Valley, London, Berlin, Zurich, and Singapore are major hubs, with significant centers in China, Canada, South Korea, Estonia, and Hong Kong as well.39 Vitalik Buterin, leader of the Ethereum project, is a Russian who grew up in Canada, heads a foundation headquartered in Switzerland, and now lives in Singapore. If he had created an early Internet start-up, he likely would have headed to Silicon Valley.

The global distribution of blockchain-development activity encourages jurisdictional competition. American dominance of the early Internet industry produced major benefits for the country, both economic and in terms of global soft power. Hoping to be the Silicon Valley of the cryptoeconomy, countries ranging from Gibraltar to Russia are creating new legal frameworks to attract blockchain start-ups, coin offerings, and other activity. The early leader is the canton of Zug, Switzerland, which combines a stable government, a central location in Europe, a welcoming environment for cryptocurrency companies, and favorable tax policies. It is bidding to be the cryptocurrency equivalent of Delaware for U.S. incorporation. (Although the real Delaware, as we have seen, hopes to be a player as well.)

The U.S. is still a very important driver of blockchain activity. A significant portion of core Bitcoin development occurs there, and New York is one of the primary centers for distributed-ledger technology in financial services. Many of the most significant investors in blockchain start-ups are located in the U.S. And American technology and services firms such as IBM, Microsoft, and PWC are at the forefront of most large-scale enterprise implementations of distributed-ledger applications. The technical talent and technology start-up ecosystems in the U.S. remain unmatched.

It bears repeating that major Internet companies did not locate themselves in Sealand or island tax havens; they went to where the developers and customers were. Organizations do not just seek the least regulation; they seek the best regulation, among a slate of other factors. A reliable and stable regulatory environment will be important for building trust in blockchain platforms that seek a large user base. Similarly, even jurisdictions eager to attract entrepreneurial businesses in fields such as cryptocurrency do not simply engage in a race to the bottom.

Singapore is a hotbed of blockchain activity, due in part to its permissive regulatory attitude. However, the Monetary Authority of Singapore (MAS) made clear in an August 2017 announcement that ICOs there would be subject to money-laundering and terrorist-financing restrictions.40 They would also be regulated as securities offerings when they “represent ownership or a security interest over an issuer’s assets or property.” Some small territories focused on generating revenues may take an “anything goes” attitude, but ICOs based there will eventually be less trusted—and therefore less successful in attracting capital. Moreover, the countries where that capital comes from will not be shy about exercising jurisdiction. These are the same reasons why all companies today do not domicile in offshore tax havens.

While the BitLicense may have given the U.S. a poor regulatory reputation in some cryptocurrency circles, more recent initiatives were more thoughtfully drawn. The Uniform Law Commission, which creates model codes that are widely adopted by state legislatures, issued a model cryptocurrency law in 2017 that carefully limits the scope of regulation. Peter Van Valkenburgh, research director at the generally deregulatory cryptocurrency think tank Coin Center, declared it “a big win for Bitcoin and cryptocurrencies.”41 The CFTC created a LabCFTC group to study cryptocurrencies and engage with the nascent industry. The SEC’s investigative report on ICOs and The DAO was widely praised as measured and technically knowledgeable. And bitcoin prices jumped after the chairs of the SEC and CFTC testified on cryptocurrency regulation before Congress in February 2018, apparently out of relief at their measured approach.42

The regulatory race is still at an early stage. The Internet of Value is embryonic. Decisions made in the coming years will shape where it contributes new opportunities for efficiency, innovation, and freedom. The future is far from clear. Some governments will try to stifle the blockchain or force it into ill-fitting legal regimes. Developers and entrepreneurs will employ the powerful general-purpose capabilities of smart contracts in unpredictable ways. All this uncertainty means that the dividing lines between the old and new trust architectures will be fluid. Yet positive steps can be taken to promote the benefits of the blockchain and limit its potential for harm.

The important yet paradoxical lesson from Thomas Hobbes’s Leviathan is that in order to gain freedom of action, we must also give up some freedom. (In modern behavioral economic terms, the Leviathan is the ultimate example of a commitment device.) Legal enforcement backed by the power of the state is just one example. In today’s Internet economy, we give up a great deal of power and control to intermediaries such as Google and Facebook to create a low-cost and low-friction environment for communication and commerce. That is the trust trade-off described in chapter 1. Satoshi Nakamoto’s revolution makes it possible to reconsider many of those arrangements. It does not itself ensure trust in every sense, however.

The combination of law and software code can be a powerful means of changing social relations. To take one example, legal advocates and technologists came together to develop open-source and Creative Commons licenses, in order to expand the scope of digital rights in software and creative works online.43 Open-source licenses contractually ensure that those who utilize open-source software in commercial projects preserve the open elements, and in some cases, they make their own additions available as open source. Creative Commons is a set of licenses that can easily be added to content online to allow reuse with attribution, which otherwise would require formal permission under copyright law.

Both of these “legal hacks” today are widely accepted, and even encouraged, by major businesses. They make content and software available more freely, without overly limiting opportunities for those who wish to monetize or control them. Similarly, fulfilling the potential of distributed ledgers will require a new set of approaches that incorporate both law and technology to promote trust.



A Framework for Regulation

Regulation is not a unitary activity. The process for regulating derivatives trading will be different than for preventing cross-border money transfers that evade capital controls or fund terrorist groups. Different regulators within major countries such as the U.S. may not take exactly the same approach, let alone those in different countries. However, there are some common themes among the various stories about the potential and actual regulation of decentralized blockchain projects. Regulators can ask the following three questions to guide their decisions about whether to act.


1. Was the system created for a legitimate purpose?

The legal battles over P2P file-sharing services, referenced in chapter 8, were some of the early defining moments for cyberlaw. After Napster, the first major such service, was found liable for contributory copyright infringement because it maintained a central list of all content, developers created distributed file-sharing networks with no point of central control. In MGM v. Grokster, the Supreme Court unanimously held that this made no difference.44 The file-sharing services in this case were so clearly designed to evade copyright law that they could fairly be said to induce lawbreaking. The Grokster inducement test is controversial as a point of copyright law. As a rule of thumb for regulators, it creates a sensible starting point: focus on the bad actors first.45

Some services allow violation of legal or regulatory obligations as an accidental by-product of a technical innovation. In other cases, it is no accident. Silk Road and AlphaBay were dark marketplaces based around illegal transactions such as drug sales. Their operators knew this, capitalized on it, and used cryptocurrencies and anonymity primarily as a means to avoid legal enforcement. OpenBazaar, like the second-generation file-sharing services, seems to be a distributed extension of these banned marketplaces.46 It allows buyers and sellers to transact in a fully decentralized manner. The OpenBazaar software running on each user’s computer connects P2P with other users to support transactions using bitcoin or other cryptocurrencies.

Yet unlike Silk Road, OpenBazaar operates in the open. Its developers are known, and leading venture capitalists such as Union Square Ventures and Andreessen Horowitz have invested in it. These backers acknowledge that, as with the Internet’s core protocols, the benefits of decentralization necessarily allow abuse to happen. But they argue that, in contrast to Silk Road and the file-sharing services in Grokster, OpenBazaar’s creators have no incentive to encourage illegal activity.47 They make no money from transactions. Further, OpenBazaar incorporates a reputation and rating system that it believes will help police illegal activity.48 And it should be noted that while OpenBazaar employs cryptocurrencies to avoid restrictions by traditional financial intermediaries, the service itself does not employ a distributed ledger. It is a P2P software network.

None of this is definitive. It gives law enforcement a basis to evaluate OpenBazaar’s intent, as well as the level of illegal activity in practice. As we saw with The DAO, assessing intent is tricky. It needs to be implied from the weight of evidence. To use the famous line from the movie Casablanca, Silk Road’s and Grokster’s creators were shocked, shocked to see this illicit activity going on. OpenBazaar’s creators take a different tack. They and their investors realize that they will need to convince regulators of their integrity. Augur, discussed in chapter 8, faces a similar burden for its blockchain-based prediction market. And in the case of ICOs, token sellers need to make good on their claims that the value proposition extends beyond evading the investor protections of securities law.

At some point, there will be case law, analogous to Grokster, defining limits for services like OpenBazaar. The touchstone in copyright law is the Sony “substantial non-infringing use” test, under which the Supreme Court refused to find videocassette recorders guilty of secondary infringement. Something similar might need to be devised for cryptocurrency-based activities.



2. Are there alternative means to achieve public policy goals?

The point of regulation is actually not to regulate. It is to achieve societal objectives, such as preventing illegal conduct, protecting the public, or promoting fair competition. Just as blockchain-based services should not be willfully ignorant about potentially illegitimate consequences of their technology, regulators should not be willfully blind to technological solutions that reach the same objectives.

When the online retailer Overstock.com launched the first offering of shares registered on a blockchain, it worked to ensure that its actions were fully legal. That required an extended process of dialogue with the SEC, which regulates securities offerings. Overstock.com, a longtime Bitcoin proponent, established a subsidiary called TZero to implement distributed-ledger technology for capital markets. It filed a registration statement with the SEC to offer the securities through TZero’s platform.

The question for the SEC was whether the Overstock.com offering met the requirements of securities law, even though it operated in a very different manner from traditional offerings. As a pioneer, it had to expend significant resources to work through the issues with the SEC, and in some cases, it modified its plans to satisfy its concerns. One challenge was that the securities laws incorporate requirements for clearing and settlement: the processes of establishing reciprocal obligations, and then transmitting the corresponding funds or securities. These steps have no analogue with a distributed-ledger system. Clearing is an inherent part of a transaction, not a separate step. And transactions are settled as soon as a block is validated. Overstock.com had to use a conventional transfer agent to, in effect, create a shadow set of duplicate records in order to satisfy the regulators that the transactions were processed correctly.

In the end, the SEC approved the Overstock.com offering. The company sold approximately 125,000 shares in a special blockchain class through its trading platform.49 It subsequently gained approval for TZero’s platform as a regulated ATS, which will allow it to trade ICO token securities in compliance with U.S. legal requirements. Similarly, the start-up LedgerX gained approval from the CFTC for a regulated, blockchain-based derivatives-trading platform.50 On the other hand, the SEC rejected a proposed exchange-traded fund (ETF) tracking bitcoin because it was concerned about inability to police fraud and manipulation influencing the price.51 The important variable is not the technology involved, but whether regulatory objectives can be met.

Augur CEO Joey Krug notes that when it comes to prediction or derivatives markets, the bulk of existing regulation covers issues such as storage of customer funds, fair trade execution, and settlement that may not raise the same concerns in a blockchain context. On the other hand, the potential for flawed smart contracts is a new threat that the traditional regulatory regime does not address. He speculates that “[t]he CFTC isn’t likely to start doing smart contract audits anytime soon, but honestly, if you asked me to bet against it happening in the next 20 years, I probably wouldn’t bet against it.”52

There may be opportunities to assuage governmental concerns through means outside the regulatory system itself. Some high-profile, ICO-focused investment groups, including Pantera Capital and Blockchain Capital, are supporting the ICO Governance Foundation (IGF), a global self-regulatory initiative for token offerors. Based on a Swiss foundation, the IGF is developing a standard registration form for ICOs, a registration database for investors, and certification of custodial organizations to handle funds contributed to ICOs. The registration form would provide the kind of information about how projects are structured and how funds will be used that appears in government-required filings such as the SEC’s S-1 for initial public offerings (IPOs). It would be designed as a schema for online submission, allowing easy search and analysis.

The IGF recognizes that its voluntary self-regulatory process is not a substitute for legal compliance in relevant jurisdictions. However, the group is looking to work with regulators to establish best practices and standards. If it can establish a good track record, investors may come to value token sales that go through the IGF process in more detail. And the IGF is not alone. For example, Cameron and Tyler Winklevoss, major early bitcoin investors who founded the Gemini cryptocurrency exchange, have proposed the Virtual Currency Association (VCA) as a self-regulatory body to police trading of cryptocurrencies once they are issued.53

Securities laws in the U.S. expressly recognize that self-regulatory organizations, most notably the Financial Industry Regulatory Authority (FINRA) for broker-dealers and the National Futures Association (NFA) for futures traders, can oversee compliance with legal and ethical standards. Organizations along the lines of the IGF and the VCA might provide a bridge between regulators and the private sector. A number of other self-regulatory initiatives have been floated to address concerns associated with ICOs.

All these examples show that regulation is not a light switch; it is an ongoing series of conversations between and among regulators and the private sector. Both sides will need to view the regulatory toolkit broadly to find the best solutions for the novel challenges that cryptocurrencies raise.



3. What are the costs and benefits of regulatory action?

Finally, regulators must always assess the consequences of their activities. This occurs more than technology innovators realize. In an environment of regulatory competition, regulators are aware that overly restrictive decisions can push activity to other jurisdictions. They have limited resources for enforcement action. And regulatory agencies want to align themselves with the forces of innovation. Nonetheless, when market developments are uncertain, as in the blockchain case, evaluating costs and benefits is often more of an art than a science.

Regulators can choose where and when to intervene. Blockchain proponents who say that “the regulators can’t arrest everyone” neglect that there are pressure points at the edges of networks where regulators can focus their attention. Rather than attempt to shut down a network or a protocol, for example, they can focus on the onboarding points, which are typically centrally managed. So long as the operators of those edge services are responsible actors, there are opportunities to work with regulators.

The SEC’s approach to securities-regulation questions around ICOs illustrates a careful balancing. The agency’s strategy of addressing The DAO first was as important as its substantive conclusions. The SEC knew that ICOs were opening the door for significant innovation and did not want to spook the market. It understood that the Howey dividing line would be difficult to apply to some projects. So it picked one that was not only a clear case, but already dead. The DAO already had returned all contributions after the hard fork and shut down. There was no need for the SEC to take any enforcement action. But its analysis could serve as a warning shot to the market, giving guidance for those uncertain about its views. Even as the agency began taking subsequent enforcement actions, its chair, Jay Carney, put out a statement emphasizing that “ICOs—whether they represent offerings of securities or not—can be effective ways for entrepreneurs and others to raise funding, including for innovative projects.”54

Going forward, the SEC and other regulators will need to take more active steps to address ICO activity and abuses. The SEC has formed a Cyber Unit dedicated to enforcement challenges around online activity, including ICO-related misconduct.55 In addition to informal conversations such as the one that led Protostarr to shut down, the SEC has already begun filing charges against unscrupulous ICO promoters. The most difficult questions will involve offerings like The DAO, where failure to register, rather than fraud, is the primary violation. Fraud involves clear harm and illegitimate conduct. An unregistered security might still be offered in a way that affords reasonable protections to investors and information to the market.

To address such challenges, regulators will need to calibrate their actions in the way that the FCC did with VOIP services. The agency knew that mindless application of its rules to ban all unregulated, Internet-based telephony would stifle innovation and prevent new competitive alternatives. Where it could, the FCC identified activities clearly outside its rules to eliminate uncertainty about future regulation.56 On the other hand, where companies used the technology for regulatory arbitrage without any consumer benefits, it stepped in.57 It handled policy issues individually, such as how to ensure that calls to 911 emergency services went through, to avoid unnecessary spillover effects. And when there were good reasons to apply the traditional rules to services using new technologies, it worked with those providers to help them comply.

The SEC’s initial actions suggest that it intends to steer a similar course for ICOs. Other major securities regulators, such as the Singapore MAS, the Financial Market Supervisory Authority in Switzerland, and the Federal Financial Supervisory Authority in Germany, have indicated that they understand the need to tread carefully, but act when needed. One of the benefits of the global nature of ICOs is that regulators can compare notes. Effective approaches in one jurisdiction can be copied elsewhere. The biggest challenge is that this process will take time. Cryptocurrency projects that decided to issue tokens first and ask questions later may find themselves in a difficult spot. Where existing laws and regulations fail to offer an effective pathway, changing them may involve an agonizingly slow process for entrepreneurs caught up in the rush of cryptocurrency market development.

Nonetheless, governments will have to adapt if they wish their citizens to enjoy the benefits that distributed ledgers can bring. There are many important legal questions to resolve, just as there were for the Internet. Often, there will not be a single correct approach. The coming years will witness significant experimentation around both the business and the legal models for distributed-ledger systems. The measured pace of regulatory evolution is both a feature and a bug. Moving too quickly on the basis of developments that turn out to be passing fads can have costs as well. The greatest reason for optimism that regulatory concerns will be resolved is that while governments are not going away any time soon, neither is the blockchain.
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10   Connecting the Legal and the Technical



The Education of Nicholas Szabo

Nick Szabo insists that he is not Satoshi Nakamoto. Yet it is easy to see why he is commonly identified as the mysterious creator of Bitcoin.1 Szabo, an experienced cryptographer and information-security researcher, created BitGold, a predecessor to Bitcoin that shares several of its attributes. He invented the concept of smart contracts in the 1990s. His libertarian politics match those in Satoshi’s writings, and his eclectic blog shows a fascination with the history of money. Speculating on whether Szabo or anyone else is the real Satoshi is something of a parlor game, but Szabo clearly appreciates the foundations of blockchain systems as well as anyone.

Given his interests, what Szabo did in the early 2000s is notable. It was an unusual step for a cryptographer: He went back to school to earn a law degree at George Washington University.2 To truly comprehend the issues involved in developing digital currencies and smart contracts, Szabo concluded, he needed to understand the law. Perhaps he was on to something.

“A legal contract is code executed on the brain of a lawyer,” Szabo now says.3 The fact that smart contracts can function without the machinery of legal enforcement does not make the law irrelevant. It means that developers should study the law to identify where the “dry code” of smart contracts can match the functions of the “wet code” of legal practice. This is one illustration of how cryptographic mechanisms and the law can be connected to build effective distributed ledger solutions. Governance by code alone has serious limitations, as we have seen. Law has its own flaws. Successful systems will need to draw from both.

There are several mechanisms to link the blockchain’s distributed, algorithmic trust structures with the human-interpreted, state-backed institutions of law. In some contexts, no legal involvement will be needed. In others, where the blockchain is purely supplemental, existing legal arrangements function normally without any special integration. In many cases, however, affirmative steps must be taken to combine the best aspects of distributed ledgers and centralized law. The two strategies to fuse legal and cryptographic enforcement are to make the law more code-like, and to make the code more law-like. Both are being explored.



Making Law More Code-Like

Law is not just a set of rules on a page. It is a dynamic enterprise with a complex and varied toolkit. New challenges call for new mechanisms of legal activity. Expert regulatory agencies, for example, were introduced in the 1930s to deal with the complexities of a technology-driven, industrial economy. Constitutional law scholar Bruce Ackerman suggests that these changes were significant enough to represent a sub rosa amendment of the fundamental governance structure in the U.S.4 The blockchain will not produce so dramatic a change, but it will stimulate innovative solutions to make law operate more consistently with governance through software code. Some examples now under development are regulatory sandboxes, safe harbors, modular contracts, and information fiduciaries.


Safe Harbors and Sandboxes

Safe harbors and sandboxes are express mechanisms to forestall legal enforcement. A safe harbor excludes certain activities from legal obligations. When firms can take sufficient steps to police themselves, a safe harbor incentivizes them to do so. It also defines what specific conduct is necessary. Perhaps the best-known safe harbors in the technology world are § 230 of the Telecommunications Act of 1996 and § 512 of the Digital Millennium Copyright Act of 1998.5 Both shield online intermediaries from liability for content flowing across their systems. Section 230 says that online services will not be treated as publishers, meaning that they are generally not liable for content created by their users. Section 512 offers similar protection for copyright infringement, so long as the online platforms take down infringing material when notified.

The breadth of these safe harbors, created in the early days of the commercial Internet, is problematic. They can make it difficult to restrict clearly harmful activity, such as online harassment, because the intermediaries have no incentive to take an active role. On the other hand, the twin safe harbors from the 1990s were a significant factor in the rapid growth of Internet-based applications. They were particularly important to the spread of user-driven Web 2.0 services and social media. The safe harbors encourage innovation by giving services the assurance that they will not face crushing liability for user-generated content.

These safe harbors recognize that the volume of user-contributed material for an online service may be so large that case-by-case review is impractical. Facebook simply cannot consider whether to accept every update to a user’s newsfeed in the same way that the New York Times considers what to put on its front page. And to the extent that there are technical means of policing content, they will more likely be deployed if service providers have immunity. Otherwise, their steps to regulate content will open them up to more liability every time something slips through the cracks. The safe harbors, therefore, create an online content environment more suited to the code-based world of the Internet than the traditional world of print publishing.

Coin Center, a think tank for cryptocurrency regulatory questions, advocates a new, legislative safe harbor for blockchain-based start-ups.6 It would bar the imposition of state and federal rules requiring licensing or registration, such as money transmission laws, on blockchain-based services that lack control over user funds. “Control” would be defined as the “power to execute unilaterally or prevent indefinitely a transaction on a blockchain network.” A custodial exchange, which holds users’ private keys and creates risks for users analogous to money transmitters, would still be subject to regulation.

Sandboxes are similar to safe harbors, but limited in time or scale. A regulatory sandbox exempts certain companies or activities from regulation as a means to foster experimentation and start-up activity. Unlike a safe harbor, a sandbox is not necessarily permanent, and it usually applies only to new companies. One of the concerns about the Internet safe harbors is that they were designed to help nascent firms without the resources to police content on their platforms, but wound up helping titans like Google and Facebook. A sandbox can be constructed to apply to organizations at early stages of development, but disappear when they mature.

Like safe harbors, sandboxes allow legal regimes to operate in a manner more hospitable to software-directed environments. The term “sandbox,” suggesting a well-bounded space for play and experimentation, is also used in computer science. A software sandbox allows code to execute in a walled-off environment without risk to the larger system.

In the United Kingdom, the Financial Conduct Authority (FCA), the primary financial regulator, established a Fintech Sandbox program that allows companies to experiment with new services.7 Companies apply to operate in the sandbox, and if approved, they gain permission to introduce services without being subject to certain regulatory obligations for a period of time. The companies’ activities are closely monitored by the FCA, which gains a better understanding of these new platforms. The largest percentage of companies accepted into the first round of the sandbox were blockchain-related. In the FCA’s report on the initial cohort, it noted that issues with “execution time uncertainty, volatility in the value of digital currencies, liquidity requirements, transaction fees, and the availability of exchanges” emerged in its tests, and it required firms to guarantee refunds to customers who lost their money in the conversion to cryptocurrencies.8 These insights can be the basis for informal guidance or formal rules in the future.

There is nothing quite comparable in the U.S. at this time, although the Commodity Futures Trading Commission (CFTC) recently established a LabCFTC program to allow experimentation with blockchain-based systems for derivatives trading.9



Modularizing Contracts

Private law can be made more code-like as well. Most business contracts are essentially modules that lawyers string together and customize. Some sections describe business terms and what should happen under defined circumstances. Such operational aspects are the kind that can often be automated in smart contracts.10 Other parts of contracts are nonoperational or legal terms, such as limitations on damages, indemnification, confidentiality, and choice of law or forum. Lawyers often reuse standard clauses, which they adapt and negotiate for the particular transaction.

To make this contract-drafting process more analogous to the formalized coding that goes into a smart contract, the contractual clauses can be represented as components that are assembled into a digital document using a markup language. Templates could be created from these modules to provide baseline agreements for common scenarios. Lawyers would still play a role in customizing the templates, deciding which variations to use, and negotiating contentious terms. The skills required of lawyers would have to change, with the field becoming more like legal engineering.11 Legal code audits could also be implemented to ensure that the contracts match the parties’ intent, analogous to the security audits widely used by firms engaged in software development.12

Several initiatives are developing exactly this sort of system. These include OpenLaw, a project of Ethereum development studio Consensys;13 the start-ups Clause.io and Agrello;14 the smart-contract templates group of the R3 consortium;15 and the CommonAccord and Legalese projects.16 Some of these are focused more on the nonoperational side, making the process of legal contract drafting more efficient. Others are concentrating more on operational templates that can be incorporated into smart-contract systems. By standardizing the elements of smart contracts ahead of time and making them easier to review, such mechanisms should cut down on the errors that led to failures such as the hack of The DAO.

There are also initiatives to create specialized model contracts, most notably for initial coin offerings (ICOs). The Simple Agreement for Future Tokens (SAFT) is a standard agreement designed by the law firm Cooley LLP, the angel investment group Angelist, and Protocol Labs, the parent company of the Inter Planetary File System (IPFS) distributed-storage project.17 It was first used in the Filecoin token sale by Protocol Labs, which raised more than $250 million in the largest ICO to date.18 It quickly became the dominant mechanism for U.S.-based ICOs, because it seemed to offer a path to fit token offerings into existing securities laws.

The distinctive feature of the SAFT is that it splits the promise of future tokens (which is treated as a regulated security offering) from the distribution of operational tokens. The initial transaction is typically handled under SEC Regulation D or Regulation Crowdfunding, two of the exceptions to the registration requirements for securities offerings. These come with significant limitations. A Regulation D offering can be made available only to accredited investors (those verified to have more than $1 million in net worth, or income in excess of $200,000 individually or $300,000 for a household). A Regulation Crowdfunding offering can only raise slightly more than $1 million. Filecoin’s success at attracting huge sums of capital despite the accreditation hurdle suggests that these are not insurmountable restrictions, but they do move away from the concept of ICOs as a global fund-raising tool that gives all individuals freedom to invest in new instruments. A significant chunk of Filecoin’s funding, and that raised through other major SAFTs, came from venture capitalists and hedge funds granted preferential terms.

The biggest concern about the SAFT is that it does not guarantee that once a network is operational and tokens are issued, they can be resold into the public market and not treated as securities.19 As the Securities and Exchange Commission (SEC) made clear in its Munchee enforcement action, a token can still constitute a security even if it has utility for a cryptocurrency application. Issuers who rushed to employ the SAFT have had to reconsider what happens when the initial purchasers seek a return on their investment. As the SEC offers further guidance on ICOs, different standardized contracts could replace the SAFT as the favored tool.

As the SAFT story demonstrates, modular contracts do not necessarily resolve hard legal issues. Where these approaches add value is in separating blockchain functionality from more conventional aspects of activities. By defining more concretely the scope of traditional contracts, they can provide clarity on where smart contracts may have room to operate.



Information Fiduciaries

In May 2017, the Kraken cryptocurrency exchange experienced a flash crash.20 A large Ethereum sell order exceeded the buy orders pending in its order book. Following standard procedure, the exchange automatically lowered the trading price until it could complete the sell order. The price of ether on Kraken dropped from nearly $100 to $26 in a matter of seconds. Shortly thereafter, someone launched a distributed denial of service (DDOS) attack that overwhelmed Kraken with spurious network traffic, preventing customers from accessing their accounts for roughly an hour.

Many customers had issued stop loss orders for Kraken to liquidate their position if the price of ether fell below a certain point. Others had purchased ether on margin, also subject to liquidation conditions if the price fell. During the period of the DDOS attack, these customers could not access their accounts, and their ether was sold at an artificially low price.

Similar flash crashes have occurred on other exchanges. Some have voluntarily reimbursed customers for losses. Kraken did not do so for traders holding ether on margin. A class-action lawsuit was filed two months later, accusing Kraken of failing to take sufficient steps to prevent the liquidation, and of being unavailable during the DDOS attack.21 It sought damages in excess of $5 million. The facts involved were exotic, but the legal claims were pedestrian: negligence and breach of contract.22

The interesting aspect is that this case was filed at all. To Silver Law Group, the law firm behind the class action, the fact that cryptocurrencies were involved was insignificant. Customers suffered losses. Someone should be held legally responsible. Whether or not the Kraken lawsuit succeeds, this line of thinking will appear elsewhere. If a jury believes a defendant caused an injury, it will not be concerned that the money involved is not “real.”

Kraken is a centralized exchange, not a blockchain. However, there is no reason that the same logic would not apply when participants in distributed systems experience legally cognizable injuries. Had the hack of The DAO not been reversed by the Ethereum hard fork, those who lost money would likely have sought legal recourse. The DAO itself was just software, with no management team. However, there was a group of developers at Slock.it that wrote and published that software, along with the companion website. In its investigative report, the SEC concluded that Slock.it was legally responsible for the structure of The DAO’s token offering under securities laws.23 The same analysis would likely apply in a private lawsuit as well. The Ethereum Foundation might also have been sued for helping to promote The DAO, or for the limitations in the Solidity programming language, although those theories would be more difficult to establish.24

There are many other situations where organizations involved in blockchain-based projects might be exposed to legal liability. For example, a number of Dapps are using the blockchain for digital identity systems. These systems are designed to verify identity credentials and record information on a distributed ledger that allows attestations without release of information. In other words, a website or financial-services provider could verify that a customer was over eighteen years old, a U.S. citizen, and not on a terrorist-funding watch list, all without actually seeing any of the customer’s personal information.

The issue with such systems is what happens when something goes wrong. If a bank accepts a customer it should not because of its reliance on the blockchain-based digital identity provider, is the bank legally liable when something illegal happens? Is the identity provider? In conventional business-to-business arrangements, such issues are covered through contracts between the parties. These almost always contain representations and warranties, indemnification clauses, and other mechanisms to allocate responsibility in case of a breakdown. When access to the identity attestations is through a smart contract acting on records stored on a blockchain, such provisions may not be so clearly spelled out, nor are they easy to implement.

Some of these legal questions, like those in the Kraken lawsuit, will be relatively straightforward. Others will not. The more decentralized and autonomous the entity directly providing the service at the core of the lawsuit, the more challenging the situation. The legal system will need to evolve new practices and doctrines. Historically, tort law had to change with the growth of retail commerce in the nineteenth and early twentieth centuries. Old requirements such as privity of contract—the requirement that an injured customer sue only the dealer, not the manufacturer, even if the manufacturer were at fault—went by the wayside. New legal doctrines, such as strict liability for product defects, came into being. The same process will occur in the distributed ledger world.

In particular, something equivalent to fiduciary duties is likely to arise for public blockchain networks. Legally, a fiduciary is someone in a position of special responsibility. This includes directors and officers of corporations, trustees managing trusts, executors of wills, lawyers, and doctors. A fiduciary has to put the other party’s interests ahead of its own. It must do more than act in a truthful way; it must take an appropriate degree of care and avoid conflicts of interest. The class of fiduciaries is not fixed. It expands to cover new relationships that exhibit the same dependencies.

Legal scholars Jack Balkin and Jonathan Zittrain have suggested, for example, that dominant Internet-based platforms such as Google and Facebook should be treated as “information fiduciaries” because they have such strong control over personal information online.25 Many financial-services providers are treated as fiduciaries because of the degree to which investors rely on them and the strong incentives to leverage the relationship for personal gain.

Those developing public blockchains bear many indicia of fiduciaries. Permissioned networks are limited to identified entities who can generally enforce their rights through contractual relationships with the network operator. On a public network, however, participants have less leverage. A holder of bitcoin or ether depends on the network for the integrity of its tokens. Law professor Angela Walch argued after the attack on The DAO that blockchain developers should be treated as legal fiduciaries.26 A fiduciary needs to be in a special relationship of trust that makes the other party uniquely vulnerable. Given the absolute control that blockchain networks exert over users’ currency holdings and the potential for arbitrary governance decisions, that test might well be met.

Following the hack, the Ethereum Foundation had to decide whether to propose a hard fork, thus returning the currency held by the attacker. In that context, there was no dispute who was the thief and who was the legitimate currency-holder, but in other situations, the distinction might not be so clear. And there are other ways that the network might take advantage of its users. The software developer could collude with miners to implement advantageous consensus rules for certain mining hardware in return for a kickback, for example. In the Bitcoin scaling debate, there were many accusations about certain core developers who were employees of Blockstream, a venture-backed start-up created to commercialize Bitcoin technology.

To talk about fiduciary responsibility, there has to be an identifiable fiduciary. The Ethereum Foundation is a legally constituted entity. The Bitcoin core development process is more scattered. Even with Ethereum, however, miners do not have to use the code produced by the foundation. Ethereum Classic (ETC) was born when a splinter group chose to reject the update reversing the hack of The DAO. The degree of control that any entity exerts over the blockchain network will depend on the circumstances. Several ICOs, such as Tezos, NEO, Qtum, and EOS, are planning blockchains that compete with Ethereum, and their decisions structuring the token sales frame the economic model for the network. The viability of these networks is tied to trust, so if they take advantage of users, those users are likely to exit.

The information-fiduciary concept could align the locus of legal responsibility with the locus of code on blockchain networks. The obligations involved might be considerably less than for traditional fiduciaries because blockchain network operators lack the ability to engage in many forms of harmful behavior. For example, they cannot easily abscond with user funds, even though they establish the network, because those are records on an immutable blockchain.27 How exactly such a regime would operate and how it would be implemented legally remain to be worked out. Information fiduciaries might simply be a conceptual model for self-defined governance rules of blockchain networks. They illustrate how old legal doctrines may still help address very novel situations.




Making Code More Law-Like

Just as regulators and lawyers can adapt to the blockchain environment, distributed ledger systems can become more hospitable to legal enforcement. The three main pathways being explored are to integrate the terms of legal and smart contracts, to integrate traditional legal enforcement mechanisms into smart contracts, and to integrate law-like governance processes into blockchain platforms.


Templates and Contractual Integration

The simplest way to make blockchain-based systems more consistent with legal enforcement is literally to connect the two. Even if smart contracts can be enforced in court under the basic principles of contract law, they serve a different function than the fundamentally remedial institution of contracts.28 Smart contracts are good at setting forth anticipated conditions and consequences ex ante, and then ensuring the consequences occur upon fulfillment of the conditions. Legal contracts are good at cleaning up the mess when, as inevitably occurs, things do not go according to plan. There is no reason, however, that the two mechanisms cannot coexist. Difficulties arise when the smart and legal contracts disregard one another, as in the collapse of The DAO.

The alternative approach is to pair smart contracts and legal contracts explicitly. Information security expert Ian Grigg first explored this idea in 2004, before the advent of cryptocurrencies, as part of the Ricardo digital transaction platform for financial instruments.29 Ricardo defined its contracts as having three components: legal code (the human-readable text of a contract), computer code (the executable steps of a smart contract), and parameters (the variables that influence how the computer code executes). The legal code included the cryptographic hash string of the computer code, which guaranteed that it was referencing the proper smart contract. In parallel, the smart contract included the cryptographic hash string of the legal contract text. Thus, the two were definitively linked. If there was a problem with the smart contract, one could turn to the legal contract for resolution. Grigg called this structure the “Ricardian contract” because it was developed for the Ricardo system.

Like Szabo’s original notion of smart contracts, Ricardian contracts were largely a theoretical construct prior to the blockchain, and in particular, Ethereum’s successful implementation of blockchain smart contracts.30 The approach has since been rediscovered. Several groups are building solutions using the mutual hashing of smart and legal contracts, including a subgroup of the R3 consortium led by the British bank Barclays,31 the Monax Burrow software now part of the Hyperledger open-source initiative,32 and OpenLaw.33

With this approach, the human and smart contracts explicitly reference one another through digital signatures. In contrast to The DAO’s terms of service, which privileged the algorithmic contract over the human-readable explanations, this approach makes each dependent on the other. A court or other decision-maker can use the conventional contract to understand the intent of the smart contract, which handles execution of the agreement.34

Not every smart contract will require a bespoke, human-negotiated contract alongside it. As with the contract system today, forms will be widespread for business-to-consumer and low-value agreements. In many cases, the costs of dispute resolution will so far exceed the potential recovery that “quick-and-dirty” reliance on the naïve actions of machines will be sufficient. Regulation of intermediaries such as registries may obviate the need to specify legal terms for every associated smart contract. As blockchain-based systems become more familiar, a combination of custom, common law, and model legislation is likely to develop to address common situations.



Arbitration, Oracles, and Computational Courts

Contractual integration links the substantive terms of a legal agreement with those of a smart contract. A different approach is to take some aspects of enforcement out of the automated system of the smart contract. In other words, a smart contract can be self-executing but not fully self-enforcing, thus avoiding the ambiguities and limitations of automated, code-based enforcement.

Many smart contracts will already need to interface with the outside world. For example, a call option to buy a security at a certain price can be executed algorithmically on the blockchain, with payment made in bitcoin or another cryptocurrency. The blockchain, however, does not know stock prices. That information must be provided to the smart contract through an external connection, either to an automated data source or a human arbiter. Those external sources are called “oracles.”35 Some oracles are just traditional data feeds designed with interfaces for smart contracts to process them in an automated way. Thompson Reuters, one of the largest business publishing firms, is making some of its data feeds available in a manner designed to function as smart-contract oracles.36 Oraclize is a start-up focused entirely on turning data feeds into oracles.37

As Wright and De Filippi point out, oracles could be extended to dispute resolutions by courts or private actors.38 Oracles can also be humans. Consider a simple smart contract in which each of the parties has a private key and a third key is given to an expert arbitrator. The smart contract requires two of three keys in order to execute, known as a “multiple signature (multisig)” arrangement. If the parties agree that the contract has been fully performed, they provide their keys and the smart contract executes. If there is a dispute, the parties turn to an arbitrator, who either provides a key along with that of the party seeking to enforce the contract, or refuses it, therefore preventing completion of the transaction. The system has just mimicked a legal arbitration process.

Smart contracts could by default incorporate arbitration mechanisms or rollback provisions. They could be designed to operate only in extreme cases, with high barriers through the design of the multisig process. This would help address extraordinary cases such as the attack on The DAO. Alternatively, they could be used to create a regular outlet for private dispute resolution, in the way that so many business-to-consumer form contracts today push disputes into arbitration. Balaji Srinavasan, a blockchain investor and founder of the start-up Earn.com, suggests optimistically that “over time blockchains will provide ‘rule-of-law-as-a-service’ as an international, programmable complement to the Delaware Chancery Court.”39

The distributed nature of the blockchain may call for new enforcement mechanisms that are themselves distributed.40 For example, new international arbitration networks might need to be developed that are tuned to the needs of blockchain disputes, much as the World Intellectual Property Organization created the Uniform Dispute Resolution Process (UDRP) to handle trademark disputes over Internet domain names.41 However, because arbitration decisions could in some cases be directly executed on the blockchain and would apply on a peer-to-peer (P2P) basis, blockchain arbitration systems would be different from any current example.42 Andreas Antonopoulos and Pamela Morgan proposed a decentralized arbitration and mediation network (DAMN) for funding to The DAO in May 2016.43 Although the collapse of The DAO prevented consideration of their proposal, others are proposing similar ideas. For example, Mattereum, a project from blockchain entrepreneur Vinay Gupta, hopes to establish a private network of arbitrators tied to proprietary smart-contract templates.44

The trade-off of an arbitration regime is that it reintroduces intermediation to the decentralized blockchain environment. As Internet law scholar James Grimmelmann and computer scientist Arvind Narayanan put it, “[A]n arbitrator who can give you back your car is also an arbitrator who can take your car away from you. He’s an intermediary of precisely the sort the block chain was supposed to eliminate.”45 Once again we run into Vili’s Paradox: a well-governed blockchain system is not truly decentralized, and a truly decentralized blockchain system will not be well governed.

Computational courts and juries are a further extension of decentralized dispute resolution with the purpose of overcoming this challenge. They attempt to automate the process and avoid the need for predefined decision-makers or laws. Instead of arbitrators resolving disputes, these mechanisms employ the wisdom of the crowd through structured voting mechanisms implemented through smart contracts.46

Augur is trying to implement the computational jury approach. Augur, introduced in chapter 8, is a platform for creating markets in which users can stake real money (in the form of cryptocurrency) to trade on the outcome of predictions. As noted earlier, one reason that real-money prediction markets such as Intrade were shut down by regulators is that they could be used in illegal or unethical ways. A prediction market for the murder of one’s mother-in-law, for example, would be troublesome.

Augur uses a system in which participants in the marketplace purchase a token, called REP. When someone creates a market, such as a prediction that the president will be impeached within a certain period of time, they post a bond in REP. They get the bond back if the market is legitimate. (Those who wish to bet on the outcome of the prediction do so in ether or some other cryptocurrency.) A randomly selected group of “reporters”—analogous to a jury—is tasked with verifying the outcome. Those reporters must also post a REP bond. The reports can be challenged, and if a second, randomly selected jury agrees with the challenge, the reporter providing incorrect information loses her or his bond.47

Augur hopes to produce verified outcomes without having to trust a central authority. Even for an agreed-upon fact, such as who wins the World Series, Augur itself need not assess whether a prediction is accurate. It can decentralize that step, potentially making its system more scalable and overcoming controversies around less-definite outcomes. Like the real-world jury system, helping to decide cases for fellow community members becomes an obligation of “citizenship.”

If this mechanism works, Augur could turn into a kind of self-organizing oracle for anything. And as its founder points out, financial derivatives are essentially just complex bets on the future. Through eliminating transaction costs of intermediation, Augur hopes to “democratize and decentralize finance” by “enabling anyone, anywhere, at anytime in the world to create and speculate on derivatives at a low cost for the first time.”48 Like Bitcoin, it promises to take activities that traditionally required central authorities and spread them across a community motivated through incentives.

Augur uses the same system to police illegal or unethical activity. Reporters can mark contracts as “undeterminable/unethical.” If this option achieves a majority, perhaps after a second round of reporting, the contract can be terminated and the REP deposit returned. Reporters are incentivized to make good ethical judgments in the same way that they are incentivized to make accurate factual assessments: Otherwise they risk losing their REP. In theory, Augur does not need to define community standards; the community self-defines them.49 Augur chief executive officer Joey Krug acknowledges that this will likely apply to a limited category of conduct: “In practice, I think the [commonly agreed-upon standard] for ‘what is unethical’ will only be things that are considered unethical in a majority of cultures around the world.”50

Augur’s computational juries are a fascinating effort to re-create something like a legal system entirely on cryptoeconomic principles. But there are plenty of reasons for skepticism. A majority of participants may believe that something is ethical—such as using certain illegal drugs—that is nonetheless illegal in the relevant jurisdictions. Whether something is ethical may be much harder for a reporter to decide than whether it is factually correct. The risk of losing REP if their decision is successfully challenged may make reporters shy about selecting the “undeterminable/unethical” option. And those two categories are actually quite different from one another. At minimum, though, Augur’s system could provide data to build other decentralized dispute resolution platforms. The Aragon project, described in chapter 5, has a similar concept for decentralized courts governing blockchain-based corporations, including multiple levels of appeal up to a Supreme Court.51

Any of these voluntary mechanisms could be baked into blockchain applications, or even legally mandated in some cases. The full range of incentives and governance mechanisms could be used to encourage compliance with desirable approaches. For conventional disputes, the Federal Arbitration Act directs U.S. courts to accept private arbitration decisions when fraud is not involved, and the New York Convention extends reciprocal recognition of arbitral awards worldwide. National legislation and international agreements could create similar legal force for appropriately designed blockchain dispute resolution systems.52



On-Chain Governance

One of the biggest problems with blockchain networks as governance institutions is the difficulty of changing foundational rules. This is Vili’s Paradox once again. Systems that have well-structured mechanisms for considering and implementing changes to consensus rules or other attributes are not fundamentally decentralized. The ultimate solution to the paradox would be to have a governance system that is as decentralized as blockchain consensus mechanisms themselves.

Even though Bitcoin lacks a formal governance structure, its developers have rigged a voluntary signaling mechanism for technical changes, BIP 9,53 under which miners can broadcast their willingness and readiness to adopt changes. A similar process was used for the Segwit upgrade. Segwit automatically activated on the Bitcoin network after a threshold of 80 percent of network hashing power signaled for it.54 While signaling thus enables a crude voting mechanism for controversial Bitcoin protocol upgrades, it leaves much to be desired as on-chain governance. The thresholds for approval are arbitrary. They are set centrally by those who propose the upgrades. Even more important, BIP 9 only signals; it does not enforce policies. Debates about scaling Bitcoin still require agreement among a critical mass of network participants.

There are several efforts underway to create true on-chain governance. A project called Rootstock is trying to create a smart-contract layer on top of Bitcoin.55 It incorporates a built-in process giving both miners and users the power to make binding votes on network changes. Projects such as Decred, Dfinity, and Tezos are building entirely new blockchains with governance mechanisms baked in.56 These systems use algorithms to allow network participants to vote on changes to the protocol. Proposals receiving sufficient support are automatically implemented. Decred successfully executed a change to its algorithm for allocating these voting tokens using the governance mechanism in the spring of 2017. Tezos, a more ambitious project, held one of the largest ICOs based on its governance concept.

There are limitations to these systems; they do not fully overcome Vili’s Paradox.57 They internalize many aspects of the rules governing distributed ledger systems. However, they generally rely on hard-coded rules for democratic voting to carry out changes. And they advantage large holders of tokens over other constituencies such as miners, developers, and active users. This may be a very good way to govern; it may even be, to paraphrase Winston Churchill, the best possible choice from a set of bad options. It is not perfect. Any governance structures that are imperfect will eventually need to be modified by someone. Moreover, humans need to define the rule changes that network participants vote on and code the software to implement them if adopted. The on-chain governance systems make the blockchains operate more like a human-based legal or governance regime, but they still leave gaps that traditional institutions will fill.

How successful these various approaches to law and the blockchain will be is far from clear. Old and new trust architectures will be fluid. Governance mechanisms and hybrids of code and law are the ways forward, but most of the details remain to be worked out. If they can be, the door is open to solving a wide variety of economically and socially significant problems in new ways.




Fusions of Cryptogovernance

Recall the diagram of things that cryptoregulate presented in chapter 8. Each of the four modalities—cryptography, law, self-interest, and trust—is a form of governance. Blockchain-based systems incorporate all of them into hybrid solutions, as illustrated in table 10.1.


Table 10.1

Forms of Blockchain Governance




	
	
	Governance by Constraint

	
	Governance by Action




	Objective governance

	
	Cryptography

	
	Self-interest




	Subjective governance

	
	Law

	
	Trust







This framework for cryptogovernance expands upon Vitalik Buterin’s distinction between subjective and objective cryptoeconomic systems, discussed in chapter 5. Cryptography and law govern by constraint: they limit what people can do. Self-interest and trust shape people’s choices so that they choose voluntarily to act in a certain way. Cryptography and economics are forms of applied mathematics whose effects, over a sufficiently large data set, can be modeled objectively. Law and trust are human-erected systems that always involve some measure of judgment and values.58

The governance challenge for blockchain-based systems is to merge these modalities. Each form of governance is imperfect by itself. Vili’s Paradox reflects the separation of cryptography and self-interest. Economic incentives operate through decentralized decision-making, but they must be shepherded through centrally defined, cryptographically enforced rule sets. Vlad’s Conundrum—that true freedom will be abused to cause harm—describes the separation of cryptography from law. Computer code neither knows nor cares whether it enables illegal behavior. Cryptographic constraints alone cannot ensure effective governance of distributed ledgers because they cannot comprehend human motivation. Humans will inevitably find ways to exploit the vulnerabilities of the system because they are motivated substantially by self-interest. Whoever attacked The DAO followed the rules of the smart contracts and the consensus mechanism. Bitcoin mining pools insisting on block sizes that maximize their income are doing nothing inconsistent with Nakamoto Consensus.

The economics of self-interest can explain such behavior. It can also help create responsive institutional structures. Yet economics cannot say, “Thou shalt not steal” or “Take one for the team.” As critical technology theorist Adam Greenfield observes, governance through cryptocurrencies embodies a worldview in which everything has a price and can be traded in a market.59 While that could lead to cooperative arrangements of mutual assistance, it could also give the cryptowealthy all of the power and none of the limits of a liberal democratic society.

Economic predictions have bite because most people respond rationally to incentives. However, economics cannot enforce obligations in the way that unbreakable cryptography can. Where incentives are misaligned or something other than economic rationality influences behavior, it hits its limits.

Bitcoin brought cryptography and self-interest together through the cryptoeconomic structure of proof of work. However, the fusion is imperfect. It operates on the microscale of consensus, not the macroscale of the networked system. Although there are interesting experiments to extend cryptoeconomic principles to governance of communities, all have risks or weaknesses. And none has yet been adopted in a system operating at scale, where there is significant money at stake.

Connecting law and trust poses similar challenges. As discussed in chapter 8, sometimes the two forces are well aligned, and other times they act in opposition. Once again, the problem involves levels of analysis. On the microscale of individual interactions, too much legal formality is a threat to trust. It implies that enforcement is necessary, which in turn implies that trust is insufficient. That dynamic can itself undermine trust. One reason that blockchain-based systems are effective in creating distributed trust is that instead of law, they rely on cryptography and can avoid such problematic legal oversight.

At the macrolevel of governance, however, things look different. Too much legal formalism can be troublesome in small groups with strong interpersonal trust, but in larger and more diverse communities, it creates fewer concerns. Formalized legal institutions such as democratic representation structures and judicial enforcement processes create a low-transaction cost environment for social interaction. Private exchanges and financial intermediaries replace handshake deals with systematized rules. The Nobel Prize–winning economic historian Douglass North traced how the growth of such institutions bridged the gap between small, family-based clusters and the large national and international transaction environments of modernity.60

The challenge is to create legal regimes based on more than coercive sanctions. One reason is that those sanctions are not always effective. Tom Tyler’s work showed that deterrence is not the primary reason that people obey the law.61 Instead, it is the sense that law is implemented in a fair and thus legitimate way that determines compliance rates. Legal sanctions also require a community operating within the territorial boundaries of a sovereign actor. Mechanisms to enforce laws outside a country’s physical geography, such as extradition, are cumbersome. And they tend to work only when both jurisdictions have consistent legal regimes.

In the blockchain context, the problem of legal compliance is magnified. Those who do not trust the law can more easily relocate to a more favorable jurisdiction, as in the response to the BitLicense in the State of New York, or they can use cryptography to hide from it. Nonetheless, as Ross Ulbricht and Alexander Vinnik discovered, the law will pursue. However, such legal enforcement involves cost, uncertainty, and collateral damage. It is far better to write laws that are actually followed. This is often easier said than done, though. There is much work to be done in developing trusted legal rules for distributed ledger activities, as discussed in the previous chapters.

In liberal political theory, the social contract and democratic mechanisms provide a bridge between law and trust. Yet, as we have already seen in the motto of the Internet Engineering Task Force (IETF), which rejected voting in the same breath as kings and presidents, the cyberlibertarianism that animates the original Bitcoin community finds that solution unacceptable.62 When the long-running Bitcoin scaling debate became particularly contentious in 2015, the administrator of the Bitcoin.org website and discussion forums refused to allow open debate on proposed alternatives. He declared, “One of the great things about Bitcoin is its lack of democracy.”63

The four-quadrant cryptoregulation model reveals additional potential fusions. On the diagonal, the integration of law with incentive-based models represents a well-trod path. Using economic techniques to assess legal rules and regulatory requirements can fairly be called the mainstream analytic approach in law today, at least in the U.S. Even most of the criticisms of the law and economics consensus adopt its language, incorporating behavioral economics, capabilities theory, or post–Chicago School insights around market failure to criticize the approach on its own terms.

The opposite diagonal, cryptography and trust, is also very familiar. It is largely the way that security is implemented for digital systems today. People and organizations place their data on the Internet, and engage in transactions there, because of the robustness of cryptographic methods of protection. As with law and economics, there are limitations to cryptography and trust. For example, the most secure cryptography in the world will not protect against a user volunteering a password in response to a misleading “spearphishing” email. Hillary Clinton’s campaign chair, John Podesta, trusted incorrectly, and as a result he allowed Russian hackers to circumvent the cryptographic locks on his email history and access all his messages.

On the vertical dimension, the gap between cryptography and law lies in the difference between how we express ourselves to each other and how we program our computers. Law can never be reduced fully to objective rules. Portions of it certainly can be, with significant benefits. Yet that only makes the parts that cannot more important. Hard-edged, cryptographically secured code can never fully encompass human intentions. This is the problem of smart-contract expression discussed in chapter 6.

More generally, because it is expressed in finite systems, the cryptographic dimension of distributed ledger systems cannot bootstrap itself as law can. Legal systems incorporate both the rules themselves and the institutional processes of rule-making. Law is not just an exercise of reading predefined codes; it is inherently dynamic.64 It incorporates both of Vili Lehdonvirta’s functions: rule making and rule enforcement. Another necessary dimension of blockchain governance, therefore, is the fusion—imperfect though it may be—of cryptography and law. Such mechanisms were discussed earlier in this chapter.

That leaves trust crossed with economics. Such a fusion must explore behavioral motivations that go beyond economic incentives. The affective dimension of trust—what Oliver Williamson described as noncalculative behavior—may be impossible to account for in transaction-cost economics, as Williamson argued.65 It has significant value in the larger framework of governance. Successful distributed ledger systems are ones in which trust structures are aligned at the governance level. Ironically, one of the basic reasons to adopt distributed ledger technology is the limited trust among participants in a network.

The heart of the governance problem with Bitcoin scaling relates to Frank Knight’s definitions of risk and uncertainty, as discussed in chapter 5. Mining bitcoin involves risk: the returns may not exceed the expense involved. However, the risk is calculable, so miners can rationally decide whether to invest. Similarly, users can decide whether to trust the blockchain because the risks involved are comprehensible. The code, which defines the governance rules for consensus, is public. And there is now a history upon which to base empirical decisions.

Changing the consensus algorithm in fundamental ways, however, opens up significant uncertainty. Even a simple expansion of block size could threaten the stability of the system, according to many Bitcoin core developers. How any change will affect the various interested communities over time is a difficult question to answer. The more decisions change the shape of the distributed ledger network over the long run, the harder it is to evaluate commitments, which may be costly to unwind. In transaction-cost economics, these are known as the problems of asset specificity and bounded rationality.

Governance is a fundamentally hard problem. Blockchain technology addresses a particular governance challenge—consensus about the status of the ledger—in a new way. That does not by itself resolve the higher-level coordination challenges that blockchain networks face. Effective solutions will need to draw upon the best aspects of legal and technical trust.
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11   An Unpredictable Certainty



As Speculative as They Are Rich

In 1994, the National Research Council (NRC) of the United States assembled a blue-ribbon panel of business and technology leaders to consider the future of what was then still called the National Information Infrastructure. The group issued its final report in 1996. The title, The Unpredictable Certainty, captured perfectly the prospects for the Internet then, and for the blockchain today.1

Observing that “[t]he opportunities presented by the evolving information infrastructure are as speculative as they are rich …”2, the report’s authors nonetheless expressed confidence that “the technology and its uses will advance steadily,”3 and that the Internet was “an extraordinary platform for innovation, one that is perhaps unique in human history.”4 That the nascent digital network of networks would change the way people lived, worked, and communicated was a certainty. How and when, however, were unpredictable beyond a short time horizon.

“As speculative as they are rich” is an apt caricature of the cryptocurrency millionaires piling their bitcoin and ether profits into initial coin offerings (ICOs). It is also a good description of the opportunities that the blockchain and distributed-ledger technologies present. The development history of the Internet provides useful guidance for the blockchain’s future in two ways: It shows how the promise of decentralization can be undermined as systems scale. And it suggests a path for blockchain technology to reinvigorate the immense promise of the open Internet.

By 1996, when the NRC published its report, companies such as eBay, Amazon, and Yahoo! were already established. The first graphical web browser, NCSA Mosaic, had been released three years before, and the first major commercial browser, Netscape Navigator, a year after that. Bill Gates had issued his famous internal memo declaring that the Internet was now the top focus of Microsoft, the world’s most powerful technology company.5

Yet popular adoption of the Internet was quite limited. AOL, the online service that most people used to access the Internet, had 5 million members, and the total U.S. online audience was about 20 million. On average, these users spent about thirty minutes per month on the web.6 (Today, Americans average about four hours online per day.)7 Social media, messaging, mobile Internet access, and streaming media as we know them did not exist. Pundits of the era could still describe the Internet as a “trendy and oversold” fad.8 What looks in hindsight like an inevitable march toward user adoption, corporate engagement, and global diffusion seemed deeply speculative twenty years ago.

If specific technology developments were not foreordained, neither were legal responses. The U.S. government could have strangled the Internet in its crib. It nearly did. Congress in 1996 passed overbroad criminal penalties for “indecent” content online, which could have killed off search engines and other services due to fear of liability. Instead, the harmful portions of the law were struck down in court, and an amendment granted intermediaries broader immunity for user-provided content than traditional content publishers or distributors. The Federal Communications Commission (FCC) could have authorized onerous per-minute charges for Internet access and banned Internet-based voice communications; instead, it embraced the technology. The U.S. could have used its control over the root of the Internet’s domain name system to impose all sorts of restrictions; instead, it transitioned oversight to the Internet Corporation for Assigned Names and Numbers (ICANN), an international, privately run, multi-stakeholder body.

Any of these steps—and many others—could have slowed and perverted the growth of the open Internet. The cyber libertarians of the 1990s were wrong that the Internet could escape the clutches of territorial legal regimes, but they were right that governments and courts should take the Internet’s potential seriously.

The blockchain is today’s unpredictable certainty.

The genie of decentralized trust is out of the bottle. Bitcoin demonstrated that trustworthy record-keeping and value exchange were possible on a distributed ledger. Ethereum showed that smart contracts could automate complex transactions. Even if every major platform and Dapp in operation today failed, others would take up the mantle. Decentralization and shared truth have powerful applications in so many contexts that technical capabilities will eventually match market needs. Yet there are serious unanswered questions, as discussed throughout this book.

Inevitably, at a time of boundless enthusiasm about the potential of blockchains and distributed-ledger technologies, most discussions focus on the benefits rather than the risks. It is more exciting to describe how systems are supposed to work than to speculate about what would happen if they did not. Intoxicating talk of revolution, disruption, and changing everything is in the air. Those who question the upbeat narratives are usually skeptics of the whole enterprise. Many influential commenters have explained all the reasons why Bitcoin could not possibly work, would not replace cash, was a Ponzi scheme, and would never be of interest to the general public. More recently, critics argue that regulators will never allow blockchains to succeed, that Bitcoin is the only viable blockchain, and that established companies will never use the technology.

The cheerleaders and the naysayers make the same mistake: They confuse parts of the story for the whole. Years of real-world experience involving thousands of people, hundreds of companies, and billions of dollars of investment show that blockchain consensus actually works. At least, it works as much as one could say the Internet works.

On the other hand, the jury remains out on whether this innovation will amount to more than an interesting new asset class for specialized investors and a tweak to enterprise database architectures. A great deal of business activity and experimentation is occurring. There are some real-world success stories and validated use-cases. There is not yet a Yahoo! or Netscape of the blockchain economy, let alone a Google or Wikipedia. Perhaps such a company is operating today, but not yet at the same level of impact. Even if blockchain adoption reaches Internet scale, there is no guarantee that systems will retain the protean openness and decentralization that make projects like Bitcoin and Ethereum so exciting.

Participating in the blockchain universe, as either a buyer of coins or a user of systems, requires a leap of faith. So much of the technology involved is complicated and unproven. Both individuals and organizations have to make investments based on imperfect information and trust a world that they do not fully understand. Appropriately enough, that leap of trust is precisely how blockchain technology itself operates. It constructs a reliable truth on unreliable foundations.

The blockchain took hold, at least in part, as a response to the global trust crisis. It does not offer a complete solution to that crisis; nothing could. The most one can say is that in areas such as financial services, data protection, and surveillance, where trust in private and public authorities is experiencing the greatest tension, blockchain technology can contribute to effective responses. The blockchain offers particular promise as a counterweight to the creeping centralization that has undermined the original vision of the Internet.



Decentralization Cannot Hold

Many influential technologists and investors, including MIT Media Lab director Joichi Ito and venture capitalist Marc Andreessen, have compared Bitcoin and the blockchain to the Internet in its early days.9 As Andreessen framed the analogy in 2014:10


A mysterious new technology emerges, seemingly out of nowhere, but actually the result of two decades of intense research and development by nearly anonymous researchers. Political idealists project visions of liberation and revolution onto it; establishment elites heap contempt and scorn on it. On the other hand, technologists—nerds—are transfixed by it. [Eventually] its effects become profound; and later, many people wonder why its powerful promise was not more obvious from the start.



Not so long ago, the Internet was what the blockchain is today: a crazy idea about decentralizing power that just might change the world. It too was attacked as both a toy and a tool for criminals to exploit. It too was misunderstood as a technology of ungovernability when it was really a technology of governance. Comparing the blockchain to the Internet is valuable for two reasons. Looking backward, studying the Internet’s history provides a template for how distributed ledger technology will evolve. Looking forward, blockchain-based systems could reinvigorate the Internet as an open, decentralized platform.

The blockchain world could use a dose of institutional memory. Distributed ledgers took off as a broad, worldwide business phenomenon around 2015, almost exactly twenty years after the similar ignition point for the Internet. Cryptocurrency developers in their twenties—a healthy percentage of most major projects—do not remember a world before personal computers tapped into a global communications network; many do not remember a world before smartphones and social networking. Vitalik Buterin, the preternatural genius behind Ethereum, was born the same year that Marc Andreessen released Netscape Navigator. The global nature of Blockchain development also cuts against awareness of history. Teams in Singapore or Berlin are less likely to be familiar with the stories that played out in Silicon Valley and Washington, D.C. But they should be. The blockchain’s growth is both a replay of the Internet’s great success and an opportunity to rectify its greatest failure. The Internet too began as a rebellion against institutional power, and it became in many ways a tool of institutional control.

The Internet started in the 1970s with a mundane use-case: sending electronic files between users on different university or government computer networks. Over the next forty years, it swept the world, leaving few communities and businesses untouched. It did so in part because it was designed as an open foundational technology infrastructure. Many proprietary innovations are built on top of the Internet, ranging from Airbnb to YouTube. The Internet supports all of them.

Wikipedia did not need to ask permission to start a grand experiment in creating the world’s greatest collection of user-curated knowledge. Netflix and Spotify did not need to ask permission to change the way that people around the world interact with and consume media. Salesforce did not need to ask permission to move enterprise software from the desktop to the network. Amazon did not need to ask permission to create the world’s largest store, or, a few years later, to create the world’s largest virtual-computing cloud. WhatsApp, Instagram, WeChat, and Snap did not need to ask permission to alter the way that billions of people communicate every day. All of this happened because no one owns the Internet. Those who might feel threatened by innovation lack the power to stop it.

For all its success, though, the Internet has failed to realize many of the dreams and expectations it provoked. A handful of broadband and wireless network operators today control access in most of the world. A small number of companies dominate search, social media, advertising, e-commerce, and many other major functions. They keep users as much as possible within their own walled gardens. Economies of scale and network effects—the fact that networked services become more valuable as they offer connections to more people—accentuate this consolidation. Individuals have little control over the torrent of personal data that firms aggregate to deliver services. Some governments have found ways to limit the free flow of information online and to exploit the network for the purpose of surveillance. User empowerment and permissionless innovation are significantly constrained.

The trust crisis in business, government, and media described in chapter 1 is also hitting the Internet economy because Internet-based organizations are no longer countercultural alternatives to those establishment institutions: They are the establishment. And they are facing a major trust gap. Salesforce CEO Marc Benioff declared at the World Economic Forum annual meeting in 2015, “The digital revolution needs a trust revolution.”11 And Internet Society CEO Kathy Brown has described the “global erosion of trust amongst users” as an “existential threat to the future of the Internet.”12

Trust is especially important in the online world. On the Internet, there is no face-to-face contact, and interactions are necessarily mediated by computer hardware, software, and service providers. A user who clicks a “Buy” button on eBay or responds to a post on Facebook trusts in who or what is on the other side of the transaction. That trust requires more than just technical reliability and good intentions on the part of online providers. Francis Fukuyama correctly pointed out that enthusiasts for information technology often ignore the importance of trust: “Trust does not reside in integrated circuits or fiber optic cables. Although it involves an exchange of information, trust is not reducible to information.”13 The successful growth of the digital economy required the development of a trust layer on top of the Internet.

In the early days of e-commerce, many users refused to transact because they were afraid that their credit cards and other information would be stolen. The primary technical response was a security protocol, Transport Level Security (TLS), which verifies the connection between a user’s browser and a website’s server.14 By greatly increasing confidence that what Internet users saw on their screens were actually legitimate sites, TLS formed a basis for mainstream trust in e-commerce. Standing behind TLS is public key infrastructure (PKI). As discussed in connection with the DigiNotar incident in chapter 4, PKI is a centralized trust architecture. A website is trustworthy if it has the proper certificate. It obtains that certificate from an organization called a “certificate authority (CA),” which signs it with its own cryptographic private key. The CA may, in turn, gain authority from a higher-level CA.

Verifying the integrity of information transmitted over the network is just part of online security. Even when users have sufficient confidence in the platforms they interact with, there is often a buyer, seller, or other provider at the other end of the transaction. Companies such as Amazon.com and eBay quickly found that users needed ways to gain trust in the products they were offering, as well as the third parties offering them. As these intermediaries became increasingly large, they turned into beacons of trust for their users. Trustworthy service providers became the guarantors of a trustworthy Internet. This helped to promote centralization of those platforms. As the MIT Digital Currency Initiative’s report on redecentralizing the web explains: “Even though the Internet was built on distributed protocols, the web needed to consolidate around a few curated service platforms in order to become practical for everyday people to use.”15

Services such as Google, Facebook, Amazon, Tencent, and Alibaba now reach billions of users, control a disproportionate share of advertising and transaction revenues online, and have market capitalizations among the highest of any companies in the world. They use the Internet’s open protocols, but their value accrues from keeping users within their own walled gardens as much as possible.

The major online platforms achieve this lock-in through their control of users’ digital identities. A user cannot transfer her Facebook activity to another service, or choose what data she provides. This identity control can even extend to applications beyond Facebook. With “social log-in,” other services allow their users to log in through their Facebook, Google, or Twitter credentials. This process is convenient for both users and the other services, but it entrenches the control of these major online intermediaries.

Reputation systems were the other major response to the need for trust online. These systems, which first gained notice with eBay’s seller ratings, are now common elements of online services, using a variety of designs. They are especially important for overcoming trust barriers that hinder new forms of interaction. In recent years, the sharing economy, as typified by Uber and Airbnb, has seen rapid adoption thanks to successful reputation systems. Users are willing to get into strangers’ cars and stay in strangers’ apartments because the intermediary platforms offer ratings and verification systems that they believe are reliable.16 However, malicious actors can game these systems.17 The proliferation of automated bots designed to influence public opinion on services such as Twitter became a major problem during the 2016 U.S. presidential election. Ironically, perhaps, the low cost of creating fake accounts to overwhelm reputation systems produced a variant of the Sybil attacks that Bitcoin’s proof of work system was designed to combat, as described in chapter 2.

The core problem is that today’s Internet security, identity, and reputation infrastructures impose a hierarchical architecture of trust. For example, TLS is secure so long as the hierarchy of intermediaries successfully manages their digital certificates. Users are trusting the hierarchy of CAs rather than those they are transacting with directly. And because TLS is a point-to-point security protocol, it is not optimized for end-to-end trust. Similarly, the intermediaries and platforms control the identity and rating systems. Identities and ratings are generally not portable across sites, and therefore they do not function as a personal representation of reputation. Today’s trusted Internet may not be so trustworthy after all.18

There has been a dramatic shift in perceptions of major Internet platforms as they grew to positions of dominance in the information ecosystem. Technology companies were seen as disruptive entrants breaking the stranglehold of monopolistic companies in communications, media, financial services, and other sectors. They stood for freedom of expression and empowerment of users. Now, antitrust experts worry openly about Amazon’s power in retail,19 while start-ups and content creators bemoan Google and Facebook’s duopoly over online advertising.20 Instead of making us smarter by offering access to the world’s information, these platforms are accused of turning us into thoughtless automatons21 and opening the door for political manipulation and fake news.22 Cornell information security researcher Emin Gün Sirer sums up the danger as follows: “Code monocultures are dangerous. Centrally controlled services pose an existential threat to our democracies and social lives.”23

The worrisome centralization of the Internet is not limited to the major platforms. Behind the scenes, Internet traffic routing has consolidated into a small number of backbone providers, many of which are associated with broadband access services. These backbones and online services increasingly connect directly to improve performance, moving away from the Internet’s originally decentralized design. Content providers rely on overlay networks such as Akamai and Cloudflare, which potentially add a further layer of centralization. When Cloudflare, which provides protection against denial of service (DOS) attacks that overwhelm websites, decided to drop the neo-Nazi site The Daily Stormer as a customer, following similar actions by major domain name registrars, it effectively took the site off the Internet.24 That decision was warranted—Cloudflare is under no obligation to take on a customer that promotes hate and violence—but it illustrated that the Internet is no longer quite the permissionless environment it once was.



Overcoming the Trust Trade-Off

The phrase “With great power comes great responsibility” embodies a timeless truth. Perhaps that is why it has been attributed to sources as varied as Winston Churchill, Jesus, the French government in the aftermath of the 1789 revolution, a nineteenth-century British politician, and the Spider-Man comic books. Those with power, whether they sought it or not, cannot disclaim its correlative obligations. In the technology world, many prefer to ignore the ways that software architecture grants the authority to shape behavior. The power of courts and regulatory agencies is easy to see; that of code and its masters, less so. Yet both are powerful regulators. Poorly designed code can be as harmful as poorly designed law.

Power does not necessarily make intermediaries untrustworthy. Market forces and internal norms can push even dominant firms not to be evil. However, centralized control enables them to act in ways that may not be in the interests of those who trust them, or that do not promote equity, innovation, and other values.25 It shifts the dynamics of speech, creativity, and innovation, and even absent deliberate efforts to stifle competition. And it makes it easier for governments to expand surveillance or limitations on digital freedom because they need only piggyback onto the new control points.26

Regulation and antitrust enforcement are the traditional responses to the excessive power of trusted intermediaries. Legislation is the traditional route to contain government surveillance activities. None of these has been particularly successful for the Internet. The blockchain offers another route. Distributed ledger technologies, and especially public blockchain networks, embody an orientation toward openness and decentralization that is more like the early Internet than today’s more controlled environment.27

Decentralization is a strategy to address the problem of power. Democracies replaced fallible kings with the distributed authority of voters and representatives. Dividing responsibilities among different branches of government further dilutes potentially dangerous concentrations of power. As Satoshi Nakamoto recognized in his original Bitcoin whitepaper, the same dynamics apply to the private power of intermediaries in financial transactions, such as banks. The need to trust someone or something creates a power imbalance. The widely trusted actor becomes powerful in ways that it can exploit. Google is trusted as the most useful information source, and Facebook is trusted with personal information, which gives both sites the ability to lock out potential competitors and extract additional revenue.

There have been prior movements to move the Internet to a more truly distributed model. Most efforts, such as the Diaspora decentralized social network, simply failed to gain traction.28 Most notably, in the late 1990s, peer-to-peer (P2P) technology took off as a way to connect Internet users directly, bypassing controlling intermediaries.29 Unfortunately, though it was employed for a variety of services and offered significant technical advantages, P2P was largely associated with illicit file-sharing systems such as Napster.30 When those platforms collapsed under legal onslaught from the music industry, the broader movement also faltered. Improvements in bandwidth and processing power, plus the reluctant agreement of the music industry to allow affordable licensed downloads, also took the wind out of the P2P movement’s sails.

P2P technology is still widely used in important Internet functions such as content delivery. Mainstream user-facing Internet services, however, have gone in the opposite direction. The great Internet architectural shift of the twenty-first century so far is the rise of cloud computing.31 Companies such as Google, Amazon, Apple, Microsoft, and Facebook now run massive data centers that function as platforms for network activity. Cloud computing makes possible tremendous advances in the capability and scalability of services delivered to users and businesses. However, it is a scale game. Only a few companies have the resources and expertise to compete, and they are always looking for ways to leverage their platforms into other market opportunities.32

In light of the growing power of cloud supergiants, as well as the revelations about extensive government surveillance over online activity, a growing number of technologists and entrepreneurs are talking about redecentralizing the Internet.33 World Wide Web creator Tim Berners-Lee is a prominent advocate.34 A Decentralized Web Summit in June 2016 featured Berners-Lee, Transmission Control Protocol/Internet Protocol (TCP/IP) cocreator Vint Cerf, Internet Archive head Brewster Kahle, and other influential figures.35 The basic challenge to such efforts is not just the entrenched power of public and private interests, although that is a significant hurdle. It is the Internet’s fundamental structure.

The Internet was designed to support trustworthy communication on a distributed network of networks.36 Users can rely on the network to deliver data, even though no one manages the end-to-end flow of traffic and the system is extremely heterogeneous. This works through the use of a “spanning layer”: the Internet Protocol (IP).37 Everyone agrees to support IP; what people do at higher and lower layers is up to them.38 This structure promoted tremendous innovation, competition, and creative freedom because users and services were not locked into a particular network technology. They could build whatever they wanted on top of the transport network and leave the details of moving packets to the lower layers.

The Internet architecture has been unimaginably successful. It allowed the Internet to scale up from a small collection of research networks to a global platform that influences the lives of billions of people each day. There is a problem, however. By establishing the IP spanning layer at the level of basic transport, it allows for proprietary solutions and concentration of power at higher levels.

Best-efforts IP transport is available to all from anyone who wishes to provide it, but reliable delivery with quality of service, security, identity management, content, searching, and other important functionalities is subject to lock-in by dominant providers at the top. Facebook today enjoys great market power because the social graph—the network of relationships and data around online identities—is a proprietary asset rather than a common resource. The same goes for Google with searching, Apple with mobile apps, and Uber with local transportation provisioning.

So long as the spanning layer of the network sits below the trust layer, trust will be a force for centralized control. Secure communication, reputation, and identity are services that intermediaries and service providers offer for their own advantage, not network primitives available to all.

The Internet’s designers explicitly placed such functionality above the spanning layer because they were focused on the goal of data transmission across a decentralized network of networks.39 The vision of an “end-to-end” network was that transport providers should not embed unnecessary functionalities that could be delivered in a more open and evolutionary way at the edges of the network.40 The problem is that the former edges have become new centers at a higher level of the network stack. A new spanning layer is needed, this time focusing on trust: an Internet of Value, operating on top of the Internet of Communication.



Blockchain as Spanning Layer

The excitement about the blockchain as a “new Internet” reflects its potential to return to the Internet’s decentralized roots.41 As Lawrence Lessig has suggested, the blockchain provides an opportunity to revisit the foundational decisions of cyberlaw, and this time, perhaps, produce a more open environment.42 If blockchains succeed in becoming widely adopted as trustworthy ledgers, a key opportunity for proprietary control would be removed.

As venture capitalist Chris Dixon observes, “If I’m building on Ethereum, I’m not worried about Ethereum kicking me off, the way I would if I were building on Facebook and Twitter.”43 Ethereum is run by a nonprofit foundation, supported through a network of independent miners and available as open-source software, which allows anyone to fork both the code and the prior transaction history. All those features make it very different from the private information platforms dominating the web. It would be significantly harder (and less valuable) for the Ethereum Foundation to twist the platform to benefit some users over others.

To be sure, a redecentralized Internet will still have large providers and experience government engagement. Although the blockchain is already being used to create decentralized search engines, marketplaces, social networks, and other analogues to today’s dominant platforms, the incumbents retain extremely strong institutionalized advantages. The challenge is not to defeat Facebook, but to open the door for the next Facebooks, which will operate in a distributed manner that empowers users.

As with the Internet, the key lies in the separation of functionality at the point of the spanning layer.44 The Internet separates the data structure (IP) from the traffic management (TCP). Everyone can use IP and assume the interoperability of the data plane. At the same time, everyone can innovate around the control plane. For the blockchain, the distributed ledger is the data plane, and the smart contract is the control plane. Both are important. Confidence in the basic integrity of the ledger is essential. Yet it is insufficient for the richer, more relational interactions that reflect trust. Technical innovation, standardization, and legal facilitation will all be required to cross this chasm.

The walled gardens of today’s Internet took the open platform of TCP/IP networks and privatized the layer of data above it through proprietary interfaces. Public distributed ledger networks such as Bitcoin and Ethereum are different, in that all information is available to anyone. No one owns the database of Bitcoin transaction records the way that Google owns its database of search queries. Moreover, the software for these networks, as well as for major permissioned-ledger projects such as Hyperledger and R3, is open source. That means that anyone can take it apart, evaluate its operations, create extensions to it, or even create a modified version of it. This can lead to fragmentation, but it also promotes innovation.

The concepts of “open data” and “open source” reflect only one dimension of blockchain openness. The reason that dominant Internet platforms soaked up so much of the value in online activity is economic as much as technical. Facebook sits between users looking to interact and advertisers looking to market to them. In 2017, it generated more than $30 billion in revenue from these interactions. Users provide the data and attention that feeds this profit machine, but they receive none of the financial benefits. Network effects help to lock in Facebook’s control. A competitor, even one offering a far superior service, cannot offer the same value proposition because what people want is access to their friends. And Facebook keeps tight control over the identity information for its users.

There is nothing inherently wrong with companies such as Facebook making money in this way. Facebook and other online intermediaries are phenomenally innovative companies, which have helped to connect the world and in many ways changed life for the better. Yet their power is inherently corrupting. Intermediaries necessarily shape markets to serve their own interests. In 2017, for example, the European Union imposed a $2.7 billion fine on Google for manipulating online-shopping search results to benefit its affiliates.45

Distributed ledger networks operate differently. A cryptocurrency token can be used to monetize that ownership value. For example, the Inter Planetary File System (IPFS) offers a blockchain-based, distributed cloud-storage technology. Instead of storing files in a particular location, accessible through a uniform resource locator (URL) address, IPFS stores multiple copies of files, in pieces, across many hard drives throughout the network. It is designed to use the Filecoin token to incentivize users to contribute storage space. The token provides the intermediation by establishing incentives on both sides, analogous to the way that Google brings together advertisers and viewers. Those who upload files contribute tokens (which they can purchase for other currencies) and those who store them earn tokens. IPFS, the company, provides the technology, but it has no control over the content stored on the network. And the value of the tokens depends on supply and demand.

Blockchain-based start-ups that monetize through ICOs rather than traditional venture capital and public markets plan to flip the economic model of traditional proprietary platforms. They offer users the ability to accrue value directly from the success of their protocols. This could help overcome the network effects trap, which makes it so difficult for a new platform to get to scale.46 With the ICO model, projects may have easier access to capital because they can tap into individuals around the world rather than the small collection of early-stage venture capitalists and angel investors. Their investors receive something of potentially immediate value—tokens that can either be used for services on the platform or translated into other currencies through exchanges. And if a protocol takes off, those tokens still belong to the purchasers. The platform cannot centralize the value creation in the way Facebook does.

At least, that is the theory. A substantial percentage billions of dollars raised by ICOs since 2016 was from investors simply looking to get rich from projects that they did not intend to participate in, and often did not understand. The absence of regulation allowed some offerings to stack the deck against ordinary investors, not to mention engage in outright scams. And the blockchain does not necessarily overcome the incumbency benefits of existing intermediaries. There is no reason to think that a distributed Facebook competitor would be any more successful built on a distributed ledger than previous efforts such as Google+ and Diaspora were. Steem.it, a blockchain-based online discussion network that lets users reward high-quality content using cryptocurrency, is a nice proof of concept, but it shows no signs of dethroning Reddit or Facebook. The overheated predictions that the blockchain will necessarily transform the economy and overthrow incumbents need to be tempered.

Even so, the influx of capital into Dapps is spurring a flood of creative innovation. There were plenty of failures during the early days of the Internet market as well. And some of the new blockchain-based solutions are taking direct aim at the proprietary underpinnings of the existing Internet ecosystem. Blockstack and the Ethernet Name Service are creating distributed, blockchain-based alternatives to the Internet’s domain name system for access to online resources.47 Blockstack has gone farther, proposing a fully tokenized and decentralized version of the Internet’s core protocols.48

The blockchain also supports a decentralized approach to identity that returns control to individual users. With “self-sovereign identity,” users control their profiles and what information services can access.49 A collection of enterprise providers, start-ups, and nonprofits, including Microsoft, Evernym, Tierion, Uport, and the Sovrin Foundation, are working to create an identity infrastructure in which users are no longer tied to dominant platforms or centralized intermediaries such as credit bureaus. The Decentralized Identity Foundation, the ID2020 public-private partnership, and the World Wide Web Consortium are shepherding the creation of open standards to make this vision a reality.50 Such efforts are still at a relatively early stage, and important concerns remain, such as the legal responsibility for errors mentioned in the previous chapter. However, there is demand from both major private firms and government agencies for reliable identity frameworks that avoid single points of failure.

The blockchain could overcome a key problem that doomed prior decentralized digital identity efforts. Once users have private keys representing identity information, they need somewhere to store them. In the past, that wound up being a centralized provider like Facebook. Blockchains allow the verification and management of keys without ceding control. “Now we have a way that I can create an ID, I can put it somewhere, I can prove I own it, and they can’t take it away from me,” says Kaliya Young, a digital identity advocate who cofounded the Internet Identity Workshop in 2005.51

Self-sovereign identity would also make it easier to provide only the information needed for particular interactions. Using advanced cryptographic techniques, it is possible to verify the truth of a claim—such as whether someone has more than $100,000 in liquid net worth or is over twenty-one years old—without actually storing that private information on the blockchain. Such verified claims would, for example, allow a prospective lender to obtain a financial transaction history, while a prospective employer would get verification of any educational degrees earned, but no data that was not necessary for the transaction at hand. Users could create a different key pair for each business relationship, so the theft of one would not expose other information. Government agencies are starting to support these development efforts as a way to combat fraud, inefficiencies, and security breaches such as the recent hacks into the Office of Personnel Management and Equifax. The State of Illinois has launched a pilot project to issue digital birth certificates on a blockchain based on this approach.52

Interoperability could further reconstitute the Internet on a distributed ledger foundation. The meaning of interoperability in the blockchain context is still uncertain. The Internet created a mechanism for distinct computer networks, called “autonomous systems,” to talk to one another and form a coherent metanetwork. There are still many private networks not fully integrated into the collective. Some use Internet technologies but restrict access; others continue to use incompatible networking standards for certain aspects of their communications; still others are physically disconnected from the Internet for security. In the distributed ledger world today, there are private networks that exchange no data with other ledgers, altcoin networks that are built on a shared but distinct platform (such as Bitcoin, Ethereum, or Tendermint), and various crude connectors to share data and smart-contract logic across platforms.

In the future, the various islands may grow more independent, or they may merge. One quite possible scenario is for bitcoin to dominate as a reserve currency and store of value, while Ethereum dominates as the platform for distributed applications and private consortia remain independent. Another is that the network effect of public platforms ultimately wins out, and even the closed consortia run on top of an open platform. This is the way that the Internet works today. Another is that there are a number of public blockchain networks for different regions and applications, but they talk to each other seamlessly. A variety of projects, including Cosmos, Ripple’s Interledger Protocol, and Polkadot, hope to deliver cross-chain interoperability so that users need not worry about which coin or which blockchain powers the application they interact with.53

A decentralized Internet of blockchains could replace the current Internet economy with one that more strongly empowers individuals and fuels innovation. Such a future would open up opportunity more broadly around the world. It is, however, far from a certainty. The blockchain, like the Internet, was born as a technology of openness. It will not remain so without solid governance mechanisms that produce robust trust.
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Mike Hearn’s Odyssey

The British software developer Mike Hearn is one of the most controversial figures in the blockchain world. As a senior engineer at Google’s office in Zurich, Switzerland, he worked on systems such as Google Maps and Gmail. He discovered Bitcoin in 2009, a few months after the release of Satoshi Nakamoto’s whitepaper, and immediately began exchanging email with him about how the network might scale. He soon began contributing to the Bitcoin development project. Eventually, he quit his lucrative job at Google to work on Bitcoin full time as one of the small group of Bitcoin core developers.

In 2013, Hearn gave a mind-blowing talk at the Turing Festival in Edinburgh on blockchain-based, autonomous agents.1 He foresaw a world in which self-driving cars used a decentralized autonomous organization (DAO), which he called TradeNet, to find riders and bid for space on roads. No one would own the cars. They would own themselves and be programmed to maximize productivity, including investing in the creation of new cars when their revenues exceeded costs, all without human intervention or central management. Another entity, MatterNet, would coordinate the delivery of physical objects through autonomous quadcopters. All of this could be implemented through smart contracts. New arrangements built around cryptocurrencies might replace not only the financial system, but also taxation as a means of funding the creation of public goods.

For many, this talk was an eye-opener about where Bitcoin could lead. At the time, the Bitcoin community was still largely a collection of volunteer software developers and digital cash enthusiasts. Vitalik Buterin had not yet proposed Ethereum. Paul Vigna and Michael Casey, in their book The Age of Cryptocurrency, call Hearn’s talk “the most far-reaching forecast of [the] potential in blockchain technology.”2 Hearn was the visionary who appreciated the blockchain’s radically transformative potential early on.

Given his enthusiasm, therefore, it was a shock when, two and a half years later, Mike Hearn publicly declared in an extraordinary blog post that Bitcoin had failed. He was ceasing his involvement in Bitcoin development and selling all his bitcoin. Hearn was a strong advocate of increasing the Bitcoin block size to improve performance. He was frustrated at other core developers who blocked these efforts, in particular a proposed fork called Bitcoin XT. At the same time, Bitcoin mining power had consolidated into a few pools. Hearn’s conclusion was that Satoshi’s grand experiment in decentralization had come to an end: “What was meant to be a new, decentralised form of money that lacked ‘systemically important institutions’ and ‘too big to fail’ has become something even worse: a system completely controlled by just a handful of people.”3

At the root of the conflict was a disagreement about the relationship of scaling and decentralization. Hearn’s nemesis among the core developers, Greg Maxwell, argued that as the Bitcoin network supported more activity on-chain, a few large corporations would be the only ones that would be able to operate the network nodes.4 Hearn believed the opposite: growth was the only way to break the oligopolies of miners and core developers.5

Whatever the technical merits of the particular proposals for Bitcoin scaling, this debate implicates the themes at the heart of this book. The traditional understanding is that trusted systems must either be small enough for interpersonal peer-to-peer (P2P) trust or give up power to the Leviathan of centralized authority or to dominant intermediaries. What Hearn perceived was that distributed ledgers allowed a third option. They created a common truth without assuming the trustworthiness of any central actor. The blockchain’s trust architecture offered the solution to the very problem Bitcoin was experiencing.

Yet there was a catch, which lurked in Hearn’s earlier visionary explorations. In his 2013 Turing Festival talk, Hearn recognized that the most powerful applications of the blockchain created a public goods problem. A self-organizing marketplace of self-managed, autonomous vehicles would be superior to the status quo in every way but one: no one could own it, so who would be incentivized to build it? Hearn suggested assurance contracts, under which developers would be compensated automatically, but only once a threshold of support or implementation was reached.6

Crowdfunding services such as Kickstarter use this approach to great effect. However, the mechanism still requires someone to define the rules and objectives for the contract. For most of the assurance contracts that economists theorize, that entity is assumed to be the government—the very thing that Bitcoin was created to escape. Even if a private actor makes the rules, it needs some legitimate mechanism to create and enforce them. This brings us back to Vili’s Paradox of governance: The mechanisms to make decentralized systems effective seemingly make them no longer decentralized.

Hearn was convinced that Bitcoin was doomed to recreate the flawed patterns of centralized governance that Satoshi hoped to overcome. He saw that if Bitcoin could not effectively govern itself, governments would step in to protect their citizens:


Over the years governments have passed a large number of laws around securities and investments. Bitcoin is not a security and I do not believe it falls under those laws, but their spirit is simple enough: make sure investors are informed. When misinformed investors lose money, government attention frequently follows.



Hearn believed that Bitcoin’s valiant experiment in decentralization had ended in failure. He abruptly left and took a new job with a very different distributed-ledger project. He became the lead platform engineer for R3 and the primary architect of Corda, its distributed-transaction platform for regulated financial-services firms.

When asked why he made the move, Hearn told The New York Times, “I want to be in a professional environment again where people are grounded in some sort of business reality.”7 To his critics, it appeared that Hearn was retreating to the familiar bureaucratic corporate world and turning his back on the transformational opportunity of the blockchain.

Following Hearn’s dramatic announcement, the Bitcoin community continued to work slowly and contentiously toward resolution of the scaling debate. In fall 2017, with the implementation of Segwit and the price of bitcoin many times what it was when Hearn sold in December 2015, it could be said that facts had proven Hearn wrong. “There are some individuals like Hearn that are not capable of understanding the potential of Bitcoin,” suggested an article in CoinTelegraph, a major cryptocurrency news site.8 That would have been quite a shock to anyone who had watched Hearn’s visionary 2013 talk.

In reality, those who equate the blockchain’s success entirely with the spot market price of bitcoin and other cryptocurrencies are the ones demonstrating a failure of imagination. There are many factors that cause the exchange rate between dollars and bitcoin to fluctuate over the short to medium term, but the one that matters in the long run is trust. Hearn might have been wrong that Bitcoin’s governance failures were insoluble—that remains to be seen—but he was absolutely correct that governance is crucial to distributed ledger technologies, including public blockchain networks.

Hearn’s career arc describes the two poles of the distributed ledger world. Corda’s network is permissioned, where Bitcoin is public; transmits information only between transacting parties, where Bitcoin broadcasts the full ledger to all; employs familiar relational databases for its information stores, rather than a blockchain structure; and does away with the native cryptocurrency entirely. Advocates of public blockchains dismiss permissioned systems such as Corda as uninteresting. They are, they say, just a tool for existing enterprises to operate a bit more efficiently, rather than a means to restructure markets. Hearn is widely reviled among Bitcoin true believers for wrongly declaring Bitcoin a failure and joining the established banks Satoshi Nakamoto hoped to destroy.

One could not build TradeNet or MatterNet as Hearn envisioned them on Corda because someone always has to decide who can operate on the network. The fact that the same man is behind both, though, should lead one to question this simple dichotomy. Hearn left Bitcoin because he believed that for all the rhetoric of decentralization, Bitcoin had become a centrally controlled system, and a poorly managed one at that. Whether history judges him prescient or a fool for declaring the Bitcoin experiment a failure in January 2016, his story illustrates that significant technologies implemented in the real world are never as pure as their creators intend.

Building real systems used to provide real services for real people involves trade-offs. The right set of trade-offs depends on the context, as well as on the relevant objectives. A venture capitalist willing to accept ten failed investments for a single big success makes different trade-offs than a retail investor deciding where to put her life savings. A start-up looking to transform existing markets thinks differently than a huge corporation, even the best and most innovative ones. What works for users in Silicon Valley probably won’t work in Somalia, and vice versa.

The distributed architecture of trustless trust first made real in Satoshi Nakamoto’s whitepaper is a way of thinking, not a recipe. It will be implemented in different ways along multiple tracks. Some will prove to be dead ends, and some will merge over time. Some will be abused. Some will shave a few percentage points off corporate transaction costs. And some just might change the world significantly for the better.



A Matter of Trust

Roy Amara was the futurist’s futurist. He spent eighteen years at the legendary Stanford Research Institute (SRI), helping shape the concept of computing as we now know it. Along with Paul Baran, one of the creators of the packet-switching technology that made the Internet possible, he helped found and lead the Institute for the Future, a legendary Palo Alto think tank. Among many other projects, he led studies on the social impact of computers in 1973 and on what we now call “climate change” in 1978, decades before those topics reached the mainstream. He is best known today for a remarkably perceptive aphorism: We tend to overestimate the impact of technologies in the short run but underestimate them over the long term.

The personal computer, the Internet, the web, social media, the smartphone … almost all transformative technologies over the past fifty years illustrate Amara’s Law. In all likelihood, the blockchain is no exception. Today, with small teams raising hundreds of millions of dollars in ICOs with little more than a whitepaper, and the price of cryptocurrencies surging overnight, it is easy to get ahead of reality. Delays, crashes, and detours are inevitable. For the blockchain to reach its potential as a worldwide platform may take a decade, or two, or five. Those investing in blockchain-based assets for a financial return need to be successful over their defined time horizon. But those seeking to identify critical trends and take advantage of them need only be directionally correct. At some point, we will likely wonder how anyone doubted the potential of distributed-ledger technology—or whatever we call it then—but those who moved too fast or picked the wrong vehicle will still miss out.

Distributed ledgers are the first advance in information technology (IT) in twenty years whose potential impact matches that of the Internet. They are, however, still relatively early in their development. Further growth of the blockchain will depend partly on technical advances, partly on adoption patterns, partly on the business innovations built on top of distributed ledger platforms, and partly on the resolution of the legal and governance challenges to the blockchain’s trust architecture.

At a time when trust in centralized power structures is waning, the blockchain’s trustless trust offers a compelling alternative. There is, however, no substitute for the hard work of ensuring that the affordances and constraints of technological systems match the expectations and needs of the individuals, organizations, and communities that adopt them. Even if the grandiose predictions about transforming finance, government, commerce, and more prove ill advised, the blockchain has already produced important discoveries. Its potential is far greater. Like the Internet, the blockchain is a foundational technology whose impacts could reach into every corner of the world. To move forward, though, law and distributed ledgers need one another.

How the story plays out will be a matter of trust.
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