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Introduction
DEMOCRACY UNDER SIEGE
President Barack Obama faced a momentous choice. By the summer of 2016, he knew that Russia was interfering in America’s upcoming election. He also knew that Vladimir Putin, the Russian president, was directing this operation. Obama now had to decide whether to retaliate against Putin before or after Election Day.1
That summer, Celeste Wallander, the top Russia expert inside the White House, submitted to her superiors a classified memorandum outlining ways to punish Putin immediately, in order to deter further interference in the election.2 “We wanted to do light deniable countermeasures early, in July,” said Victoria Nuland, an assistant secretary of state who collaborated closely with Wallander. “All of my Soviet and Russia training told me we had to deter with a strong set of measures up front and have them calculate the costs of continuing to attack us, particularly with a player like Putin.”3 Nuland, Wallander, and other officials proposed a range of options: sanctioning Russia, leaking damaging information about Putin, even suffocating Russia’s economy. James R. Clapper, then the director of national intelligence, recalled considering “all kinds of nasty things we could have done to the Russians,” such as “cutting them off from the international financial system.”
But, Clapper continued, the risks were too high: “What would the retaliation have been?”4
The answer was unknown. Russian intelligence had already stolen and released emails damaging to the Democratic Party, in an effort to influence voters’ minds. But Russian hackers had also breached electoral systems, which Washington could not systematically defend. States and localities, not the federal government, purchase and manage America’s electoral infrastructure. In some states, voter registration databases were unencrypted and insecure.5 “[Russia] could have done things as far as voter registration rolls; they could have done things as far as tallies,” said John Brennan, then the director of the Central Intelligence Agency (CIA).6 Jeh Johnson, the secretary of homeland security, worried that Russia “could screw around with voter registration lists to a sufficient degree” to alter the outcome of the election, by making Democrats in swing states like Florida unable to cast their ballots on Election Day.7
Retaliating against Putin could provoke him into disrupting the voting process itself. With Hillary Clinton favored to win the presidency, and with Donald Trump alleging that the election would be rigged, Obama delayed punishing Russia. Restraint seemed prudent. Instead, at a summit in China in early September, he warned Putin, “You fuck with us and we’ll take you down,” as one of his senior advisers put it.8 Of this encounter, Lisa Monaco, Obama’s homeland security adviser, said, “We delivered the message to Putin and others in response to what we were seeing in the state systems. That was our focus.”9
By October, Russia was still targeting America’s electoral infrastructure. Obama’s team considered efforts to manipulate these systems “a redline of sorts,” said Avril Haines, the deputy national security adviser, and formulated “a series of very significant responses in the event that the Russians engaged in vote tampering.” On Election Day, parts of the federal government secretly braced for such an assault. “We did, in fact, have an entire crisis team set up in the White House,” said Michael Daniel, Obama’s cybersecurity coordinator. “There were teams at all of the respective agencies,” he continued, monitoring for a Russian cyberattack.10
The worst-case scenario did not arrive: Voting unfolded without interruption. But Russia’s operation had by no means failed. Hacked emails had already dominated the news cycle for months, and Russian propaganda had reached tens of millions of Americans on social media. Obama had prioritized protecting the ballot box from direct manipulation, but at a cost: Russia had brazenly manipulated voters’ minds. Victoria Nuland lamented the White House’s redline mentality. “That is what they were focused on,” she said, regarding the threat of vote alterations. “They were not focused at all on what we knew had been very effective elsewhere: the influence campaign, changing public opinion.”11
Obama, near the end of his presidency, retaliated against Russia with economic and diplomatic countermeasures.12 Too little, too late, many of his advisers now say. “We did not do enough, at an early enough point in our tenure,” said Jon Finer, then the State Department chief of staff. “I would have done more sanctions sooner.” The then deputy secretary of state Tony Blinken said that, as he has learned more about Russia’s operation, he has asked himself: “Did we do enough in terms of punishment? And I think clearly, we didn’t.” Even James Clapper said it was a mistake to impose costs on Russia only in December: “I would have preferred that been done before the election.”13 (President Obama, through a representative, declined to be interviewed for this book.)
By waiting to retaliate, Obama effectively permitted a degree of foreign interference in an American election to avoid making an already-bad situation worse. A previous generation of U.S. policy makers—who themselves interfered in many elections overseas—would have found such a scenario unimaginable: the United States, the world’s most powerful democracy, unable to secure its own elections. But Obama was operating in a new world, a digital one, that had left America vulnerable.
—
The story of Russia’s attack on the 2016 election is, in part, a story of difficult choices, made inside the Situation Room based on imperfect information and incomplete intelligence. In this environment, Obama had settled for a policy of managed interference, working to contain but not stop Russia’s operation. Rather than impose costs on Putin in real time, he had focused on preventing one form of electoral interference—changing actual votes—while neglecting another: changing minds.
In these critical months, Obama had tried but failed to preserve America’s sovereignty. The theorist Hans Morgenthau described sovereignty as the “impenetrability” of the nation; others have argued that sovereignty means being “free from all foreign authority” and is “violated when external actors influence or determine domestic authority structures.”14 Covert electoral interference targets a democracy’s process of succession and therefore targets the electoral sovereignty of that democracy. When such activity is discovered, the benefiting candidate is plagued with electoral insecurity, or a fear that citizens will consider him illegitimate and indebted to a foreign actor.
Can a democracy maintain its electoral sovereignty in the twenty-first century? Obama’s intelligence chiefs are skeptical. “It would have been impossible, given the nature of this world, for the Obama administration to do something that would have led to a complete cessation of Russian efforts,” John Brennan insisted. “It’s not the way the world works. It’s not the way the Russians work.”15 Other officials disagree. “Bullshit. That’s just bullshit,” said one of Obama’s senior advisers, who requested anonymity to speak freely, when presented with Brennan’s argument. “There were things we could have done to protect U.S. national security that [Obama] chose not to do.”
—
Since 2016, Russia’s operation has received ceaseless attention, but much of it remains misunderstood. Basic questions have been left unanswered: What is covert electoral interference? For how long have states executed such operations? When did America’s elections become so exposed? Just how exposed is America? And, in the digital age, what can democracies do to defend themselves?16
This book seeks to answer these questions by analyzing not just interference in America’s 2016 election but also what came before. Politicians, policy makers, and commentators today often act as though Putin were the first leader to manipulate a foreign election. In this vacuum, covert electoral interference is Russian interference in the 2016 election, in favor of Donald Trump. This ignorance is dangerous. To understand what Russia achieved in 2016, and to prepare for what’s ahead, this book looks beyond the daily news cycle. After Trump won, high-profile investigations into his campaign distracted from the issue that spawned them: a massive foreign operation to undermine a presidential election.
Back in the summer of 2016, Avril Haines and other senior Obama administration officials sought a more complete picture. They requested a report on Moscow’s previous attempts to covertly influence U.S. elections.17 The briefing they then received, presumably from the U.S. intelligence community, remains classified.
This book can be understood as the unclassified and expanded version. Traveling across six countries, I spoke with foreign heads of state and intelligence chiefs, eight former CIA directors and many more CIA officers, twenty-six former advisers to President Obama and eleven former advisers to President Trump, and a host of leading journalists and technology experts. I also learned from the work of historians and other scholars, and I analyzed hundreds of pages of KGB and Stasi archives, many thousands of pages of declassified CIA files, and as many government reports, official testimonies, and meeting transcripts as I could get my hands on.
My aims are twofold: to examine a century’s worth of covert electoral interference, and to analyze Putin’s 2016 operation as the evolution of a practice rather than its creation. For democracies today, the stakes of grappling with this hidden and revelatory history could hardly be higher. The twin processes of globalization and digital connectivity have empowered hostile actors to manipulate democracies everywhere. The evolving threat of covert electoral interference is a symptom of a still more momentous challenge: the exposure of democracies in the age of the internet. “[Russia] is taking advantage of our free and open societies in using these capabilities,” said H. R. McMaster, Trump’s former national security adviser. “It’s important for us to develop better means of defending ourselves against this kind of sustained, really sustained campaign of political subversion.”18 If democracies do not meet this challenge, foreign actors—for now Russia, but soon others—will erode them from within.
—
Some definitions are needed to keep my arguments precise. The words “covert,” “interference,” and “electoral” determine the scope of this book. An operation is covert only if the hand of the interfering actor is meant to be hidden; a public endorsement by a foreign leader, for example, does not qualify, but stolen emails released by a third party do. An operation amounts to interference only if the foreign actor deploys active measures, defined as “activities intended to influence a person or government that are carried out in coordination with, or at the behest of, political leaders,” including through the “establishment or funding of a front group…covert broadcasting…media manipulation…disinformation and forgeries…funding agents of influence…[and] assassinations.”19 And an operation qualifies as electoral only if it targets a vote that determines who becomes another country’s leader. Covert electoral interference can thus be defined as a concealed foreign effort to influence a democratic vote of succession. Staged coups d’état do not involve votes of succession and therefore fall outside the bounds of this book.
“Democracy is a procedure to change rulers,” writes historian Timothy Snyder. “Democracies die when people cease to believe that voting matters. The question is not whether elections are held, but whether they are free and fair.”20 Many factors can undermine an election, from voter suppression to voter intimidation. My focus is on foreign disruptions to electoral processes and on the power those operations have to corrupt democratic governments.
This book advances four core arguments. First, the story of covert electoral interference is, above all, a story of Washington and Moscow. This story has spanned the past century, beginning with the end of World War I, when old empires collapsed and vulnerable democracies emerged. The Soviet Union, but not the United States, seized the opportunity to manipulate elections overseas. A break occurred between 1941 and 1945, as a result of a U.S.-Soviet alliance during another world war. The next phase of this history arose thereafter as Moscow rigged elections in Eastern Europe, and the world witnessed an explosion of covert electoral interference. Between 1948 and 1991, the CIA and the KGB, competing in a global Cold War, targeted elections aggressively and frequently. After the Soviet Union collapsed, a divergence took place. The United States moved away from covert electoral interference as a policy option, while Putin’s Russia, empowered by the internet, doubled down on the practice, marking its second global explosion. Today, as in 1919, Moscow is covertly interfering in elections abroad while Washington sits on the sidelines—only now Russia possesses a digital arsenal to which the United States is profoundly vulnerable.21
Second, American operations to interfere in elections are comparable but not identical to Russian efforts to do the same. Every instance of covert electoral interference can be understood across two planes. One has to do with individual change: whether the intention of an operation is to promote a friendly candidate, defeat an unfriendly candidate, or exhibits no preference. The other has to do with systemic change: whether the intention of an operation is to strengthen, weaken, or not at all impact the internal functions of a democracy. Washington and Moscow are equivalent across the first plane. Both have used covert electoral interference to advantage specific candidates. But Moscow and Washington are not equivalent across the second plane. Putin and his predecessors have long believed they could use covert electoral interference to weaken foreign democracies, while American presidents, sometimes wrongly, have long believed they could use covert electoral interference to strengthen foreign democracies.
Some operations detailed in this book exclusively involved individual change, as when the KGB supported major-party candidates in Cold War–era U.S. elections, not to weaken American democracy, but to promote friendlier American governments. Other operations exclusively involved systemic change, as when Russia covertly spread propaganda in favor of the Leave campaign in the United Kingdom, in order to weaken British democracy. And certain operations involved both systemic and individual change, as when the CIA, in 2000, supported the opposition to Slobodan Milošević, a murderous tyrant, not just to establish a more conciliatory Serbian government, but also to strengthen Serbian democracy. “The guy was a war criminal,” President Bill Clinton told me, in explaining why he authorized the CIA to interfere in this election. “I didn’t consider Milošević to be a democracy candidate; I thought he was trying to get rid of democracy.”22 In this sense, covert electoral interference is a more tense policy option for Washington—which has purported to manipulate democracies in order to solidify those democracies—than for Moscow, which has manipulated democracies in order to tear them apart.
Third, Russian interference in the 2016 election marked a direct continuation of old ideas. Covert electoral interference has always taken two forms: changing ballots and changing minds. The former can range from falsifying vote counts and buying votes to blackmailing voters and hacking into voting systems; the latter, from influencing foreign media and disseminating propaganda to leaking salacious information and funding political campaigns. The purpose of Russia’s 2016 operation is not new, either: assisting a friendly candidate, undermining a threatening candidate, and sowing discord within a foreign democracy. Voters, once aware of a covert campaign to influence them, have always struggled to accept that they might have been played. And across history, as in 2016, the mere discovery of such an operation can divide a nation. From Britain’s 1924 election, to Chile’s 1964 election, to America’s 2016 election, this book recognizes and learns from these patterns.
Fourth, the digital age has irrevocably enhanced the weapon of covert electoral interference. The internet has enabled hostile actors to penetrate the ballot box in new and more accessible ways, as Barack Obama learned in 2016. It has also empowered interfering actors to target voters based on their personal profiles. A new battlefield has emerged in social media, where foreigners can suppress, turn out, and frighten voters while avoiding real-time detection and sidelining traditional news outlets. Today, the press has less influence over what information—and, importantly, disinformation—reaches citizens.23 “We’re no longer the filter we once were,” said Peter Baker, the chief White House correspondent for The New York Times.24 Platforms like Facebook and Twitter don’t just enhance modern interference operations; they enable them. “The truth is Facebook did fuck up [in 2016],” said Alex Stamos, then the company’s chief security officer, “but we fucked up in the context of a lot of [other] people making mistakes.”25
Newer democracies were once more vulnerable to covert electoral interference than their more established counterparts. The internet has leveled the playing field. All democracies are exposed. In this anarchic environment, Putin foments discord as an end in itself. Valery Gerasimov, a top Russian general, has commented that “the information space opens wide asymmetrical possibilities for reducing the fighting potential of the enemy.”26 Gerasimov and his colleagues have weaponized the digital sphere to strike at the heart of democracies: their elections.
The democratic model is not guaranteed to exist. It is a human creation maintained by human actors. Today, Moscow is working to corrupt democracies by assisting illiberal and divisive candidates of any political leaning. This campaign is unfolding not by land, sea, or air but across the internet.27 The first part of this book, spanning chapters 1 through 8, tracks the origins and evolution of covert electoral interference, from Vladimir Lenin’s creations, to the battles of the Cold War, to Putin’s modern strategy. The second part, spanning chapters 9 through 13, examines Russian interference in the 2016 election, illuminating President Obama’s struggle to defend America’s electoral sovereignty, as well as President Trump’s refusal to recognize this threat.
Central to this book is an idea: that the lessons of the past can and must be used to protect democracies in the present.
Part One
THE HIDDEN HISTORY
Chapter 1
ENTER LENIN
In 1952, Oleg Kalugin, then seventeen years old, graduated from a Soviet high school seeking meaning, adventure, and the chance to combat capitalism. So he joined the KGB, his state’s security and intelligence service. Kalugin spent the next six years training at spy facilities in Leningrad and Moscow, after which he moved to America. He was stationed in New York until 1964 and then, after a brief interlude, was transferred to Washington, D.C., where he worked through 1970, eventually as acting station chief. (As his cover story, Kalugin presented himself as an inquisitive foreign correspondent.) He then returned to Moscow, rising to become the chief of counterintelligence and, in 1974, the KGB’s youngest-ever general. His job was to penetrate the “intelligence and security organizations of the world,” he told me, “and, of course, number one was the United States.”1
One summer day in 2019, I spent four hours with Kalugin in Rockville, Maryland, about sixteen miles from the White House. His home is modest, nestled in a quiet neighborhood. Paintings and memorabilia line the walls. On display are a photograph with William Colby, a former CIA director, and a signed copy of a book by Michael Hayden, another former CIA director. Since Vladimir Putin came to power in Russia, Kalugin has criticized aspects of his regime. The feeling is mutual: In 2002, a Russian court tried Kalugin for treason and sentenced him in absentia to fifteen years in prison.2 If Kalugin lived in any other country, he coolly pointed out, Putin would have him killed.
Sitting in his living room, however, Kalugin had many stories to tell about covert electoral interference. The roots of such operations run deep, he explained—back to the very founding of the Soviet Union. To any leader in Moscow, foreign elections present opportunities to redirect nations. The democratic process of succession practically invites interference. “What we did all around the world,” Kalugin said, “was provide money and support to people who we thought would be friendly and would change the foreign and domestic policies of their countries.”3
The Soviet Union first targeted foreign elections a century ago. The historian Tony Judt argued that the Cold War began in Europe after World War I, when Vladimir Lenin consolidated control over the ruins of the Russian Empire and Communist Moscow first clashed with Western democracies.4 Lenin, who distrusted the United States, possessed a comparative advantage in the area of covert action: Unlike Moscow, an isolationist Washington had no peacetime foreign intelligence agency.5 As Americans looked inward, Lenin surveyed the globe. His grand ambition was for foreign Communists to seize power, shed their preexisting governments, and abolish their nations’ borders. Through covert electoral interference, he could help.
—
Secret funding is perhaps the oldest form of covert electoral interference. It enables political campaigns to better target, turn out, and manipulate the masses. In March 1919, Lenin laid the groundwork for such operations at a pivotal conference in Moscow. The summit attracted delegates from more than two dozen countries, who together established the Communist International (Comintern), a transnational organization charged with uniting the Communist Parties of the world—and fomenting revolution abroad. “Particularly for the majority of the western European countries, spreading of the soviet system is a most important task,” Lenin told his guests. “America is the country that is most ripe…for a real socialist revolution,” said Boris Reinstein, the only American citizen present.6 The attendees, despite their limited means, had set their sights on a historic end: toppling the international system.
“The purpose of the [Communist] International is shown to be to propagate revolution and communism throughout the world,” warned a front-page New York Times article in 1920. That year, as the Red Army marched westward, the Comintern’s Second Congress attracted over two hundred representatives from thirty-seven countries.7 Lenin seemed poised to change the world.
The Comintern’s mission was publicly known, but its finances were shrouded in mystery. We now know that its Department of International Communication covertly distributed directions, propaganda, and money to foreign Communist Parties. The Soviet government provided the funds. In return, Lenin expected obedience. “Any person taking money” from the Comintern, Lenin said, “is warned that he is obliged to implement absolutely scrupulously all instructions of the [Executive Committee of the Communist International].”8 Beginning in the spring of 1919, the Comintern financed various Communist groups, including in the United States, Hungary, Czechoslovakia, Germany, Italy, Yugoslavia, Austria, Poland, Holland, and Britain.9
But a global Communist revolution was not, in fact, imminent. The Comintern’s early operations coincided with an ongoing war between Polish and Soviet soldiers. In August 1920, the Red Army lost at Warsaw, preventing Lenin’s forces from advancing across Europe. The Treaty of Riga instead forced the Soviet Union to establish itself as a state with defined borders. Western democracies, meanwhile, had not abandoned their political model for Lenin’s. Now seeking to deter foreign interference in its affairs, Soviet intelligence spread disinformation exaggerating the strength of its military.10 With this deception campaign under way, Lenin died in January 1924, not knowing where his Communist experiment would lead.
Lenin’s successor, Joseph Stalin, initially forbade foreign Communist Parties to ally with social democrats. This strategy proved self-defeating. In parliamentary democracies, politicians often obtain power through coalition building. By insisting on ideological purity, Stalin inadvertently empowered his rivals by isolating his friends. In Germany’s July 1932 and March 1933 elections, for example, Adolf Hitler’s National Socialists succeeded at the ballot box in part because Germany’s Communist Party would not stand with the Social Democrats.11
After Hitler’s rise, the Comintern shifted its strategy: It began supporting electoral alliances against fascists. At its Seventh Congress in 1935, the Comintern endorsed so-called popular front coalitions of antifascist parties. Some successes followed. In Spain, the Communist Party, whose Comintern representative had written Moscow requesting its “promised sum…for the [1936] electoral campaign,” joined a Popular Front coalition, which prevailed at the polls in February of that year.12 In France, where the Comintern was funding as much as one fourth of the Communist Party’s budget, a Popular Front that included the Communist, Socialist, and Radical Parties also won in 1936. Outlawed Communist groups received covert assistance, too, as the Comintern smuggled funds into fascist Italy and Germany.13
—
Still, the Comintern struggled. None of its foreign Communist Parties, with the exception of China’s, had more than thirty thousand or so members.14 In the interwar period, the specter of Russian interference thus mattered more as an idea than as an actual mechanism for change. “The call of the Comintern,” writes the historian Odd Arne Westad, “was heard throughout a world that was tired of war and colonial oppression.” The Soviet Union was founded on the premise of catalyzing global revolution; the Comintern sought to execute this mission. As foreign governments searched for signs of its meddling, prudence gave way to paranoia. In the United States, the first Red Scare unfolded from 1919 to 1920.15 A few years later, a similar crisis enveloped the United Kingdom.
Four days before Britain’s 1924 election, the Daily Mail published a letter that Grigory Zinoviev, the head of the Comintern, had allegedly sent the British Communist Party (which the Comintern had been covertly funding for years).16 Taken at face value, the letter constituted direct interference in the affairs of another nation. It instructed Communist Party officials to “strain every nerve in the struggle for the ratification” of a treaty between the Soviet government and that of Ramsay MacDonald, the first-ever Labour Party prime minister, and to “stir up the masses of the British proletariat.” The Daily Mail ran the headline “Civil War Plot by Socialists’ Masters…and Mr. MacDonald Would Lend Russia Our Money!”17
When covert interference is uncovered, the beneficiary is put on the defensive, regardless of whether he solicited the help. Because Zinoviev favored Labour, the right swiftly labeled MacDonald an instrument of Moscow and linked his party with foreign influence. MacDonald was left to fight for his political life. “All I say is this: So far as I know, the letter might have originated anywhere,” he said two days before the election. “How can I, a simple-minded, honest person who puts two and two together, avoid the suspicion—I will not say the conclusion—that the whole thing is a political plot?”18
MacDonald was right: Historians now consider the Zinoviev letter a forgery. To this day, it is a mystery who wrote it. But none of this was clear in 1924, so when the Conservative Party won the election, Labour attributed its defeat to the Comintern’s apparent interference in British politics (although scholars like A. J. P. Taylor are certain that Labour would have lost anyway).19 Regardless of whether the letter swung the election, it certainly divided voters. MacDonald’s opponents had cast Labour as sympathetic to Moscow, and the party’s supporters felt unfairly attacked as such. The mere appearance of covert interference had polarized a nation. Almost a century later, the legacy of the letter lingers. “This document—which may never have existed in the form of an original letter and was almost certainly not written by Zinoviev—has haunted politics, especially Labour politics, in the United Kingdom ever since,” writes Gill Bennett, the former chief historian of the British Foreign and Commonwealth Office.20
Foreign democracies assumed the Comintern had powers that it did not. By overtly calling for world revolution, the organization had developed an outsized reputation. The Comintern could not catapult Communists into power globally, but it could sow discord within democracies. A single letter had thrown British politics into upheaval. The Comintern’s perceived influence, though, came at a cost: It isolated Moscow on the international stage. Elected leaders distrusted the Comintern and, therefore, Stalin.
—
As Hitler strengthened Germany, Moscow needed allies. The Comintern, however, had alienated democracies like the United Kingdom and the United States. Lenin’s creation had become Stalin’s liability. “It would therefore be in the interest of Russia itself to dissolve the Comintern and to prove, by scrupulous abstention from interference abroad, that it can be treated on an equal footing with those democratic powers whose ideals it professes to share,” urged Franz Borkenau, an Austrian political theorist, in 1939.21
Stalin chose a different path. That August, he entered into a nonaggression pact with Germany. The German Wehrmacht and the Soviet Red Army then invaded, divided, and annexed Poland. The United Kingdom and France responded by declaring war on Germany. World War II had begun, but the treaty that kicked it off did not last. In June 1941, Hitler betrayed Stalin and invaded the Soviet Union. Fascism once again became the enemy of Communism. Stalin, now allied with democracies, provided the Comintern with fewer and fewer resources “for rendering assistance to foreign parties.”22
Stalin finally abolished the Comintern in 1943, as a gesture of goodwill toward Washington. “The dissolution of the Communist International is proper,” Stalin told Reuters, “because…it exposes the lie of the Hitlerites to the effect that Moscow allegedly intends to intervene in the life of other nations.”23 There was, of course, no lie to expose. The Soviet Union had interfered in foreign elections and would continue to do so. The Comintern’s fatal flaw was not its covert activities but its public mission, which had disturbed Moscow’s wartime allies and made its existence untenable.
—
The outcome of World War II left Stalin with means of which Lenin had only dreamed. During the interwar period, the Soviet Union had controlled its own territory, and the Comintern had funded foreign Communist Parties, but those parties were, for the most part, unpopular, illegal, or both. Moscow’s ability to shape other countries was limited. The results of the war changed what was possible. Four great powers—Nazi Germany, the Empire of Japan, the United Kingdom, and France—were either destroyed or severely weakened, creating a power vacuum for the Soviet Union and the United States to fill.
As the Red Army marched toward Berlin, its forces occupied the countries of Eastern Europe, which became a testing ground for electoral interference. After the war, most of these states held elections, but Moscow manipulated them so intensively that they hardly qualified as competitive. Whereas the power of the Comintern was its reputation, the power of these postwar operations was their scope, scale, and ambition. In East Germany, the Soviets directed the campaign of the Socialist Unity Party (SED), a coalition of Communists and Social Democrats. “All of the SED’s decisions,” a Soviet official said at the time, “must be agreed upon by the leadership of the Soviet Military Administration.” Moscow bolstered the SED’s electoral prospects through a variety of tactics, such as enabling its leaders to print more than a million leaflets and posters. But in October 1946, the SED still underperformed relative to Moscow’s expectations, so more aggressive forms of interference—arrests, intimidation, and threats—followed. In December 1947, the Soviets forced the resignation of Jakob Kaiser, the head of the rival Christian Democrats. He then went into exile in West Berlin.24
A similar story unfolded elsewhere as a mix of covert and overt tactics determined the outcomes of supposedly free elections. In Poland, ahead of the January 1947 election, opposition leaders were arrested, Communist officials falsely alleged that a rival candidate had died, and soldiers monitored polling places as voting unfolded. The Soviet-supported “democratic bloc” achieved an overwhelming victory, in part because ballots were falsified in its favor.25 Meanwhile, in Hungary, Mátyás Rákosi, the Communist leader, used so-called salami tactics to slice off his opposition. In February 1947, Soviet soldiers arrested Béla Kovács, the secretary general of the popular Smallholders Party, whose colleagues then went into exile. For the election that summer, hundreds of thousands of voters were purged from the rolls; many thousands more were too intimidated to turn out. On Election Day, special brigades traveled from district to district, some riding in Soviet vehicles, visibly stuffing ballot boxes. The Communist Party triumphed and, as in Poland and East Germany, consolidated control.26 More than four decades would pass until these countries again held contested elections.
The brazenness of these electoral operations was extraordinary. The Red Army’s physical presence enabled their most aggressive components, such as Béla Kovács’s arrest. But other tactics, like manipulating voter rolls, altering vote counts, and disseminating propaganda, have since remained central to Moscow’s approach to covert electoral interference.
American policy makers worried that the Red Army would push farther, past Berlin and into Western Europe. Stalin did little to assuage such concerns. In October 1947, just four years after dissolving the Comintern, he established another international body with the express purpose of uniting foreign Communist Parties. The Communist Information Bureau (Cominform), as it was called, was scathing in its rhetoric. In one communiqué, the organization denounced Americans as “imperialist warmongers” working toward the “forcible establishment of Anglo-American world domination, the enslavement of foreign countries and peoples, the destruction of democracy and the unleashing of a new war.”27
—
In practice, the Cominform was more bark than bite. It rarely met, and it lacked the resources, mandate, or infrastructure to support foreign political parties. While Lenin’s Comintern had been outward facing, aiming to catalyze world revolution, Stalin’s Cominform faced inward; its purpose was to help solidify his sphere of influence across Eastern Europe.28 Moscow would henceforth use its main intelligence service, renamed the KGB, rather than an international institution to interfere in elections overseas.29
From America’s perspective, the fall of Eastern Europe prompted alarm. Stalin’s plans were unknown; seemingly nothing was off-limits. “The idea was to eventually advance the Soviet system across the world,” said Oleg Kalugin, the former KGB general.30 Having mostly sat on the sidelines after World War I, Washington had to decide whether, and how, to lead abroad after World War II.
Chapter 2
THE CIA IN ITALY
President Harry Truman’s administration responded to the Soviet threat with a strategy of containment: structuring its foreign policy around preventing the further spread of Communism.1 Some of the initiatives that followed were well-known, from massive aid programs to a sustained military presence in Western Europe. Others were meant to be hidden. In 1947, Truman authorized the newly formed Central Intelligence Agency to engage in covert action. The White House, like the Kremlin, finally had a peacetime intelligence service capable of deploying active measures abroad.2
From world war had emerged a global competition for influence; elections, more than anything, drew its dividing lines. As Moscow established Communist regimes across Eastern Europe, Washington charted a different course in Western Europe, where a set of democracies developed and soon prospered. The openness of America’s allies meant that any of their elections could become a contest between East and West.
The first of such battles took place in Italy, where, in 1948, a fight for security and ideological alignment unfolded in the country’s general election. Italy’s economy was struggling, and its Communist Party was surging.3 In Washington, the Truman administration hoped to preserve Italy’s centrist government. What followed was a novel idea: electoral interference executed, in part, by the CIA.
—
In early 1948, Huntington Smith, a New York Times correspondent, traveled to Gravina, a small town in southern Italy. He found a village in disarray. Residents had stable jobs only three months each year, during the olive harvest. Families lived in cramped, filthy quarters. Tuberculosis was common. Smith visited a bedroom in which ten people, including a baby, lived with a man dying of the disease; two shared his bed. “We are all Communists here,” one woman told Smith, gesturing to the deteriorating walls around her.4
These poor conditions were an aftereffect of World War II, when the Allied powers had occupied fascist Italy and forced its surrender. The fighting was over, but low incomes, inflation, and basic supply shortages still ravaged Italy. Working-class families spent more than 90 percent of their monthly paychecks on food alone.5 In villages like Gravina, widespread impoverishment empowered left-wing politicians.
By 1946, Italy had become a democracy, and its Communist Party, with some two million members, was the largest in Western Europe. In an election that year, the centrist Christian Democratic Party received 35 percent of the vote, compared with a combined 40 percent for the Communist Party (which received 19 percent) and the Socialist Party (which received 21 percent). Also in 1946, the Italian people voted to replace their monarchic system with that of a republic, further breaking with their political past.6 Ahead of the next election, in 1948, much of what made Italy vulnerable to foreign interference was the newness of its political institutions, as well as the polarized nature of its electorate.
The United States and the Soviet Union each had a horse in this race. The White House favored the Christian Democrats and their leader, Alcide De Gasperi, who, while visiting Washington in early 1947, had met with Truman and told reporters that Italy and America were “bound by so many ties of history and civilization.”7 Joseph Stalin, meanwhile, exerted influence over the Italian Communist Party, which did not hide its affinity for Moscow.8 One Communist campaign poster, for example, contrasted depictions of American imperialists and Soviet friendship.9
At first, De Gasperi led an antifascist coalition that included his Christian Democrats, the Communists, and the Socialists. But this arrangement proved dysfunctional. In May 1947, De Gasperi dissolved Italy’s governing coalition and established a new one that excluded the left. Chaos followed. Palmiro Togliatti, the Communist Party leader, called for an “intensification of agitation against the Government.” By the end of 1947, more than eleven hundred strikes had taken place across Italy. Responding to this instability, Truman successfully lobbied Congress for an emergency aid package, partially for Italy, which he signed into law in December.10
The Italian Communist Party, already formidable, announced at the start of 1948 that it would stand with the Socialist Party in the April election as a popular front, echoing the Comintern strategy of the mid-1930s.11 Togliatti aimed to take control of the government through coalition building. It seemed as if he might prevail. “It is not outside the bounds of possibility that the Communists and left-wing Socialists plus a few minor left-wing parties and groups may succeed in obtaining 51 percent or more of the votes at the next general election,” The New York Times reported. “It must be admitted that at present the Communists are riding high, wide and handsome.”12
From Italy, James Clement Dunn, the U.S. ambassador, cabled Secretary of State George Marshall, a war hero and five-star general, that the “present electoral situation justifies grave concern and calls for serious consideration.” The Front’s strategy, Dunn explained, was to corral specific constituencies—youth, veterans, labor, and farmworkers—and to inspire voters, especially women, to turn out.13 Dunn also believed the Soviets were covertly funding the Front’s campaign. He told Marshall the Communists had “unlimited funds” as a direct “result of Soviet support.”14 The CIA concurred. “The Communist Party of Italy was funded, in the first place, by black bags of money directly out of the Soviet compound in Rome,” F. Mark Wyatt, a CIA officer stationed in Italy in 1948, said decades later.15
—
For Washington, electoral interference seemed necessary precisely because the worst-case scenario—a Communist victory—seemed so plausible. In one classified memorandum, the CIA warned that the Communist Party was planning an “all-out” election effort involving “legal and semi-legal methods.”16 In another, the CIA elaborated upon the perceived stakes of the election. In the Cold War’s emerging battle of ideas, a Front victory would mark the “first instance in history of a communist accession to power by popular suffrage and legal procedure” (discounting, presumably, recent elections across Eastern Europe as illegitimate). Were the Front to win, the memorandum continued, civil war might ensue. Matters would only worsen once the Communists took office, because the Soviet Union would establish influence over Italy’s foreign policy, economy, and military bases, from which Moscow could then threaten shipping across the Mediterranean. Ultimately, the CIA portended, Italian democracy would collapse “by processes made familiar in Eastern Europe,” replaced by “a fully developed police state under open and exclusive Communist control.”17
The call to action was evident; the question was how the Truman administration would respond. On December 14, 1947, Major General Lawrence C. Jaynes and America’s other remaining soldiers in Italy—some 1,600 in all—completed their scheduled withdrawal from the country. The troops set sail from Livorno for Brooklyn, following a ceremony in which an American flag was lowered and replaced with an Italian one. General Mark W. Clark, formerly the U.S. commander in Italy, transmitted a farewell message that read, in part, “I decry, as do my countrymen, the evil influences at work both from outside and from within Italy to foist upon her yet another ‘ism’—communism.” As America’s forces departed, Truman issued a statement renewing his commitment to “the preservation of a free and independent Italy.”18
In his statement, Truman had said that if necessary he would “consider what measures” to take in Italy’s defense.19 Secret plans were, in fact, already in motion. The National Security Council (NSC), in its first-ever directive, dated November 14, 1947, had concluded that America “has security interests of primary importance in Italy” and that “measures…to safeguard those interests should be strengthened without delay,” including to “combat Communist propaganda in Italy by an effective US information program and by all other practicable means.”20 For this mission, U.S. officials recommended covert action. Dwight D. Eisenhower, then the army chief of staff, suggested that a list of possible Italian assets be assembled for future operations.21
But who would oversee them? Until this point, America had possessed no formal mechanism for covert action during peacetime. Italy inspired change. Initially, the State Department was to carry out covert operations, but Marshall refused the mandate. He believed such programs would be uncovered and thus undermine his department’s work elsewhere.22 Marshall, at least, understood the risks of manipulating a foreign election covertly while advocating liberal ideals publicly.
Truman next turned to the CIA. During World War II, the Psychological Warfare Branch of the Office of Strategic Services (OSS) had spread propaganda across Italy. As the OSS’s ultimate successor, the CIA would now do the same. In December 1947, as America’s troops left Italy, the White House issued directive NSC 4-A, which authorized the CIA to “initiate and conduct…covert psychological operations” abroad.23 Truman also sanctioned secret shipments of arms to Italy.24 A generation later, the U.S. Congress would conclude that NSC 4-A “was the President’s first formal authorization for covert operations in the postwar period,” and that “it was used to undertake covert attempts to influence the outcome of the 1948 Italian national elections.”25
The starting point of CIA covert action would be electoral interference.
—
While the CIA manipulated Italy’s election in secret, the State Department did the same in the light. Overt interference inevitably provokes a backlash—because it is visible and attributable, the benefiting party can be portrayed as a foreign puppet—but Dunn, the ambassador, still felt that such action was worthwhile. In February, he told Marshall that the “full implementation of US policy is essential to an electoral decision by the Italian people for democratic as against totalitarian government.” Italians valued America’s economic support, Dunn explained, and wanted it to persist. “The issue of friendship with the US will in Italy play fully as great a role in the forthcoming elections as will the internal domestic situation,” he wrote. “Every action of the US will have a direct bearing on the outcome.”26 Marshall agreed, cabling that he “concur[s] US actions will have direct bearing on elections, and will take all feasible steps to evince firm US friendship toward Italy.”27
Much of Washington’s leverage came from the European Recovery Program, a massive economic program for Western Europe. Marshall had announced the policy, today known as the Marshall Plan, in June 1947. The Front’s leaders claimed that if they won, Italy could still take part in the initiative, even though the Soviet Union had declined to participate and ordered its Eastern European satellites to do the same. In early 1948, Dunn urged Marshall to rebut the Front’s claims publicly and loudly, and, in the process, turn the Marshall Plan into a tool of electoral interference.28
After receiving Dunn’s cables, Marshall declared in a March speech at the University of California, Berkeley, that a Communist-led Italy would not receive Marshall Plan aid. “If [the Italian people] choose to vote into power a Government in which the dominant political force would be a party whose hostility to this program has been frequently, publicly and emphatically proclaimed,” Marshall said, “this Government would have to conclude that Italy had removed itself from the benefits of the European Recovery Program.”29
Marshall’s message reverberated across Italy, reaching impoverished voters who believed a better future was contingent upon American assistance. “His language is crystal clear,” observed Italy’s Il Tempo newspaper, which reported that a Front victory would result in the “suspension of American aid with resulting economic catastrophe in Italy.” Italy’s left-leaning publications reacted scathingly. “Marshall’s language clearly shows how [the] US intends to use aid as electoral weapon of blackmail against [the] Italian people,” read the Communist-affiliated l’Unità paper. For the Christian Democrats, Marshall’s speech was a political gift. The Italian government worked with American officials to produce six million posters and, with the Vatican’s approval, ten million prayer cards about the benefits of American aid.30
Italian voters had a choice: America’s open hand or its closed fist. Back in Washington, other parts of the government raised the stakes still higher. In conjunction with Marshall’s announcement, the Department of Justice, citing a decades-old law, announced that it would not permit Italians who supported the Communist Party to enter the United States. “There sh[oul]d be no doubt left [in the] minds [of] Ital[ian]s that policy [in] this regard [is] unchanged,” Marshall wrote to the U.S. embassy in Italy. This rule had the potential to influence millions of voters; the State Department estimated that as many as fourteen million Italians wanted to move to the United States.31
With these sticks also came carrots. American aid continued to flood Italy. In February, Dunn urged Marshall to ensure that the United States kept providing Italy with wheat; otherwise, De Gasperi’s government would have to reduce bread rations. The following month, Truman signed an order transferring twenty-nine merchant ships to the Italian government. As more and more assistance arrived, Dunn, recognizing its psychological power, personally welcomed every hundredth delivery.32
This overt interference had costs, which Marshall recognized. In a cable to Dunn’s embassy, he emphasized the importance of “offset[ting] possible communist attacks against US ‘interference.’ ” De Gasperi often had to rebut accusations that he was a tool of the United States. On one occasion, he told Italian lawmakers that “there is nothing servile in accepting American aid,” which he described as a “free gift.” Directing his comments at Communist politicians, De Gasperi said, “You should explain this to the working masses. If, after giving them the facts, you should decide to do without American help, you should say so and assume full responsibility for your attitude.”33 Italy’s struggling economy offered De Gasperi much-needed cover.
But there were limits to what Washington could accomplish overtly. All of its tactics had a common weakness: None targeted voters personally, based on their individual views and biases. The State and Justice Departments, at least, lacked the means to engage in such behavior.
—
Italian Americans picked up the slack. Between 1876 and 1930, five million Italians had immigrated to the United States; many retained connections to their native country.34 As April approached, the sizable Italian American community became a weapon of electoral interference, participating in a project that at the time seemed spontaneous.
The public face of this effort was Generoso Pope, the owner of the largest Italian-language newspaper in the United States. Ahead of Italy’s April election, Pope executed a clever idea: to use his newspaper to influence Italian voters. He urged readers to mail anti-Communist letters back home, into the mailboxes of their friends and relatives. “I knew that the only way to beat the Communists was to have the people of Italy know the truth,” Pope said at the time. “I started the campaign, realizing that the people of Italy would believe the truth when it was told by a brother, or a friend, or a blood relation.”35
The idea spread quickly. Other non-state actors, from the Roman Catholic Church to more Italian-language newspapers, pressed their followers to take part in what became known as the “Letters to Italy” initiative. Victor Anfuso, a New York–based lawyer and OSS veteran, distributed 250,000 pre-written form letters for Italian Americans to sign and mail home. Anfuso’s letter read, in part, “We implore you not to throw our beautiful Italy into the arms of that cruel despot Communism.” Another form letter, distributed in New Jersey, warned, “If you should vote for the Communists or the Left-wing Socialists you will become the slaves of Russia.”36
—
As letters poured into Italy, American officials were euphoric. Even the typically pessimistic Dunn was uplifted. “Surge of letters and packages mainly to southern Italy from America definitely is harming Front vote prospects to extent that loud protests have been made,” he told Marshall on April 7. The State Department encouraged Italian Americans to keep writing letters, and just before the election the U.S. government expedited mail deliveries to Italy.37
In all, Italian Americans sent an estimated ten million messages to Italy. In one town in New York, more than 40 percent of Italian American residents took part in the campaign. John Ellis, a Republican politician who traveled to Italy in April, found that the letter writing was “heard all over” the country, in what can best be understood as a primitive form of micro-targeting. In 1948, loved ones could influence voters on a personal basis. The major cost of the initiative, as with Marshall’s speech, was that it was not a secret. Italy’s Communist leaders swiftly denounced the letter writing as foreign interference.38
The letter writers were not alone in influencing Italy’s politics. In an open statement, luminaries such as Eleanor Roosevelt and Henry Stimson expressed solidarity with Italians struggling against “the threat of oppression and slavery.” Famous Italian Americans like Frank Sinatra, Rocky Graziano, and Joe DiMaggio broadcast similar messages across Italy. (One Christian Democratic campaign poster read, “Even Hollywood stars are against Communism.”) And private American companies sent anti-Communist films to cinemas in Italy. Just before the election, an estimated five million Italians were watching them each week.39
Italians’ psyches were under assault from all angles as a result of American efforts to influence their opinions ahead of the election. In their mailboxes were letters begging them to vote against the Front; in their theaters were anti-Communist productions; on their radios were celebrities urging them to back De Gasperi; and in their newspapers was a clear warning: Voting Communist meant sacrificing Marshall Plan aid and the ability to enter the United States.
—
Events beyond Washington’s control shaped aspects of foreign interference in Italy’s election. The most important had unfolded in February 1948, when Communists staged a coup d’état in Czechoslovakia. The value of the Italian lira plummeted in reaction to fears that Italy’s Communist Party would similarly seize power. Christian Democrats used these concerns to highlight the stakes of the election. The party’s manifesto stated, in part, that the “recent tragic experiences” of Eastern European countries had elucidated the treachery of Communism and that Italians had to decide between “Bolshevik totalitarianism and sincerely democratic parties.”40
In the United States, the Czechoslovak coup assured the passage of the Marshall Plan. Truman urged a joint session of Congress to approve the plan, citing “the tragic death of the republic of Czechoslovakia” as well as the ongoing effort of a “Communist minority to take control” of Italy. Lawmakers voted in favor of the bill, and on April 3 Truman signed it into law at a high-profile ceremony, just fifteen days before Italy’s election.41
The Czechoslovak coup also alarmed the Roman Catholic Church, which, alongside the United States, had been influencing Italy’s election. Not only did the Vatican instruct its clergy to vote, but Church leaders also encouraged their followers, especially women and nuns, to turn out on Election Day in opposition to the Front.42 On March 10, Pope Pius XII issued a directive to priests. “In this grave moment,” he said, “it is your right and duty to draw the attention of the faithful to the extraordinary importance of the forthcoming elections.” All citizens who could vote, he stressed, must do so. “Anybody who abstains, especially because of laziness or cowardice, commits a grave sin—a mortal transgression.”43 The pope had “placed the whole weight and influence of the Catholic Church behind the Christian Democratic party,” The New York Times reported. On March 28, in his Easter address, the pope gave what the U.S. media described as “one of the most political speeches he has ever uttered.” Appearing in St. Peter’s Square, he told more than 150,000 worshippers that “the great hour of Christian conscience has struck.”44
The interests of Washington and the Vatican were aligned. Moscow saw only conspiracy. A leading Soviet newspaper reported that “the subversive activity of the Vatican is inspired in every way by American military authorities in Italy.” Knowing the Roman Catholic Church held immense influence in Italy, the Christian Democrats took advantage of its support. One of the party’s slogans was “God can see you in the secrecy of the election booth, but not Stalin.”45
The CIA, meanwhile, closely tracked this confluence of overt electoral interference. The agency recorded internally how the Vatican and the State Department were working against the Front. One CIA report said that “to assure the defeat of the Communists,” Dunn wanted America to send more supplies to Italy in support of De Gasperi’s government. Another explained that the State Department had recommended taking “every opportunity” to illustrate the “close support being given to the Italian people by the western powers.”46 When overt and covert mechanisms are deployed jointly, intelligence officers often study the former to enhance the latter.
—
Behind the scenes, CIA officers—with limited time, experience, and tradecraft—were interfering in the election covertly. By the end of 1947, the CIA had dispatched a special operations team to Italy. “We very hastily moved to support the Christian Democrats,” F. Mark Wyatt, who participated in this effort, said in retirement. In January 1948, Defense Secretary James Forrestal pushed Roscoe Hillenkoetter, the CIA director, to expand operations in Italy.47 The CIA’s methods had to be unattributable; otherwise, they would backfire. “The United States saw fit to conduct a covert operation in Italy,” Clark Clifford, then the White House counsel, later testified. “Had they done so openly, it not only would have been counterproductive, but I think it would have assured a Communist victory.”48
What the CIA did in Italy during those crucial months has long been kept secret. More than seven decades later, many files relating to the operation remain classified. Inside the CIA, however, the History Staff has full access to these documents. The head of this department is David Robarge, who became the CIA’s Chief Historian in 2005. Robarge spends much of his time writing classified histories based on classified sources. One summer morning in 2019, he met me at a coffee shop near Langley, Virginia, where we spent several hours discussing the CIA’s history of electoral interference, including and especially in Italy.
As our conversation progressed, it became clear that the CIA had been intimately involved with overt tactics that had appeared spontaneous. When asked about the makeup of the CIA’s operation, Robarge cited initiatives that ostensibly had nothing to do with the agency: “the letter-writing campaign from the U.S.” and “working with the church.” In March 1948, an NSC directive had said to “immediately initiate in this country…[a] letter-writing campaign by private citizens, regarding the political issues in Italy.”49 But still, wouldn’t the letter-writing initiative have happened without the CIA? “I can’t say whether anybody would have either come up with the idea or reinforced it the way we did,” Robarge responded, since the CIA was “facilitating it through American contacts, principally the church, but also the ethnic communities in New York and Boston and elsewhere.”50
The same went for the Roman Catholic Church’s propaganda campaign. The church opposed the Communist Party on its own initiative, Robarge said, but the CIA “piggybacked” on its efforts by “making them more expansive [and] more robust.” To Robarge, it was this synergy between the overt and the covert that made the CIA’s operation more effective than any funding from the Soviet Union. “Ours is much more tactically savvy because of the tradecraft,” he explained. “The Communists did not have a letter-writing campaign, the Communists did not work with the Catholic Church, etc., etc. You can just baldly see the differences.”
And then, of course, there was cash—lots of it. “We had bags of money that we delivered to selected politicians, to defray their political expenses, their campaign expenses, for posters, for pamphlets,” F. Mark Wyatt has said. With these funds, Christian Democrats and other anti-Front politicians could better reach and manipulate voters. “We bought that election,” Donald Gregg, who worked for the CIA from 1951 to 1982, told me. “It is a classic example of how really interfering in another country’s political system can pay off, if you’re convinced that it needs to be done, as we were.”51
Some historians have claimed that the CIA expended as much as $10 million interfering in Italy’s 1948 election (roughly $107 million in 2020 values), although no known source corroborates this figure. One report by the U.S. Congress in the mid-1970s pegged spending at just $1 million, far less. The truth, Robarge said, is in the middle. “It was several million,” he maintained. “It was a very high-priority operation and one that the U.S. was committed to seeing through.”52
Much of the propaganda that the CIA funded had a specific purpose: to frighten. “Mainly it was to scare the Italians into not voting for the Communists,” Robarge said, including by spreading disinformation. Some pieces of propaganda warned that the Communists would stage a coup d’état in Italy, as they had in Czechoslovakia. Others raised the specter of the Soviet military inside the country. “The point here was to get out the vote, in part by scaring people,” Robarge explained. “It was spending a lot of money, sending people to do the work to get people to vote: knock on doors, organize rallies to stir up pro-western voter centers, and scare people against the Communists.”53
In executing this operation, Wyatt claimed that the CIA worked directly with De Gasperi, the Italian prime minister. “Certainly, De Gasperi was witting and engaged with us,” Robarge confirmed. “He’s certainly aware the funding is coming in, he knows where it’s going, he’s approving its use and its distribution….We haven’t recruited him, we don’t control him, but [there’s] a relationship.” The agency also collaborated with lower-ranking Christian Democratic officials. “You have an effective party with a ground structure, why not use it?” Robarge asked. The CIA relied on its party contacts, he explained, for “passing the money around, making sure it got into the right hands, letting us know about upcoming rallies, letting us know that they were in touch with certain media individuals, that kind of synchronization of activities.”54 The U.S. embassy was operating alongside the CIA. In the weeks preceding the vote, Dunn’s team functioned, by his own account, as a “political action committee” working to defeat the Front.55
The CIA focused on manipulating the psyches of Italian voters. Today, billions of people have uploaded their psyches onto the internet, exposing them to targeted manipulation. The platform is new, but the goal of shaping people’s views is not. For renowned diplomats like George Kennan, whose writings had provided a foundation for the strategy of containment, psychological tactics held immense promise.56 At a public lecture prior to Italy’s election, he said, “It would be a mistake to consider psychological measures as anything separate from the rest of diplomacy.”57
—
The CIA did have limits, though: Its officers focused on changing minds rather than changing actual ballots. The CIA has “hardly ever” altered votes directly, Robarge said, and the agency did not stuff ballot boxes or bribe election officials in Italy.58 With the CIA’s operational files still classified, some of the agency’s work has undoubtedly escaped the historical record. What is certain, though, is that the CIA enhanced overt tools, spread misleading and incendiary propaganda, and funneled millions of dollars into De Gasperi’s campaign.
—
But would it be enough? Because the CIA was influencing voters rather than altering votes, its work brought no guarantees. This uncertainty unnerved Kennan, who, during the Italian campaign, was serving as the State Department’s first-ever director of policy planning. On March 15, 1948, he sent Marshall, his boss, a top secret cable proposing even bolder action. “It would clearly be better that elections not take place at all than that Communists win in these circumstances,” he wrote. The message continued,
I question whether it would not be preferable for Italian Government to outlaw Communist Party and take strong action against it before elections. Communists would presumably reply with civil war….This would admittedly result in much violence and probably a military division of Italy; but we are getting close to the deadline and I think it might well be preferable to a bloodless election victory, unopposed by ourselves, which would give the Communists the entire peninsula at one coup and send waves of panic to all surrounding areas.59
For Kennan, the question was how, not whether, to manipulate Italy’s democracy. His proposal—basically, to cancel the election—lacked the subtlety of electoral interference. His colleagues felt that such rash action would prove self-defeating. John Hickerson, a senior State Department official, scribbled onto Kennan’s memorandum the many reasons why he opposed this “drastic” and “unwise” recommendation. “Instead, U.S. Govt. should do everything it properly can to strengthen non-communist forces and parties,” Hickerson wrote, endorsing electoral interference anew.60 Kennan’s idea was a nonstarter, but it reflected Washington’s priority at the time: to defeat the Communists and maintain its influence over Italy, even if that meant violating the country’s electoral sovereignty.
Kennan’s letter points to a broader issue for interfering actors: the need for contingency planning. In any election that attracts foreign attention, the question lingers of what will come after the vote of interest. In this case, American officials feared that Italy’s Communists would claim in defeat that the race was “not free,” stage riots, and mount a coup d’état. Italians, too, braced for chaos. “There is no doubt that the Communists intend in the more or less distant future to plunge Italy into a frightful civil war,” the Tempo newspaper reported just before the election.61
There was also the possibility that the United States would stage a coup d’état if the Front prevailed. Kennan had already proposed canceling Italy’s election. In February, the left-wing l’Unità and Avanti! newspapers alleged that the Italian government intended to call off the contest. A CIA memorandum from March 1948 read that if the Front won, its “actual accession to power might be prevented by falsification of the returns or by force.” On Truman’s orders, the United States had been smuggling arms and supplies to the Italian military. “The CIA has its emergency plans,” Victor Marchetti, a Cold War–era CIA officer turned agency critic, later said, for if Italy’s leftist parties won a national election. “Support to Italian colonels would not be lacking.”62
—
Italy’s election had become a dual contest: one between the Front and the Christian Democrats, and the other between Moscow and Washington. TASS, the Soviet news agency, emphasized American “interference” in the election. From the other side of the world, The New York Times summed up the dynamic with the headline “The Great Issue in Italy: Russia or the U.S.” Inside Italy, this superpower competition had become a key campaign issue. Communist politicians warned that “every vote for De Gasperi is a vote for Truman,” while Christian Democrats retorted that “every vote for Togliatti is a vote for Stalin.” To increase turnout, the Vatican rescheduled church services so that its followers could get to the polls. Come Election Day on April 18, a remarkable 92 percent of eligible voters cast their ballots.63
In the end, it wasn’t even close. The Christian Democrats triumphed with 48.5 percent of the vote, compared with just 31 percent for the Front. “Most interpret results primarily as striking defeat for communism,” Dunn reported. And critically, the Front’s leaders announced that they would respect the results. (Soviet officials had, behind the scenes, discouraged Togliatti from resorting to violence.) The right-wing l’Ora newspaper ran the headline “No to Stalin!,” while The New York Times declared that the “U.S. has scored over Russia in worldwide battle.”64
Reactions were swift and emotional. Pope Pius XII announced his “profound joy.” Truman celebrated publicly. At a news conference, he said, “I know that free peoples everywhere will be encouraged by the outcome of the recent Italian elections.” A few weeks later, Italy received its first Marshall Plan delivery.65 Towns like Gravina reaped the benefits.
Members of the Italian Left fumed. Togliatti attributed his defeat to “the intervention of foreign powers and the Vatican,” while l’Unità accused the Catholic Church of manipulating its followers. Pivotal elections can divide a country, especially when a foreign actor involves itself in the contest. Much of America’s operation had been overt, exposing its hand and, in the process, polarizing Italy’s electorate. Many Front voters felt they had been tricked into participating in an unfair election.66
Some Americans, too, protested Washington’s interference. Just before the election, about eighty individuals, including a U.S. senator, had sent a joint telegram to Truman requesting “an end to all outside interference with democratic electoral procedure” in Italy. “The Italians are not a savage people who need to be taught what to do,” they wrote. “No American would tolerate Italian interference in American elections.” Foreign interference in a U.S. election, though, was unthinkable at the time. Washington was operating from a position of strength: As a well-established democracy, its elections seemed impenetrable.67
The most consequential reactions to De Gasperi’s victory unfolded in CIA headquarters. For America’s intelligence officers, the outcome had confirmed the value and potential of covert electoral interference. “It was very, very exciting,” Wyatt recalled. “I mean, we were euphoric: ‘We’ve won this one, and we’ll win others.’ ” Within the U.S. government, this operation became legend and inspiration. “Italy was always raised as one of the successes that we had staged,” said Bobby Inman, the CIA’s deputy director in 1981 and 1982. John Negroponte, the U.S. deputy national security adviser toward the end of the Cold War, likewise said, “The policy makers of the next generation, they all remembered Italy, and the threat of Communists taking over, and the huge effort we made to prevent that from happening, when we went in big-time to influence things.”68
When an interfering actor’s preferred electoral outcome is achieved, it is tempting to attribute the result to covert action. But the historical record paints a more uncertain picture. The CIA was in its infancy in 1948. It lacked not only a playbook but also experience. After the election, CIA officers, while triumphant, had no evidence that their tactics, which were just part of a broader operation, had made the difference. Maybe Marshall’s speech was the decisive factor, or maybe De Gasperi would have won unassisted. “We still argue about it,” Robarge said. “The best we can say, even at this late date, is that we probably gave the [Christian Democrats] enough of a margin [of victory]—a big margin—to be able to say the election was honest, the Communists lost fair and square, and there’s no reason for them to take to the streets.”69
Robarge’s assessment is entirely plausible but, in tracking the development of American foreign policy, largely irrelevant. In Washington’s collective imagination, the CIA had rescued Italy’s democracy. The CIA’s work “resulted in the Christian Democrats essentially dominating Italy for the next fifty years,” commented Joseph Wippl, a Cold War–era CIA officer, “and certainly it was in our interests to support them.” When I pressed Wippl, though, he recognized that he did not know if the agency had accomplished what he had just claimed it did. “If you were to ask me, ‘Joe, can you prove that that $10 million we spent in that election actually resulted in the election result?’ I can’t. It maybe would have happened anyway.”70
No proof was needed. America’s preferred party had won. And influential voices noticed. After 1948, Averell Harriman, a close adviser to Truman, and Allen Dulles, the CIA’s powerful deputy director, pressed for further interference in Italy’s elections.71 Dulles, in 1951, warned that the Italian Communist Party “constituted a continuing threat to democratic government and even to the security of the NATO forces in Western Europe.” Dulles further argued that the Christian Democrats—whom he described as “complacent and somewhat feeble”—would not act boldly on their own. “They may be prepared, however, with some backing from us and if persuaded by our seriousness, to take on, one by one, a series of measures to cripple the Communist Party.”72 Psychological warfare applies not only to the masses: Often, covert interference involves manipulating friendly officials, too.
Dulles advocated an aggressive posture. He called for a surge in covert support for “patriotic citizens” in the “press, radio, motion pictures and like media,” as well as efforts to “break the strength” of Communist-aligned labor unions. At the end of his cable, he concluded that “it should be a major point of American and of NATO policy to cripple these Communist Parties, to uncover their true intentions, to sow discord in their ranks and promote defection, to deprive them of privilege and respectability, and to drive them underground.”73
The CIA went to work. After 1948, it funneled almost $65.2 million into Italy (roughly $582 million in 2020 values) over the course of twenty years. Nearly 84 percent of those funds, or $54.6 million went to the Christian Democrats and related organizations, while the rest went to “other non-Communist parties and affiliates.”74 Dunn, for his part, suggested in 1951 that “a most effective way of combating Communism is…in such a way that the workers are approached on a personal basis.”75 But by then, targeted forms of interference had become difficult to execute. No future election elicited as much emotion as that of 1948, making another letter-writing campaign unfeasible. America needed a new playbook for a new moment.
The CIA picked William Colby, a young and ambitious intelligence officer, for the job. In 1953, he moved to Rome, where he spent the next five years manipulating Italy’s elections. In his memoirs, he described the effort as “by far the CIA’s largest covert political action program undertaken until then or, indeed, since—an unparalleled opportunity to demonstrate that secret aid could help our friends and frustrate our foes without the use of force or violence.” America’s preferred parties used the CIA’s money to execute newsletter, leaflet, and poster campaigns, as well as to organize public rallies, membership events, and voter registration drives—all to reach and influence the masses. “More was needed than the sporadic election year support,” Colby explained, “especially since Moscow was covertly pouring in massive support to the Italian Communists.”76
Colby was especially passionate about the media. While in Italy, he recruited a newspaper editor to whom he could feed anti-Communist stories, which other outlets then reproduced. Thomas Fina, an embassy official in Rome, later said that the United States had “the tilting power to shift decisions marginally one way or another” in Italy, including by “subsidizing the publication of books, the content of radio programs, subsidizing newspapers, [and] subsidizing journalists.”77 Colby rarely contacted the recipients of CIA funds directly. Most of the time, he worked through third parties, or cutouts, which protected both the agency and its beneficiaries.78
—
America was intent on keeping its hand hidden. Dulles wanted measures deployed against Italy’s Communists to “be covert not overt” and “presented to the people as independent” developments.79 Dunn, the ambassador, likewise concluded that “the most effective action in influencing the Italian people away from Communism would be that taken…without too much evidence of American participation.”80 His attitude had evolved since 1948, when much of America’s operation was visible and attributable. The second-term Truman administration, convinced that overt tactics would backfire, informed as few people as possible about the CIA’s work. This secrecy stretched across presidencies. In January 1953, the CIA director, Walter Smith, briefed Dwight D. Eisenhower, Truman’s successor, on world affairs. During the briefing, one of Eisenhower’s advisers said the “remarks of our aiding the Italian elections” should not be shared with members of Congress—a suggestion promptly “agreed upon” by the room.81
The CIA equated its effectiveness with which party led Italy. By this measure, every election was encouraging. The Christian Democrats governed through 1994, by which point the Cold War had ended. The perception inside Washington was that the CIA had changed Italy’s future. “Our accomplishments could not be measured in short-term ways,” Colby acknowledged in his memoirs. But he insisted that in the long term the CIA had strengthened the Christian Democratic Party, divided the Front, and therefore “did succeed.” He then launched into a passionate defense of covert electoral interference:
The charge has been leveled that the United States and, most certainly, the CIA have no business “interfering” in the domestic political affairs of another sovereign nation, that their assistance to one side or another in an election there is not only illegal but immoral….[If] military “interference” is accepted, then surely lesser forms of interference can be justified under the same conditions. The test involves both ends and means. The end sought must be in defense of the security of the state acting, not for aggression or aggrandizement, and the means used must be only those needed to accomplish that end, not excessive ones. In this moral and philosophical framework, assistance to democratic groups in Italy to enable them to meet the Soviet-supported subversive campaign there can certainly be accepted as a moral act. It was clearly for the defense of the United States and its NATO allies against the danger of Soviet expansion, and the financial and political support given was plainly a low-key and nonviolent means of acting for that end. This framework cannot justify every act of political interference by CIA since 1947, but it certainly does in the case of Italy.82
Figures like Colby, who went on to direct the CIA, had come to believe in covert electoral interference, just as the Cold War expanded in scope and intensity. In 1950, Truman’s foreign policy team filed NSC 68, a top secret document advocating, in part, the need for “operations by covert means in the fields of…political and psychological warfare.”83 Covert action, initially limited in use, became central to American foreign policy. In 1953 alone, the CIA executed hundreds of covert action projects across forty-eight countries.84 Electoral operations were central to this web of activity. Miles Copeland, who joined the CIA in 1947, later summarized this evolving dynamic: “In an election in such-and-such a country, the Soviet KGB backs a candidate, the CIA backs a candidate, and the CIA candidate wins.”85
Decades later, in 1984, William Colby married Sally Shelton, his second wife and a former ambassador, eight years after retiring as CIA director. Colby suggested a destination wedding, with a specific location in mind: Venice, Italy.
“I think he wanted somehow to reconnect with Italy through marrying me, given our respective backgrounds, since we both loved Italy and both spoke Italian,” Shelton-Colby told me, reminiscing about her late husband. “He had a thing for Italy, a certain fascination for the country,” she recalled, as his time there “was one of the highlights of his career.”
Colby forever felt attached to the country he thought he had saved. Not long after their wedding, he and Shelton-Colby traveled there again. While strolling on a side street, Colby noticed a poster for the Democratic Party of the Left, the successor to the Communist Party, which had disbanded. He asked his wife to photograph him next to it. “We did it,” Colby told her, staring at the poster, tears in his eyes. “The U.S. did it.”86
Chapter 3
THE EXPLOSION
From Italy emerged an era of covert electoral interference. The Italy operation became “a template,” explained David Robarge, the CIA’s chief internal historian, for what the agency then did “in many, many countries around the world.”1 The appeal of this tactic was obvious: The costs were manageable, the loss of life was zero, and the payoff seemed substantial. Influencing an election to the detriment of a certain politician was also more palatable than, say, staging a coup d’état against that politician (as both Moscow and Washington did, in select cases, including CIA operations to topple the elected leaders of Iran and Guatemala in the early 1950s).
Manipulating democratic elections in the name of democracy might seem contradictory. But during the Cold War, in what felt like an existential battle with the Soviet Union, the ends appeared to justify the means. “It was 100 percent ensuring that you got a government that was pro-U.S. as opposed to pro-Soviet,” said Bobby Inman, the CIA’s deputy director in 1981 and 1982. “Everything was seen in the light of bipolar: You are either with us or you are against us.”2 American policy makers feared that Communist politicians, once in power, would abandon the democratic model, as they had in East Germany, Hungary, Czechoslovakia, Poland, and elsewhere in Eastern Europe. These precedents provided officials in Washington with a moral rationale for covert electoral interference: better to undermine undemocratic candidates at the ballot box than let those candidates take power and unravel their democracies from within. Manipulating voters in the short term, the argument went, protected the rights of those same voters in the long term.
While the CIA escalated its covert operations, the KGB did the same, targeting democracies everywhere. “The Cold War affected everyone in the world,” writes historian Odd Arne Westad, and without it “Africa, Asia, and possibly also Latin America would have been very different regions today.”3 It should be said that comparing the CIA with the KGB is a fraught business. Domestically, there is no comparison: The KGB terrorized its citizens in a way that America’s equivalents never did. But on electoral matters, after 1948, both Soviet and American intelligence had entered “the game,” as various CIA officers put it. “This issue of intervening in elections was part of a comprehensive strategy, which both sides were doing,” said Arturo Muñoz, who joined the CIA in 1980. “We were a mirror image of each other.”4
Colby and Wyatt, while in Italy, had suspected that Moscow was bankrolling the Front, but lacked conclusive evidence. Now it seems all too clear. In the 1980s, the Soviet Union, despite its economic struggles, still used the KGB to distribute $200 million (roughly $480 million in 2020 values) to the Communist Parties of eighty countries.5 Although Italy’s Communist Party never took power, the KGB kept supporting its campaigns. Plan A was a Communist victory, but Plan B was what happened instead: Communist candidates receiving significant popular support. In foreign elections, America’s sole measure of success was whether its preferred parties triumphed. Moscow, by contrast, saw advantages to performing well in defeat. The robust standing of Italy’s Communist Party—in 1976, it received more than 12.5 million votes—lent Moscow influence abroad and propaganda at home. State-sponsored news outlets could advertise that in Italy, a country entrapped in America’s sphere of influence, millions of citizens still desired Communist rule.
For Moscow, covert electoral interference was a win-win. So the KGB provided Italy’s Communists with $6.2 million in 1972 and $6.5 million in 1976, hoping for victory but reaping benefits regardless.6 Beyond bankrolling campaigns, the KGB funded news outlets, bribed journalists, and spread disinformation. Ahead of the 1974 election in France, where the Communist Party boasted considerable support, the KGB carried out dozens of “significant operational measures” designed to advantage François Mitterrand, the head of the left-wing coalition, over Valéry Giscard d’Estaing, his right-wing rival; one such measure involved circulating a fake document connecting Giscard’s policies with the murder of one of his relatives. Mitterrand narrowly lost, but the interference persisted. In 1979 and 1980, the KGB’s Paris station planted 287 news articles, held 146 “influence conversations,” spread disinformation verbally seventy-eight times, and disseminated leaflets, books, and forgeries. The money also kept flowing. Ahead of another election, the French Communist Party received $2 million from Moscow, but its leader, Georges Marchais, was not yet satisfied. He wrote Mikhail Gorbachev, the Soviet leader, requesting more “emergency financial aid.” The KGB dutifully delivered another $1 million.7
Compared with their American counterparts, Soviet intelligence possessed an advantage—a lack of boundaries and accountability—and a disadvantage: They had no background in professional campaigning. The Soviet Union never held a competitive election, so the initiatives that the CIA concocted in Italy, like voter registration drives, were unfamiliar to the KGB. But Moscow made up for its lack of experience with sheer will.
Targeted countries had at least one feature in common: They held competitive elections. Much of the world did not, and the countries that did were typically in America’s sphere of influence. For the CIA, unlike the KGB, manipulating an election often meant manipulating an ally.8 Such was the case with Japan, the target of a three-pronged electoral interference operation executed by the CIA in the 1950s and 1960s. The first component involved delivering money and campaign advice to key members of the right-wing Liberal Democratic Party (LDP). The motivation was familiar—to preserve a friendly government—as was the method: The CIA used cutouts, or middlemen, to transfer the funds. “In effect the LDP was kind of in our pocket,” Robarge said. The second component, authorized in 1959, was to sow division within Japan’s leftist bloc. And third, the CIA ran a well-funded propaganda operation aimed at manipulating Japanese citizens.9
Each of these tactics had originated in Italy and had since become a part of the CIA’s playbook: subsidizing campaigns, dividing the opposition, and influencing voters’ minds. The effort appeared successful. The LDP governed without interruption from 1955 to 1993. “The principle was certainly acceptable to me,” U. Alexis Johnson, a former U.S. ambassador to Japan, said in 1994. “We were financing a party on our side.”10
In certain instances, Washington used covert electoral interference to establish rather than merely preserve its influence over another country. Before Guyana’s 1964 election, the CIA, hoping to unseat Cheddi Jagan, the country’s left-wing leader, provided the opposition with money and counsel. “Jagan must be defeated in the next election,” Dean Rusk, then the secretary of state, cabled President Lyndon B. Johnson. The operation, again, seemed to pay off. Forbes Burnham, America’s preferred candidate, was able to form a majority coalition. But as was so often the case, CIA-led interference in Guyana did not end with a single contest.11
As the next election approached, the CIA worked to “assure” Burnham’s continued success at the polls.12 In this instance, the United States, while influencing voters, also showed a tolerance for altering the actual vote count. In 1968, Burnham won the election by a wide margin—by cheating. Policy makers in Washington had known about his plans in advance. “When the U.S. Government learned that Burnham was going to use fraudulent absentee ballots to continue in power in the 1968 elections, it advised him against such a course of action, but did not try to stop him,” the State Department recently acknowledged. In all, from 1962 to 1968, the CIA spent more than $2 million on its covert action programs in Guyana, which Burnham ruled until his death in 1985.13
In Washington, covert electoral interference had earned a reputation for effectiveness. When the CIA got involved, America’s preferred candidate always seemed to win. Henry Kissinger, a famed practitioner of realpolitik, advocated such operations while serving as national security adviser, a position he assumed in 1969. A German refugee with a PhD from Harvard, Kissinger was known for identifying hidden opportunities to advance America’s interests. In 1970, he told President Richard Nixon about an “excellent” CIA memorandum detailing “covert programs to offset the threat of Communist election victories in the Free World,” from Chile to Guyana.14 Kissinger then sent Nixon the full document, part of which read,
There have been numerous instances when, facing the threat of a Communist Party or popular front election victory in the Free World, we have met the threat and turned it successfully. Guyana in 1963 and Chile in 1964 are good examples of what can be accomplished under difficult circumstances. Similar situations may soon face us in various parts of the world, and we are prepared for action with carefully planned covert election programs when U.S. policy calls for them.15
The case of Chile—top of mind for both the CIA and Kissinger—was unique in several respects. At a time when Moscow and Washington were targeting elections globally, CIA interference in Chile proved unusually extensive and unusually representative of the tools the agency used to interfere in elections. And because the U.S. government has declassified many of its Chile files, the CIA’s work there can be examined in exceptional detail.
While Italy marked the beginning of CIA-led electoral interference, Chile marked its peak.
—
Porter Goss much prefers to discuss his work as CIA director under President George W. Bush than his work as an intelligence officer a generation earlier. What Goss saw and did for the CIA is legend within the agency. After graduating from Yale in 1960, he joined the CIA’s clandestine service. “It was men from Yale, Harvard, Princeton, gentleman-type organizations, working with extremely loose rules in terms of gentlemen knowing what was right or wrong,” Goss told me on his porch in the Florida Keys. Even now, Goss speaks, thinks, and acts like a spy. “You see a nice thing that happened,” he proposed excitedly. “Maybe it’s an election; maybe the good guys win an election. If nothing that you can observe seems out of the ordinary, ‘oh, isn’t that a good thing, and it just happened,’ well, guess what: It happened because of covert action.”16
Goss recalled why the CIA became so involved in Chilean politics. “It was worries about what was going on in our hemisphere, defending the Monroe Doctrine, are Communists moving into our quarters, do we have stable governments,” and, above all, it was about Allende.
In interviews with Goss and his contemporaries, the same name always arose: that of Salvador Allende, a Chilean politician whom the CIA relentlessly worked to undermine. Allende was born to privilege in 1908 in the town of Valparaíso. As a young man, he was twice jailed for his political activism while pursuing his medical degree. A year after graduating, he founded the Chilean Socialist Party alongside fellow Marxists. He spent his adult life operating at the highest levels of Chilean politics. Well educated, deliberate, and ambitious, he was elected to the Senate in 1945. He first ran for president in 1952 but lost resoundingly. Six years later, in 1958, he ran again and came within thirty-three thousand votes of victory. Many Chilean analysts had anticipated that Allende would perform well, as a result of a decline in real wages, entrenched wealth inequality, and swelling resentment of the American companies that controlled copper mines in Chile. Washington, though, was caught off guard: A self-described Marxist had nearly won an election in the Western Hemisphere.17
Then, in 1959, Fidel Castro seized control over Cuba.18 Allende soon visited and met with Castro, to whom he became personally close. The CIA warned internally that “Communist influence has been rising in Latin America,” threatening “all aspects of US-LA relations—diplomatic, economic, and cultural.” The KGB, meanwhile, drew inspiration from Castro’s rise. Oleg Kalugin, then based in New York, said that “isolating America” from countries in its hemisphere was a “major strategic part of the anti-America battle.”19
In this environment, Chile’s 1964 election, in which Allende would again compete, captivated Washington. As in Italy, the logic of containment applied to Chile. The U.S. embassy in Santiago assessed that an Allende administration would pursue the “drastic reduction [of] US influence in Chile and the Hemisphere,” marking a “defeat for US policy” and prompting “alarms from the U.S. press and business interests.”20 The loss of Chile would also reflect poorly on the Alliance for Progress, America’s massive aid program for Latin America, for which Chile was meant to be the showcase.21
Worst of all, Allende sought to take power through a competitive election. “Another ‘Castro’ in the Hemisphere, particularly one who achieved power through the democratic process in a country where we have invested the highest rate of per capita assistance, would be awfully tough to handle,” reported a U.S. embassy official in mid-1964. A Time article similarly warned that Chile would be the first country in the Western Hemisphere to elect a Marxist president. The CIA feared other countries would then follow suit.22
—
As America plotted in secret, the Soviet Union did as well. Washington suspected what the KGB archives now confirm: Allende was cooperating with Soviet intelligence. Svyatoslav Kuznetsov, a KGB colonel, established contact with Allende in 1953 and assigned him the code name “Leader.” Through the 1950s, they met in various Latin American countries and established a “friendly and trusting” bond.23 Moscow began providing Chile’s Communist Party—which belonged to Allende’s coalition—with an annual subsidy, ranging from $50,000 to $400,000.24 The KGB recorded that, in 1961, a “trusting relationship” as well as “systematic connection” with Allende had been “solidified.” The archives read,
In that period, Allende declared his readiness to confidentially cooperate and provide necessary help since he considered himself a friend of the Soviet Union. He readily shared political information and, at the KGB’s request, took direct actions to protect Cuba and took steps to establish diplomatic relationship between Chile and the USSR.25
Moscow hoped Chile would enter its orbit. Kalugin explained, “We were trying just to widen and strengthen the pro-Cuban left-wing—any movement in Latin America or Central America which would be friendly toward Fidel Castro, and thus be a pro-Soviet regime.”26 The CIA was convinced that both the Soviet Union and Cuba were supporting Allende covertly. In March 1964, President Lyndon B. Johnson’s daily intelligence briefing conveyed that Cuba had “agreed to provide funds” for Allende’s campaign. The next month, the CIA relayed that Che Guevara, a revolutionary in Cuba, “obviously believes that Allende, who has visited Cuba often and is being bankrolled in part by Havana, will win the presidential election in the fall.”27
With Allende again on the ballot in September 1964, and with America’s adversaries backing him, the stage was set for a massive operation of CIA-led electoral interference.
—
The CIA enjoyed considerable autonomy in its early years. The agency could approve internally covert action programs it deemed “low risk” and “low cost.” For more sensitive operations, the CIA director would deliver classified proposals to a committee, or Special Group, of senior government officials. Members included the chairman of the Joint Chiefs of Staff, the deputy secretary of defense, the undersecretary of state for political affairs, and the national security adviser. The Special Group acted as judge and jury. It could authorize covert operations without alerting Congress or even the president. Richard Helms, CIA director from 1966 to 1973, later explained that this arrangement provided plausible deniability. “The mechanism…was set up,” he said, “to use as a circuit breaker so that these things did not explode in the president’s face and that he was not held responsible for them.”28
Covert electoral interference requires advance planning. The CIA laid the groundwork for operations in Chile in 1961, when it established relationships with select political parties, as well as networks through which to distribute propaganda. By March 1964, with the election seven months away, McGeorge Bundy, the national security adviser, was under pressure to formulate an actual strategy.29 The election had effectively become a two-way contest between Eduardo Frei, a Christian Democrat, and Allende’s Popular Action Front, a coalition of Socialists, Communists, and smaller left-wing parties. Allende was campaigning on a policy gambit that Frei had rejected as risky and provocative: nationalizing U.S.-controlled copper mines.30
For Washington, the path forward was clear: Support Frei, and keep Julio Durán of the Radical Party in the race as a third-party candidate. Durán stood no chance of victory, and the CIA believed his candidacy would benefit Frei more than it would Allende.31 “Generally speaking, we should simply do what we can to get people to back Frei,” Gordon Chase, a White House aide, told Bundy, lest Allende win the presidency, nationalize the copper mines, and, in the process, increase Moscow’s influence over Chile.32
In the Christian Democratic Party, America found a willing partner, as it had in Italy. In late March, Frei’s advisers visited the U.S. embassy in Santiago, where they painted a grim portrait: His political operation was struggling to cover its $100,000 monthly expenditures but needed to spend three times that to run a winning campaign. The Chileans then requested $1 million in assistance. Embassy officials left the meeting with two impressions: first, that Washington could and should provide the funds but, second, that this assistance should be delivered covertly and through third-party cutouts. Direct contact would invite unnecessary risks. The embassy urged the Special Group to ensure that funding for Frei’s campaign “not seem to come from U.S. sources.”33
At 3:30 p.m. on April 2, the members of the Special Group gathered in the White House Situation Room to consider a CIA proposal to interfere in Chile’s election. The plan, budgeted at $750,000, included eight specific steps. Some concerned high politics, such as bribing certain politicians to back Frei. Others involved financing specific organizations—such as women’s, peasant, youth, and labor groups—and executing “specialized propaganda operations, some of which will be black, to denigrate Allende.” Both of these tactics revolved around manipulating voters’ minds. More aggressively still, the proposal authorized a more direct form of interference: “in the latter stages of the campaign to buy some votes outright if required.”34
The Special Group approved the CIA’s plan. Its members also settled a contentious question: whether to keep the agency’s hand hidden from Frei himself. Embassy officials in Santiago had advocated non-attributability; the CIA felt otherwise. The agency’s top priority was to secure a Frei victory. Its secondary priority, though, was to develop influence over his government. Achieving victory was thus a means to a still further end: for Frei to know to whom he owed his power. “An effort should be made to achieve greater influence over [Frei] by modifying the Special Group restriction on non-attributability,” Joseph King, a senior CIA official, had urged. “Funds could be provided in a fashion causing Frei to infer United States origin of funds and yet permitting plausible denial.”35
The Special Group sided with the CIA. “Attribution of U.S. support would be inferred but there should be no evidence of proof,” the committee decided.36 In this operation, the CIA would attempt to manipulate the masses and the benefiting candidate.
—
To oversee the operation, the CIA, White House, and State Department formed an interagency electoral interference committee. Its members included Thomas Mann, an assistant secretary of state; McGeorge Bundy, the national security adviser; Ralph Dungan, his special assistant; and Desmond Fitzgerald, a CIA official. A parallel committee worked out of the U.S. embassy in Santiago. Its members included the CIA station chief, the U.S. ambassador, and senior embassy officials.37
The chain of command reached the very top. On April 29, the CIA director, John McCone, and Secretary of State Dean Rusk spoke twice about Chile’s election. A few weeks later, Bundy forwarded a memorandum about the CIA’s operation to Lyndon B. Johnson, along with a brief cover note. “In essence, the problem we face is that a very popular and attractive candidate, named Allende, who has thrown in his lot with the Communists, has more than a fighting chance to win,” Bundy wrote. “We have a coordinated Government-wide program of action to strengthen his opponent….[W]e will be watching it very closely, but I do think you ought to know about it yourself.”38 On a subsequent call with Mann, Johnson sought more information, evidently balancing a desire for plausible deniability with the need to manage his own intelligence services. “What are our problems now?” the president asked. “What are the hot ones? You got an election in Chile.” Mann asserted back, “We’re going to win this election in Chile, things look good, we’ve done a hell of a lot of work on that.”39
The CIA’s covert operation ran on two tracks: directly supporting Frei’s campaign, and disseminating propaganda among the masses. For Frei’s campaign, the agency provided money and helped conduct polls, register voters, and get out the vote. It was an American-like campaign, exported to Chile. As for propaganda, the CIA circulated films, pamphlets, posters, leaflets, and mailings. Some of the information spread was standard fare; some, less so. “ ‘Disinformation’ and ‘black propaganda’—material which purported to originate from another source, such as the Chilean Communist Party—were used,” the U.S. Congress has acknowledged.40
Taking a page out of its Italy playbook, the CIA invested heavily in another scare campaign, spreading depictions of Soviet tanks and the Cuban armed forces. This fearmongering especially targeted women, who had overwhelmingly opposed Allende in the last presidential election. One poster warned, “Chilean Mother: Fidel Castro sent 15,000 children to Russia, tearing them from their mothers’ arms. If you don’t want to lose your children, vote for Durán.”41
The CIA also corrupted Chile’s media, recruiting reporters, columnists, and editors. Some planted anti-Allende stories, while others suppressed anti-American articles. The CIA financed wire services, magazines, and a weekly newspaper. By the end of June, a single CIA-funded propaganda group was producing twenty radio spots, issuing five news broadcasts, and distributing three thousand posters per day—all to persuade Chilean voters to oppose Allende.42 This wide-ranging effort was not cheap. Between May and July, the Special Group—renamed the 303 Committee—approved another $1.75 million for the operation. The CIA also transferred three more officers to its Santiago station.43
Targeting voters’ minds was, as always, a gamble. Frei might win; he might lose. Still, Bundy left as little as possible to chance. One of his advisers put it well: “We can’t afford to lose this one, so I don’t think there should be any economy shaving in this instance. We assume the Commies are pouring in dough; we have no proofs. They must assume we are pouring in dough; they have no proofs. Let’s pour it on and in.”44
All told, the CIA spent $3 million (roughly $25 million in 2020 values) on its operation, a remarkable amount, given that fewer than three million Chileans would actually vote in the election. More remarkably still, the United States funded over half of Frei’s campaign.45 In the pre-digital era, manipulating an election at scale required substantial investment.
Washington remained publicly silent as the CIA carried out its covert operation. In August, Chile severed its diplomatic ties with Cuba. Bundy promptly informed Johnson that “our friends in Santiago” hoped the White House would provide no comment. “If we look as if we are interfering in any way,” Bundy explained, “it will be bad for our friend Frei.”46 The CIA had forecast in various memoranda that Allende would lose the election, and that his supporters might “resort to violence” in defeat. At a National Security Council meeting, Dean Rusk predicted that Frei would triumph “partly as a result of the good work of CIA.”47
—
Then came September 4: Election Day. The Santiago embassy sent hourly updates to the State Department, which forwarded them to the White House. The CIA’s projections proved prescient. At 9:10 p.m., Allende conceded. He then urged his followers to accept the outcome. Fears of violence abated.48
Frei had not just won; he had won in a landslide, receiving 56 percent of the vote compared with Allende’s 39 percent and Durán’s 5 percent. For the first time in decades, a Chilean presidential candidate had secured an outright majority. “Frei, Victor in Chile, Vows Cooperation with the U.S.,” read a front-page New York Times headline. In his inaugural address, Frei called for renewed commitment to the Alliance for Progress.49 America’s man indeed.
In Washington, the credit for Frei’s performance went to the CIA, in what appeared to be yet another success for covert electoral interference. The agency bragged internally about Frei’s “smashing” victory. The CIA had secured Frei’s majority, John McCone told the 303 Committee, and this outcome had delighted certain American businessmen. Today, the CIA’s best assessment, according to David Robarge, is that “Chile ’64 and Italy ’48 are somewhat analogous” in that the CIA had “provided a cushion for Frei.”50
Regardless of the effectiveness of the CIA’s operation, Johnson—himself competing in an election—reaped political benefits from Frei’s victory. In a news conference, he declared the outcome a victory for democracy. Johnson also made sure to specify that the contest “was an internal matter in which the people of Chile were the only judges of the issues.” In private, Frei thanked the U.S. ambassador in Santiago for Johnson’s comments and for the American embassy’s “discretion and cooperation” during the campaign.51
The new leader of Chile was indebted to a foreign nation. He hoped this debt would remain hidden. John McLaughlin, a Cold War–era CIA officer who later directed the agency, explained, “You always had to weigh the question of whether by interfering in an election you would be exposed and that would play to the disadvantage of the side you were favoring, because you’d make them appear like puppets.”52
Such was the case with Frei. The scale and scope of the CIA’s operation in Chile proved too significant to go unnoticed. Time and The New York Times had both reported that it was “no secret” that America favored Frei. And just before the election, Radio Moscow had alleged that Chile was “swamped with agents of the CIA.”53 Rumors that Frei was an American puppet dogged his presidency and tarnished his electoral legitimacy. “In Chile in 1964, there was simply too much unexplained money, too many leaflets, too many broadcasts,” Congress later found. “That the United States was involved in the election has been taken for granted in Latin America for many years.”54
—
In defeat, Allende remained a political force, ready and waiting to pursue the presidency after Frei’s six-year term. In those intervening years, however, Washington changed, as Lyndon B. Johnson deployed hundreds of thousands of soldiers to Vietnam. In 1968 alone, nearly seventeen thousand American soldiers died there—prompting major protests at home—and a beleaguered Johnson decided not to seek reelection.55
Amid this instability, Chile’s politics seemed relatively stable. To manipulate Chile’s 1965 congressional election, the 303 Committee sanctioned just $175,000. For the 1967 municipal election, it approved no funds at all. America was still directing overt aid into Chile, but money for covert electoral interference had dried up just as conditions in Chile were deteriorating.56 The CIA reported in a series of memoranda that Frei was enduring an “upsurge of strikes for higher wages,” “serious inflation,” “economic stagnation,” and political isolation.57 Frei had moved to “Chileanize,” or partially control, copper mines, but many voters remained unsatisfied, and most of his other reforms had failed. In March 1968, the CIA warned that Chile’s struggling economy could catapult leftist parties into power.58
Even still, the CIA spent just $200,000 interfering in Chile’s 1969 congressional election. For this operation, the agency worked to undermine the left rather than promote a specific party. After Frei’s victory in 1964, Mann, the assistant secretary of state, had told CIA representatives that America was not in the business of helping one “non-Marxist” group defeat another, because that would amount to intervention. The CIA abided by this line. In 1969, its officers supported candidates of varying party affiliations competing against members of Allende’s coalition in swing districts. “The basic concept is to undertake a district by district analysis of the voting patterns and electoral trends in each district so that we can determine where covert leverage can be most effectively applied,” explained William Broe, a senior CIA official, prior to the election. Of 180 races, the CIA identified just twelve candidates worth backing. Even for such a limited effort, the CIA noted internally, “the risk of exposure is always present in an election operation.”59
Ultimately, ten of the twelve U.S.-backed candidates won. But Richard Helms, the CIA director, was not feeling celebratory; Frei now predicted that Allende would make a “very strong bid” in the upcoming presidential election, scheduled for September 1970. Helms urged advance planning. “CIA has learned through experience that an election operation will not be effective unless an early enough start is made,” he told the 303 Committee in April 1969. “A great deal of preliminary work is necessary.” Helms’s argument fell on deaf ears, as the newly inaugurated Richard Nixon and his national security adviser, Henry Kissinger, focused on other issues.60 In January 1970, a Popular Unity coalition chose Allende as its nominee for the election, to compete against Radomiro Tomic of the increasingly unpopular Christian Democratic Party and Jorge Alessandri, a right-wing candidate and former president.61
Unlike in 1964, little momentum existed in Washington for covert electoral interference. Neither of Allende’s competitors held obvious appeal. Tomic was “running a distant third,” the CIA reported, while Alessandri was of “advanced age” and boasted an “undistinguished record.”62 Washington had also evolved: New personalities held positions of power. Many were reluctant to act. At an interagency meeting, John Crimmins, a senior State Department official, said he was skeptical that the United States should involve itself in the election at all. Edward Korry, the U.S. ambassador to Chile, said that he, too, “would not be unhappy if we decided to do nothing,” although he did worry about the political risks of inaction, since an Allende victory would reflect poorly on the Nixon administration.63
Perhaps seeking to protect themselves, the officials settled on a half measure: an operation to undermine Allende’s candidacy. The 40 Committee (the 303 Committee, renamed) approved this plan. The budget: a mere $125,000. “If Allende is the threat the paper posits, should we not do more than we propose to insure his defeat?” Viron Vaky, an adviser to Kissinger, asked in response.64
—
For its operation, the CIA adopted familiar tactics: disseminating black propaganda, spreading posters and leaflets, and planting articles in outlets like the influential El Mercurio newspaper. “The difference with El Mercurio was it was not a rag,” said Jack Devine, who was stationed in Chile as a CIA officer from 1971 to 1974. But the agency was working with limited funds and had abandoned several key tools: polling, grassroots organizing, and direct support for a specific candidate.65 The CIA had also become a “potent…political target” in Chile, according to The New York Times, as Allende’s allies alleged that Frei had won the presidency with the agency’s help. This fraught environment, the CIA cautioned internally, was “not conducive to the mounting of a large-scale election operation.”66
The CIA’s restrained mandate made some of Nixon’s advisers nervous. In June, Helms told Kissinger that the agency was in “a quandary as to what action” to take in Chile. That same month, the 40 Committee approved an additional $300,000 for the CIA’s operation, largely at Kissinger’s urging. “I don’t see why we need to stand by and watch a country go communist due to the irresponsibility of its own people,” he told his colleagues. Vaky, still skeptical of the plan, had told Kissinger that “there is no guarantee it would have any real effect.”67 The $425,000 that the 40 Committee had approved was far less than the $3 million spent in 1964, and no money was going directly to Allende’s opponents. “If the funds approved in March were much too little, those reluctantly voted at the end of June were far too late. (They were also too little),” Kissinger later wrote.68 (Kissinger, through a representative, declined to be interviewed for this book.)
Washington was bringing a butter knife to a gunfight. Allende had his own benefactors. Cuba had transferred roughly $350,000 into his campaign, and the Soviets were supporting him as well.69 In early 1970, the KGB sent Kuznetsov, Allende’s contact, back to Chile. “He was tasked with establishing a business relationship with Allende, receiving political information and conducting active operations to benefit Popular Unity,” according to the KGB’s archives.70 In addition to a $400,000 annual subsidy for the Chilean Communist Party, the KGB delivered $50,000 to Allende personally and paid a lawmaker $18,000 to remain in his coalition. In July, the Soviet Politburo sanctioned even more funds for Chile’s Communists.71 The KGB also tried to strengthen its hold over Allende. “KGB focused on deepening Allende’s anti-American sentiments,” the agency’s archives read, through a “serious and focused” effort to provide Allende with “information gathered by the KGB residency in Chile about the actions of American agents.”72 For years, the CIA had been manipulating Chilean politics. The KGB now turned this hidden history to its advantage.
While the KGB assisted Allende, the White House hesitated. In July, Kissinger requested a report on how the United States should react to an Allende victory.73 National Security Study Memorandum 97 (NSSM 97), submitted in response on August 18, had a two-pronged argument. On the one hand, Allende would seek to establish an “authoritarian Marxist state,” and his victory “would undoubtedly provide Marxists everywhere with an enormous boost in morale and in propaganda.” But on the other, Chile mattered little in the broad sweep of American foreign policy. In 1964, Washington had judged Allende a major threat. But at this critical moment, NSSM 97 concluded that “the U.S. has no vital national interests within Chile.”74
Allende was, evidently, not such a threat after all. And regardless, the CIA believed that he would lose. In the president’s daily briefings, Allende was portrayed as overexposed and faltering, while Alessandri was said to have a “slight lead.”75
But Allende actually won the election, receiving 36.6 percent of the vote, next to Alessandri’s 35.3 percent and Tomic’s 28.1 percent.76 The scenario that Johnson’s administration had worked so hard to prevent in 1964 had come to fruition six years later. The CIA, changing its tune, described Allende’s victory as a “political watershed” but did not reflect upon the failure of its operation.77 David Robarge said the agency now assesses that it came up short because of a dearth of resources and preparation, as well as the decision not to assist a specific campaign. “They didn’t bite the bullet on it,” commented Jack Devine, the former CIA officer. “What they authorized was stupid, a denigration campaign against the Socialists, but not support for either candidate.”78
It is, of course, possible that Allende would have triumphed even if the CIA had acted more aggressively. But his margin of victory was just thirty-nine thousand votes, and the CIA’s operation was, as the Senate put it, “much smaller” than it had been in 1964. Kissinger, for his part, was filled with regret. “Had I believed in the spring and summer of 1970 that there was a significant likelihood of an Allende victory,” he wrote in his memoirs, “I would have had an obligation to the President to give him an opportunity to consider a covert program of 1964 proportions, including the backing of a single candidate.”79
—
The Nixon administration had forgotten a key lesson of Italy: Covert electoral interference succeeds when it is sustained. The 1964 operation, as extensive as it was, only helped to delay Allende’s victory. While Frei’s election marked a triumph from the perspective of the CIA, the 1970 election marked an unforced error.
And in its aftermath, the White House entered into crisis.
—
Richard Nixon now faced a question that Harry Truman and Lyndon B. Johnson had avoided: what to do when covert electoral interference fails. Because Allende had achieved only a plurality of support, the Chilean Congress would vote on whether to elect him or Alessandri, the second-place finisher. If Nixon hoped to prevent an Allende presidency, he had to act before October 24, when this vote would take place. The choice was stark: further subvert Chile’s democracy, or allow Allende—whom American analysts had so recently deemed an inconsequential threat—to take office.
For Nixon, it was not much of a dilemma at all. Ahead of October 24, the CIA assaulted Chile’s political system to an extraordinary degree, all to keep Allende out of power.80
One of the CIA’s tactics involved rigging the congressional vote through a concentrated operation of covert electoral interference. Back in August, Kissinger had authorized planning for vote buying, in case Allende won a plurality.81 Altering ballots was the backup option for a reason. “The buying of congressional votes is a far more sensitive operation than a propaganda campaign, and would have penalties for disclosure far more heavy and wide-ranging,” warned Charles Meyer, an assistant secretary of state.82 But manipulating the masses had failed. The contingency plan was to purchase a congressional majority for Alessandri, who could then resign and call for a new election. The result would, in effect, be an electoral do-over. At least one step in this sequence of events actually happened. On September 9, Alessandri announced that he would step down if he won the vote, triggering a second election. And on September 14, the 40 Committee authorized $250,000 for vote buying.83
But interfering in the congressional vote quickly proved impractical. Given Allende’s sizable coalition in Chile’s two-hundred-person Congress, the CIA estimated that he needed the support of just eighteen additional lawmakers to secure a majority, and that its officers would have to persuade not one, not two, but several dozen representatives to back Alessandri.84 Although the $250,000 was still approved, none of it was spent. The likelihood of exposure was too high, as was the number of votes to be purchased. And Frei, plagued by electoral insecurity, would not participate in the scheme.85 As Helms had warned, when it comes to covert electoral interference, planning is paramount. The CIA was a day late and a dollar short.
Working with limited options, Kissinger had also requested a “cold-blooded assessment,” according to the 40 Committee’s meeting minutes, of the “pros and cons and problems and prospects involved should a Chilean military coup be organized now with U.S. assistance.”86 By this point, the White House had authorized two types of electoral interference: influencing minds and altering votes. Neither had succeeded, so the CIA turned to other ideas. “It is reasonably clear, in exploring avenues to prevent an Allende government from exercising power, that (a) the political/constitutional route in any form is a non-starter,” the CIA cabled its Santiago station. As a result, the cable continued, “the only prospect with any chance of success whatsoever is a military [coup].”87
In Italy, officials like William Colby had argued, and genuinely believed, that their actions were democratic at heart. No such sentiment existed here. “We don’t want a big story leaking out that we are trying to overthrow the Govt,” Nixon told Kissinger on September 12.88 In a phone call two days later, Secretary of State William Rogers conveyed a similar message to Kissinger:
R: My feeling—and I think it coincides with the President’s—is that we ought to encourage a different result…but should do so discreetly so that it doesn’t backfire.
K: The only question is how one defines “backfire.”
R: Getting caught doing something. After all we’ve said about elections, if the first time a Communist wins the U.S. tries to prevent the constitutional process from coming into play we will look very bad.
K: The President’s view is to do the maximum possible to prevent an Allende takeover, but through Chilean sources and with a low posture.89
Debates about the threat posed by Allende persisted in these hectic weeks. On September 14, Viron Vaky, Kissinger’s adviser, described a coup as “impossible” to execute and ill-advised. “What we propose is patently a violation of our own principles and policy tenets,” he wrote of further intervention in Chile. “If these principles have any meaning, we normally depart from them only to meet the gravest threat to us, e.g., to our survival. Is Allende a mortal threat to the US? It is hard to argue this.”90
But only Nixon’s opinion mattered, and he wanted to thwart Allende. On September 15, the president ordered Helms to foment a coup d’état in Chile, which set off a chain of events that has been detailed in other works but is briefly examined here, for insights into what can follow an unsuccessful covert electoral interference operation.91
“1 in 10 chance perhaps, but save Chile!” Nixon instructed Helms, per the CIA director’s handwritten notes. “Not concerned risks involved…no involvement of embassy…$10,000,000 available, more if necessary…full-time job—best men we have…make the economy scream.”92 The next day, Helms briefed his team on Nixon’s directive, to which neither the Defense and State Departments nor Ambassador Korry was alerted. A cable from CIA headquarters to its Santiago station relayed that “it is firm and continuing policy that Allende be overthrown by a coup” and that it would be “much preferable to have this transpire prior to 24 October but efforts in this regard will continue vigorously beyond this date.”93
And so the CIA sought to topple a democratically elected government. As part of this effort, the agency engaged with two groups of Chilean military officials planning to kidnap General René Schneider, the head of the Chilean Armed Forces who had pledged to accept Allende’s government. The CIA has itself explained, “Schneider was a strong supporter of the Chilean Constitution and a major stumbling block for military officers seeking to carry out a coup to prevent Allende from being inaugurated.”94 At 2:00 a.m. on October 22, the CIA delivered submachine guns to one group of Chileans. A few hours later, the other group ambushed Schneider and shot him to death. (Later, the CIA provided a member of this cohort with $35,000 to “keep the[ir] prior contact secret.”)95
Schneider’s death prompted a moment of national unity inside Chile, at a time when America’s aim was to sow division. Thousands attended his funeral, after which Frei and Allende together led pallbearers out of a Santiago cathedral. Rumors of CIA involvement in the murder immediately circulated. “All of these people have been trained by the CIA,” Chilean senator Aniceto Rodríguez alleged at the time.96
Allende, meanwhile, adeptly removed the roadblocks to his confirmation. On October 24, he won the congressional vote. A few days later, he announced that three Communist Party members would serve in his fifteen-person cabinet. And on November 3, he was sworn in as president.97
Over the next three years, the CIA spent millions of dollars seeking to destabilize Allende’s government.98 Jack Devine, who took part in these operations, had hoped that the White House would learn from Alessandri’s defeat in 1970 and authorize “big-time political action” in future elections. But, he continued, Chile “never got there.” On September 10, 1973, the young Devine, tipped off by sources inside Chile, cabled Washington: A COUP ATTEMPT WILL BE INITIATED ON 11 SEPTEMBER.99 Indeed, on September 11, the Chilean military overthrew Allende’s government; Allende himself committed suicide before he could be taken into custody. Afterward, Augusto Pinochet, a Chilean general, established a repressive military dictatorship.100 Chilean democracy had died with Allende. (It was not until December 1989 that Chile again held a competitive election, after which Patricio Aylwin, the victor, succeeded Pinochet as the country’s leader.)
The road to Allende’s downfall had begun a decade earlier, when the United States first targeted Chile’s elections, as part of a global strategy of covert electoral interference. When Allende won the presidency, in 1970, Nixon was unwilling to accept this outcome. He cared more about destroying Allende than maintaining a foreign democracy. One form of covert action—electoral interference—gave way to another: coup plotting. Although the CIA was not directly involved in Allende’s eventual overthrow, historian Peter Kornbluh concludes that the Nixon administration “sought, supported, and embraced the coup.”101
“Our objective was not to preserve a free democratic election process in Chile,” Morton Halperin, an adviser to Kissinger in 1969 and 1970, testified a few years later, after the CIA’s covert action programs there had been outed publicly. “Our objective was very simple. It was to keep Salvador Allende from coming to power,” including by “intervening in elections,” “creating false propaganda,” and pushing the military toward “overthrowing the constitution.”102
Chapter 4
THE STASI CHANGES HISTORY
Half a world away, a spectacle was unfolding in West Germany. On April 27, 1972, its citizens gathered around radios and televisions; journalists prepared to file breaking news stories; and in the White House, Richard Nixon and Henry Kissinger awaited updates. Willy Brandt, the West German chancellor, would learn his fate in just a few minutes.
Rainer Barzel, the conservative opposition leader, had called for a vote of no confidence within the Bundestag, the West German parliament. If successful, the motion would result in Brandt’s removal. It would also mark the end of his conciliatory foreign policy, Ostpolitik, designed to renew ties with the Soviet Union and its Eastern bloc.1 Barzel needed the support of a majority of lawmakers to take power. This concentrated electoral process could redirect West Germany at a pivotal moment in the Cold War. Since becoming chancellor in 1969, Brandt, the head of the Social Democratic Party, had negotiated reconciliation agreements with the Soviet Union and Poland. If he fell, these agreements would fall with him.
One by one, lawmakers entered a booth and marked their voting cards with a “yes” or “no,” or, to abstain, left the card blank.2 All ballots were anonymous. Brandt watched, stone-faced, as his colleagues determined his future.
For the Soviet Union, however, the stakes were too high to do nothing. Behind the scenes, the East German Stasi, on orders from Moscow, worked to succeed in West Germany where the CIA had failed in Chile: to rig a parliamentary vote of succession. “We were a very good team and could count on each other and did what was necessary,” Horst Kopp, a former Stasi officer who participated in this covert operation, told me in Berlin, forty-five years later.3
After lawmakers cast their ballots, the president of the Bundestag motioned for silence, results in hand. West German citizens held their breath. So did Soviet and East German officials, who would soon learn whether their plan had worked.
—
Covert electoral interference operations often reflect the character of the states that execute them. In America, presidential elections occur every four years, so CIA officers instinctively knew how to export traditional campaign techniques to faraway places. William Colby’s work in Italy, and the 1964 operation in Chile, benefited from this familiarity with competitive campaigning.
The Soviet Union and its Eastern European satellites had a far different domestic experience. Competitive elections were not held, and secret police terrorized citizens. The KGB and its peer agencies like the Stasi, East Germany’s security service, proved most adept at exporting the tool kit of a surveillance state: bribery, blackmail, and psychological warfare. At opportune moments, Eastern operatives could use these weapons to manipulate foreign electoral processes. Such was the case in April 1972.
The road to the Stasi’s operation had begun years earlier, when its intelligence officers set their sights on two men: Julius Steiner and Leo Wagner. Both were conservative members of the Bundestag who drank heavily, chased women, and amassed debts. Both were thus ripe for recruitment. “Irresponsible habits are all classic signals that someone can be recruited, and money was always the go-to tool for people in debt,” said Donald Gregg, a CIA operations officer for almost the entirety of the Cold War.4
Steiner, the first lawmaker, was a junior member of Barzel’s conservative bloc, made up of the Christian Democratic Union (CDU) and Christian Social Union (CSU). He needed money to support his lavish lifestyle. “He was a drinker, seeking women, in debt,” recalled Kopp, who worked for the Stasi from 1960 to 1985 as a member of Department X, a branch of its foreign intelligence division. In exchange for cash, Steiner began feeding information to East German officers as early as 1970.5 The intelligence he provided was documented carefully in the Stasi’s files:
SA7301219: Foreign policy measures of the CDU.
SA7301725: The current situation and the process of differentiation in the CDU/CSU resulting from the disputes over the basic contract.
SE7301717: Efforts by CDU politicians to reach an agreement with the FDP.
SE7301719: Proceedings within the CDU and CDU/CSU factions regarding the struggle for leadership positions.6
The second target, Wagner, was a high-ranking member of Barzel’s conservative bloc. The Stasi studied him closely, recording his home address and birthday, political activities, and family details: “Catholic, married, two children.”7 In 1961, Wagner was elected to the Bundestag; he quickly became a rising star. Wagner was a friend and “close confidant” to Franz Josef Strauss, the longtime head of the CSU. By 1971, he was one of the conservative bloc’s parliamentary managing directors.8
In public, Wagner appeared confident and ambitious. He even had a nickname: Handsome Leo. In private, however, he was near financial and personal ruin. While campaigning for the Bundestag, he frequently took out loans that he then struggled to repay. He was a regular at high-end clubs like Chez Nous, where he spent up to 4,000 deutschemarks (roughly $7,800 in 2020 values) each night on champagne and caviar. A married man, Wagner carried out several affairs at once. “Leo Wagner, for us he was the mysterious Leo,” Hans Korneli, a former bartender at Chez Nous, recalled in a documentary about Wagner produced by his grandson. “He was a real VIP guest and a very reserved person.” Wagner’s longtime driver, Wolfgang Jankowiak, described him as a “politician by day, and by night, in these bars, a totally different person.”9
Wagner’s reckless behavior tore his family apart. “I basically buried him long before his death,” Ruth Schwarzer, his daughter, said in the documentary. Wagner spent most of his time in the West German capital, Bonn, away from his wife and children, who lived in his home district. His Bonn apartment had a back entrance, so visitors—including mistresses—could visit without detection. On one occasion, Elfriede, Wagner’s wife, called without warning; another woman answered the phone. “You whore,” Elfriede yelled, before hanging up. She pleaded for a divorce, but Wagner, ever mindful of his reputation, refused. “You’ll never get a divorce. It’s out of the question,” he screamed, based on Ruth’s recollection. Elfriede, trapped in a loveless marriage, descended into alcoholism and depression. She soon died of cancer. A distraught Ruth then attempted suicide by drinking ant poison. She fell into a weeks-long coma but ultimately survived.10
The instability of Wagner’s personal life made him vulnerable. “We tried to recruit Leo Wagner because he was so open to attack, especially for financial reasons,” Kopp explained. Wagner tried to hide his indiscretions. He succeeded at least partially: His colleagues did not notice his self-destructive behavior. For the Stasi, this disconnect presented an opportunity.
The recruitment of Wagner was a complex affair. It began when he met Georg Fleissman, a Bavarian journalist employed by the Stasi, toward the end of the 1960s. As Kopp told me, “You can hardly understand this story without the shining person Georg Fleissman.” Fleissman targeted Wagner on behalf of the Stasi, working meticulously to master Wagner as an individual. “Fleissman had Leo Wagner completely under his control,” Kopp continued. “He was completely aware of his financial and family situation up to the tiniest detail.”11
Beginning in 1970, Wagner provided intelligence to Fleissman, who claimed to represent private corporations desiring access to Eastern markets. The Stasi crafted Fleissman’s cover story. “It was developed by experts here,” Kopp said. “We had faked documents for the trade interest groups with proper names, addresses, and letterheads,” all to convince Wagner that Fleissman worked for lobbyists aligned with American rather than Soviet interests. In exchange for Wagner’s reports, Fleissman provided cash and insider information about Brandt’s coalition, which he claimed to have obtained through his work as a journalist. But Fleissman’s actual source was the Stasi.12
Over time, Wagner came to depend on these secret payments. He often sent Wolfgang Jankowiak, his driver, to back alleys, where anonymous couriers waited with packages. “It had always been a brown envelope,” Jankowiak said in the documentary, “filled with quite some bills.” Jankowiak did not know who was providing the money.13 It is possible that Wagner did not, either, because he worked through Fleissman, a middleman. Sometimes, with covert operations, interfering actors prefer to keep key players in the dark. Whether Wagner knew it or not, this arrangement lent him plausible deniability. “Wagner just wanted to receive the money,” Kopp said. “He was deep in debt, and he fully relied on Fleissman [to live] a lifestyle like somebody great without having the means for such a lifestyle.”14 Wagner did not care for whom Fleissman worked; what mattered was what Fleissman could give him.
—
While the Stasi targeted Steiner and Wagner, Moscow was seeking an economic lifeline in high politics. By the end of 1968, Leonid Brezhnev, the Soviet leader, had become insecure about the stability of his sphere of influence, which was rotten from the start. The Soviet Union had established control over Eastern Europe through a liberation turned occupation and then through aggressive electoral interference operations. Lacking access to the ballot box, Eastern Europeans instead expressed discontent through revolt. Between 1953 and 1956, East Germans, Poles, and Hungarians all staged popular uprisings. And in 1968, Czechoslovakia seemed to follow suit by pursuing a series of liberal reforms that Alexander Dubček, the country’s leader, called “socialism with a human face.”
The Czechoslovak movement, known as the Prague Spring, alarmed Moscow. The events of 1968 “brought upheavals whose effects were long-lasting,” Brandt later wrote, even though “the traces of change seemed to vanish swiftly.” That August, Soviet and allied forces invaded Czechoslovakia, some twenty years after Communists had seized control of the country. Worried that other states in the Eastern bloc would imitate Czechoslovakia, Brezhnev announced what became known as the Brezhnev Doctrine: A threat to socialism in one country, he said, would be treated as the “common problem” of “all socialist countries.” Externally, this pronouncement signaled resolve; internally, it was a bluff that Soviet leaders hoped would deter further dissent. Brezhnev, a lifelong Communist Party member, was a “cautious, reactive, formulaic, and technocratic” figure intent on maintaining a fragile sphere of influence.15
What Brezhnev needed was stability, which he hoped to achieve through détente, or deepened cooperation, with the United States and its allies. Engaging with the West could jump-start Eastern economies, which had begun to stagnate. In August 1970, while meeting with Brandt, Brezhnev emphasized that “the Soviet Union is ready to join in wide-ranging economic ventures.” Joseph Wippl, a CIA officer stationed in West Germany in the mid-1970s, concluded that the Soviet Union’s and East Germany’s “real policy was based on just one thing: money, hard currency. They desperately need[ed] it.”16 Beyond economics, a superpower rapprochement would also position the Soviet Union to secure international recognition of Europe’s postwar borders, which occurred at Helsinki in 1975, and to demonstrate its continued leadership of the world Communist movement, despite a break with China.17
But Brezhnev had a problem: Before achieving a period of détente, the Soviet Union had to mend relations with West Germany, the dividing line between East and West. Tensions over Germany’s future had spawned some of the Cold War’s most dangerous episodes, including the Berlin airlift of 1948 and 1949, the Berlin crisis of 1961, and the Cuban missile crisis of 1962 (when Washington was convinced that Moscow’s real plan was to seize all of Berlin).18 Reconciling with West Germany was the required first step in reaching across the Iron Curtain.
And this is why Moscow so valued Brandt. Before 1969, a conservative coalition had governed West Germany without interruption. Each of Brandt’s predecessors had abided by the Hallstein Doctrine, which called for the nonrecognition of East Germany and any state that recognized East Germany (excluding the Soviet Union). Conservative lawmakers also resented that as part of the postwar settlement, Poland had received German lands east of the Oder and Neisse Rivers.19 Under the Hallstein Doctrine, Kopp said, East Germany was a “non-state [and] isolated in trade relations, culturally, and politically.” But, he continued, Brandt “broke the pattern.”20
After the 1969 election, Brandt secured a majority coalition and became chancellor. He was determined to be “the advocate of our own interests vis-à-vis the governments of Eastern Europe,” and to build new connections with the Soviet Union and its satellites.21 His objectives aligned with Brezhnev’s: to remove Berlin as a Cold War flash point and open West Germany to trade. It was in this context that Moscow sought to preserve Brandt’s government.
—
Covert electoral interference is always motivated by security-based concerns, real or imagined. The United States believed that containing leftist candidates would minimize threats to its welfare, identity, and even survival; next came CIA operations in countries like Italy, Chile, and Japan.22 The Soviet Union had manipulated elections to establish a security buffer across Eastern Europe. The KGB then backed like-minded politicians around the world who, if elected, would provide Moscow with friends abroad and talking points at home that Communism was an appealing ideology. The CIA’s and KGB’s interference operations varied in their objectives—some were meant to preserve regimes, while others were meant to install new ones—but they all reflected the threats and opportunities of the moment.
The vote of no confidence came at a pivotal historical moment, in which Brandt was center stage. As chancellor, he pursued his conciliatory Ostpolitik, which coincided with Moscow’s interest in détente. Brandt first negotiated a treaty with the Soviet Union. In May 1970, Bonn and Moscow reached a preliminary reconciliation agreement.23 That same month, cracks within Brandt’s coalition emerged. He had been updating his cabinet on negotiations, but lawmakers still complained about a lack of transparency. Rumors circulated that members of his coalition might switch sides. During a cabinet meeting, however, Brandt allayed the concerns of his wary allies—for the time being.24
The foreign ministers of the Soviet Union and West Germany finalized their agreement in August 1970, in what The New York Times described at the time as “an almost jovial atmosphere.”25 The signatories not only confirmed the boundaries of Europe but also pledged to “improve and extend cooperation between [their two countries], including [in] economic relations.” With the agreement complete, Brandt traveled to Moscow, a gesture to which he believed the Soviets would attach “major importance.” A visibly thrilled Brezhnev invited Brandt into his office, where they talked for four hours. Then, in a television address, Brandt advertised the merits of what was called the Moscow Treaty, declaring that it was “time to rebuild our relations with the East.”26
Next, in December, West Germany and Poland agreed to the Treaty of Warsaw. The agreement normalized relations between the two countries and, as in the Moscow Treaty, confirmed their postwar border along the Oder-Neisse line, infuriating conservative lawmakers.27 While in Warsaw, Brandt, in a scene captured by television crews, fell to his knees after laying a wreath at the memorial to the Warsaw Ghetto Uprising of 1943, when German soldiers had slaughtered Jewish resistance fighters. Brandt, humbly and intentionally, was attempting to reestablish trust with the nations Hitler had terrorized.28 A transit accord between East and West Germany, signed in 1971, advanced Ostpolitik still further.29
Brandt’s treaties won him global acclaim, including a Nobel Peace Prize in October 1971. They also made him enemies in parliament. The conservative bloc derided his accolades as premature: The Bundestag had not even debated the accords. While meeting with Brandt toward the end of 1971, Brezhnev, preoccupied with his economic interests, asked, “just between ourselves,” whether the Moscow Treaty would be ratified. The answer was anyone’s guess. When the Bundestag finally opened debate on Brandt’s agreements in February 1972, the conservatives remained fiercely opposed. As Kenneth Rush, the U.S. ambassador to West Germany, warned Richard Nixon, “[The conservatives] oppose détente. They’re Catholic and feel you can’t deal with the devil.”30
Admired abroad, Brandt had become an increasingly divisive figure at home. He had failed to anticipate the domestic uproar his foreign policy would generate. He put it best: “The battle over the treaties had become a struggle to overthrow my government.”31 Empowered by a series of defections, Barzel pursued a vote of no confidence. Neither the Soviet Union nor East Germany could stop him from trying to unseat Brandt. An electoral mechanism in the West German constitution, Article 67, permitted a constructive vote of no confidence in the chancellor. “It was really important [whether] to pass those treaties,” recalled Joseph Wippl, the former CIA officer. “I must say I give Barzel credit for rolling the dice on the no-confidence vote.”32
Barzel aimed to reverse, by ballot and at the eleventh hour, the policies of Ostpolitik.
—
Interference in the vote of no confidence had little to do with ideology—Brandt was no Communist—but much to do with the interests of the Soviet Union. “Many in Moscow saw in Chancellor Willy Brandt and his coalition partners for their policies,” Barzel, the opposition leader, later wrote.33
Moscow worked through Markus Wolf, the Stasi’s feared and elusive spymaster. “I knew Wolf personally,” said Oleg Kalugin, the former KGB general. “West Germany was totally infiltrated by the East Germans, and Markus Wolf in that sense was their number one man.” Wolf led the Stasi’s foreign intelligence directorate for more than three decades. In his memoirs, published in 1997, Wolf detailed how he manipulated his targets—most famously, by planting so-called Romeo Spies inside West Germany, who then seduced women with access to state secrets. “The link between romance and espionage is no invention of mine,” he wrote. “But if I go down in espionage history, it may well be for perfecting the use of sex in spying.” Wolf was comfortable crossing boundaries to achieve his objectives. And, like many in East Germany, he valued Brandt, whom he described as an “engaging, intelligent, [and] morally upright man.”34
In early 1972, as Brandt’s domestic standing faltered, Wolf and other Eastern leaders lent a helping hand. Brezhnev announced that he would consider recognizing the European Economic Community, a precursor to the European Union—a tactical move meant to bolster support for the Moscow Treaty, détente, and Brandt. In February, the East German Politburo temporarily implemented its transit accord with West Germany; more than a million residents of West Berlin then visited the other side of the Iron Curtain. Such maneuvers, all meant to showcase the benefits of Brandt’s policies, intensified after Barzel told his colleagues, on April 19, that he would call for a vote of no confidence. Wolf referred to the subsequent week as the “Protect Brandt Week.” On April 25, the East German Politburo offered concessions in ongoing treaty discussions to enhance Brandt’s reputation as a negotiator. Barzel, by this point, had cried foul. “As Barzel complains, the numerous steps taken by the Soviets or East Germans in the last several weeks have cumulatively had effects on German opinion,” a U.S. embassy official in West Germany reported.35
Washington watched closely. “This is the first time in the whole postwar history that anyone has attempted a vote of no confidence. It shows how weak [Brandt’s] government is,” Kissinger, still the national security adviser, told Nixon.36 Just a year and a half earlier, these two men had attempted to interfere in another parliamentary electoral process, in Chile, to prevent Salvador Allende’s confirmation. But on this occasion, America’s puppeteers were reduced to spectators.
The Soviet Union, though, was at the center of this saga. Brandt believed that Brezhnev had “staked his entire reputation” on the treaties, while Kissinger predicted that “Brezhnev will be finished if the treaties don’t get ratified.” For Moscow, the stakes were indeed high—too high, in fact, to manipulate minds and hope for the best. Ballots had to be bought. “Everyone was buying votes,” Wolf said in 1996, with a touch of exaggeration and self-exoneration.37
The KGB had tried to interfere directly in the vote. In a closed-door meeting, a Soviet representative had asked Egon Bahr, Brandt’s adviser, why he was not “buying parliamentarians,” and then signaled that Moscow could provide any needed funds. Bahr learned later that the KGB was ready to deliver a “suitcase full of money” for buying votes.38 Presumably for a host of reasons—both ethical and practical—Bahr refused the advance.
Moscow, desperate to protect Brandt, also activated the Stasi. “We received a directive from Moscow…to do everything we could to keep Brandt in power,” Kopp explained, an account confirmed by Wolf and KGB archives.39 The Soviet Union, lacking the relationships to approach conservative lawmakers directly, had to work through Bahr, a middleman. The Stasi, by contrast, had spent decades penetrating West German society. “The Stasi was everywhere,” said Bobby Inman, the former CIA deputy director. Porter Goss “feared the Stasi” while stationed in Europe as a CIA officer in the 1960s. “I would not have put anything past them,” he said. “They were thugs with files on everybody.”40
Because Barzel called the motion just days before it was held, the Stasi had to move quickly. Manipulating an electoral process was not the norm for the Stasi, which focused on information gathering abroad and mass surveillance at home.41 Rigging the vote presented major risks, including detection. But to protect Brandt, East German officials could not just watch—they had to act.
The Stasi had two aces up its sleeve: Steiner and Wagner, the corrupted lawmakers.
—
As the vote approached, Horst Kopp and his colleagues concocted a plan: to offer both Steiner and Wagner 50,000 deutschemarks (roughly $97,000 in 2020 values) to abstain from the vote of no confidence. The final tally would be close, and robbing Barzel of two votes—Steiner and Wagner belonged to his coalition—could prove pivotal. Kopp, though, was worried about exposing Wagner. “I was partly against using Wagner because I did not want to burn him,” he said. But ultimately, he and his colleagues felt they had no choice. Moscow had issued an order, and sustaining Brandt’s government was “a question between war and peace,” Kopp told himself, because “if the Eastern contracts didn’t get ratified, then [Ostpolitik] is finished.”42
The Stasi next moved to secure Steiner’s and Wagner’s cooperation. Both men had, by this point, already compromised their integrity, increasing the likelihood that they would accept the bribes. Steiner agreed almost immediately. When pressed by Fleissman, Wagner did as well. “His debts, his position, everything was on the line” in the vote, Kopp said, because “without the money from us, he would have already been bankrupted.” The pressure took a toll on Wagner. Ahead of the vote, he took “strong stimulants” to help him remain “above water,” according to Benedikt Schwarzer, his grandson.43
The day of the vote, Wagner and Steiner joined their colleagues in the Bundestag. By all accounts, Brandt was prepared for his government to collapse. Later, he wrote that he had “accepted the possibility of defeat.”44 But unbeknownst to him, when Wagner and Steiner cast their anonymous ballots, they abstained in service of a foreign power.
Once lawmakers had taken their seats, the president of the Bundestag announced the results: “Dr. Barzel, proposed by the conservatives, has not achieved the majority of the votes.” The motion had failed. Only 247 lawmakers had cast their ballots against Brandt—2 short of the 249 required. Members of Brandt’s coalition embraced. A few even attempted to hoist him into the air. Barzel, meanwhile, shook his head in disbelief. “Brandt Defeats Move to Oust Him,” read the front page of The New York Times.45
Wagner’s and Steiner’s betrayals had cost Barzel the chancellorship. Covert electoral interference, sometimes used to generate change, had in this instance prevented change from taking place. While Brandt celebrated, so did the Stasi. “We were all very happy and proud,” recalled Kopp, who received a medal for his efforts. High-ranking politicians alluded to the operation privately. Just before the vote of no confidence, East Germany’s leader, Erich Honecker, had told Egon Bahr that Brandt would persist “not least with our support and thanks to our measures.”46 Then, in May 1972, Honecker wrote to Nicolae Ceauşescu, the head of Romania, about the effectiveness of his government’s methods:
We took several measures to support the Brandt government shortly before the vote of no confidence that had been presented to the Bundestag by the CDU/CSU….We proceeded because this government is obviously more convenient for all of us than a government under the leadership of Barzel and Strauss.47
For Moscow, maintaining Brandt’s government came with immediate benefits. Three weeks after the vote failed, the Bundestag ratified the treaties with Warsaw and Moscow. Confidence in Barzel’s leadership plummeted. A year later, he resigned as the leader of the conservative bloc. “His stock dropped dramatically when he forced a no-confidence vote against Mr. Brandt in April 1972 and lost by two votes,” explained a New York Times feature titled “Exit Mr. Barzel.”48
Brandt, meanwhile, rose to new heights. In the November 1972 election, his coalition secured 272 seats, compared with just 224 for the conservatives, giving Brandt a “firm mandate,” according to one press report, “to continue [his] bold Eastern policy of normalizing relations with the Communist states of Europe.”49 The opportunity to reverse Ostpolitik had come and gone. “That second election confirmed the legitimacy of the former vote,” Joseph Wippl, the former CIA officer, said. “It re-stabilized the government, and it showed that the majority of Germans were on Brandt’s wavelength regarding Ostpolitik.”50
Relatively simple covert electoral interference operations can alter the course of nations. Consider what would have happened had the Stasi done nothing. In the immediate term, Brandt would have fallen from power, and his treaties with Moscow and Warsaw would not have been ratified. Ostpolitik would have collapsed as a failed and radical foreign policy gambit. As time progressed, Barzel’s government would have isolated East Germany anew. The two superpowers, without the groundwork of Ostpolitik, would have struggled to achieve a period of détente. Brezhnev, as Kissinger predicted, might have been ousted as the Soviet leader. And in the long term, the reunification of Germany, precipitated by deepened ties between East and West Germany, would have unfolded entirely differently, as would the trajectory of Soviet history. The very arc of the Cold War, therefore, might have been transformed—if not for covert action.
Today, Brandt is rightly remembered as one of the Cold War’s pivotal leaders. “In Willy Brandt,” writes historian Timothy Garton Ash, “Germany has a historical figure at least touched with greatness.”51 And yet Brandt owes his legacy, at least in part, to a foreign intelligence service. Despite his talents as a diplomat, he needed the Stasi’s help to preserve his chancellorship and, ultimately, to change the world.
—
Nearly everyone had expected Brandt to be ousted. When he wasn’t, suspicions immediately arose that someone had paid members of the opposition to abstain. “One or more Christian Democrats…obviously voted against Dr. Barzel,” read an article the morning after the vote of no confidence.52 Joseph Wippl encountered ceaseless speculation about interference in the contest. “I knew that a couple of people were bribed in the vote,” he recalled. “But I didn’t know where the money came from.”53
The losing side, lacking evidence of foreign interference, was left paranoid and bitter. Franz Josef Strauss, a conservative leader, called the vote’s failure “one of the biggest scandals in the history of [West Germany].” In his memoirs, Barzel lamented that “vote buying and national treason were in the game when it got to the stalemate between Brandt and me in the German Bundestag on April 27, 1972. This is how politics was done. Without this illegality, German history, and also my personal life, would have taken a different course.” Even Brandt, who benefited from the Stasi’s operation, suspected foul play. “Since the ballot was secret, it will never be known how the voting went,” he wrote in 1976. “My conjecture that ‘corruption’ had been at work during the run-up to the vote could not be definitely substantiated, but the whole affair left an unpleasant aftertaste.”54
Brandt, critically, knew nothing of the Stasi’s operation. A foreign power can—and often does—affect electoral processes without coordinating with the beneficiary. It would have been self-defeating to involve Brandt in the scheme. Had his participation been uncovered, his electoral legitimacy would have collapsed—the exact outcome that Moscow hoped to avoid. In 1972 at least, it was in Moscow’s interests to preserve the ignorance of its preferred candidate.
A weakness of the Stasi’s operation, then, was that its officers could not ensure the silence of Wagner and Steiner, whose self-destructive behavior made them useful before the vote but potential liabilities in its aftermath.
If the Stasi’s operation had a fall guy, it was Steiner, whose treasonous behavior was nearly uncovered a year after the vote of no confidence. What is now known as the Steiner Affair was sparked, rather predictably, by Steiner’s own indiscretion. During a May 1973 interview with Der Spiegel, he said that Barzel had been unfit to serve as chancellor—a scandalous statement from a member of Barzel’s coalition. Steiner then claimed that he had abstained from the vote of no confidence as a matter of conscience.55
One of the two abstainers had unmasked himself. Days later, reports emerged that Steiner had actually been paid to abstain from the vote; right-wing papers like Rheinischer Merkur, Bild, and Die Welt proclaimed a “Watergate in Bonn.” Der Spiegel reported, “Once again, corruption seemed to be involved, this time in the coalition. A member of parliament who only a few insiders knew weeks ago had caused doubts and excitement, accusations and denials.”56
Steiner covered up his lies with more lies. Abandoning his initial story, he next claimed that Karl Wienand, a lawmaker in Brandt’s Social Democratic Party, had given him 50,000 deutschemarks to abstain. Der Spiegel confirmed that the day after the vote of no confidence, Steiner had, in fact, deposited 50,000 deutschemarks into his personal bank account. In a June interview, Steiner insisted that he had received the bribe in Wienand’s office and that he regretted accepting it.57
By this point, the Stasi had no more use for Steiner. His every move was now under scrutiny, his reputation tainted by scandal. Politicians who betray their country lack security; in the blink of an eye, Steiner was left to fend for himself. For the Stasi, his downfall amounted to perhaps the only cost of its interference operation. It was an acceptable loss. Wolf later called Steiner a “mediocre source of information.” Kopp, too, dismissed Steiner’s value: “No one cared for him anymore, in the West nor in the East.”58
Of more serious concern for East Germany was whether the Steiner Affair would expose its broader operation. As the press scrutinized Steiner, the Stasi watched closely. The agency’s files include press reports alleging that Steiner was one of the two defectors from Barzel’s camp, as well as step-by-step coverage of the ensuing scandal.59 On June 15, 1973, the Bundestag launched a formal inquiry into Steiner. This bipartisan committee aimed to determine “who bribed whom and by what means before Barzel’s vote of no confidence in Chancellor Brandt.” The Stasi noted in its files that the committee would investigate, in part, whether “foreign intelligence services played a role during the vote and before Steiner’s abstention.”60
But the work of the committee soon stalled. Over the summer, its members struggled to make sense of conflicting witness accounts. “At no point has Mr. Steiner received any money from me,” Wienand said in July. Wienand’s colleagues came to his defense, testifying that he did not enter his office after the vote, as Steiner claimed. “First round of examination goes to Wienand,” reported the Frankfurter Rundschau newspaper.61 The committee presented its final report in March 1974. Its members had reached no firm conclusions. The Stasi’s file on Steiner notes specifically that the inquiry had “not determined whether there [were] any connections” between him and the Stasi.62
Even with the powers of a special committee, the Bundestag failed to discover the hand of the Stasi, which had used untraceable tools like cash and in-person meetings. By blaming Wienand, Steiner had misdirected the investigation, which devolved into a partisan squabble. Brandt’s allies charged that the real agenda of the inquiry was to tarnish the chancellor’s electoral legitimacy. “The aim of the Steiner affair is to try to drag the Chancellor into it,” Horst Ehmke, one of Brandt’s advisers, said in September 1973.63 In hindsight, the committee’s existence was more than justified—the vote had indeed been sabotaged—but when the prospect of electoral interference is raised, the parties that might have benefited naturally fear that investigating a vote’s legitimacy means risking their own.
—
It can take decades, not years, to uncover the full extent of a covert electoral interference operation. And sometimes, key participants in such operations face no consequences.
Wagner’s relationship with the Stasi persisted after the vote of no confidence. In 1975, when reports of his disastrous finances finally emerged, he stepped down as parliamentary managing director. He left the Bundestag late the next year.64 Sometime before then, Wagner had approached Fleissman in search of money, and the relationship between the two men resumed. Between late 1975 and 1983, Wagner continued to work as an informant, leveraging his enduring access to conservative circles. The Stasi’s files, which list Kopp as Wagner’s handler, contain forty-one entries summarizing the materials Wagner provided in this period.65
The information sharing between Wagner and Fleissman, unlike the 1972 operation, fit the Stasi mold. East German intelligence was uniquely positioned to penetrate West German society because of the two countries’ shared culture, language, and history. In the 1950s, Wolf had planted spies throughout West Germany, including one who advised Brandt closely and whose unmasking led to the chancellor’s resignation in 1974.66 Because of his network and status, Wagner proved useful to the Stasi. “He delivered great information, information nobody else had about the developments within the party,” Kopp said. “He was an exceptional, top source.”67 As Wagner’s supervisor, Kopp is not without bias, but it is indisputable that Wagner was a high-ranking and influential conservative lawmaker.
In 1980, Wagner appeared in court on fraud charges; prosecutors subsequently uncovered that he had received 50,000 deutschemarks from an unknown source in 1972, just around the time of the vote of no confidence.68 Then the Berlin Wall fell, Germany reunified, and former intelligence officers started talking. In 1993, Markus Wolf revealed that his men had purchased Steiner’s vote. KGB archives likewise document that Steiner abstained from the vote “on instruction” from the Stasi.69 In 1995, Fleissman was found guilty of spying for East Germany. He died soon after. And in 1996, Wolf disclosed that in addition to Steiner, the Stasi had bribed a second lawmaker.70
Then came the biggest revelation of all: In 2000, Der Spiegel reported that Germany’s Office of the Federal Prosecutor believed Wagner was the other abstainer. By then eighty-one years old, Wagner announced that he would relinquish his remaining affiliations with the CSU. “I do not want the party to be burdened by these allegations,” he told the press. He denied the accusations until his death a few years later.71
—
Since then, German officials have concluded that the Stasi used Wagner to rig the vote of no confidence. A government report from 2013 found that Wolf’s team knew of Wagner’s financial troubles early and, through Fleissman, paid him to abstain. By bribing Wagner and Steiner, the report concludes, the Stasi caused the motion against Brandt to fail.72
Few people ever knew the real Wagner, who kept his subversive activities secret until well after the Cold War had ended. His life underscores the range of characters who can participate in foreign interference operations. A leading conservative, Wagner was willing to betray his own party, even when the stakes were as high as deciding the leader of West Germany. In countries like Italy and Chile, the CIA had manipulated the masses. The Stasi, by contrast, studied and manipulated two parliamentary voters. Kopp’s life, meanwhile, illuminates what drove Eastern intelligence officers. He had one overriding motive: “to achieve something meaningful.”73
Kopp called the 1972 operation, especially his oversight of Wagner, the greatest accomplishment of his life.
Chapter 5
THE KGB TARGETS AMERICA
From vote buying and letter writing to scare campaigns and secret subsidies, the Soviet Union and the United States manipulated foreign elections for much of the twentieth century. Before this book moves to the twenty-first, one piece is still missing: What was happening within the United States during the Cold War?
As the CIA interfered in elections abroad, its leaders thought that no foreign intelligence service would or could interfere in America’s elections. “No, no,” said Bobby Inman, when I asked if the prospect of a foreign actor manipulating an American election crossed his mind between 1977 and 1982. During those years, he served as the director of the National Security Agency (NSA) and then as the CIA’s deputy director, at a time when Congress was newly regulating the CIA’s covert action programs. “There was the worry way, way back about the Comintern and its effort to influence countries throughout the world,” Inman explained, “but that premise dissipated.”1
Oleg Kalugin, the former KGB general, had a different story to tell. While stationed in the United States from 1958 to 1970, he worked tirelessly to interfere in American elections, including by spreading disinformation, finding and releasing damaging information about presidential aspirants, and attempting not just to coordinate directly with candidates but to develop influence over them. “That was part of the job,” he said, “to promote those who would make less damage to the Soviet Union in the election.” Then as now, Moscow’s objectives were threefold: to sow discord within the United States, undermine hostile candidates, and promote friendlier ones.
For Moscow, interfering in U.S. elections was a high-risk, high-reward proposition. If the KGB were caught, superpower relations would deteriorate, and the United States could deploy economic, diplomatic, or covert countermeasures. “There was always a sense of potential feedback, that [the United States] could strike back, and it may be worse for the initiator,” Kalugin said.2 But the potential upside often proved irresistible: an opportunity to influence American voters as they determined the direction of their country. The operations that followed were motivated not by ideology—no Communist ever gained traction in American politics—but by the security interests and personal grudges of Soviet leaders.
So in a series of American elections between 1960 and 1984, Moscow identified threatening presidential candidates and worked to destroy them.
—
The first target would be Richard Nixon.
“I want to show you this kitchen. It is like those of our houses in California,” then vice president Nixon had told Nikita Khrushchev, the head of the Soviet Union, in July 1959. The two men were in Moscow, touring an exhibit of a so-called typical American home. Nixon pointed at a pristine dishwasher as evidence that capitalism trumps Communism.
Khrushchev took the bait. “In Russia, all you have to do to get a house is to be born in the Soviet Union,” he retorted. “You are entitled to housing.”
In this famous back-and-forth, known as the kitchen debate, the ideological became personal.
“You do all the talking and don’t let anyone else talk,” Nixon countered. “You never concede anything….You must not be afraid of ideas.”
Khrushchev, bristling, said, “We’re saying it is you who must not be afraid of ideas. We’re not afraid of anything.” Nixon remarked that Khrushchev “do[es]n’t know everything,” infuriating the Soviet leader further. “If I don’t know everything, then you know absolutely nothing about Communism, except for fear!”3
Khrushchev left the exchange bitter. So in 1960, as Nixon glided toward the Republican nomination for president, he watched closely. “[Nixon’s] aggressiveness toward the USSR, the anti-Communism that he preached, and his former ties with the reactionary and obscurantist Senator Joseph McCarthy promised nothing good,” Khrushchev wrote in his memoirs.4 His views trickled down to the KGB’s foot soldiers. “Moscow was afraid of Nixon,” recalled Kalugin, who was based in New York in 1960. “Nixon represented the right-wing Republicans, and the Russians were just fearful: He comes to power, and [U.S.-Soviet relations] may become totally different, and the Cold War could be turned into a real war.”5
Republican Party officials suspected that Khrushchev might seek to undermine Nixon’s campaign. In February 1960, Henry Cabot Lodge Jr., the U.S. ambassador to the United Nations and Nixon’s eventual running mate, spoke with Khrushchev in person. Lodge offered both reassurance and counsel. He told Khrushchev that contrary to expectations, Nixon hoped to bolster ties between America and the Soviet Union. So, he continued, the Soviets should not seek to influence the upcoming election. “Your intervention in support of one or another candidate is not something we need….[I]t would be harmful,” Lodge said, based on Khrushchev’s telling. “Our request is that you maintain strict neutrality. Don’t interfere in our internal affairs during the presidential elections.” Khrushchev understood the logic behind Lodge’s ask. “In general,” the Soviet leader wrote, noninterference in U.S. elections was “the sensible line to take,” given the risks involved.6
But Khrushchev was never one to avoid risks. His life had been one great gamble. A child of peasants, he had improbably penetrated Stalin’s inner circle and assumed power after Stalin died in 1953.7 As the leader of the Soviet Union, Khrushchev acted unpredictably and often erratically: denouncing Stalin’s cult of personality, bluffing about Moscow’s long-range missile capabilities, igniting a superpower standoff in Berlin, and installing missiles in Cuba. Khrushchev pursued the objectives he wanted, when he wanted.
In 1960, Khrushchev wanted Nixon to lose. Unbeknownst to Lodge, just before their meeting Khrushchev had made his first move. The intended beneficiary was Adlai Stevenson, the Democratic nominee for president in the previous two elections. Khrushchev viewed Stevenson as a “man who thought realistically” and desired a “rapprochement with the [Soviet Union].”8 The problem was that Stevenson had opted against running for president again. Khrushchev hoped to change his mind.
One afternoon in January 1960, Stevenson went to the Soviet embassy in Washington to meet with Mikhail Menshikov, Moscow’s ambassador to the United States. After they enjoyed caviar, fruits, and drinks, courtesy of Moscow, Menshikov reached into his pocket and removed a message from Khrushchev, which he then read out loud.
“We are concerned with the future, and that America has the right president,” Khrushchev wrote, based on Stevenson’s account. “All countries are concerned with the American election. It is impossible for us not to be concerned about our future and the American Presidency which is so important to everybody everywhere.” Of “all the possible candidates” for the 1960 election, Khrushchev explained in his letter, he preferred Stevenson. “Because we know the ideas of Mr. Stevenson, we in our hearts all favor him.”
Khrushchev then offered to help Stevenson win the presidency:
Could the Soviet press assist Mr. Stevenson’s personal success? How? Should the press praise him, and, if so, for what? Should it criticize him, and, if so, for what? (We can always find many things to criticize Mr. Stevenson for because he has said many harsh and critical things about the Soviet Union and Communism!) Mr. Stevenson will know best what would help him.
After finishing the letter, Menshikov asked Stevenson to keep its contents confidential. Moscow, it seemed, was attempting to draw Stevenson into an electoral conspiracy. Stevenson refused. After relaying his thanks for Khrushchev’s “confidence” and “proffer of aid,” he reminded Menshikov that he was not running for president. But more important, he emphasized his “grave misgivings about the propriety or wisdom of any interference, direct or indirect, in the American election.” Stevenson found Khrushchev’s advance not just inappropriate but reckless. “I said to him that even if I was a candidate I could not accept the assistance proffered,” Stevenson recounted. “I believe I made it clear to him that I considered the offer of such assistance highly improper, indiscreet and dangerous to all concerned.”
A few days later, Stevenson, apparently unable to get this meeting out of his mind, penned a letter of his own. In a private message to Menshikov, he reiterated that he did not intend to run for president but that even if he did, “I would have to decline to take advantage in any way of the confidence and good will I am happy to enjoy among your compatriots.”9
Khrushchev’s first attempt to interfere in the 1960 election had failed, but he kept trying. Nixon and Senator John F. Kennedy eventually became the nominees of the two major parties. Khrushchev, in his memoirs, said there were “more hopes for improvement in [U.S.-Soviet] relations” were Kennedy elected. “Kennedy was viewed as far more liberal,” Kalugin explained, so Moscow sought to help him. Alexander Feklisov, then the KGB’s Washington station chief, received instructions to “inform the Center periodically about the development of the electoral campaign, and to propose measures, diplomatic, propagandist, or [any] other, to encourage Kennedy’s victory.”10 Not much is known about the KGB’s subsequent operation, in which Kalugin claimed to have been an active participant. The KGB spread “all sorts of propaganda” during the campaign, he went on, while acknowledging that he lacked evidence. “A lot of things happened. This area of active measures is so wide, it’s really a matter of imagination. It could be forgeries, it could be special publications, books, magazines, radio broadcasts, television…and, of course, anonymous letters.”11
Khrushchev didn’t just use the KGB to influence American voters; he also turned international events to his advantage. In May 1960, when an American U-2 spy plane was downed in Soviet airspace, Moscow took its pilot, Francis Gary Powers, into custody. Then, in July, the Soviet Union shot down an American RB-47 reconnaissance plane and captured its two surviving airmen. At the United Nations, Lodge called their imprisonment “illegal” and urged the Soviet Union to release them.12
Khrushchev refused. “If we release the prisoners now, that will be to Nixon’s advantage,” he told the Politburo, the Soviet Union’s chief decision-making body. “Even the slightest shift that might tip the scales in his favor would not be good for us.” Nixon and Lodge, the Republican ticket, were also members of the outgoing administration, which Khrushchev, by stonewalling, hoped to portray as feckless to voters. In September, Llewellyn Thompson, America’s ambassador to the Soviet Union, again asked Khrushchev to free the RB-47 captives, but he was rebuffed. The Soviet leader remained convinced that “the timing of their release and return home had a certain political significance.”13
—
On Election Day, Kennedy defeated Nixon by roughly 100,000 votes and a 303–219 split in the Electoral College. Khrushchev “beamed with satisfaction,” according to his son, after learning that Kennedy had won.14 Five days after Kennedy’s inauguration, Khrushchev relented in hostage negotiations. Kennedy then announced that the two RB-47 airmen were coming home. “This action of the Soviet government removes a serious obstacle to improvement of Soviet-American relations,” Kennedy said. In 1962, Powers was released as well.15
There is no way to know whether Moscow’s efforts changed the minds of many Americans. (As compared with, say, Nixon profusely sweating during a televised debate, a twist not even Moscow could have dreamed up.) Once Kennedy was in office, though, the KGB’s operations continued. The New York station sought to gather information on Kennedy’s private life, Kalugin further claimed, so that Moscow could “take advantage of that knowledge and play some games of sorts, so-called active measures.” This directive fit the KGB’s playbook: to collect facts, Kalugin continued, and “put on top of the fact your own inventions, and then present to the general public some fictional material, in fact, though, based on something real.”16
While the KGB worked in the shadows, Khrushchev attempted to win favor with the new administration. He had intentionally assisted Kennedy’s campaign, and he wanted the president to know it. In his memoirs, Khrushchev recounted the following exchange at a June 1961 summit in Vienna:
At one point I asked him: “Mr. Kennedy, do you know that we voted for you?”
He looked at me quizzically: “How so? How is that to be understood?”
I informed him about the appeal from Washington to Moscow just before the end of the election campaign, giving the exact date, and said that if we had returned Powers and the others at that point, it would have been considered an accomplishment of Nixon’s.
He began to laugh and when he had collected himself he replied: “You’ve drawn the right conclusion. I agree that, just at that time, even the slightest shift in the balance could have been decisive. So I grant your point that you took part in the elections and voted in my favor.”
This joking reflected reality. I should say that I have no regrets about the position we took.17
Khrushchev’s primary objective had been to secure Kennedy’s victory. His secondary objective was to establish influence over Kennedy. By telling the president that Moscow had “voted for” him, Khrushchev was suggesting that Kennedy owed his power, at least in part, to the Soviet Union. This tactic, while common, proves effective when the benefiting party knows about an interference operation as it is ongoing, as was the case with Eduardo Frei and Alcide De Gasperi, and as would have been the case with Stevenson, had he accepted Khrushchev’s offer. But prior to his election, Kennedy had not realized that Moscow was working to advantage his campaign, so he had no reason to feel insecure about his electoral legitimacy or psychologically indebted to Khrushchev once in office.
—
As Kennedy celebrated his victory, controversy erupted in the United States. In November 1960, UN delegates from Asian and African countries received a threatening letter signed by the Ku Klux Klan. “Racist Hate Note Sent to U.N. Aides,” reported The New York Times.18 The scandal worsened when Ambassador Jaja Wachuku of Nigeria read the letter, in its entirety, before the UN General Assembly. “This came to my office and I think it is necessary that we should put it on record,” Wachuku said. “It is headed: ‘White America rejects a bastardized United Nations.’ ” Wachuku then read the message:
The black races of Africa and yellow races of Asia…have invaded the United Nations. It is enough to make every white Protestant American vomit. These sub-humans have come down from the trees and out of the swamps to lord it over the white race….These monkeys should have been tanned and feathered.19
It was a humiliating and humbling moment for the United States. In response, U.S. senator Wayne Morse, a delegate at the session, called the letter “an affront to the American people” that “in no way bespeaks the point of view of any responsible citizens of the United States.” If the letter were, in fact, written by “an American crackpot,” Morse continued, then “it is only fitting and proper” for the United States “to express to the General Assembly our apologies that anyone in our country would see fit to spread such vicious bigotry.”20 Before the world, the United States, a democratic superpower, had apologized for its internal racism and division.
But the Ku Klux Klan had not written the letter. It was a forgery, produced by Soviet intelligence officers stationed in the United States. KGB archives reveal that “a leaflet in the name of the Ku Klux Klan was prepared and circulated among UN delegations” and that the leaflet’s “content and form were borrowed from racist literature.” The KGB had studied similar writings so that its letter would appear authentic. The plan worked. “The issue of racism in the USA was raised at the General Assembly,” the archives read, when Wachuku recited the “complete text of the disinformation leaflet,” prompting American officials to apologize and the United Nations to add its contents to the official record.21
The purpose of Moscow’s operation against Nixon was straightforward: to damage the candidate less aligned with Soviet interests. In parallel, the KGB pursued another objective: to foment discord within the United States and, in the process, undermine its rival at home and abroad. Those objectives can coexist, as they did in 1960 and, later, in 2016. “We tried to take advantage of all these differences and to sow more anti-black movements,” recalled Kalugin, who was directly involved with the Ku Klux Klan operation. The KGB’s aim, its archives explain, was “to present the American way of life in an unfavorable light in the eyes of the rest of the world—especially Asian and African countries—by publicizing expressions of racism and chauvinism.”22 To Moscow, America’s diversity was its greatest vulnerability. In 2016, when Russians spread racist content online, Kalugin saw more of the same. “That’s an old Soviet tactic,” he said, “adjusted to the realities of political life today.”23
The KGB’s disinformation operations focused on two minority groups: black and Jewish Americans. The success of these schemes depended largely on the media, which, in the pre-digital era, operated as a gatekeeper in determining what information reached the public. To attract the attention of reporters, the KGB mailed anonymous anti-Semitic letters to Jewish leaders, arranged for swastikas to be painted onto synagogues, and paid assets to desecrate Jewish cemeteries. “We spread anti-Semitic, anti-Negro [materials] inside the United States,” Kalugin recalled, “just to show that America is behind it all, not Russia, oh no, on the contrary: America is not as it tries to present itself to the world. It’s anti-Semitic; it’s militaristic; it’s the devil.”24 The goal was to persuade regular people, Americans and non-Americans alike, to hold the United States in lower regard. If a staged hate crime made its way into a major newspaper, Moscow considered it an operational success.
At least one subset of reporters always covered these stunts: KGB officers posing in the United States as foreign correspondents. Their readership was primarily Russian. In this sense, the KGB’s games had as much to do with the Soviet Union as with the United States. Its disinformation operations could be used to demonstrate to Soviet citizens that the United States, despite its inclusive rhetoric, was actually a hotbed of hate. “We wanted to show that America is not a God-blessed country; it’s just full of anti-Semitism and neo-fascism,” Kalugin recalled. “That was part of the official Soviet propaganda, and KGB would use special methods to make this propaganda more effective.”25
—
Fostering division and influencing elections were core aspects of the KGB’s playbook in America. For each of its operations, Moscow had to decide how much risk to assume. In 1960, Khrushchev had not utilized, it seems, the KGB’s most simple weapon: cash. Around the world, the Soviet Union was financing its preferred parties. But bankrolling one of America’s major parties could prove self-defeating. If American investigators uncovered a secret funding scheme, an uproar would ensue that, at the height of the Cold War, would undermine the intended beneficiary along with U.S.-Soviet relations.
In 1968, Moscow again aimed to undermine Nixon, who had secured the Republican nomination a second time. Much had changed in eight years. Nixon was running against Hubert Humphrey, the sitting vice president, who was associated with the unpopular Vietnam War. By 1968, as we have seen, Leonid Brezhnev, Khrushchev’s successor, hoped to forge new ties abroad to achieve stability at home. All Nixon seemed to offer was hostility. Humphrey was the “better choice,” recalled Kalugin, because “he was more liberal and easier to deal with.”26
Fear and desperation are powerful motivators, especially when it comes to covert electoral interference. Brezhnev was filled with both. So “the top Soviet leaders took an extraordinary step,” recalled Anatoly Dobrynin, then the Soviet ambassador to the U.S., “by secretly offering Humphrey any conceivable help in his election campaign—including financial aid.” Andrei Gromyko, the Soviet foreign minister, told Dobrynin in a “top-secret instruction” to lend Humphrey whatever assistance he needed.27
Dobrynin hesitated to carry out Gromyko’s order. He feared this “dangerous venture,” if discovered, would destroy Humphrey and undermine Soviet interests, so he urged Moscow to reconsider. Unmoved, Gromyko replied, “There is a decision, you carry it out.”28
Not long after that, Humphrey hosted Dobrynin in his home for breakfast. The ambassador arrived ready to propose a conspiracy at the highest levels of the American and Soviet governments. While eating, as a segue, Dobrynin asked Humphrey about his campaign’s financial state. A direct offer of support was on the tip of Dobrynin’s tongue. But Humphrey caught on. “He knew at once what was going on,” Dobrynin wrote, and said “it was more than enough for him to have Moscow’s good wishes.”
Moscow had tried and failed to fund a major U.S. presidential campaign. Once Humphrey rebuffed this advance, the plan was over. “The matter was thus settled to our mutual relief, never to be discussed again,” Dobrynin concluded.29 Directly conspiring with an American presidential candidate requires a willing partner. In Stevenson and then in Humphrey, Moscow found only rejection. Nixon went on to win the 1968 election by a razor-thin margin, which Humphrey perhaps could have overcome with foreign funding.
The great irony of the 1960 and 1968 campaigns is just how poorly Moscow had assessed Nixon, who spent much of his presidency working toward détente. His realist outlook also empowered Willy Brandt to reach out to the East without somehow betraying the West.30 Any covert electoral interference operation is based on imperfect information and forecasting. Sometimes, the candidate who appears friendly turns out to be hostile. And sometimes, the candidate who appears threatening turns out to be far more complex.
—
On electoral matters, America’s domestic experience differed dramatically from the Soviet Union’s. Not only was the United States the only superpower that held competitive elections, but the CIA, which itself interfered in elections overseas, was also part of a democratic society, complete with a free press and a legislative branch able to conduct oversight. The CIA’s covert action programs, unlike the KGB’s, could thus be outed, investigated, and regulated.
In its early years, the CIA nevertheless operated with minimal accountability. When Salvador Allende died by suicide in 1973, the only thing standing between the agency and public scrutiny was that so few people knew about its covert action programs. “I don’t think members of Congress were even aware that there was much going on at the agency,” said Porter Goss, the 1960s-era CIA officer and, later, director. “The amount of operations going on were very closely guarded, hardly ever discussed; people just did not dream about talking about these things—not at the A-list parties, not anywhere.” John McLaughlin, another Cold War–era CIA officer who went on to lead the agency, described congressional oversight of the CIA as initially amounting to informal conversations with key senators, who typically said, “Just do what you have to do, I don’t need to know, and it’s not even a good thing for me to know some of this.”31
That all changed in September 1974, when the reporter Seymour Hersh exposed the CIA’s work in Chile. These revelations, combined with reports of secret operations in Southeast Asia, caused Congress to pass the Hughes-Ryan Amendment, which mandated that key lawmakers be alerted to all covert action operations and that the president provide those lawmakers with a “finding” justifying each one.32 Harold Hughes, the senator who sponsored the amendment, described it as “only the beginning” of regulating “cloak-and-dagger operations.” Some American policy makers feared these reforms would cripple the CIA. Henry Kissinger, by then the secretary of state, complained that “something on file which the president has signed” robbed him of plausible deniability and that “you simply cannot brief 50 congressmen on a covert activity and expect it to be kept covert.”33
Hersh’s most explosive reporting, though, did not involve elections. “Huge C.I.A. Operation Reported in U.S. Against Antiwar Forces, Other Dissidents in Nixon Years,” The New York Times revealed on December 22, 1974. The CIA had surveilled thousands of American citizens opposed to the Vietnam War while separately conducting wiretaps, break-ins, and mail reviews of suspected foreign agents. These activities violated the CIA’s charter, which barred the agency from carrying out “internal security functions.”34 Congress had to act. In early 1975, the Senate and House of Representatives each established select committees that would investigate the U.S. intelligence community. “Between the fall of 1974 and the start of 1976, the CIA became the leading political issue before the nation,” writes historian Rhodri Jeffreys-Jones.35
The Church and Pike Committees, as they were called, brought many of the CIA’s activities into the light, including certain details of its work in Italy. Politicians like Jimmy Carter, then a presidential candidate, turned their backs on the decades-old scheme, long a point of pride within the CIA. “I would certainly hate to see Italy go Communist,” Carter said in November 1975, but “I don’t think we ought to intervene militarily or by any sort of covert means….I don’t think that would be right.”36 The following month, Cyrus Vance, a former deputy secretary of defense, urged Congress to pass “legislation prohibiting interference with the electoral processes in other countries.” His recommendation was ignored.37
Other aspects of the CIA’s covert operations generated more blowback, including a government report on overseas assassination plots. In February 1976, President Gerald Ford issued an executive order establishing that “no employee of the United States Government shall engage in, or conspire to engage in, political assassination.”38 That year and the next, the Senate and House established Permanent Select Committees on Intelligence.
The CIA’s leaders suddenly felt pressure to defend their work publicly. In 1976, William Colby, the just-retired CIA director, sat down for an interview with Oriana Fallaci, an Italian journalist. It was an explosive pairing. Colby had subverted Italy’s democratic processes; Fallaci was a fierce defender of Italy’s sovereignty. When Fallaci pointed out that the Chilean people had elected Allende, Colby retorted, “Didn’t Mussolini win elections? Didn’t Hitler become the chancellor of Germany in an election?”39 Regarding Italy, Fallaci demanded “the names of those bastards who took CIA money in my country.” Colby refused, insisting that the CIA had to keep the identities of its assets secret. An era of oversight did not mean total transparency; much of the agency’s operational records remained classified.
Colby then laid out the rationale for covert electoral interference. He insisted that manipulating foreign elections is “an activity that is necessary in the world we live in because a little help in some countries to some friends can avoid a serious crisis later.” As a matter of proportionality, he continued, the United States had to counter the KGB. “Why don’t you ask the Soviet government for the names of the Communists who take Moscow’s money in Italy?” Most of all, the ends justified the means. “American assistance in Italy helped it from becoming an authoritarian [country] for 30 years,” Colby said. “You live better today than you would have lived if you had had a Communist government in 1948…so the American policies have not been a mistake in Italy. We did a good job.”40
In Italy, debate raged about the impact of foreign electoral interference. The CIA had released almost no details about its decades-long operation, other than its existence, which gave rise to much speculation and paranoia. Italy’s Communist leaders, eager to distract from their own missteps, blamed the CIA for their many defeats. In this environment, everyday Italians came to resent and fear the CIA. “If you’re in Italy, the importance of America, of the ambassador, of the CIA is enormous; it seems as though the CIA has magical powers,” recalled Jack Devine, who, as a senior CIA officer, was stationed in Italy toward the end of the Cold War. “I used to hate movies like James Bond, which I thought trivialized the business,” he said. “Then I realized, ‘If the world thinks that is how we are, it is in our interests for them to think we’re omnipotent.’ ”41
—
While the CIA adjusted to an era of oversight, the KGB continued to target American elections without any such limitations. Congressional investigations into the CIA, which spanned most of 1975, coincided with the Republican and Democratic presidential primaries. In both contests, the Soviet Union sought to undermine its perceived rivals.
The KGB’s first target was Ronald Reagan, who was competing against Gerald Ford for the 1976 Republican nomination. Much of what differentiated Reagan was his anti-Soviet posture. The historian John Lewis Gaddis describes Reagan as one of America’s “sharpest grand strategists ever,” largely because he could distill the complex to the simple. “What [Reagan] saw,” Gaddis writes, “was simply this: that because détente perpetuated—and had been meant to perpetuate—the Cold War, only killing détente could end the Cold War.”42 Reagan was an ardent and outspoken critic of détente, on which Nixon, Ford, Brezhnev, and Brandt had all staked so much. He instead advocated power, strength, and national resolve. “Peace does not come from weakness or from retreat,” Reagan declared in March 1976. “It comes from the restoration of American military superiority.”43
Nearly everything about Reagan alarmed Moscow. “[We] were afraid of him,” said Kalugin, then the KGB’s chief of counterintelligence.44 Yuri Andropov, the head of the KGB, personally issued a directive against Reagan. “Andropov confirmed the 26 May 1976 supplementary plan for [active measures] against Reagan, in addition to the existing and already sanctioned plan regarding the US presidential elections,” the KGB’s files reveal.45 This sentence contains two key points: The KGB was already executing an operation to interfere in the 1976 election, and Andropov had expanded that operation (by planting anti-Reagan articles in foreign news outlets). Not much is known about how else the KGB sought to disadvantage Reagan, who ultimately lost the nomination to Ford.46
Sometimes, covert electoral interference only helps to delay rather than prevent outcomes. Nixon won in 1968 after losing in 1960. Allende won in 1970 after losing in 1964. And Reagan won in 1980 after losing in 1976.
In his first term, Reagan’s hawkish rhetoric infuriated Moscow—and prompted more electoral interference. In 1982, Andropov ordered his overseas officers to undermine Reagan’s reelection bid. Early the next year, Moscow instructed its U.S. stations to establish contact with presidential campaign staffers and to propose steps to tarnish Reagan’s candidacy. The KGB circulated specific lines of attack against the president: He was corrupt, racist, and militaristic. Nevertheless, Reagan won the 1984 election in a landslide.47
The KGB worked against Nixon and Reagan not because they were Republicans but because they seemed to threaten Soviet security. The same can be said for Henry “Scoop” Jackson, a Democratic senator and known anti-Soviet hawk.
In February 1975, Jackson announced his candidacy for president, just as Reagan prepared to do the same and as Congress investigated the CIA. Anticipating Jackson’s run, the KGB had been studying him closely. Its files noted that he married a woman only at the age of forty-nine and kept his personal life strictly private, which “may mean some compromising material exists that could be used against Jackson and members of his family.”48 One KGB station chief cabled Moscow that one of Jackson’s core strengths was his squeaky-clean reputation, a trait that had become “exceptionally important” after the Watergate scandal.49
For the Soviet Union, there was value in using state resources to discover a politician’s secrets. Salacious revelations about a presidential aspirant could sink his campaign. So the KGB sought to “find dark spots in [Jackson’s] biography and conduct active measures to compromise him,” according to its files, as well as to “discuss with our American friends (communists) the best ways to counter Jackson’s intention of becoming U.S. president.” For insider information, the KGB turned to preexisting connections. “Make full use of confidential contacts,” Moscow instructed, with “figures hostile to Jackson for unofficial exchanges of views about ways to undermine Jackson’s efforts.”50
The KGB hoped above all that Jackson was a closeted homosexual. Its officers investigated his sex life, including whether he was romantically involved with John Salter, a longtime friend and adviser. “The station in the capital was tasked with finding out when Jackson had moved to Washington, the year and month, the address of his apartment, where he had lived in 1940–41, [and] whether John Salter had lived with him then,” per the KGB’s files, while all “stations were asked to collect information about any prosecutions of homosexuals” in this period, in the hopes that Jackson’s name turned up.51 For Moscow, Kalugin explained, labeling a politician a homosexual served to “discredit the leadership of a country, and show to the world that this country cannot be trusted, because its people were not the right ones for leadership.”52 The Soviet Union aimed to destroy Jackson, a public figure, by outing his private life—a totalitarian tactic, exported to the United States. As Hannah Arendt wrote, the promise of totalitarianism is to abolish “the separation between private and public life” so all things become the business of the state.53
In June 1975, as the KGB searched for a basis for blackmail, Dobrynin, still the ambassador, had breakfast with Jackson. Taking a page from its 1968 playbook, the Kremlin had instructed Dobrynin to “confidentially warn” Jackson not to alienate Soviet leadership “before he even reaches the White House.” At their meeting, Jackson said that he actually hoped to work with Moscow and asked that Brezhnev be informed of his intentions. Dobrynin replied that “a departure…from [your] anti-Soviet line would not go unnoticed in Moscow, if [you] really intended to do it.”54
The breakfast had gone well, but Moscow was unmoved. The KGB still pursued its plan, code-named Operation Vice, to sink Jackson’s campaign. As part of this effort, the KGB worked to “find weak spots in the relationship between the Jewish community in the USA and Jackson” and to “encourage the Arab countries to counter Jackson’s pro-Israel Jewish line.”55 But mostly, Operation Vice revolved around a single goal: “to denounce Jackson as being a homosexual.”56 The KGB had one problem: It could find no evidence that Jackson was gay. So the KGB created the evidence. “We could make up any sorts of documents,” Kalugin recalled, with a laugh. “Our disinformation service was one of the best in the world.”57
In early 1976, a forged FBI document arrived in the mailboxes of the Chicago Tribune, the Los Angeles Times, and Jimmy Carter’s campaign headquarters. Dated June 20, 1940, the memorandum claimed that Jackson was secretly gay.58 The tactic was a familiar one: Years earlier, the KGB had disseminated forgeries alleging that J. Edgar Hoover, the FBI director, was a homosexual who had turned the bureau into a “den of queers.”59 Attempting to “develop and drag out the homosexual idea,” Soviet officers mailed another set of documents—again, alleging that Jackson was a closeted homosexual—to Carter, Senator Frank Church, Playboy magazine, Penthouse magazine, and Senator Edward Kennedy, whom the KGB believed “personally dislike[d] Jackson.”60
For Operation Vice to work, recipients had to believe in the authenticity of the files and then publicize them. The forged KKK letter had proven effective because UN delegates thought it was genuine and broadcast its contents. But in this case, the fake FBI file was never published, so Operation Vice failed. In a world without the internet, Moscow could not upload disinformation directly into America’s information ecosystem. Instead, the KGB had to rely on third parties: major campaigns, popular magazines, mainstream news outlets, and prominent political figures. These gatekeepers could stop Moscow’s schemes in their tracks, and, in 1976, they did. Although Jackson eventually dropped out of the Democratic primary, the KGB’s dirty tricks did not contribute to his defeat.
Taken together, Moscow attempted to interfere in various U.S. presidential elections during the Cold War. But none of it mattered much. A gap existed between the intent of Soviet leaders—to disrupt and direct America’s process of succession—and their actual capabilities. In the pre-digital age, the Kremlin lacked the means to shape public discourse, target voters on a personal basis, or reach the American population at scale.
—
Alongside its largely ineffective electoral operations, the Soviet Union kept trying to divide Americans. The KGB’s schemes ranged from disseminating disinformation to murdering U.S. citizens. In July 1971, in what was known as Operation Pandora, the KGB station in New York was instructed to plant explosives in “the Negro section of New York”—ideally, “one of the Negro colleges”—and then to blame the attack on the Jewish Defense League.61 The KGB hoped to turn black and Jewish Americans against one another, through a deadly operation that, ultimately, never came to fruition.
On rare occasions, the KGB was exposed. In 1984, while the Soviets targeted Reagan, they also attempted to embarrass the United States through a letter-writing campaign similar to that of 1960. But this time, the United States caught on. That August, Attorney General William French Smith and the FBI director, William Webster, announced that the KGB had sent fake letters to athletic officials from roughly twenty Asian and African countries, in advance of the 1984 Summer Olympics in Los Angeles.62 The racist messages—again, purportedly from the KKK—warned,
THE OLYMPICS—FOR THE WHITES ONLY! African monkeys! A grand reception awaits you in Los Angeles! We are preparing for the Olympic games by shooting at black moving targets. In Los Angeles our own Olympic flames are ready to incinerate you. The highest award for a true American patriot would be the lynching of an African monkey. Blacks, Welcome to the Olympic games in Los Angeles! We’ll give you a reception you’ll never forget!63
Using “linguistic and forensic techniques,” Attorney General Smith explained, Washington had detected the KGB’s operation almost immediately.64 A war of words ensued. Smith had publicly attributed the letters to the Soviet Union in order to reduce their effectiveness. Moscow then denied the charges, claiming instead that Smith was trying to divert attention from America’s racism. The Soviet Union’s state-run news agency, TASS, insisted that the hate mail merely “expressed in an extremely base manner what the architects of American policy have in their mind” and that Smith was peddling “delirious myths.”65 A difficulty in combating disinformation is that even when it is outed, convincing the public that a forgery is, in fact, a forgery can prove challenging.
—
To foment division in America, the KGB also funded the Communist Party of the United States of America (CPUSA). Gus Hall, the party’s leader, ran for president four times between 1972 and 1984 but never received more than 0.07 percent of popular support. By 1988, the CPUSA had fewer than twenty thousand members. Still, the Soviet Union bankrolled its activities: Funding increased from $1 million annually in the late 1960s to $2 million in the late 1970s, to $3 million in 1988, after Hall wrote Moscow in 1987, pleading for even more money.”66 The KGB’s support for the CPUSA had nothing to do with its electoral prospects and everything to do with its existence, which promoted paranoia inside the United States and thus furthered one of Moscow’s key objectives: to turn Americans against Americans. “We had to maintain [the party],” Kalugin said, to foster distrust in the United States. Through the end of the Cold War, the FBI worked to penetrate the party’s ranks, famously recruiting Morris Childs, one of its leaders, as well as his wife and brother as double agents.67
As the FBI spied on the CPUSA, the KGB spied on well-known figures in the United States. Kalugin recalled that, toward the end of the Cold War, the KGB set its sights on Donald J. Trump, a famous real estate developer. In July 1987, Trump visited Moscow to explore building and operating a hotel there. “He was well received in those days, and he had some friends in Russia,” said Kalugin, then a KGB general stationed in Moscow. Kalugin later heard from his colleagues that they had collected intelligence on Trump during his trip. “Trump left some of his presence in Russia, and the Russians know something about him,” Kalugin continued, citing only his memory. Did this have anything to do with “extracurricular activities”? “Yes, let’s call it that,” Kalugin responded, laughing. (Trump has historically denied any such allegations.)68 Kalugin never anticipated, however, that Trump, a generation later, would sow more discord within the United States than any letter-writing campaign ever did.69
—
As the Cold War neared its end, the KGB continued to target elections around the world. In the 1980s, Moscow spent more than $200 million funding political parties in eighty countries.70 The CIA moved in the opposite direction, as a result of congressional reforms and public revelations. The post-Italy consensus about the value of covert electoral interference had vanished after Chile. In its place was a set of drawbacks: most important, the prospects of accountability and detection. The finding process had robbed the president of plausible deniability. And the outing of operations in Chile and elsewhere had demonstrated that covert action could always be made public.
But the CIA could and did still interfere in elections. In “specific instances” since the mid-1970s, David Robarge told me, the “agency would get the call to go directly into an election and engage with it.” In El Salvador in the early 1980s, and in Nicaragua in 1990, the CIA delivered money and support to specific candidates.71 “From the standpoint of the Reagan period, we were in favor of democratic governance,” said George Shultz, the secretary of state from 1982 to 1989, when asked about Italy-style covert action programs. “If people wanted to do that themselves, we would be helpful.”72
If the CIA provided help, its leaders had to be ready to answer for it. Investigative journalists now wanted to know where and how the American government was manipulating elections. In July 1982, the CIA director, William Casey, publicly denied that the agency had “meddled” in El Salvador’s election.73 Two years later, when America’s preferred candidate—José Napoleón Duarte—won the El Salvadoran presidency, reports emerged that the CIA had funneled $2.1 million into the election.74 “We were concerned to see El Salvador become a good economy with a good political system,” explained Shultz, who rejected the notion that the Reagan administration had secured Duarte’s victory. “Duarte was a very fine figure….He was like a saint to people. They loved him. So it wasn’t us that elected him; he elected himself.”75
Newfound scrutiny, above all, forced U.S. officials to grapple with an uncomfortable question: Was the practice of covert electoral interference defensible, let alone worthwhile? Or, as Porter Goss, the former CIA director, put it to me: “What is tolerable? What is tolerable in our values system?”76
For Bobby Inman, these tensions reached their peak at the start of the Reagan administration. After directing the NSA from 1977 to 1981, Inman served as the CIA’s deputy director until 1982. In this role, he appeared before the newly formed Senate Select Committee on Intelligence. During one session, CIA representatives raised a potential covert electoral interference operation against Mauritius, a small island nation. Daniel Patrick Moynihan—the committee’s vice chairman and a CIA critic—pushed back. “He said, ‘You don’t know what the hell you’re doing, you don’t know anything about elections, how do you know who will be a good candidate, not a good candidate, do they actually have the capacity to win or not win, this is just outrageous,’ ” Inman recalled. “Moynihan got up and walked out of the hearing,” Inman continued, to confer with Senator Barry Goldwater, the chairman of the committee. “They came back, and the two of them, instant agreement: ‘You ought not to be in this business. You don’t know what you’re doing other than wasting money.’ ”77
Divided internally, the CIA was still engaging in covert electoral interference, but with less pride and frequency than it once had. American policy makers now worried that manipulating elections would produce unintended outcomes. And sooner or later, any covert action program could be revealed, exposing the CIA to criticism. As the Cold War neared its end, CIA-led electoral interference—a crucial weapon from Italy to Chile—had faded in importance.
Chapter 6
DEMOCRACY PROMOTION
In June 1992, Boris Yeltsin, the first president of the Russian Federation, visited Washington. He received a hero’s welcome. With “reason begin[ning] to triumph over madness,” Yeltsin declared before a joint session of Congress, the United States and Russia must no longer view each other “through gunsights, ready to pull the trigger at any time.” American lawmakers chanted, “Boris, Boris, Boris,” and gave him thirteen standing ovations. But Yeltsin wasn’t just there for the fanfare; he also had a request: for Congress to “take measures now to support Russia.”1
A few years earlier, in 1989, popular revolutions had transformed Eastern Europe. Competitive elections took place in countries where Joseph Stalin had, a generation earlier, rigged them. Mikhail Gorbachev, the last Soviet leader, broke from his predecessors and exercised restraint; the Eastern bloc promptly and peacefully unraveled.2 In 1990, Germany reunified.3 And soon after, in December 1991, the Soviet Union itself ceased to exist.4
Washington moved quickly to fill the power vacuum that the Soviet Union left behind. Congress passed the Support for East European Democracy Act of 1989, which directed hundreds of millions of dollars toward Poland and Hungary; one U.S. senator dubbed the bill a “wager” on an “experiment with democracy.” And just before Yeltsin’s visit, President George H. W. Bush had proposed the Freedom for Russia and Emerging Eurasian Democracies and Open Markets (FREEDOM) Support Act, which would provide $410 million in direct aid to Russia and other former Soviet republics, as well as $12 billion to the International Monetary Fund (IMF).5 Joseph Biden, then a U.S. senator, said the FREEDOM Act would help “secure democracy in Russia,” while Secretary of State James Baker warned that without it “if democracy collapses and authoritarianism returns…we will all lose.” All four living former U.S. presidents—Nixon, Ford, Carter, and Reagan—issued a joint statement in support of the bill, which they said was needed to “guarantee a peaceful transition to democracy” in formerly Communist countries.6
After Yeltsin’s speech, the FREEDOM Act passed and was signed into law. The bill authorized funding for reforms in areas associated with democratic governance, such as banking, education, and an independent media. In a presidential debate that fall, Bush said he was working to make the former Soviet republics “totally democratic” as part of an evolving foreign policy mission. “The new world order, to me,” Bush explained, “means freedom and democracy.”7
For decades, Washington’s central aim abroad had been to contain Communism. The CIA had interfered in elections across the world in support of this objective. Now Washington could pivot from containing Communism to expanding democracy. No other superpower was left standing. What had been a competition between capitalism and Communism had become a competition between liberal democracy and…nothing at all. Whereas Lenin had once hoped to establish a global Communist order, it now appeared inevitable that the United States would establish a democratic one. The end of history, thinkers like Francis Fukuyama proclaimed, had arrived.8 “There was a tremendous sense of possibility,” said James Steinberg, a senior White House and State Department official in the 1990s. “People were very optimistic and excited by this positive agenda of molding a peaceful, prosperous, democratic world.”9
With no ideological competitor, Washington promoted democracy as an end in itself. The first step was guiding the countries of Eastern Europe and the former Soviet republics. A provision of the FREEDOM Act stipulated that in determining where to dole out assistance, the United States would account for whether a state was establishing “a democratic system based on principles of the rule of law, individual freedoms, and representative government determined by free and fair elections.”10 What followed was an explosion of pro-democracy initiatives managed by the State Department, the U.S. Agency for International Development (USAID), and the National Endowment for Democracy (NED), a private nonprofit funded almost entirely by the U.S. government. By 1994, NED’s annual budget had more than doubled to $35 million.11 Bill Clinton, Bush’s successor and the first fully post–Cold War president, labeled the promotion of democracy one of the three pillars of his national security strategy.12
—
The heart of a democracy is its elections. In promoting democracy, the United States had to decide how to engage with foreign elections in the post-Soviet period. Washington’s objective had shifted from defeating leftist candidates to helping countries conduct stable, fair, and competitive elections. A new type of electoral operation followed: overt, regulated efforts to help “democratic” candidates. For the most part, two U.S.-funded NGOs carried out these operations: the International Republican Institute (IRI) and the National Democratic Institute (NDI).13 Between 1989 and 1999, IRI and NDI went to work in dozens of countries. They offered political parties training sessions—run by both American and foreign officials—on campaign strategy, message development, volunteer recruitment, fundraising, candidate selection, door-to-door canvassing, policy planning, and get-out-the-vote efforts. “Most IRI and NDI programs,” the U.S. government found in 1999, “have focused on helping parties mount successful election campaigns.”14
Federal laws stipulated that foreign assistance programs could not influence election outcomes. NED’s charter, too, specified that its grants could not go directly to campaigns. In interviews, most U.S. government officials emphasized that IRI and NDI were inclusive and nonpartisan: They did not buy votes or bankroll candidates, and they offered support to a range of parties.15
But IRI and NDI were never entirely neutral. Their purpose was to promote democracy, and as such they assisted parties that advanced the democratic cause. Sometimes, this meant backing opposition forces in an effort to “level the playing field” against a dominant ruling party. Other times, it meant withholding support from “non-democratic” parties that espoused violent, nationalistic, or intolerant views, as well as Communist Parties that still seemed, well, too Communist.16 “With NDI and IRI, we will train any party that wants it, other than the extreme fringes, such as parties advocating authoritarianism, violence, or antidemocratic practices,” said Victoria Nuland, who began working for the State Department in 1985 and departed in 2017 with the rank of career ambassador. Kenneth Wollack, who, in 2018, retired as NDI’s longtime president, said that, in rare cases, his organization offered aid only to select parties. “Outside assistance in those situations I would argue helped,” Wollack said, “but they were by no means the only reason why those forces won.”17
In the 1990s, IRI and NDI backed specific parties in countries like Poland, South Africa, Croatia, and Bulgaria. “IRI’s assistance to Bulgarian democratic parties helped take them from near oblivion in 1995 to winning the presidency in 1996,” the IRI boasted in its annual report. IRI had even flown Bulgarian opposition leaders to the United States so they could study the New Hampshire presidential primary.18 “Throughout the ’90s,” Nuland continued, “we generally would do more mentoring behind the scenes of reformist candidates.” According to the U.S. government, this type of work contributed to “electoral victories” and “stronger than expected showings” by democratic parties in various cases, from NDI’s program in Bosnia and Herzegovina to IRI’s programs in Mongolia, Romania, and Slovakia.19
—
The most biased case of U.S. democracy promotion came in 2000, when Slobodan Milošević, the Yugoslav president, was competing for reelection in Serbia.20 Milošević was many things: a Moscow-aligned Communist, a Serbian nationalist, and a grave abuser of human rights. In the mid-1990s, he had enabled a campaign of ethnic cleansing in Bosnia and Herzegovina. A few years later, he did the same in Kosovo as his soldiers systemically terrorized, murdered, and expelled ethnic Albanians. The severity of these atrocities prompted NATO, in 1999, to launch an air campaign against Milošević’s forces, and an international court to indict him as a war criminal.21 In Washington, Milošević had earned enemies on both sides of the aisle. “My view on Milošević was he was a problem to deal with,” said Porter Goss, then the Republican chairman of the House Intelligence Committee. Leon Panetta, Clinton’s chief of staff from 1994 to 1997, added, “Milošević was viewed as a bad guy and influence and somebody that was going to turn that part of the world upside down if there weren’t steps taken to go after him.”22
The 2000 election presented such an opportunity. “I don’t know that we publicly said that our goal was regime change,” said James O’Brien, then Clinton’s special envoy for the Balkans, but “we did not see Milošević being able to lead a normal country.”23 Secretary of State Madeleine Albright had set her sights on the election. “She wanted him gone,” William Montgomery, then the U.S. ambassador to Croatia, said in 2000. “Seldom has so much fire, energy, enthusiasm, money—everything—gone into anything as into Serbia in the months before Milošević went.”24 (Albright and Montgomery both declined to be interviewed for this book.) By supporting the opposition, James O’Brien explained, the United States aimed to level the playing field in an election that Milošević was poised to manipulate. “Milošević had the benefit of an entire state apparatus,” O’Brien said, including “state media, everything, and had the opposition been provided any of that, there would have been very little need for our involvement.”25
What followed was an aggressive effort to help Milošević’s opponents influence voters’ minds. From mid-1999 to late 2000, public and private U.S. organizations together spent roughly $40 million on Serbian programs, supporting not just the opposition but also the independent media, civic organizations, and initiatives meant to encourage citizens to turn out to the polls and to ensure their votes would be tallied fairly.26 In nearly all aspects of the campaign, Americans were involved. In October 1999, Kenneth Wollack hosted opposition leaders at a Budapest hotel to plot campaign strategy, informed by a poll NDI had paid a U.S. firm to conduct. “[That] poll showed the Serbians that if they united, there was a possibility that they could succeed,” said Wollack, whose organization, in this instance, only offered to assist the opposition. USAID, through a third party, produced millions of anti-Milošević stickers with a simple message: “He’s finished.” And critically, U.S. funds and training went toward Otpor, a vibrant youth resistance group. “We had a lot of financial help from Western nongovernmental organizations. And also, some Western governmental organizations,” one of Otpor’s leaders said at the time, including from USAID’s Office of Transition Initiatives. IRI and NED directed $1.8 million and $3 million, respectively, into Serbia before the election, focusing on Otpor, while still supporting other initiatives, such as a get-out-the-vote campaign.27
Back in the United States, Bill Clinton remained pessimistic. “These elections are going to be important, but they probably won’t be fair,” Clinton told Vladimir Putin, the new Russian president, while meeting in New York two and a half weeks before the vote. “Milošević is running behind in the polls, so he’ll probably steal it. It would be preferable for him to lose, but he’ll probably arrange not to.” (Putin, in response, complained about NATO’s intervention the previous year. “We weren’t consulted in the decision to bomb Yugoslavia,” he said. “That’s not fair.”)28
U.S. officials and U.S.-backed NGOs, sharing Clinton’s concerns, sought to ensure that Milošević could not falsify the vote count. IRI trained more than fifteen thousand activists to monitor polling places.29 On Election Day, opposition members tallied ballots alongside government officials. “The parallel vote count: This was again training, training the trainers, there were thousands of polling stations, and our aim was to have three people at each one,” said O’Brien, the special envoy.30 The government’s vote count suggested that Milošević had a narrow lead. The parallel count, however, revealed the truth: He had lost overwhelmingly. Major protests erupted. Milošević, unable to quell a popular revolution, was forced to resign.31
The United States had worked to oust a foreign leader at the ballot box. The levers of U.S. democracy promotion had helped the opposition reach voters and prevent Milošević from altering ballots. Should this effort be considered overt? O’Brien called it “discreet.”32 On the one hand, most Serbs had no idea that the United States had guided the opposition’s strategy and bankrolled items like the anti-Milošević stickers. On the other, it wasn’t exactly a secret. After the election, news outlets published reports about NDI, IRI, and the State Department’s campaign against Milošević.
This type of electoral support is not equivalent to CIA- or KGB-led electoral interference, which operated in the shadows, financed campaigns, presented foreign voices as domestic ones, and misdirected and misinformed citizens. NDI and IRI published public reports. They did not spread disinformation or mask their identities. And their primary objective was to foster competitive elections.
What is also true, though, is that the United States was influencing elections through IRI and NDI. Since the federal government worked through these NGOs, foreign citizens were unlikely to realize where the support was coming from. This new form of electoral influence—visible but privatized—was more tenable for U.S. presidents than CIA-led covert action. “I really preferred the NDI approach” to the CIA, Bill Clinton told me, because “NDI was open, aboveboard, sanctioned by Congress, public in its activities, and in any genuinely democratic election offered technical support and advice to competing parties.”33 That which was public could not be dramatically outed, and the tactics of IRI and NDI, even when favoring specific parties, were less explosive than, say, waging a non-attributable scare campaign. For Washington, overt democracy promotion, rather than covert electoral interference, had become the rule.
—
To defeat Milošević, however, the United States departed from this emerging pattern. In 2000, as NDI, IRI, and the State Department worked overtly, the CIA covertly supported Milošević’s opposition, according to former U.S. officials with direct knowledge of the operation. John Sipher said that between 1991 and 2014, when he was serving as a CIA operations officer, he knew of just one “successful” operation to interfere in an election: in Serbia in 2000. “There was a covert effort to try to support the opposition to Milošević,” Sipher said, recalling that after Clinton notified select members of Congress, the CIA went to work “supporting and funding and providing help to specific opposition candidates—that was the main thing.” Sipher, who became the CIA’s station chief in Serbia just after the election, explained that the agency funneled “certainly millions of dollars” into the anti-Milošević campaign, mostly by meeting with key aides to Serbian opposition leaders outside their country’s borders and “providing them with cash” on the spot.34
Clinton confirmed in our interview that he authorized the CIA to interfere in the 2000 election in favor of Milošević’s opponents. “I didn’t have a problem with it,” he said of the CIA’s covert action program, because Milošević “was a stone-cold killer and had caused the deaths of hundreds of thousands of people.” In this instance, the CIA’s focus was on influencing minds rather than altering ballots. “We did not rig the vote nor knowingly lie to the voters to get them to support the people we hoped to win,” Clinton said. Instead, the CIA provided money and other types of assistance to the opposition. Congressional leaders knew about and backed this secret plan. Trent Lott, the Senate majority leader, recalled that when he was briefed on the CIA’s operation, he supported it wholeheartedly. “[Milošević] was totally out of control,” Lott said. “We weren’t gonna invade, but it was a mess, and we had to do something.” Lott judged that the CIA’s work had a “positive” impact on the final outcome. “Innocent people were being killed and it was a violent place,” he said, so interfering in the election “had to be done to help bring a solution into place and, hallelujah, it did work.”35
Douglas Wise and Steven Hall, two former CIA station chiefs, were both based in the Balkans in 2000 as senior operations officers. They declined to explicitly acknowledge that Clinton sanctioned a covert action program against Milošević, but they nevertheless provided details about the CIA’s engagement with the election. “Everybody who was in the Balkans at that time was all focused on Serbia and the Milošević regime,” Hall said.36 Milošević was a “genocidal maniac,” Wise added, and so “the intelligence community was engaged as part of a whole-of-government engagement on that particular issue of Milošević.” The U.S. intelligence community’s involvement in the election was “substantial,” Wise continued, as Washington used “all the instruments of our national power to create an outcome that was pleasing for the United States.” When asked whether American intelligence supported the protests that culminated with Milošević’s resignation, Wise said only: “It was a broad-spectrum involvement.”37
These former CIA officers exuded unexplained confidence that the agency’s work proved pivotal in defeating Milošević. John Sipher commented on the “success” of the CIA’s operation. Douglas Wise said that America made “a big difference,” and that “a combination of both” covert and overt tactics “produced an outcome that was from the perspective of the United States a positive outcome.” As in Italy in 1948 and Chile in 1964, however, the CIA could not assess its precise impact in 2000. “Measuring it is hard,” Sipher recognized. But, he noted, Serbian government officials did credit the CIA for their victory against Milošević when speaking behind closed doors. “Many of the key players who became senior figures in the follow-on government continued to meet with us and continued to tell us that it was our efforts that led to their success,” Sipher said, “in terms of helping them with everything, from advertising to financing to how they did things” during the campaign.38
NDI and IRI, meanwhile, were left in the dark. “I’ll tell you the truth, honest to God, I never knew it, I never saw evidence of it,” Kenneth Wollack said, regarding CIA interference in the election. CIA officers, unlike NDI officials, could operate undercover. “Because of the nature of the way we do business,” Douglas Wise explained, “Serbia was a lot more penetrable than it was for people who were much more overt, shall we say.”39
In interviews, senior government officials grew uncomfortable at any mention of the CIA and Milošević’s defeat. “I know stuff about that, but I’m not able to talk about it,” said John McLaughlin, who was the CIA’s deputy director in 2000. When asked about the CIA’s operation, James O’Brien, Clinton’s special envoy, responded carefully: “There was a U.S. government–wide, well-considered policy of supporting the opposition, and this was because the opposition was organic and well-rooted and felt more than likely to win a fair competition.”40 Others expressed frustration that former CIA officers were discussing the election at all. “I can’t talk about what we did or didn’t do. I’m just not going to talk about it,” said a high-ranking White House official serving in 2000. “They may not take their oaths and legal obligations seriously, but I do.”
This discomfort made sense: CIA interference in the 2000 election was not representative of the agency’s post–Cold War operations. How often, after all, can a war criminal be ousted by ballot? “It seemed to be a holy thing to do by that point,” John Sipher said. “I don’t remember any resistance in the State Department or anywhere else.” Steven Hall said it was “accurate” that there was minimal internal pushback to CIA involvement in the election. “There seemed to be a higher comfort level not just in the intelligence part of the world but really just policy writ large that something had to be done in the Balkans,” he said. For Washington, “electoral manipulation” has become “a tool of last resort,” Douglas Wise said, and the Serbian case was “the complete exception,” in part because of Milošević’s atrocities and in part because of the “receptive,” “credible,” and “attractive” nature of the opposition. For such cases, Wise argued generally, “The ends justify the means…The risk is you maybe do something that is unAmerican in the eyes of some,” but the result is “the genocidal maniac is no longer in power.”41
When I asked Clinton why covert action was merited in Serbia, he said simply, “There’s a death threshold, and Milošević crossed it.”42
—
How, then, had the role of the CIA changed in the post–Cold War era? Even as NDI and IRI promoted democracy overtly, only the CIA could influence elections directly and covertly. In 2004, President George W. Bush was on the verge of authorizing another such operation. This story unfolded in the White House Situation Room, where, in the summer and fall, America’s national security officials weighed a familiar proposal: for the CIA to engage in covert electoral interference. This time, the target would be Iraq.
In March 2003, the United States had invaded Iraq to remove Saddam Hussein, the country’s longtime dictator, and seize weapons of mass destruction that he allegedly possessed. Hussein’s government fell within weeks, but no such weapons were found. By the end of the year, hundreds of American soldiers and thousands of Iraqis had died.43 Struggling to justify this war, Bush renewed his promise to transform the essence of Iraq. In late 2003, he declared that “Iraqi democracy will succeed” and that its establishment would serve as “a watershed event in the global democratic revolution.”44 Bush had weaponized the pro-democracy rhetoric of previous administrations. Titans of American foreign policy resented him for it. “We were clearly on the side of democratic governance and willing to be helpful,” said George Shultz, Ronald Reagan’s long-time secretary of state. “But we were not crusading as later the Bush administration was, and I think we were more effective.”45
Bush had proclaimed that in Iraq, democracy would replace tyranny, and citizens would enjoy popular representation. “For [the U.S. government] at that time it was extremely important to have free and fair elections because that’s actually justifying the invasion,” said Arturo Muñoz, then a senior CIA operations officer. “As long as we didn’t find weapons of mass destruction, we were kind of desperate by then to justify ourselves, so at least we can create democracy in this place.”46 American democracy-promotion organizations poured resources into Iraq. IRI and NDI, in particular, launched massive programs there, helping to produce voter-education materials, train party officials, and facilitate political debates and get-out-the-vote efforts.47
The central purpose of elections, though, is for voters to determine the direction of their state. In this sense, Bush had a problem: Intelligence reports indicated that his preferred candidate, Ayad Allawi, would lose in Iraq’s first-ever parliamentary election, scheduled for January 2005.
The U.S. intelligence community believed that Iran, a regional foe, was manipulating the election in favor of Allawi’s opposition. “Of course, Iran was involved,” said John McLaughlin, who served as the CIA’s deputy director in 2004. “Why wouldn’t they be? They’re right next door, they have the capability, and they were close to some of the leadership.” Douglas Wise was based in Iraq ahead of the election as an operations officer and, a few years later, became the CIA’s station chief there. He described Iranian interference in the Iraqi election as wide-ranging: “We’re talking money, activists, threats, extortion, a paramilitary presence.”48
Bush and his advisers weighed whether to respond with covert action. John Negroponte, then the U.S. ambassador to Iraq, regularly participated in interagency teleconferences from Baghdad with a sole agenda item: CIA-led electoral interference. “We really thought about it hard,” said Negroponte, who told me that he had been “open to the possibility” during discussions with other senior administration officials, including McLaughlin and Secretary of State Colin Powell. (Powell, in an email, said he was “not involved” in any such talks, and then, in a second email, clarified that he had “no recollection of the details” of the conversations Negroponte referenced, but did not elaborate further.)49
Deliberations reached a serious enough stage that the White House briefed congressional leadership on its planning. “[The] top line was that there’s an opportunity here to engage in a way that could provide much more of a guaranteed outcome,” recounted Tom Daschle, then the Senate minority leader. The officials I interviewed could not recall, or were unwilling to share, the operational details of the CIA’s plan, although Daschle said it included “a lot of activities that we thought were just untoward and inadvisable.”50 George W. Bush, Vice President Dick Cheney, National Security Adviser Condoleezza Rice, and Deputy National Security Adviser Stephen Hadley all declined, through representatives, to be interviewed for this book.
For the CIA, interfering in Iraq’s election would be the latest rendition of an age-old operation. And by the summer, the agency was moving toward action. Allawi had come to expect covert help. “The initial attitude of the U.S. was to support moderate forces, financially and in the media,” he said in 2007. Then, unexpectedly, this assistance “was brought to a halt,” Allawi said, “under the pretext that the U.S. does not want to interfere.”51
Within the CIA, the White House, and Congress, an unlikely alliance of officials had united against covert electoral interference. The CIA’s representatives, Negroponte recalled, “least wanted to be involved” with this operation, since it could expose the agency to criticism if detected. McLaughlin, laughing, said in an interview that he “wouldn’t disagree” with Negroponte’s recollection. “We had, after all, invaded a country to make it democratic,” he said. “How hypocritical would it be then to subvert their election?” Speaking generally, Muñoz said, “If you’re going to ruin the elections, and it becomes known, and things frequently leak,” then once “word gets out that so-and-so won because the CIA did X, Y, and Z, then you’ve just wrecked the whole foreign policy adventure that you’ve embarked on.”52
Congressional leaders also objected to the plan. For Daschle, the arguments against covert action were twofold. The first was a matter of optics: how “terrible it would look” if exposed. The second was normative. “It was no longer the Cold War,” he said. “Doing what we had been doing even twenty years earlier was just not appropriate; it wasn’t keeping with what our country should be all about.” Daschle recalled that Nancy Pelosi, his counterpart in the House, was “very vocal” in opposing the plan.53 Pelosi reportedly found an ally in Rice, the national security adviser.54 “As I heard the debate go on,” Negroponte said, “I realized, ‘It is just not worth it, and people do not want to do it,’ and we rejected it.”55
President Bush, in attempting to build a democracy, was unwilling to intervene in that democracy’s elections covertly. “You wanted to be pretty much clean and free when it came to interference in their electoral processes,” McLaughlin said. “I was involved in a lot of covert action planning and decisions, and you always have to ask yourself, ‘What are the unintended consequences of what we are proposing to do or thinking about doing?’ ”56
The CIA’s plan was shelved. And come January 2005, Allawi’s coalition lost resoundingly, in a contest marred by instability and terrorist attacks. A governing coalition with close ties to Tehran then took power.57
—
The Russian president, Vladimir Putin, has claimed that America still manipulates elections globally. He is not the only one who believes this. “The CIA hasn’t stopped; they will never stop,” said Oleg Kalugin, the former KGB general.58 From Kyiv, to Brussels, to London, government officials told me that of course the CIA still interferes in elections. This perception is understandable: For decades, it was true.
But times have changed. Outside suspicions do not align with internal realities, as demonstrated by the decision not to interfere in Iraq and, as former U.S. officials put it, the “extraordinary” nature of the decision to do so in Serbia. Based on my interviews with eight former CIA directors and acting directors, as well as former CIA deputy directors and directors of national intelligence, the United States has all but abandoned the use of covert electoral interference.
—
These former spies, in discussing the CIA’s covert action programs, fell into two groups. The first claimed that the CIA has turned the page entirely. “The U.S. did historically intervene in elections, but that ended,” said Michael Morell, a former CIA acting and deputy director who worked for the agency from 1980 to 2013. Former CIA deputy director David Cohen similarly said “it is not true” that the agency still interferes in elections as Russia does, and David Petraeus, who led the CIA in 2011 and 2012, said he is “not aware…in more recent times” of such operations. John Brennan, the CIA’s director from 2013 to 2017, offered a more blanket assurance: “With President Obama and President Bush 43, there was never an effort to try to influence the outcome of a democratic election. We believed it was antithetical to the democratic process to do that.” The CIA once targeted foreign elections, he continued, “but over the course of the last eighteen years or so, that has not been the case.”59
The second group of officials did not speak in absolutes. They suggested that the CIA has moved away from, but not necessarily stopped, influencing elections overseas. “There wasn’t much of it. This is not something that intelligence does with anything like the sense of flexibility and freedom that it might have had in the early Cold War,” said John McLaughlin, who, as the CIA’s number two in 2000, would have been involved with the Milošević case. Since then, such operations have, at the very least, been raised at the highest levels. The Bush administration debated the Iraq scheme; the Obama administration weighed similar proposals. “It’s not like these ideas don’t resurface, but at least in [the Obama] administration they would get rejected,” said Tony Blinken, who served in senior national security positions from 2009 to 2017. Avril Haines, the CIA’s deputy director from 2013 to 2015, offered one guarantee. “The United States has made clear in modern history that it is not acceptable to tamper with votes in an election,” she said while declining to comment on how the CIA may still seek to influence voters’ minds. “It’s all a question of degree,” added James Clapper, the director of national intelligence from 2010 to 2017, when asked whether the United States still influences elections behind the scenes.60 He would not elaborate further.
Of this second group, Leon Panetta, the director of the CIA from 2009 to 2011, was the most forthcoming. He said he never “got into” altering votes directly or spreading disinformation. But on rare occasions, his CIA did influence foreign media outlets ahead of key elections, in order to “change attitudes within the country.” The CIA’s method, Panetta went on, was to “acquire media within a country or within a region that could very well be used for being able to deliver” specific messages, or working to “influence those that may own elements of the media to be able to cooperate, work with you in delivering that message.” Panetta declined to specify further, but Arturo Muñoz, a CIA officer from 1980 to 2009, said that historically the agency’s approach toward foreign media has been straightforward: “You just pay for it; you just pay people to put stuff in newspapers.” In such cases, America’s hand remained hidden. “It usually always is a covert operation,” Panetta said. “I can’t recall anything that was not covert, because people usually protected that process.”61
These efforts to influence minds mirrored past practices. As in Italy or Serbia, the programs that Panetta described complemented overt propaganda campaigns. “Even though we were operating on a covert basis,” he said, “you had to make sure that the overt methods that were being used at least delivered the same message.” As ever, he could not prove that the CIA made a difference. “To be frank, you could not really measure whether or not any of that was having a real impact or not,” he said, although “Congress was always asking that question.” Even this type of covert operation presented risks. “There is no question it’s a gamble,” Panetta continued, which is why it was an option of last resort and why more aggressive tactics had been sidelined.62
Every interview pointed to the same conclusion: For the CIA, covert electoral interference has become the exception rather than the rule. Either the agency no longer seeks to influence election outcomes, as Morell and Brennan asserted, or it does so in rare cases when, as with Milošević, a tyrant can be ousted by ballot. The exact truth is unknown. But this general shift marks a dramatic departure from the Cold War, when, as David Robarge, the CIA’s internal historian, put it, the agency was interfering in the elections of “many, many” countries. In modern times, the costs of such operations have come to outweigh the benefits. “Frankly, political action of that kind is really part of the past. Iraq convinced me of that. It was just zero appetite for [electoral] intervention,” said John Negroponte, who, in the Bush administration, also served as the director of national intelligence.63
Skeptics will insist that America’s intelligence chiefs are lying. But considering present-day realities, the skeptics may be the ones defying logic. It would be self-defeating for the CIA to manipulate foreign elections in all but the most exceptional of circumstances. One reason why concerns the end of the Cold War, which robbed the CIA of its long-running purpose: to counter the Soviet Union. Milošević, for one, was a relic of a previous era. Generally, with peace seemingly at hand, the CIA was left adrift. “What kinds of covert action are we doing in the ’90s? The answer is not much,” said Porter Goss, the former CIA director. “I could count on less than two hands the number that I think would be qualified as covert action.” With the Soviet Union gone, Arturo Muñoz explained, the thinking inside the agency became, “if you’re not afraid anymore, if you don’t view these guys as a huge threat, then why dick around with elections anymore, who cares?”64 In September 2001, the CIA found a new focus in counterterrorism, which called for drone strikes and paramilitary operations, not electoral interference.
America’s post–Cold War leaders declared an era of liberal democracy, defined by free and fair elections. This transition, from containing Communism to promoting democracy, made covert electoral interference a riskier proposition: If the CIA was caught, American hypocrisy would be broadcast before the world. “You can’t stand up and be for free and fair elections and then turn around and intervene in them covertly. So we don’t do it anymore. [Russia] does; we don’t,” said Michael Morell, the former CIA acting director. Michael Hayden, a former CIA director, similarly explained, “Meddling in an electoral process cuts across the grain of our own fundamental beliefs. You might want to do it to level the playing field, you might want to do it because of just the demands of national security, but it doesn’t feel right.” John McLaughlin, another former CIA acting director, best captured America’s evolving outlook: “If you are interfering in an election and are exposed as doing so, you are a lot more hypocritical than you would have appeared in the Cold War, when that sort of thing tended to be excused as part of the cost of doing business.”65
Hypocrisy, however, had not stopped the CIA before. And in recent years, as great-power competition has reemerged, the United States has had a stake in many foreign elections. Changes in high politics, then, only partly explain this shift in CIA activity.
The rest of this story has to do with the spread of the internet, a momentous technological disruption that has made it harder to maintain the secrecy of operations to manipulate an electorate. “It’s very difficult to keep that kind of activity from ultimately getting out,” said David Petraeus, the former CIA director. And for America, getting caught matters. “If the United States were identified as having promoted disinformation or tampering with votes in an election, it would undermine our credibility and our policy efforts, given how inconsistent such actions would be with the values we promote, which are at the heart of our soft power,” Avril Haines said. “The same is not true for Russia.”66
None of this is to say that the CIA cannot keep a covert electoral interference operation secret. It certainly could. But in the digital age, the risk of detection is greater. And were such an effort revealed, it would become a piece of propaganda for America’s enemies. John McLaughlin said that when considering covert operations targeting elections, “it only makes sense that the bar for admission has to be much higher than it used to be, given the high likelihood of exposure.”67
The digital age, as detailed later, has also exposed American elections. Officials in Washington are reluctant to authorize the type of operation to which their country has become so vulnerable. “If you’re in a glass house, don’t throw stones,” David Petraeus said, “and we’re the biggest glass house when it comes to internet connectivity.”68
Adjusting for these new dynamics, the United States has been influencing foreign elections overtly and with less brazen methods. “The terms changed. The expectations changed. What might have been termed a covert action, people say, ‘Why bother to hide this?’ ” Goss said. One option is public endorsements. America does “all sorts of perfectly overt messaging about our preferences in foreign elections,” explained David Cohen, the former CIA deputy director. In 2016, for example, President Barack Obama endorsed the Remain campaign in the United Kingdom. “In the Brexit scenario, how can you say that we were not trying to influence the outcome of the vote? That is ridiculous,” said Avril Haines, the deputy national security adviser at the time.69
The other option is democracy promotion, a procedural and budgeted alternative. “We intervene in countries’ politics overtly, through pro-democracy NGOs; this is the U.S. government, the State Department doing this, but doing it openly,” Morell said. Between fiscal year 2007 and fiscal year 2017, the United States directed, on average, more than $2.5 billion annually toward democracy promotion initiatives, including several hundred million dollars each year for “political competition.” IRI and NDI are still operating in dozens of countries. Separately, there is the NED: By 2010, its annual budget had increased to $118 million and, by 2020, to $300 million. Hayden said these “aboveboard NGOs [are] trying to spread what we think is a successful formula for self-governance.” Sometimes, though, these initiatives show bias. “The State Department does do some things where it prefers not to be seen as doing it. My view is that that is inappropriate,” Morell said. But, he continued, the CIA is removed from such operations. “From a covert action perspective,” he said of his time in CIA leadership, “there was really nothing that touched on elections.”70
Democracy promotion persists, but the hopeful days of the 1990s are gone. U.S.-Russian relations have deteriorated. Great-power competition is back. And democracy is on the retreat as authoritarian-minded leaders rise globally. Freedom House found that, in 2019, sixty-four countries experienced declines in political rights and civil liberties, while just thirty-seven countries experienced gains, marking the fourteenth straight year of net losses.71 Behind this trend are a range of economic, social, and political factors.72 But the most pertinent is that the United States, in the post–Cold War period, no longer stands alone in seeking to influence states around the world. As Washington moved away from covert electoral interference, Moscow rediscovered and enhanced this weapon. It has done so under the leadership of one man: Vladimir Putin.
Chapter 7
FROM YELTSIN TO PUTIN
On April 21, 1996, Bill Clinton and Boris Yeltsin huddled inside the Kremlin. Pleasantries were exchanged. Then Yeltsin raised the topic that had become his obsession: how the United States could help him win Russia’s first-ever presidential election, scheduled for that summer. He urged Clinton “not to embrace” his Communist opponent. “You don’t have to worry about that,” Clinton replied. “We spent fifty years working for the other result.” Yeltsin pressed further: “You know, Bill, in this Russian campaign you are a factor.” Clinton wanted Yeltsin to win, to be sure, but he worried that overt interference would backfire; when an outside actor makes an appeal to voters, he told Yeltsin, they tend to do the opposite. “I’m trying to figure out a way to do this that will give you all the benefits and none of the disadvantages,” Clinton said—by expressing support “in the most appropriate way” and without “say[ing] something that could be used against you.”1
Clinton had been walking this tightrope for nearly a year. Back in May 1995, Yeltsin, polling in the single digits, had complained to Clinton that his electoral prospects were “not exactly brilliant.”2 So began Yeltsin’s campaign to get an American president to interfere in a Russian election. “He was always like that: ‘Help us, Bill!’ ” Strobe Talbott, then Clinton’s deputy secretary of state, told me. Leon Panetta, Clinton’s chief of staff in 1996, explained that Yeltsin and Clinton had a “very strong” and “very frank” relationship, so much so that, ahead of the election, “Yeltsin pretty much told Clinton what kind of help he needed” and that “the decision was to basically try to boost him”—within reason. James Steinberg, the State Department’s director of policy planning, recalled his “great discomfort” whenever Yeltsin invited Clinton to influence the election. “He’s clearly making these asks, no doubt that he wanted it, but we really didn’t think it was good for him to do this, and so it was worrisome.” Yeltsin believed in democracy, Steinberg insisted, but did not understand that soliciting campaign assistance from a foreign power actually undermined Russia’s democracy. “There were things Yeltsin was asking which we were not going to do, because they were not the right things to do, even if we thought it would help him in his election,” Steinberg said. “Part of what Clinton was trying to do was help Yeltsin learn what it meant to be a small-d democrat.”3
Yeltsin’s foremost focus, however, was on maintaining his power. First on his agenda was NATO, the military alliance that Clinton had been working to enlarge.4 “Let’s postpone NATO expansion for a year and a half or two years,” Yeltsin suggested in May 1995. “There’s no need to rile the situation up before the elections.” Clinton responded carefully, explaining that on this issue a win-win was possible. “I’ve made it clear I’ll do nothing to accelerate NATO,” he said. “I’m trying to give you now, in this conversation, the reassurance you need. But we need to be careful that neither of us appears to capitulate.” Clinton promised to “take some heat” for Yeltsin, because he did not “want to see [him] get hurt.”5
Yeltsin, in that same meeting, had another request: for Clinton to “follow through on including us in the G-8.” The United States was a member of the Group of Seven (G7), an international organization of seven democracies that Yeltsin wanted to join (hence, “G8”). “This will help me on the eve of the elections here,” Yeltsin said. In another meeting, Yeltsin told Clinton that joining the G7 before its summit in Lyon, France, “would add 10 percent to my vote.”6 Clinton promised to try but, in early 1996, came back with discouraging news. “All of us want to help you,” he told Yeltsin. “But the truth is that we cannot go to a G8 at Lyons.” Clinton pledged to still “make Lyons a big success for you,” in that there would be no “negative stories coming out of Lyons, only positive stories for you right before the election runoff….It has to be a hundred percent win for you.”7
Yeltsin pressed Clinton for financial assistance, too. He had phoned in January about a multibillion-dollar loan that the International Monetary Fund (IMF) was issuing Russia. Yeltsin complained that the IMF had “delayed their payments to us and obligation of credits of $9 billion,” and asked Clinton to “help and push them a little to make the payment.” Clinton said he would do his best.8 The next month, Yeltsin urged Clinton “to use [his] influence” with the IMF “to perhaps add a little, from nine to 13 billion dollars—to deal with social problems in this very important pre-election situation.”9 Clinton again said he would try, but Yeltsin was unsatisfied. “Then there is the matter of finances, which is not proceeding very well,” Yeltsin said in early May, before dropping all pretenses and urging Clinton to interfere in the contest directly. “Bill, for my election campaign, I urgently need for Russia a loan of $2.5 billion.” Clinton suggested a subtler approach: getting the IMF, a third-party institution, to quicken its payments to Russia. “I’ll check on this with the IMF and with some of our friends and see what can be done,” he said. “I think this is the only way it can be done.”10
Carlos Pascual, then the director for Russian affairs at the White House, said that he and his colleagues held an “extensive internal discussion” about Yeltsin’s request for a direct loan. “They wanted cash,” he said, so Clinton’s team debated whether to provide it—overtly, covertly, or not at all. The decision was a near unanimous no. “It obviously was not what the Russian side wanted to hear,” Pascual said, but “that kind of direct support for an individual candidate” would have marked “an inappropriate intervention in the Russian political process.” Pascual said that Clinton instead instructed Larry Summers, the deputy Treasury secretary, to continue working with Moscow in enacting market reforms that would expedite investment from the IMF.11 When asked about this period, Summers said, “I don’t think I ever thought of myself as trying to manipulate the Russian election.” He continued, “It was a priority for the United States to support the reform movement in Russia and to try to make negotiations between the IMF and Russia work as effectively as possible, and so that was what my colleagues and I tried to do.”12
In these months, Clinton rebuffed many of Yeltsin’s pleas but still lent support. A few months before the election, the United States helped Russia finalize the multibillion-dollar IMF loan, in what The New York Times described at the time as “a major election-year boost” for Yeltsin.13 “I want this guy to win so bad,” Clinton told Talbott, “it hurts.”14 Behind the scenes, private American consultants (with marginal influence) advised Yeltsin’s campaign and provided regular updates to one of Clinton’s political advisers, who in turn updated the president.15 The levers of U.S. democracy promotion also operated overtly. “Throughout Russia’s various local, regional, and national campaigns were IRI-trained Russian political activists,” IRI’s 1996 annual report said, “working on behalf of democratic candidates.”16 Based on all available evidence, though, the CIA did not assist Yeltsin’s campaign. “We didn’t sneak around about it,” Clinton told me, of the methods he used to support Yeltsin. “I thought it was okay for me to make my policy preferences clear in ways that everybody knew, and my preference for Yeltsin—everybody knew that.” Panetta, Clinton’s chief of staff, further explained that the risks of covert action were too high. “There would have been a concern that if whatever the CIA was trying to do was discovered, that it could have a negative impact on what was happening there,” Panetta said, so it was “more cautionary than anything else not to have them play a big role.”17
For Clinton, the first round of Russia’s 1996 election was nerve-racking. As voting unfolded on June 16, he phoned Talbott to discuss the contest. Clinton said that he had “seen a CIA poll on Thursday or Friday that showed [Yeltsin] comfortably ahead of [his opponent], 40% to 28%,” but that he was “concerned about the narrowing of the gap” between the two candidates. Talbott and Clinton then discussed the upcoming G7 summit, where “the name of the game” would be to “steady Yeltsin out.” Clinton remained preoccupied with Yeltsin’s prospects. “I’ve never been as much into one of these things unless I was running myself,” he told Talbott. “I gotta tell you, I feel in my gut he’s going to win in part because he really wants to—this guy is all-out; he’s determined.”18
That July, Yeltsin won the second round of the election by more than thirteen percentage points, amid widespread reports of voter fraud. Talbott said it was a “credible worry” and “probably a credible fact” that the vote was corrupted.19 Still, the outcome thrilled Clinton, who called Yeltsin to say, repeatedly, how “proud” he was of his friend. “You came back from a low standing in the opinion polls,” Clinton said, comparing Yeltsin’s victory to his own. “They called me the ‘come back kid.’ Now I have to hand the title over to you, Boris.” Yeltsin was overjoyed—and grateful. “I appreciate that throughout the campaign up to the last day, you said the right things and never sent the wrong signals,” he told Clinton. “Rest assured, I will do the same for your campaign. There will be no interference in your internal affairs. But I know deep in my heart who I support and who I hope will win.”20 That November, Clinton secured a second term. “Because of your election [and] my election,” Clinton then told Yeltsin, “we have an historic opportunity to secure a free and peaceful future for our countries and all the world.”21
What matters most about Russia’s 1996 election is not what the United States did for Yeltsin—Clinton generally exercised restraint—but the dynamic that had developed between these two leaders. Yeltsin, competing in an open election, was desperate for Clinton to help him win. Clinton, therefore, held all the cards. The United States led the international institutions—the G7, the IMF, NATO—on which Yeltsin believed he had staked his political future. Organizations like IRI and NDI, meanwhile, were continuously shaping Russia from within. “We supported reform in Russia, and we did it quite openly,” said Tom Donilon, then the State Department chief of staff.22 To many Russians, Moscow’s reliance on Washington was an embarrassment. Democracy, it seemed, meant subservience to the West. “There was a kind of patronizing quality” emanating from the United States “that Russians deeply resented,” said Steven Erlanger, who reported from Moscow for The New York Times from 1991 to 1995.23
Clinton’s chief advisers tend to recognize that their policy toward Russia, though well intentioned, had certain negative consequences. Talbott noted a backlash to U.S. democracy promotion among “a whole lot” of Russians who “hated what had happened” to their country. Larry Summers, who went on to serve as Clinton’s Treasury secretary, said that America perhaps inadvertently “treat[ed] Russia as a charity case” through aid programs that were “insufficiently respecting of the dignity of a people who had thought of themselves a very short time before as one of the world’s great superpowers.” Summers now believes that NATO expansion and U.S. action in Serbia might have “manifest[ed] disrespect in a way that made it easy for Russian pride to be mobilized by revanchist elements unsympathetic to markets, capitalism, and the United States.”24
One especially resentful Russian was Vladimir Putin, who became acting president on December 31, 1999, after Yeltsin resigned unexpectedly.25 In private, Yeltsin assured Clinton that Putin, his handpicked successor, was “a democrat” who “has the energy and the brains to succeed,” “knows the West,” and has a “big soul.” The day after assuming the presidency, Putin spoke with Clinton. “We thank you personally,” Putin told him, “because you have done a lot to develop Russian-American relations.”26
What to expect of Putin? The answer, at first, was not at all clear. “He’s very smart,” Clinton had told Yeltsin.27 Putin, a former KGB officer, certainly knew how to deceive through flattery. Talbott later learned that when he visited the Kremlin in early 2000, his counterpart in the Russian government informed Putin, “Strobe is here. He’s a friend of ours.” Squinting, Putin shot back, “We have no friends there.”28 When speaking with U.S. officials, however, Putin was effusive. He called Talbott “an excellent diplomat” from whom he had “learned a great deal,” and praised Clinton for his “very open-minded and constructive attitude toward my country.”29 He even complimented Clinton’s wife on her promising political future. “I want to pass on my congratulations to Hillary for her victory in the New York Senate race,” Putin told the president in November 2000.30
Putin’s actions had nonetheless signaled his cleverness, stubbornness, and grand ambition. Just before Yeltsin resigned, Clinton had urged Putin, then Russia’s prime minister, to exercise restraint in bombing Chechnya. “You understand that we cannot sit back and wait,” Putin snapped. “There will be no massive bombing campaign, no carpet-bombing. We have a sound military operation going. Listen to what the CIA tells you.”31 In September 2000, Putin criticized NATO’s mission against Milošević. And in December, he reminded Clinton, offhandedly, that Russia was still “a big power.”32 Clinton left these meetings both impressed and concerned. Putin was clearly “disciplined,” “tough,” and “very able,” Clinton told me, and “never pretended to be something he wasn’t privately—and I liked that.” The trouble was that Putin seemed neither to “care much” about Russian democracy nor to approve of Yeltsin’s chumminess with Western leaders. Clinton concluded, over time, that “Putin thought I had played Yeltsin a little bit to increase America’s power in the post–Cold War world.”33
Putin was no Yeltsin. He had his own worldview, skill set, and paranoid tendencies. While Russia’s first president had drawn power from the United States, Putin was determined to be the source of his own power.
—
Born in 1952 to a working-class family, Putin grew up in Saint Petersburg—then known as Leningrad—during the height of the Cold War. He was not particularly close to his parents, whom he later lamented “never told me anything about themselves,” and who only reluctantly permitted him to train in boxing, Sambo (a Soviet martial art), and then Judo. As a teenager, Putin dreamed of joining the KGB. “Even before I graduated from school, I wanted to work in intelligence,” he said in 2000.34
The KGB’s covert operations intrigued Putin. So did its power. “What amazed me most of all,” he marveled, “was how one man’s effort could achieve what whole armies could not. One spy could decide the fate of thousands of people.”35
In 1975, Putin fulfilled his ambition and became a member of the KGB; for years, he shuttled between domestic assignments and official training courses. A decade into his career, Putin was assigned to Dresden, East Germany, where his work revolved around studying and manipulating unsuspecting minds—skills central to covert electoral interference. “Recruitment of sources, procurement of information, and assessment and analysis were big parts of the job,” Putin said. “It was important to know who was doing what and how.” In East Germany, Putin learned to analyze foreign governments: “I looked for information about political parties, the tendencies inside these parties, their leaders.”36
Then came the popular revolutions of 1989, when the Berlin Wall collapsed, and the Eastern bloc unraveled.37 Still stationed in Dresden, Putin found it “upsetting” to watch protesters storm the Stasi’s office and ransack the agency (which had, just seventeen years earlier, covertly preserved Willy Brandt’s government). Demonstrators also gathered around the KGB’s district office, where Putin worked.
“Those crowds were a serious threat,” he thought, and yet “nobody lifted a finger to protect us.” When Putin’s team sought assistance, the reply was clear: “We cannot do anything without orders from Moscow. And Moscow is silent.” Putin’s experience was representative of the Kremlin’s posture generally. “It is simply stunning to observe how easily the Iron Curtain fell in 1989,” writes historian Vladislav Zubok, “and how complacently the central Soviet leadership reacted, in contrast to the alarmist and warning signals from Soviet representatives in Central European countries.” Putin and his colleagues were left to hurriedly burn the KGB’s files. Eventually, the crowd around their office disbanded.38
By the time Putin left Dresden in 1990, he had been shaped in important ways. He had worked for the KGB for fifteen years. In that period, he had learned to exist in the world as an intelligence officer: to manipulate and lie, to subvert, and to see conspiracy everywhere. The KGB, competing with the CIA, had long manipulated elections across the world. Putin did not participate in those operations, but he did study the tradecraft of the agency that executed them, including how to mold minds and achieve large ends with limited means. His natural foe was the United States—in particular, the CIA. And by chance, he saw firsthand how popular demonstrations could topple closed societies.
The fall of the Eastern bloc scarred Putin, who so intimately connected his self-worth with the standing of his country. “We would have avoided a lot of problems if the Soviets had not made such a hasty exit from Eastern Europe,” he later said. “I wanted something different to rise in its place. And nothing different was proposed. That’s what hurt. They just dropped everything and went away.”39 Putin had come up in a conservative corner of Russian society. The KGB’s leaders had opposed Mikhail Gorbachev’s domestic reforms and, in August 1991, attempted a coup d’état, which Yeltsin played a pivotal role in thwarting. Four months later, the Soviet Union dissolved, and Yeltsin became the first president of the newly independent Russian Federation.40
Putin returned to Saint Petersburg, where he worked as a local politician before moving to Moscow. He then ascended rapidly. In 1998, he became the director of the Federal Security Service (FSB), the main successor to the KGB. About a year later, he was appointed prime minister.41 All the while, Yeltsin stewarded the future of the state that Putin would soon inherit.
—
Under Yeltsin, Russia’s security service had a new name but the same hardline ethos. John Sipher was based in Moscow for much of the 1990s as a CIA operations officer. The FSB bugged his home with video and audio surveillance, followed him at all hours, and interviewed whomever he talked to. His station had to go to “incredible lengths” to meet with its “handful of strategic [Russian] assets” every few months. “We were followed and harassed as much as anyone was even during the Cold War,” Sipher said. “Yeltsin may [have] mean[t] well, but the services [were] still as aggressive and [saw] us as the enemy. There was no corresponding change in the way they treated us on the ground.” Leon Fuerth, the national security adviser to Vice President Al Gore, said the White House was well aware of “growing resistance” inside Russia’s intelligence agencies to Yeltsin’s push for transparency and democratization.42
The United States nevertheless worked to push Russia toward market economics and democratic governance. “I don’t think there was any illusion at that time that the United States could simply on its own totally redirect the course of Russian history,” Fuerth said. “On the other hand, the collapse of the Soviet Union essentially created a blank slate—maybe not as blank as we thought—but under Yeltsin there was a certain willingness to become what they called a ‘normal state.’ ”43
—
Clinton recognized the enormity of this ambition. Russia, with its history of tsarism and Communism, had no history of democracy. To usher Russia into the family of Western nations, the thinking went, the West would have to provide a helping hand. The United States, the G7, and the IMF channeled billions of dollars into Russia, primarily to enhance its economic development.44 International institutions were “tools that we could leverage in getting Russia to adopt the economic reforms that we wanted,” said James Steinberg, the deputy national security adviser during Clinton’s second term. In 1996, after winning reelection, Yeltsin told Clinton he was “counting on your support and leadership” in urging U.S. businesses “to invest in Russia on a massive scale.”45
By August 1998, however, Russia’s economy had entered into crisis. Clinton faulted himself for not doing more. “What the IMF and the banks have done for Russia is chickenshit when you look at the size of the problem and the size of the stakes,” Clinton complained to his advisers during a flight to Moscow that month. “We’re giving them a big, tough reform message, but there ain’t no dessert—hell, I’m not sure they can even see the main course.”46 Russia’s future remained uncomfortably uncertain. “You can’t underestimate the impact of this thing on our own national security and on the global economy if Russia goes south,” Clinton continued. “If we can get them to do the right thing and keep the money in the country and doing some good, then we need to do more and faster—much more and much faster.” Talbott asked the president if his vision amounted to a Marshall Plan for Russia. “You bet. It’s that big a deal,” Clinton replied. “I’m all for Marshall Plans but they’ve got to make it possible for money to help.”47
The problem was that Yeltsin never did make it possible. In the 1990s, greed, theft, and fraud crippled Russia’s political institutions and, according to James Steinberg, became a “major constraint” as Clinton pushed for more economic aid. There was no telling where the money would go. Larry Summers explained, “We were not going to accomplish anything by getting money to the Russians that was going to get lost in some Swiss bank account or funneled into some oligarch’s business.”48
Yeltsin had developed a hollow democracy, featuring weak courts, pervasive corruption, and an oligarchic class. He sold state assets to moneyed elites, partly to fund his reelection campaign. Rumors circulated that the 1996 election was rigged in his favor. The FSB retained the same basic structure, attitude, and power as the KGB.49 Yeltsin’s alcoholism, meanwhile, made him an unreliable partner. “CIA doctor told me just before I came out to get on this plane that [Yeltsin’s] not taking his blood pressure medicine but taking booze, because someone told him that’s good for blood pressure,” Talbott informed Clinton in August 1998. He went on to describe Yeltsin as “stubborn, resilient, defiant, tough—and not a quitter,” but also as a “sick, weak, erratic jerk,” to which Clinton replied, “But he’s our sick, weak, erratic jerk, right?”50 More than twenty years later, Leon Panetta reflected, “Look, nobody is kidding anybody: Yeltsin had his problems; he drank a lot and was somewhat unpredictable in his behavior. But at the same time, he was someone who, I think everybody felt, represented kind of a new Russia.”51
When Yeltsin resigned, he left Russia in a precarious position. John McLaughlin, the CIA’s deputy director in 2000, said Russian democracy was by then a “mess” and had “pretty much gone to hell.” Others were more generous. “You had a form of democracy. It was chaotic, it was shallow rooted, but it was really there,” Fuerth said. Regardless, Putin inherited a moldable state. “There were already problems on the horizon [in Moscow],” Clinton told me, as a result of Russia’s “old Communists on the left,” “ultranationalists on the right,” “unreliable” banking system, and lack of “institutionalized democratic forces.” But, Clinton continued, “I was hoping we could work through them, and I tried, and I used to tell people that whatever Yeltsin’s limitations were, he was still by a good long distance the best available person who could actually get elected in Russia, and I still believe that.”52
Several of Clinton’s top advisers now say they were naïve in their attempts to shape Russia’s future. Larry Summers, in particular, judged that he and his colleagues “tended to overstate our capacity to have efficacy in changing what was going to happen” in Moscow. He added, “Given the degree of challenge after seventy years of Communism, given the absence of any kind of democratic or market tradition in Russia, I think the situation was substantially more difficult than we appreciated, and that we were substantially too optimistic about our ability to influence events. What happened in Russia would largely be determined by what the Russian government and its people wanted, not by our calibration of flows of money.”53
—
By 2001, Yeltsin and Clinton were out of office. Putin, a career intelligence officer, would now chart the future of a former superpower. Once in power, he methodically dismantled the fragile democratic structures of the Yeltsin years. He first moved to systematically manipulate the minds of his people. State authorities seized Russia’s television stations, the heart of its information space, which the Kremlin then used to spread disinformation, subdue the masses, and broadcast a manufactured reality. “TV is the only force that can unify and rule and bind this country,” writes Peter Pomerantsev, a former Russian television producer. Putin was also operating during an economic boom: From 1999 to 2008, real wages in Russia increased by an average of 10.5 percent annually, bolstering Putin’s domestic standing, and thus his ability to roll back Russian democracy without provoking a popular backlash.54 “Putin is a typical product of the Soviet KGB, not the Stalinist time, of later years,” said Oleg Kalugin, the former KGB general. “His role is to tighten the screws and keep an eye on everyone.”55
While distracting the public, Putin consolidated his power and enriched himself. In 2005, a Moscow-based research organization found that Russian businesses were paying more than $300 billion in bribes annually—a tenfold increase in just four years.56 By 2014, the wealth share of the top 1 percent was a remarkable 66.2 percent. Of the world’s major economies, Russia’s had become the most unequal.57 Putin and his inner circle reaped the benefits. Russians like Sergei Roldugin, a cellist and confidant of Putin’s, hid billions of dollars in offshore accounts (a detail revealed by the so-called Panama Papers, a set of leaked documents that emerged in early 2016 and that Putin interpreted as a U.S.-backed conspiracy against him).58 Karen Dawisha, a leading expert on Russia, has aptly described Putin’s governing structure as kleptocratic authoritarianism. Putin sought to strengthen Russia “not by breaking up the oligarchic system” developed under Yeltsin, Dawisha writes, “but by transforming an oligarchy independent of and more powerful than the state into a corporatist structure in which oligarchs served at the pleasure of state officials.”59
Amid this corruption, Putin has lived in fear of his own 1989 moment: the day when protesters will storm the Kremlin and overthrow his government. Whether Putin actually should worry about a full-blown revolution is debatable. On the one hand, his domestic approval ratings have been remarkably resilient and high. But on the other, as of 2016, just 14 percent of Russians thought their economy was improving. Of all policy issues, voters most fault Putin for failing to address wealth inequality.60 In this context, Putin believes that a popular uprising could topple his regime. And ever the conspirator, he has long suspected that the United States would support such a movement.61
Putin’s paranoia can be traced, at least in part, to the Yeltsin era. John Sipher, the former CIA officer, said there is a “strong, strong” view inside Russia that Clinton unduly influenced the 1996 election in favor of Yeltsin. Steven Hall, who worked as a CIA officer in Russia in the 1990s and, later, as station chief there, said Yeltsin’s reliance on Clinton disturbed Putin, who concluded that “flirting with so-called democracy was nothing more than the United States and other western countries trying to weaken great Russia.” When Putin became president at the turn of the century, he remained “very close to the intelligence services,” which bore “their own grudges from the Yeltsin period,” recalled John McLaughlin, the former CIA chief.62
Putin then watched, as president, as the United States supported grassroots movements against strongmen. Slobodan Milošević’s downfall in 2000 caught the Kremlin off guard. Douglas Wise, the former CIA officer, said Russia’s security services “were asleep” and “weren’t paying attention” to the election in Serbia. “The Russians weren’t involved and they were not in it,” he said, in part because Moscow “would not have been able to know” about the CIA’s involvement in the contest; otherwise, Putin would have “gone after” the agency’s efforts. “The Russians would have applied the Russian antibiotic to our infection,” Wise said, with a laugh. Steven Hall, then based in the Balkans as a station chief, likewise said that Putin and his advisers would have outed the CIA’s work “if they could have convincingly done so,” but they struggled to “even understand it themselves.”63
Six days after the Serbian election, Clinton called Putin. The opposition had clearly won, Clinton explained, but Milošević was calling for a second round of voting. “I think the best thing to do is to try to get Milošević to leave, but I think you’re the only person who can do that,” Clinton said, because Milošević was relying on Russia’s support. Putin ducked and dodged, before saying that a second round of voting seemed inevitable. Clinton grew impatient. “I want to ask you another question,” he said. “How are we going to get him out of there?” Putin was confused, or at least acted like it. “You mean remove him?” he asked. “Yeah,” Clinton replied, “is he afraid to leave office?”64
In the coming days, as protests against Milošević swelled, Putin held out. He issued a statement saying that he was “watching…the tragic development of the situation in friendly Yugoslavia.” Only on October 6, the day Milošević resigned, did Putin recognize the outcome of the election. Madeleine Albright, then the secretary of state, was furious. “[The Russians] did not play the role they needed to at the right time,” she said.65 In Moscow, lawmakers howled about a Western plot of regime change. When Milošević fell, Steven Hall said, Putin surely looked at the United States and concluded, “You guys screwed us over.”66
Putin resented that the United States seemed to be molding nations in its image. “Indeed, in recent years it is as if people are saying to us: we are waiting for you, we want to welcome you into our family, into our civilized western family,” Putin said in 2007. “But, first of all, why have you decided that your civilization is the best?”67
One of America’s tools for unseating authoritarians was military intervention. In 2003, a U.S.-led coalition invaded Iraq and ousted Saddam Hussein, the longtime dictator. “It seems easy to ‘crush’ such a small country,” Putin complained. “But the ramifications, the ‘splashes,’ are such that even today we don’t know what to do.”68 Then, in 2011, NATO forces helped depose yet another dictator, Libya’s Muammar el-Qaddafi, who died at the hands of rebel soldiers who beat, sodomized, and shot him.69 Putin called NATO’s mission “a medieval call for a crusade” and questioned whether all the world’s “crooked regimes” would soon come under attack.70 “The United States actively contributed to the destruction of these state institutions,” Putin said. “Do you understand what this leads to?”71 The answer, to him, was coups d’état and chaos.
For Putin, the most threatening form of U.S. intervention did not involve air raids or armed invasion. Not even he believed that the American military would bomb a nuclear-armed Russia. But he certainly thought that the United States could target his regime by igniting mass protests. Ukraine’s 2004 election seemed to provide the proof. While Putin backed his preferred Ukrainian candidate, the United States poured millions of dollars into the country, supporting not just voter education and party training but also a pivotal exit poll. This secondary vote count revealed massive fraud and sparked what is known as the Orange Revolution, which secured the presidency for Viktor Yushchenko, a pro-Western politician. “[Putin’s] paranoia was reinforced by the Orange Revolution in Ukraine in 2004,” writes the historian Anne Applebaum. “The Libyan revolution showed an even more frightening prospect: street mobs, supported by the West, chasing out and then murdering a dictator who only months earlier had seemed to be in total control.”72
Putin saw threats all around him. His country could not compete with America’s economy, military, or vast network of alliances. But he didn’t have to match the Americans; he just had to disrupt and weaken them. And in the digital age, he found a means to do it.
—
Before systematically interfering in Western elections, Putin tested his digital tool kit on his neighbors. In 2007, Estonia removed a World War II memorial honoring slain Soviet soldiers. An incensed Russia responded with a weeks-long cyberattack, shutting down Estonia’s government web pages, news sites, and bank portals. The following year, Russia invaded Georgia, another former Soviet republic, with a mix of conventional and cyber tactics.73 Even then, most American policy makers presumed that Putin merely sought to preserve his influence over nearby states. The cases of Estonia and Georgia marked “the first time [Russia had] used cyberattacks to help paralyze or confuse an opponent,” writes journalist David Sanger, but an “absence of imagination” in Washington inhibited planning for attacks of a similar nature.74 In 2008, a term-limited Putin transitioned to the post of prime minister and behind-the-scenes power broker.
A turning point came in late 2011, when Putin announced that he would once again stand for the presidency. Any lingering delusions of Russian democracy evaporated. Putin, in robbing his country of a process of succession, now sought to direct attention toward an external enemy: the United States.75
Tensions came to a head on December 4, 2011, when Russia held a parliamentary election. The United States had distributed millions of dollars ahead of the contest to a range of civil society groups, including Golos, Russia’s only independent election monitor.76 The purpose of Golos was not to determine who citizens elected; it was to stop Putin from electing himself.
For an authoritarian like Putin, electoral monitoring is electoral interference, because it exposes efforts to rig votes. As December 4 neared, Golos reported thousands of electoral violations. Putin complained that “so-called grant recipients” were manipulating Russian affairs, while state prosecutors launched an investigation into Golos. On Election Day, poll monitors documented rampant voter fraud in favor of Putin’s United Russia party. Thousands of Russians took to the streets, chanting, “Putin is a thief.” Hundreds were arrested.77 Steven Hall, the CIA’s station chief in Moscow, walked outside and spoke with protesters, even though embassy officials had cautioned that Putin would accuse the CIA of orchestrating the emerging movement against him. “Well, they’re going to say that regardless,” Hall replied.78
To Putin, an American plot was unfolding against him. Golos had helped spark the demonstrations. Then Hillary Clinton, the secretary of state, fanned the flames. Clinton was one of the most well-known figures in American politics. A former first lady and senator, she had nearly won the Democratic nomination for president in 2008. At the State Department, she supported the White House’s pursuit of a so-called reset in relations with Russia while simultaneously lambasting aspects of the Kremlin’s policy making, especially toward Georgia. “We continue to object to and criticize actions by Russia which we believe are wrong,” she told a Georgian audience in 2010. “And at the top of the list is the invasion and occupation of Georgia. We say it, we mean it, we support actions to try to give you the backing that you need in order to stand up to the threat that you believe comes from Russia.”79
Clinton and Putin had never gotten along. “When I would see Putin, he was just always bristly, would do what they call mansplaining, in the way he would sit and talk to me,” she told me, behavior she attributed both to her being “a skeptic about Russia” and to Putin’s “sexist view of the world.” Clinton had also advocated military intervention against the forces of Muammar el-Qaddafi, whose death in October 2011 had so disturbed Putin.80
In December 2011, Clinton received reports that Russia’s parliamentary election had been “blatantly rigged,” so she decided to speak out. “Russian voters deserve a full investigation of all credible reports of electoral fraud and manipulation,” she said on December 5, because citizens deserve to have “their votes counted” in “free, fair, transparent elections” with “leaders who are accountable to them.”81
For Putin, this was political warfare: Clinton was inciting demonstrations against him. She “set the tone for some actors” in Russia and “gave them a signal,” Putin alleged on December 8, and protesters then “heard the signal and with the support of the U.S. State Department began active work.”82 He had seized the opportunity to assail Clinton—and to make her the foreign scapegoat for domestic discontent. Clinton assumed that Putin was using her to distract from his own woes. “I don’t think I had very much, if anything, to do with the outpouring in the streets that happened, so when he started attacking me, I thought it was theater,” she told me. “But they were huge demonstrations, and that scared Putin.”83
On December 10, tens of thousands of Russians participated in the largest demonstration in the country’s post–Cold War history.84 These protests had “really got Putin’s attention,” said Michael Morell, then the CIA’s deputy director, because he had long been “scared to death” of a popular revolution and was convinced that this movement was “originating in the United States.” Of Putin’s thinking, the CIA took a somewhat different view than Clinton. Its analysts assessed that in this moment she epitomized all that he feared and loathed about the United States. What Putin saw, Steven Hall said, was “a powerful person in the United States who he honestly believed was trying to start a color revolution in the streets of Moscow, and that’s something that he takes very personally.”85
Relations between Clinton and Putin deteriorated further in the months ahead. During their next encounter, Clinton scolded Putin for blaming the protests on her. “I said to him, ‘That wasn’t me, Mr. President, that was your people.’ ” Putin was dismissive. Then, in June 2012, at the G20 Summit in Mexico, Putin was forty-five minutes late to a meeting with Obama and Clinton. “I told Obama that I would have just canceled it. I would not have waited on Putin,” Clinton said. Even after Putin arrived, she recalled, “it was a most unsatisfactory meeting.” Later that year, at a conference at Vladivostok, Putin refused to see Clinton altogether. “He wouldn’t talk to me,” she said. (In the end, they met briefly, just before a dinner where they had to sit next to each other.) When I asked Clinton whether she, in hindsight, would have handled her relationship with Putin any differently, she expressed no regret. “I suppose I could have said nothing [during the protests], but I wasn’t about to do that.”86
—
Putin, while jousting with Clinton abroad, retained control at home. After reassuming the presidency in May 2012, he moved, as he had in 2000, to get his house in order. “What remained of U.S. democracy promotion disappeared upon Putin’s return to power very quickly,” said Ellen Barry, then the New York Times Moscow bureau chief, because “there was absolutely no ambiguity in the Russian view of this: It was money sent to undermine the Kremlin’s control over its own people.”87 In September, Sergey Lavrov, the Russian foreign minister, informed Clinton that the Kremlin was expelling USAID, which had been spending $50 million annually in Russia, in part on democracy and human rights work. Senator John McCain called the decision “an insult to the United States.” By December, IRI and NDI, both funded largely by USAID, had been forced out of Russia. Putin also targeted online platforms, where many protesters had organized, by signing a law empowering federal authorities to block websites unilaterally.88
The shadow war unfolding in Putin’s mind worsened in late 2013, when another grassroots uprising emerged. The location was Ukraine; the target: Viktor Yanukovych, a pro-Russian politician who had succeeded Yushchenko as president (and whom Putin had supported back in 2004). A series of protests and government crackdowns caused the movement against Yanukovych to balloon into a full-blown revolution. Putin saw only conspiracy. American aid had been flowing into Ukraine since the end of the Cold War.89 And as these protests escalated, American officials like Victoria Nuland, an assistant secretary of state, toured opposition camps in Kyiv and met with their leaders, as well as with Yanukovych. Sergei Glazyev, an adviser to Putin, lambasted the United States for “unilaterally and crudely interfering in Ukraine’s internal affairs.” In early February 2014, Russian intelligence, through an online cutout, released a phone intercept of Nuland discussing the future shape of the Ukrainian government. It was an aggressive and unexpected move. “I knew they were listening,” Nuland told me. “But that they would consider me so dangerous that they would try to destroy me, take me off the board as a player, it was a badge of honor and also a serious ramp-up of their tradecraft.”90
Russia’s hack and release, while a sign of things to come, did not stop Ukrainians from calling for change. The protests persisted. Then, between February 18 and 20, Ukrainian security forces fired upon demonstrators; dozens were killed. Yanukovych’s remaining authority collapsed. The next day, he fled Kyiv, while citizens stormed his residence. “What is happening today, mostly, it is vandalism, banditism, and a coup d’état,” Yanukovych said from eastern Ukraine. Putin deployed special forces to bring Yanukovych to Russia, where he has remained.91
—
Putin was alarmed that protesters in Ukraine, as in Russia, had organized online. “When he was forced to think about the internet during the protests,” a Russian journalist said in 2014, Putin became “very suspicious” and moved “to put this thing under control.”92 After Yanukovych fled Ukraine, Putin called the internet a “CIA project.” In April 2014, the CEO of VKontakte, Russia’s most popular social media platform, announced that he had been ousted and that Kremlin loyalists had taken “full control” of the company. In May, Putin signed a law mandating that blogs with more than three thousand daily viewers register with the government and not post anonymously. Lawmakers also approved a bill requiring that online platforms store data about Russian users on servers inside Russia.93 Government operatives, meanwhile, flooded websites with disinformation designed to confuse and subdue the masses.94 The Kremlin was waging a coordinated assault against the minds of its own people.
—
The events of 2011 and 2014 left Putin vengeful. The United States had backed a popular movement inside Russia, he thought, and then sparked a revolution next door. “Why did you encourage the government coup in Ukraine?” he asked Megyn Kelly, an American journalist. “Why did you do that? The U.S. directly acknowledged spending billions of dollars to this end.” Putin loathed the status quo: Washington influencing nations as it liked, while Moscow toed the line. “That you can interfere anywhere because you bring democracy, but we cannot, is what causes conflicts,” he continued. “You have to show your partners respect, and they will respect you.”95
Putin was at a crossroads. He did not want to repeat the mistake his predecessors made in 1989, when, as he put it, “nothing different was proposed,” the Eastern bloc collapsed, and, soon after, the Soviet state collapsed too. The United States was, from his perspective, manipulating nations everywhere: ousting leaders like Yanukovych and Milošević, attacking countries like Iraq and Libya, and promoting democracy in places like Ukraine and Russia. “He always gave us more credit than we deserved for careful conspiracies, but that was his worldview,” said William J. Burns, the U.S. deputy secretary of state from 2011 to 2014.96 To Putin, all of America’s activities abroad revolved around a single objective: to gain influence at Russia’s expense. His world is zero-sum. When Washington wins, Moscow loses.97 Russia could win only by hitting back.
It is important to understand what Putin considers a win. He does not share Lenin’s ambitions for a global revolution based on an ideology. He believes he is locked in a power struggle—not an ideological struggle—with the United States. Principles do not matter; only influence does. Analysts who argue that Putin aims to re-create the Soviet Union are mistaken. He cannot re-create a superpower with control over half of Europe. Unable to surpass America by strengthening Russia, Putin’s remaining option is to reduce America’s global influence by manipulating its allies and tearing apart its electorate. “Their principal goal is to create instability, particularly in democratic countries that they feel are competitors to Russia,” Leon Panetta said.98
Putin wants the United States and its allies to abandon internationalism for nationalism, open for closed, and inclusion for exclusion. The logical way to accomplish this mission is to support authoritarian-minded candidates in foreign democracies and to sow discord within those democracies. For Putin, this strategy offers many benefits. At home, it demonstrates to the Russian people that the democratic model is dysfunctional and unenviable, just as the KGB’s staged hate crimes once did. In the United States, it undermines societal cohesion and Washington’s ability to lead. And globally, it spawns new opportunities for influence. Well-functioning democracies tend to align with America. It is a shared liberal vision that has maintained international institutions like the European Union and NATO, which enhance American power in the world and prevent Russia from bullying isolated European states. By subverting democracies, Putin can undermine U.S.-led institutions, counter U.S. democracy promotion, and, in the process, bolster Moscow’s relative power at Washington’s expense.
So Putin resolved that Moscow would again target the democracies of the world. “If you see yourself in a life-and-death struggle, which he does, with the United States, you are going to use the assets you have,” Michael Morell said.99 Only, Putin possessed few assets: He lacked the economic resources or alliance network to fund illiberal activities in the light. He also lacked the ability to use his nuclear weapons and, with rare exceptions, his military. What was left, then, was a single resource: his highly capable intelligence services, for which he had once worked. The FSB and the GRU, Russia’s military intelligence agency, also possessed a new tool in the internet. “In many ways, Putin resorts to the old Soviet techniques, in trying to influence the minds, the moods of other nations, and of course the elections,” Oleg Kalugin said.100
Here enters covert electoral interference, adjusted for the digital age. Putin, a trained KGB officer, turned to the KGB’s successors to undermine the United States and other democracies. He would use the internet to enhance age-old tactics. As Vladislav Surkov, one of Putin’s closest advisers, wrote in February 2019, Russia launched “an information counteroffensive against the West” after the “ruinous” 1990s. “Foreign politicians accuse Russia of interfering in elections and referenda around the world,” Surkov continued. “In reality, things are even more serious: Russia is interfering in their brains, and they don’t know what to do about their own altered consciousness.”101
Distracted by the war on terror, Washington did not anticipate Putin’s aggression or ingenuity. “We took the eye off the Russia ball,” said Michael Hayden, director of the NSA from 1999 to 2005 and of the CIA from 2006 to 2009. “We were consumed with counterterrorism, counter-proliferation. I went to more than fifty countries as director and not one of them was Russia…if I have any sin to confess of my directorship at CIA, it is that I didn’t pay any attention to Putin.”102
Putin, however, had kept his eyes on the United States. And now he would use the means at his disposal to disrupt the democratic world. “This is about breaking the unity of Western countries,” said Liubov Tsybulska, an adviser to the chief of the general staff of Ukraine’s armed forces, during our interview in Kyiv. “It is much easier for Russia to win over a country if this country doesn’t have any allies or supporters. And when societies are divided, it’s much easier to defeat them.”103
Chapter 8
A NEW AGE
One night in February 2014, as revolution unfolded in Ukraine, Vladimir Putin convened his security chiefs. They plotted through the morning how to counter what they deemed a Western-backed coup d’état. “We must start working on returning Crimea to Russia,” Putin instructed his lieutenants.1 In 1954, the Soviet Union had transferred the Crimean Peninsula to Ukraine, then one of its republics; now Putin wanted it for Russia. He ordered his forces to seize Crimea and invade parts of eastern Ukraine, initiating a years-long assault on Ukraine’s democratic and territorial integrity.2
Russia’s attack prompted international outrage. Putin responded not with contrition but anger. In a March 18 speech, he complained that without a superpower counterweight to the United States, “we no longer have stability,” as Washington and its allies have “lied to us many times” and “made decisions behind our backs.” America acts based not on international law, he continued, but on its own interests. “They have come to believe in their exclusivity and exceptionalism, that they can decide the destinies of the world, that only they can ever be right.” Citing Yugoslavia, Afghanistan, Iraq, and Libya, Putin declared that “with Ukraine, our western partners have crossed the line.”3 A crucial benefit of his aggression abroad was a surge in his popularity at home.4
Two months later, on May 25, Ukraine held a presidential election. Amid Russia’s territorial offensive, President Barack Obama warned Putin not to interfere in the contest. “If, in fact, we see the disruptions and the destabilization continuing so severely that it impedes elections,” Obama said at a press conference, “we will not have a choice but to move forward with additional, more severe sanctions.”5
Putin was not swayed. A few days before the election, a pro-Kremlin hacking group known to U.S. intelligence as a “front for Russian state-sponsored cyber activity” sabotaged the systems of Ukraine’s Central Election Commission, raising the specter of foreign operatives disrupting the actual voting process. Ukrainian officials frantically repaired the damage so votes could be tallied and reported on Election Day. “This was a serious, preplanned attack,” said Valeriy Striganov, the commission’s head of IT, in 2015. The hackers then leaked personal emails and photos stolen from the commission’s network. The KGB’s totalitarian idea—publicizing people’s private lives—had returned in the digital age. The day of the election, the Ukrainian government only just detected a virus that would have caused the commission to display an inaccurate vote count (which Russian state media published, anyway).6
The goal of this covert electoral interference operation was to sow chaos and confusion in an already unstable country. In addition to targeting election systems, Russia’s digital operatives also targeted the minds of Ukrainian voters. “In 2014, Russia was trying to test all these approaches with fake news,” explained Yevhen Fedchenko, the co-founder of StopFake, an organization based in Kyiv that aims to detect and debunk Russian disinformation in real time. In the United States, journalists focused on the physical annexation of Crimea rather than this digital assault upon Ukraine, although the latter proved more foreshadowing. “It’s what Russia is trying to push on the global scale,” Fedchenko said, “and you cannot stop it in one particular place, it’s like a disease, like a viral disease, where you can directly look at what Russia was using for elections in Ukraine and you can very easily substitute Ukraine with any other nation.”7
—
Ukraine is just one of the more than two dozen countries in which Russia has interfered in recent years.8 “It’s important to keep in context that Russia’s 2016 operation was part of a pattern of Russian activities in Europe and elsewhere over the past ten years,” said Nadia Schadlow, Donald Trump’s former deputy national security adviser for strategy.9
For Putin and his advisers, the digital age has made covert electoral interference an increasingly appealing policy option. In a 2013 article, Valery Gerasimov, a top Russian general, described a strategy of hybrid warfare that would employ the “broad use of political, economic, informational, humanitarian, and other non-military measures”—actions that fall within the gray zone between war and peace.10 Using digital tools, Russia can weaken democracies without declaring war, putting soldiers at risk, or spending much money. It is a practice as well suited to Russia’s strengths as it is to democracies’ vulnerabilities. Open societies, unable to censor the internet, are asymmetrically vulnerable to this type of assault. “Enemies will exploit a free, democratic, open society,” said Porter Goss, the former CIA director. “Elections are an easy target. Innocent people are an easy target. Gossip is an easy target. Uninformed people are an easy target.” A Spanish envoy to the European Union told me that Spain has been detecting “constant attempts by the Russians” to manipulate its elections. Arild Heiestad, a Norwegian representative to NATO, described Russian operations to influence elections as unrelenting. “If you look around the Baltics,” he said, “it’s their everyday life.”11
The active measures that Russia has been deploying against elections mark a natural extension of past practices. The most basic consistency is cash. Just as the Communist International, the KGB, and the CIA bankrolled their preferred parties, Russians have more recently funded political movements like Marine Le Pen’s far-right National Rally in France in the lead up to electoral contests.12 But other parallels exist:
Just as the Soviets and their collaborators altered actual votes in postwar Poland and Hungary, Russia uses the internet to target voting systems and voter registration databases.
Just as the KGB and the CIA spread propaganda through third-party cutouts, such as radio programs and newspapers, Russia uses the internet to work through third parties like WikiLeaks, anonymous social media accounts, and unsuspecting foreigners.
Just as the KGB circulated forged FBI files about politicians, Russia uses the internet to hack and release emails that reveal the personal lives of public figures.
Just as the CIA waged scare campaigns, Russia uses the internet to spread propaganda meant to provoke fear.
Just as the KGB sowed discord by staging racist and anti-Semitic hate crimes, Russia uses the internet to disseminate divisive content designed to pit citizens against each other.
Just as the CIA worked to turn out certain voters in countries like Italy and Chile, Russia uses digital advertisements and propaganda to motivate some citizens to vote and persuade others not to.
Just as democracies struggled to defend their electoral processes during the Cold War, so, too, are democracies struggling to secure their elections today.
The new variable is the internet, which provides Putin with previously unattainable flexibility and reach. While the CIA and the KGB spent years laying the groundwork for covert electoral interference, Russia can now manipulate elections with little warning, as it did in Ukraine in 2014. These operations have become cheaper, more accessible, and more far-reaching. The CIA and the KGB spent billions of dollars, adjusted for inflation, manipulating elections during the Cold War. Today, Putin can reach many millions of voters with far fewer resources. Democracies are unable to detect the full scope of such interference in real time. Putin, all the while, deploys active measures abroad without suffering any consequences at home. As William J. Burns, the former deputy secretary of state, said of Putin, “He’s smart enough as a trained professional to understand that the biggest intelligence successes oftentimes are taking advantage of your opponent’s weakness rather than asserting your strength.”13
—
In October 2016, Russia carried out yet another interference operation—this time, against Montenegro’s parliamentary election. Milo Ðukanović, the country’s prime minister, and his Democratic Party of Socialists were running on a platform to join NATO, which Putin had complained was “moving closer to our borders: one step, then another one.”14 As the election approached, Russian state entities financed the parties challenging Ðukanović. “I can tell you with certainty, tens of millions,” Ðukanović said.15 According to the Montenegrin government, Russia also spread disinformation on social media—including allegations of voter fraud—and brought down government and news websites. For the night of the election, members of an elite GRU unit, charged with destabilizing European countries, had planned a violent coup d’état, which would have culminated in Ðukanović’s assassination and the installment of a pro-Russia government. Montenegrin authorities said they thwarted the operation the night before, and Ðukanović’s party then won the election.16
Two years after the foiled coup, I sat down with Ðukanović, now the president of Montenegro. Escorted by an entourage of bodyguards, Ðukanović, at six feet six, had a commanding presence. He spoke calmly for a head of state describing a foreign plot to kill him, though he did occasionally talk over his translator in impassioned bursts. He was certain that Russia would keep targeting his country’s elections. “It is high time that we organize ourselves to defend and preserve our values,” he said.17
The Kremlin has denied interfering in Montenegro’s 2016 election, and Ðukanović’s opponents have dismissed any such charges as political fiction. But there is no doubt within the U.S. intelligence community that Russia was behind the plot. Douglas Wise, then the deputy director of the Defense Intelligence Agency, was “certainly well aware” of Russia’s coup plotting. “We knew they had a whole hit team there,” added Victoria Nuland, then an assistant secretary of state. The United States had tried to help Ðukanović before the election; according to Celeste Wallander, then a senior White House adviser, Washington sought to “make sure the Montenegrins knew what was going on.”18 Afterward, American lawmakers were united in their outrage. Senator John McCain called the scheme against Ðukanović the most “disturbing indication of how far Vladimir Putin is willing to go to advance his dark and dangerous view of the world.”19 When I asked Ðukanović if he was certain that the Russian state was behind this operation, he leaned forward and replied, “Undoubtedly.”
—
Democracies like Montenegro, Latvia, and Estonia—all targeted by Russia in recent years, and all populated by fewer than two million people—are especially susceptible to digital forms of covert electoral interference. “The smaller we are, the more vulnerable we are,” Ðukanović said.20 Lacking formidable intelligence services, these countries struggle to detect, let alone respond to, assaults on their electoral sovereignty.
This threat spans the globe. In the summer of 2018, Juan Manuel Santos, then the Colombian president, personally provided Enrique Peña Nieto, his Mexican counterpart, with an urgent warning: He possessed intelligence indicating that Russia would interfere in both of their countries’ upcoming elections. (Santos and Peña Nieto, both term limited, were ineligible for reelection.) “We received a lot of warnings that this was going to happen,” Santos told me. “I took tremendous care and gave pertinent orders to investigate…and even had some foreign intelligence services help us.”
Santos never received concrete evidence of Russian interference in Colombia’s election, which a right-wing populist won, or in Mexico’s election, in which a left-wing, similarly antiestablishment candidate triumphed. “Again, the Mexicans could not prove it,” he said. But Santos, whose term expired in August 2018, left office unsettled. The politics of both victors aligned with Putin’s strategic objectives. Santos recognized that Russian meddling could have gone undetected, and he has wondered whether he left Colombia equipped to defend its electoral sovereignty. “I hope I did,” he said. “But I can’t control that, because technology advances so fast.”21
Confusion and frustration have enveloped even the world’s oldest democracies. In June 2016, the United Kingdom narrowly voted to exit the European Union, in a sharp repudiation of internationalism, immigration, and establishment politics.22 Evidence has since accumulated that Russia covertly assisted the Leave movement. In late 2017, researchers discovered that more than 150,000 Russian-language Twitter accounts had spread pro-Leave content, in English, just before the referendum. And in late 2018, Twitter disclosed that Russia-connected accounts had posted thousands of pro-Leave messages the day of the contest. All of these accounts targeted the minds of British voters; many of them would later direct pro–Donald Trump content at American voters.23
Robert Hannigan, the director of Britain’s equivalent to the NSA from 2014 to 2017, entirely overlooked the threat of Russian interference across social media. “We thought that Russia wanted Brexit, no question, because it weakened Europe and sowed disruption, that was clear,” Hannigan told me of his time with GCHQ. “But we had no sense that they might be systematically using social media to influence the campaign, partly because we were not really looking.”24 Russia’s information warfare across social media was definitionally covert, because its accounts presented foreign voices as domestic ones.25
Putin’s reasons for assisting the Leave movement were straightforward: to sow discord within the United Kingdom and to subvert the European Union. “What a great opportunity to drive a wedge between the U.K. and Europe, and us, then trying to influence the Brexit vote,” said James Clapper, the U.S. director of national intelligence from 2010 to 2017.26 Perhaps even more so than the outcome of Brexit, the process of Brexit furthered Putin’s aims. For Britain, exiting the European Union proved extraordinarily complex and divisive, much to Putin’s glee. “Brexit passed, and no one wants to implement it. They’re not accepting the results of elections. Democratic procedures are being weakened; they’re being destroyed,” he said more than two years after the referendum.27 Only in December 2019, after three and a half years and two general elections, did the British Parliament approve a plan for Brexit.28
Having left GCHQ, Hannigan is filled with regret. Russian intelligence had been a step ahead of him before the referendum. “We thought Putin wanted Brexit, so someone should have sat down and said how might he affect that, and no one did that, and that was a failure,” Hannigan acknowledged. “Whether Russia made the difference at the margins, who knows—personally, I doubt it—but they saw an opportunity and amplified it.”29
—
Much of the ill preparedness of countries like the United Kingdom can be explained by timing. The Brexit referendum took place prior to July 2016, when Russian intelligence, working through WikiLeaks, released emails stolen from the Democratic National Committee (DNC). In the history of covert electoral interference, this moment was a watershed. Before then, few intelligence professionals grasped Putin’s emerging strategy. “Quite frankly, nobody paid a lick of attention to the Russian involvement in Brexit,” Douglas Wise said.30 Foreign correspondents were no exception. “Frankly, the Brexit thing was before the American election,” said Steven Erlanger, the London bureau chief for The New York Times in 2016, who, years later, would still “like to know a lot more about how thoroughly the bots were going during the referendum campaign.” Back then, however, this question eluded Erlanger and his colleagues. “Maybe we all failed, but I just don’t remember any serious look at it at the time…to be honest, I just don’t think it even occurred to me,” he said. “But it would have been a hell of a good story.”31 It did not help matters that, for years, American newspapers had been slashing their foreign staffs, which had traditionally provided citizens with eyes and ears across the globe.32
All the while, a pattern was emerging. “We’ve seen Russian interference in Europe for the past ten years. We saw identical techniques—stolen information, misinformation, all of that—in a variety of countries,” said David Cohen, the CIA’s deputy director from 2015 to 2017. Yet America’s security chiefs still viewed covert electoral interference as a distant threat—the type of weapon that the CIA had once deployed over there, in faraway places. “You would think previously: ‘Oh, this only happens in third world countries,’ ” said Jeh Johnson, the homeland security secretary from 2013 to 2017. It seemed implausible that Putin, despite targeting foreign democracies, would target the world’s most powerful democracy.
In Washington, few sensed the coming storm. “One of the things we did not do as well as we should have was sound the alarm,” Cohen continued. “We didn’t do a good enough job of better preparing ourselves, of saying, ‘The Russians did that there, so there is no reason to think they’re not going to do the same thing here.’ ” Inside the CIA, Steven Hall, who was, in 2015, the division chief with oversight over Russia, never would have predicted or believed that Putin would launch a covert operation against a U.S. election: “There was no sense” of that, he said.33 Because the KGB had struggled to interfere in American elections, Washington had no history of defending its electoral sovereignty, despite its own history of targeting elections overseas. America’s Cold War experience blinded its policy makers. “We were wrong and naive [in that] we were very focused on Russian meddling in one kind or another but we were not at all focused on Russian meddling here,” said Tony Blinken, the deputy secretary of state from 2015 to 2017. “That was not something that we thought was part of the game plan, and I think we thought ourselves much too resilient to anyone trying to pull that in the United States. We were wrong.”34
Years later, Russia’s operation against America’s 2016 election may seem inevitable. But this revisionism overlooks the factors that Putin had to weigh in real time. Officials like Cohen, Johnson, Hall, and Blinken felt secure for a reason. For one, Moscow had never meaningfully disrupted an American election. For another, targeting the United States, under any circumstance, was a riskier proposition than targeting a country like Ukraine, which bordered Russia and lacked sufficient means to retaliate. If provoked, the United States—with its massive military, intelligence apparatus, and economy—could impose significant costs on Russia.
Putin had to decide whether to attempt to succeed where the KGB had failed: to disrupt, direct, and determine the outcome of a U.S. presidential election.
—
As Russia set its sights on America’s election, personalities mattered, as they always have with covert electoral interference. They mattered in 1960, when Nikita Khrushchev, offended by Richard Nixon, worked to thwart his political ambitions; in 1976, when Leonid Brezhnev, fearful of Ronald Reagan, deployed active measures against his candidacy; and in 2016, when Vladimir Putin, resentful of Hillary Clinton, sought to damage her campaign and sow discord within the United States. “There was no question about [his] animus for Hillary Clinton,” said James Clapper, the former director of national intelligence.35
Obama’s other intelligence chiefs reached the same conclusion: Putin resented nearly everything about Clinton. He resented that she was a woman who challenged him publicly and, he believed, helped facilitate the release of the Panama Papers.36 He resented that her husband, Bill Clinton, had expanded NATO and invested in U.S. democracy promotion. And he resented that she had voiced support for protesters in Moscow in 2011 and advocated military action against Iraq and Libya.
Tensions between the two persisted after Clinton left the State Department in 2013. Her domestic approval ratings were approaching 70 percent, and most political analysts anticipated that she would run for president. To any clear-eyed observer, the Democratic nomination was Clinton’s to lose. Her views on Russia therefore still carried weight. In one of her final acts as secretary of state, Clinton had submitted a classified memorandum urging Obama to adopt a harder line against Putin.37 More publicly, in 2014, as the crisis in Ukraine unfolded, she compared Putin’s favor for ethnic Russians to “what Hitler did back in the ’30s.” Once again, a popular revolution had shaken the Kremlin; once again, Clinton had called out Putin; and once again, the Russian leader was left seething. “It’s better not to argue with women, but Ms. Clinton has never been too graceful in her statements,” Putin shot back, when asked about her comments. “Maybe weakness is not the worst quality for a woman.”38
What was going through Putin’s mind, we now know, was whether to target Clinton’s impending campaign. The choice was his alone. “He’s really the single decision-maker in Russia,” Steven Hall said.39 For Putin, deciding to interfere in an American election was not necessarily obvious. On the one hand, such an operation would enable him to undermine his rival and, as the KGB did, foster division inside the United States. But on the other, what Khrushchev had articulated about America’s 1960 election remained true decades later: Targeting an American election could backfire. If Moscow were caught, Washington could hit back—hard. And in the age of the internet, detection was all but guaranteed, as the Bush administration had concluded in 2004.
Putin, an intelligence professional, knew that at least some aspects of his operation would be attributed to Moscow almost immediately. The question was how Barack Obama, the U.S. president, would respond. In this sense, whether Russia would interfere in the 2016 election rested partially on Putin’s analysis of Obama, another personality central to this story.40
—
Obama’s ascent to the White House had been swift. In 2002, as a state senator, he had opposed the invasion of Iraq, warning that the Bush administration was pursuing a “dumb” and “rash” war. In 2007, while serving as a U.S. senator, Obama announced that he was running for president; his charisma, calls for change, and early stand against the Iraq War inspired voters. After defeating Clinton in the primary, Obama won the 2008 election and nominated her to serve in his cabinet. He then pledged in his inaugural address to tackle an ongoing economic recession at home and to wind down America’s forever wars abroad.41
In Russia, Obama saw a declining power with which the United States could, and should, forge new ties and that lacked the means to cause him much trouble. At the start of his administration, Obama attempted a so-called reset in relations with Moscow. As late as October 2012, just after Putin expelled USAID, Obama mocked Mitt Romney, his general election opponent, for his adversarial posture toward Russia. “A few months ago, when you were asked what’s the biggest geopolitical threat facing America, you said Russia, not al-Qaeda, you said Russia,” Obama said, during a televised presidential debate. “The 1980s are now calling to ask for their foreign policy back because, you know, the Cold War’s been over for 20 years.”42 Obama much preferred to talk about al-Qaeda—he had recently authorized a daring and successful raid to kill its founder, Osama bin Laden—than about Russia.
A comprehensive analysis of Obama’s foreign policy is a subject for another book, but Putin’s perception of Obama is critical. Vladimir Lenin had a favorite saying: “Probe with a bayonet; if you meet steel, stop! If you meet mush, then push.”43 Putin aimed to push as far as he could without provoking much pushback. And in Obama, he saw a leader elected to wind down wars, not start them, wary of stumbling into great-power conflict, and largely dismissive of Russia. “This was a cautious administration in general,” said David Petraeus, the CIA director in 2011 and 2012, citing Obama’s decision not to strike Syria in August 2013, after its president, Bashar al-Assad, disregarded a “redline” Obama had set and used chemical weapons to kill more than a thousand civilians. Petraeus continued, “It was an administration that had a redline that was crossed, and they didn’t act, that said Bashar al-Assad must go, but then did nothing really to make him go, that repeatedly issued fairly ringing rhetorical statements and policies and did not always back them up.”44
Inside the White House, many of Obama’s advisers had urged him to take military action against Syria. But some, including Chief of Staff Denis McDonough, cautioned restraint, since the use of force could set off an unpredictable escalatory cycle.45 Obama, wary of foreign entanglements, demurred and, in doing so, ceded escalation dominance: he decided not to retaliate against an adversary precisely because that adversary might then escalate its destructive behavior.46 According to Victoria Nuland, an assistant secretary of state under Obama, the president often opted against offensive action for fear of making a bad situation worse. “That was a favored Obama refrain when he was cautious about getting involved,” she said. “He was always worried about escalation. He was not a natural practitioner of deterrence.”47
Obama demonstrated this same tendency in Ukraine. After America and the EU sanctioned Russia for annexing Crimea and invading eastern Ukraine, Putin showed no sign of backing down. A bipartisan coalition of lawmakers urged Obama to go further and send lethal arms to the Ukrainian government. Secretary of Defense Ashton Carter and Martin Dempsey, the chairman of the Joint Chiefs of Staff, publicly indicated their support for such a step. But Obama, wary of provoking Russia, refused.48 Michael Morell, who twice served as the CIA’s acting director under Obama, directly connected the president’s restraint in Ukraine with Putin’s calculus ahead of America’s 2016 election. “I bet that part of his calculation was ‘I got away with Ukraine, I got away with the first land grab in Europe since World War II, and I am getting away every day with interfering in Ukraine, and I am paying very little cost for it,’ ” Morell said. “I bet you any amount of money that was part of his calculation, whereas if the United States had pushed back harder on Crimea and on eastern Ukraine, then this might never have happened.”49
Leon Panetta, who served as Obama’s first CIA director and then as his secretary of defense, likewise said that the president’s restraint in key foreign hot spots emboldened Putin to target America’s election. Obama had taken risks early on, Panetta said, such as the bin Laden raid, but had grown warier in his decision-making over time. “The more cautious [Obama] became, the more he sent a signal to adversaries that they could do things to take advantage of him,” Panetta said, pointing to Syria as a turning point. “Unfortunately, I think that when Obama failed to back up the redline in Syria, it sent a message not just to Syria, but sent a message to the world that there was some question as to whether we would stand by our word,” Panetta said. “That was a message of weakness, and I think Putin read it as weakness, and read it as an opportunity to be able to not only do Crimea, but to go into Syria without having anyone stop him from doing that, and thirdly then going after our election institutions as well. I think he felt that he would be able to do it and to get away with it.”50
Panetta, Petraeus, and Morell—each of whom directed the CIA while Obama was president—all believe that Obama signaled to Putin that he could interfere in an American election without suffering significant consequences. Petraeus explained, “There were moments, the most glaring of course was the redline, but others, too, that just indicated a degree of reluctance, perhaps understandably given the experience in Iraq and Afghanistan, but a reluctance to take action for fear that it might escalate, and where does it go from here.”51
Even so, what Obama signaled abroad did not provide Putin with any guarantees. Unlike his more hawkish national security team, Obama had been elected by the American people, who were increasingly skeptical of overseas commitments. In 2014, 41 percent of U.S. adults said their country should “stay out of world affairs,” the highest-ever proportion recorded by one survey group across its four decades of polling.52 In this environment, Obama had exercised caution in Ukraine and Syria. Whether he would do the same in his own house, in response to an attack on the heart of American democracy, was not preordained. “If you put yourself in [Putin’s] shoes, this was a huge step for him,” Morell said of the decision to interfere in an American election. “This must have been a big-time decision on his part to do this.”53 For Putin, the benefits of such an operation proved irresistible: to undermine Clinton, divide the United States, and advertise the democratic model’s vulnerabilities to his own people and the world.
—
In 2014, Putin did not presumably know how far he would go in interfering with America’s election, but he did initiate the operation. By May, the Internet Research Agency (IRA), an information warfare center based in Saint Petersburg, had begun manipulating Americans across social media. The goal: to “spread distrust towards the candidates and the political system in general,” according to communication intercepts later released by the U.S. government.54 Also in 2014, the Russian government began directing “extensive activity” against America’s electoral systems.55 By July 2015, Russian intelligence had gained access to the networks of the Democratic National Committee.56
None of this had anything to do with Donald Trump, who did not launch his initially long-shot presidential campaign until the summer of 2015. In targeting America’s election, Russia initially had two goals: “to hurt Clinton,” the then CIA director, John Brennan, explained, and to “stir up these political fissures here in U.S. society.”57 Russians like Alexander Dugin, a fascist and theorist with Putin’s ear, had long argued that Moscow should destabilize “the political processes within America” and introduce “geopolitical chaos within the American daily experience by encouraging all manner of separatism, ethnic diversity, social and racial conflict.”58 Through covert electoral interference, Putin could at least accomplish this objective. What is unknowable is whether Putin would have proceeded as aggressively had the Republican Party nominated a more conventional candidate like, say, Senator Marco Rubio, whose views on Russia more mirrored Clinton’s.
The Republican primary put America on a different path as two developments progressed in parallel. Russian actors spread propaganda across social media, targeted voting systems, and penetrated Democratic Party networks. And Trump, surging in the polls, deepened his ties with Russia publicly and privately. By November 2015, he had secretly signed a letter of intent for a real estate project in Moscow.59 An odd dynamic was also unfolding before the world: Trump and Putin appeared to like each other. “There is no doubt that [Trump] is a very colorful and talented man,” Putin said in December 2015. “He is an absolute leader of the presidential race.” Putin also made sure to add that Russia would “never meddle” in America’s election, which was “up to the U.S. voters.”60 It was a Putinist lie, both mocking and misleading.
These two developments—Putin’s ongoing operation and Trump’s improbable rise—quickly fused. Russia began promoting Trump’s candidacy for two reasons: his friendly posture toward Moscow and his rhetoric around race, religion, and gender. For Putin, whose aim was, in part, to divide the United States, Trump’s divisiveness was an asset in itself. In February 2016, members of the IRA received explicit instructions: “Main idea: Use any opportunity to criticize Hillary and the rest (except Sanders and Trump—we support them).”61 In March, Clinton and Trump dominated a pivotal set of state primaries; a face-off between the two candidates now seemed inevitable.62 Russia promptly turbocharged its covert operation. Between March 10 and April 7, the GRU, Russia’s military intelligence agency, targeted the email accounts of more than a hundred members of Clinton’s campaign, including Clinton herself, and stole the emails of John Podesta, her campaign chairman. Also in April, the GRU newly breached the networks of the DNC and the Democratic Congressional Campaign Committee.63
By May 2016, the stage was set. Trump had secured his party’s nomination; Clinton soon did the same.64 One was Putin’s friend; the other, his foe. Russia had first targeted America’s election years earlier, when it seemed certain that both major-party nominees would be similarly hawkish toward Moscow. But Putin had struck gold: Republican voters had coalesced around Trump, whose relations with Moscow stretched back decades. “[Americans] wanted change, and in that sense Trump represented it,” said Oleg Kalugin, who was a KGB general when Trump visited Moscow in 1987. “They never thought that he may have been influenced or even did have some sort of connections with the Soviets or the Russians. And that is what happened.” Regardless of what else, if anything, actually took place in 1987, it is a fact that in early 2016 Trump was pursuing a business deal with Moscow privately while praising Putin publicly.65
Trump’s nomination added a third objective—along with new urgency—to Russia’s ongoing covert electoral interference operation. David Cohen, the CIA’s deputy director, put it best: “They wanted Donald Trump to win, they wanted Hillary to lose, but most of all they just wanted to fuck with us.”66
Part Two
2016
Amy Pope, President Obama’s deputy homeland security adviser in 2016, has since moved to London, where she is a partner at an elite crisis management firm. She does for private clients what she once did for the White House: put out fires quickly, discreetly, and strategically. In the summer of 2016, Pope and her colleagues grappled with an explosive crisis: covert electoral interference, aimed at a U.S. presidential election. The minds of American voters were under attack. So, too, was America’s electoral infrastructure, or “the equipment, processes, and systems related to voting, tabulating, reporting, and registration.”1
What Russia was able to achieve—and how far Russia could have gone—in influencing America’s election was classified then, and has remained closely guarded information since. “I wouldn’t say that the full story is out there,” Pope told me in June 2019. “You’re talking about a foreign adversary interfering in the United States electoral system—nobody is going to tell you the full story.”2
Each of the individuals interviewed for this book provided a piece of this puzzle. Obama’s former foreign policy advisers told me what it was like to defend against covert electoral interference. The heads of the Trump and Clinton campaigns described what it was like to vie for the presidency while Russia’s operation was under way. Leading U.S. journalists and technology experts reflected on how their industries furthered Putin’s aims. Across these conversations was a central question: What does 2016 reveal about the evolving nature of covert electoral interference?
The United States has only recently fallen victim to the types of operations it once executed elsewhere. Whether in 1919 or today, covert electoral interference has always involved changing actual votes and changing minds. Only in the twenty-first century, however, have these operations gone from local to transnational. Foreign intelligence services formerly manipulated elections with physical tactics, like stuffing ballot boxes, distributing bags of money, and disseminating leaflets. Establishing a material presence in a targeted democracy was a necessity. Then the internet spread, and America’s electoral systems and information ecosystem were digitized. In 2005, just 7 percent of U.S. adults were on social media; by 2015, that number had increased to 65 percent. Nearly nine in every ten U.S. adults were using the internet in some way.3 The digitization of the United States lent Putin what his Soviet predecessors had lacked: the means to influence a U.S. election at scale. His hackers could suddenly penetrate voting booths and voters’ minds from thousands of miles away, on computers in Russia, precisely and powerfully.
Chapter 9
DELAYING OFFENSE
In 2015 and early 2016, foreboding pieces of intelligence trickled into President Barack Obama’s daily briefing. Some concerned probes of America’s electoral infrastructure; others mentioned attempts to hack Democratic Party networks.1 James Clapper, the director of national intelligence, was unsurprised and unconcerned. “We accepted the fact that there seemed to be a certain ambient level of Russian activity in every election,” he said during our interview. Clapper, a retired three-star general, worked for the U.S. government from 1963 to 2017, with a few brief interruptions. He came up during the Cold War, when the United States interfered in elections overseas but was largely immune to such interference at home. He assumed, at first, that Russia’s covert activities would again prove insignificant. “They’re going to be collecting, reconnoitering, lots of countries do that.”2
Moscow was fixated on Washington, its longtime competitor, but the feeling was no longer mutual. Steven Hall, the CIA’s division chief with oversight over Russia in 2015, said the agency had conducted a “massive shift” in resources away from Russia following the attacks of September 11, 2001. John McLaughlin, the CIA’s deputy director at the time, agreed that “9/11 did take us away from Russia in the sense that it reduced our focus on almost everything other than terrorism.” Michael Morell, the CIA’s acting director in 2013, said the legacy of this reorientation lingered. “Russia was one of the places where those resources came from,” he said. “As a consequence of that we were not as good on Russia as we should have been.”3 The American people had also stopped worrying about Moscow. In 2014, only 9 percent of U.S. adults said Russia was America’s greatest enemy. The new flash point of U.S.-Russian relations, in Ukraine, had barely registered. In 2015, a total of 60 percent of U.S. adults said they had heard either little or nothing about tensions between Russia and Ukraine; just 16 percent could locate Ukraine on a map.4
America’s disengagement presented an opportunity for Russia. The early warning signs of its interference operation—unremarkable in a vacuum—were alarming only in context. Russia’s international posture in 2015 was far more adversarial than it had been even a few years earlier, before America’s previous presidential election. In that period, Putin had accused the United States of plotting regime change in Russia and Ukraine, used digital means to wreak havoc upon Ukraine, and begun manipulating the information spaces of countries across Europe. None of this was unknown to high-ranking officials like James Clapper, but none of it was top of mind, either.
The exception was the Obama administration’s Russia experts. Two of those officials were Victoria Nuland, the assistant secretary of state for European and Eurasian affairs, and Celeste Wallander, the senior director for Russia and Eurasia on the National Security Council. In 2014, Russia had leaked a recording of Nuland saying “fuck the EU” to the U.S. ambassador to Ukraine.5 Her tough reputation, already well-known inside Washington, became a matter of public record. She and Wallander, a like-minded policy maker, shared a deep distrust of Putin. Their job was to track his foreign policy, and they feared that initial reports of Russian meddling foreshadowed something more. “We were the first to start sounding alarm bells as early as March and April of 2016 that the Russians were messing with our elections,” Nuland said. Initially, Nuland believed that rather than favor a specific candidate, Putin would simply try to make the election “look messy and illegitimate as payback for Ukraine and as a way to say to their citizens, ‘See, everyone’s elections suck.’ ” Obama’s intelligence chiefs remained unconvinced. “They said it was just the Russia team being paranoid again,” Nuland said.6
—
That summer, the Russian threat became undeniable. On June 14, 2016, The Washington Post reported that CrowdStrike, a cybersecurity firm, had concluded that two state-sponsored Russian hacking groups had penetrated the DNC’s network—one back in 2015, and another in April 2016.7 The possibility persisted that Russia was merely conducting espionage. But then something unexpected happened: On June 15, an anonymous persona called Guccifer 2.0 began uploading stolen DNC materials onto the internet. At that moment, the idea that Russia was targeting the 2016 election, said Lisa Monaco, Obama’s homeland security and counterterrorism adviser, “crystallized” inside the White House. Monaco was used to combating terrorist threats and disease epidemics; now her focus shifted to defending America’s electoral sovereignty.8
The DNC email release came at a critical moment in the presidential campaign. In early June, Clinton had clinched the Democratic nomination. Bernie Sanders, her major primary opponent, had spent months contrasting his grassroots energy with her establishment ties. “You’re not going to have a government that represents all of us, so long as you have candidates like Secretary Clinton being dependent on big money interests,” Sanders had said in April. These tensions endured even after Clinton became the presumptive nominee. When Sanders endorsed her at a rally on July 12, some of his supporters brought “Won’t Vote Hillary” signs.9 The Democratic National Convention, set to begin on July 25, now had a dual purpose: to unite the Democratic Party and to kick off Clinton’s general election campaign.
Just before the convention, Russia struck. The GRU, struggling to gain traction on social media, had sent stolen DNC materials to WikiLeaks, an international organization that specializes in uploading files online as a third-party cutout. On July 22, WikiLeaks published a trove of DNC emails. Their contents revealed an internal bias among Democratic Party officials for Clinton over Sanders.10 National reporters feverishly covered the contents of the emails, which were accurate, accessible, and dramatic. “The principal bias of the news media is toward profit,” said Fareed Zakaria, a foreign policy host on CNN, in explaining coverage of the emails. “When you have highly sensational material that has some news value, it’s difficult for me to understand what would be the circumstances, given the competitive dynamic of network news, of television news, and now digital news, to not bring that up.”11
The DNC emails were certainly sensational. Outlets like ABC and The Washington Post published articles about the “most damaging” WikiLeaks revelations. Clinton’s advisers shouted that Russia was behind the release, but the Obama administration offered no confirmation, and the substance of the emails attracted far more attention than their alleged source.12 Russia had executed this move before. Ahead of the 2014 election in Ukraine, its hackers had stolen emails belonging to the election commissioner and posted them online. Nonetheless, American news organizations treated the DNC release as a domestic story and neglected its international angle: Russia was applying its global playbook to a U.S. election.13
The fallout was swift. Sanders complained that the emails were “outrageous” but “not a great shock.” His supporters heckled pro-Clinton speakers. On July 24, Debbie Wasserman Schultz, a Florida congresswoman, announced that she would resign as DNC chairwoman. And on July 25, the DNC issued a statement offering “a deep and sincere apology to Senator Sanders, his supporters, and the entire Democratic party for inexcusable remarks made over email.” The convention, intended to unify a divided party, had proven chaotic and divisive, thanks to Putin’s hidden hand.14 Clinton told me that at the time she was “caught off guard” and “dumbfounded” by the audacity and effectiveness of Russia’s attack. Putin, for his part, was thrilled. “It doesn’t really matter who hacked this data from Mrs. Clinton’s campaign headquarters,” he said after the convention, while denying that it was Russia. “The important thing is the content was given to the public.”15
Democratic Party officials had fallen victim to a form of digital totalitarianism. The Russian tradition of espionage is to exploit personal vulnerabilities, as the KGB had attempted in 1976, when its officers searched for private information on Senator Henry Jackson that could be publicized. At the Democratic convention, Russian intelligence executed this same idea with digital means.
—
Inside the United States, the significance of the DNC email release was a matter of perspective. For citizens, what mattered was the actual messages. Few cared how WikiLeaks had acquired the emails. Maybe Russia was involved; maybe not. For Republican Party officials, the document dump provided a boost. Rick Gates, Trump’s deputy campaign manager, later told federal investigators that he and his colleagues were “very happy about the release,” according to notes of his testimony.16 And for Democratic Party officials, it was obvious that Russia was seeking to undermine Clinton, but they lacked the evidence that the Obama administration possessed. “We knew it was the Russians; we knew that right away” when WikiLeaks uploaded the emails, recalled Douglas Wise, then the deputy director of the Defense Intelligence Agency. Inside the White House, Obama’s advisers reached the same conclusion, even as the U.S. intelligence community pursued an official consensus on the matter. “We had technical attribution very early on and knew that it was Russian actors almost from the moment that we became aware of it,” said Michael Daniel, then the White House cybersecurity coordinator, of the theft and release of the DNC emails.17
Only select officials in the federal government had access to top secret intelligence and, therefore, the bigger picture. From the outside, the DNC email release seemed like an isolated event. But Obama’s team also knew that Russian hackers were scanning and probing America’s electoral infrastructure. And, as Jeh Johnson put it to me, “If you could scan it, if you could probe it, you could alter it.” This second facet of activity gave the DNC incident graver meaning: Russia was executing a multipart operation to influence the outcome of the election. “The minute the Debbie Wasserman Schultz emails started coming out in July,” Nuland said, “it became clear they were going to put their finger on the scale for one side.”18
Still, it was unclear what, exactly, Russia had planned for the months between July and Election Day. Obama’s advisers were most alarmed about the probes of voting systems and voter registration databases. “That was cause for grave concern,” Johnson continued, “because I didn’t know where it was going to lead, and I know enough about politics to know that you can alter the outcome of a national election, given our Electoral College, and given that there are only certain swing states, by targeting a couple of key precincts in key states.” In early July, as the DNC email release unfolded, Michael Daniel convened an interagency committee charged with assessing the vulnerabilities of America’s electoral infrastructure. And later that month, a top secret unit of CIA, NSA, and FBI officials began analyzing Russian interference in the election.19
By this point, the White House knew that Russia had released the DNC emails and targeted America’s electoral infrastructure. But critically, the third element of Russia’s operation—information warfare across social media—remained “very poorly understood” through Election Day, explained Susan Rice, then the national security adviser. Nine of Obama’s other foreign policy advisers agreed with this assessment. “When it comes to the way the platforms themselves were being manipulated, we didn’t understand it in real time,” said Tony Blinken, the deputy secretary of state. “We just didn’t understand it.”20
This two-part and incomplete picture of Russia’s operation—encompassing the electoral intrusions and email dumps, but not the social media manipulation—is significant because it formed the basis for Obama’s decision-making. Even after the DNC email release, many in the White House were skeptical that such dirty tricks would matter much to voters. The other known part of Russia’s operation, however, had provoked panic. “The mounting evidence in the summer of 2016 of how many voting systems they had intruded into—and not done anything with, just intruded—was really scaring people, if what they intended to do was to bring down the electoral infrastructure,” Celeste Wallander said.21
In late June, the FBI had notified Arizona that Russian actors had penetrated its voter registration database. State officials took the system off-line between June 28 and July 8.22 Then, on July 12, Illinois election officials noticed an unusually high volume of outbound activity in their statewide voter registration database. By the end of the month, the FBI had contacted Illinois election officials and launched an investigation into the breach.23 These agents would discover that a unit of the GRU, Russia’s military intelligence agency, had penetrated Illinois’s registration database, accessed the personal records of millions of voters, and exfiltrated those of up to 500,000, including their birth dates, names, addresses, and partial Social Security numbers.24 The hackers could have gone further. “Russian cyber actors were in a position to delete or change voter data,” the U.S. Senate has since revealed.25
Rather than actually manipulate voter data, the GRU had shown that it could manipulate voter data. Of the Illinois breach, Lisa Monaco, Obama’s homeland security adviser, said, “I remember that being one of the most pressing concerns from the panoply of states.” Through the summer, the White House received ceaseless reports of Russian probes and intrusions into electoral systems. “Every single day, we were getting reports that this system had been scanned, this system had been penetrated,” said Michael Daniel, the White House cybersecurity coordinator. Amy Pope, Monaco’s deputy, became convinced that Putin was sending Obama a message: “We want you to know that you are vulnerable.”26
—
Obama found himself in an unprecedented position. Moscow had targeted American elections in the past, but never before had such an operation been detected as it was happening. Putin was charging forward with his digital bayonet. Obama had to decide when and how to push back. “The bottom line is we were going to punish Russia,” Susan Rice said. “The only question was whether it was more or less advantageous to do so before or after the election.”27 This question ignited fierce debate.
One camp of officials wanted Obama to punish Putin that summer, to show that the United States would tolerate no further interference in the election. Celeste Wallander and Michael Daniel evaluated what this approach might entail. In July, they convened an interagency committee that developed countermeasures that could be deployed against Russia. A core member of this group was Victoria Nuland, who was characteristically adamant that America impose costs on Russia quickly. “We wanted to do light deniable countermeasures early, in July,” Nuland said. “All of my Soviet and Russia training told me we had to deter with a strong set of measures up front and have them calculate the costs of continuing to attack us, particularly with a player like Putin.”28
This committee prepared a series of retaliatory options: “sanctions, information revelations, quiet private messages, louder public messages, disruption operations, all kinds of things,” Wallander rattled off. In late July, Nuland briefed Secretary of State John Kerry on these steps, including a “very reciprocal” measure that would have been “embarrassing” to Putin. “It would have looked exactly like what he does, been relatively deniable, and been completely painful,” she said. “What we were suggesting were deterrent measures, to raise the costs on Putin personally.” (Nuland declined to specify further, but several of her colleagues said that Obama considered releasing information about Putin’s secret wealth, private dealings, and murky associations.) Nuland recalled that Kerry had told her to “work up countermeasures [and] I will take them to the White House.”29
But Kerry returned with a clear reply: to stand down. “By August, we were told keep working on the countermeasures and we will come back to it after the election,” Nuland said.30 (Kerry’s representatives did not respond to interview requests for this book.)
Wallander sensed that there was “no appetite” for her committee’s work, not least because offensive action could jeopardize cooperation with Russia in other policy areas. So instead, on her own authority, she wrote a “frank, higher-level security clearance memo” outlining ways to retaliate against Putin—immediately. Daniel, the cybersecurity coordinator, helped craft the countermeasures included in the memorandum. “I have not been reticent to say that I am one of those that believed that we needed to be forceful with the Russians, and that I advocated for being more active,” Daniel said. In late August, Wallander submitted her memorandum, which made clear which retaliatory option she believed would be most effective: to expose the hidden “activities,” “associates,” and “vacations” of Putin and his inner circle. Wallander declined to say to whom she sent her cable, other than that it went to “my leadership.” She received the same reply as Nuland: “The sense I got back was, ‘We got this,’ ” she said.31
Wallander’s superiors at the time were Susan Rice, the national security adviser, and Avril Haines, Rice’s deputy. Both Rice and Haines declined to comment on Wallander’s memorandum, although Haines did say that for key national security threats, interagency committees formulate policy options for more senior administration members to consider.32
Haines chaired what was known as the Deputies Committee, which included the deputy heads of key government agencies, like Tony Blinken at the State Department and David Cohen at the CIA. Susan Rice, Haines’s direct boss, chaired the Principals Committee, a cabinet-level decision-making body that included James Clapper, John Brennan, Denis McDonough, Lisa Monaco, and Jeh Johnson. Together, these forums deliberated whether the benefits of offensive action outweighed the costs. “Just the intensity and frequency of meetings we had was a measure of how much activity it generated,” Clapper said.33
Only one option was discarded from the outset. “The idea of spreading disinformation was rejected almost immediately,” Tony Blinken said. John Brennan was a staunch opponent of the kind of disinformation the agency had once spread in countries like Italy and Chile. “The truth is more powerful,” Brennan insisted. “I always felt there was a lot of stuff you can highlight that would make your point, because if we were to fabricate something and it was exposed, it would totally undermine [us].”34
Other ideas were more seriously considered. One was leaking details about Putin’s secret wealth and corruption. “There was skepticism about how effective that could be,” Tony Blinken said, “but it was something that was certainly part of the mix.” Jeh Johnson thought there was “a good case to be made that we should take action before the election,” and that “whatever we did should be cyber related and correlate to what they’re doing to us.” But competing with Russia digitally presented major drawbacks. The United States would likely “end up on the losing end” of a “tit-for-tat escalatory cycle with Russia in the cyber domain,” Blinken argued, where Russia could “do more harm to us than we could do to them.” Few believed that diplomatic expulsions, another option, would much bother Putin.35
Obama’s advisers concluded that major economic countermeasures were most likely to make Putin think twice about his next move. “I was pleasantly surprised by how forthcoming Treasury was on being willing to support very severe economic responses that we would normally not have gone with,” Blinken said, because they “amounted to economic warfare.”36 The case for offensive action was straightforward: Imposing costs on Putin ahead of the election would deter him from further interfering in the contest. But some officials held the opposite opinion: The risks of offensive action were too high, and Obama should wait to retaliate until Election Day had passed.
—
Obama had offensive options available to him, ready to deploy. But, as with Syria and Ukraine, he carefully weighed the risk of escalation. He did not feel as though he was operating from a position of strength: By August, the U.S. intelligence community had reported that Russian hackers could edit actual vote tallies, according to four of Obama’s senior advisers. This revelation was a game changer. America’s electoral infrastructure was penetrable. Tony Blinken said that in the early summer the foremost concern internally was that “the Russians were actually going to literally try to manipulate the election results by interfering in ballot boxes one way or another. That was the initial preoccupation, and tremendous focus was put on that.”37
—
At the Democratic convention, Russia showed that it was willing to interfere in the U.S. election. The next step, it seemed, was to subvert the actual voting process. Voter registration databases were especially vulnerable. States are required by law to maintain a centralized voter registration list to “serve as the single system for storing and managing the official list of registered voters throughout the state.”38 Some of these lists were unencrypted and insecure.39 By September, Blinken said, the U.S. intelligence community had concluded that Russia could not alter enough votes to swing the election. But according to officials like John Brennan, hackers could still manipulate voter databases and, at select locations, actual tallies. The damage would be severe. “If they could get people to question whether the election was valid,” Blinken said, “that would be perhaps just as good as actually manipulating the outcome, and so that was the intense focus of our concern.”40
Within Obama’s inner circle, the threat of vote alterations strengthened every argument for delaying offense. “We were all concerned about the escalatory piece,” Lisa Monaco said. “We were very worried that the wrong action by us could then tip the balance to actual disruption of the ability to actually vote.” If Obama punished Putin, the Russian leader could respond by altering actual votes—the exact outcome Obama hoped to avoid. In this sense, acting prior to Election Day could backfire. “There was consideration given to a number of options that we could have exercised, including rattling the Russians’ cyber cage, but if we did that, it could have had very unknown consequences, in terms of whether or not Russia would have doubled or tripled down during the campaign,” John Brennan said. “Throughout the course of the summer of 2016, we knew the types of things the Russians could do; we didn’t know what they were going to do. They could have done a lot more than what we saw.”41
A series of additional and related risks weighed on Obama. There was the concern that in retaliating too soon, Obama would be exposing America’s sources precisely when he needed insights into Putin’s intentions. The U.S. intelligence community, James Clapper emphasized, had “spent literally billions of dollars acquiring” eyes and ears inside Russia.42 Going on the offensive could jeopardize those sources. Obama’s team would have to justify a retaliatory strike to congressional lawmakers and perhaps the public. Russian intelligence would do all they could to learn what Obama knew and how he knew it. Perhaps internal intelligence assessments would leak. Or perhaps Russian hackers would steal them. The result would be the same: America’s sources and methods would be jeopardized, and Russia would take new precautions to evade detection.
Then there was Donald Trump, who seemed intent on destabilizing the election at an already volatile moment in American politics.43 On July 27, just after the DNC email release, Trump asked Russia to target Clinton. “Russia, if you’re listening, I hope you’re able to find the 30,000 emails that are missing,” he said. “I think you will probably be rewarded mightily by our press.”44 (Of these comments, Steve Bannon told me, “That’s just Trump. Remember it’s theater to him. It’s part of the show.”) A few hours later, Russian hackers, for the first time, tried to breach Clinton’s personal office.45 Trump also began to warn his supporters that “the election’s going to be rigged,” a claim he repeated during interviews, campaign events, and the presidential debates.46
Talk of a rigged election troubled the White House, not least because Russia might actually make the election appear rigged. One frequently discussed scenario was that the GRU would edit voter data in key precincts so that registered voters would be unable to cast their ballots. Trump could use this chaos to substantiate his conspiratorial charges. “He would call into question the entire system,” Amy Pope said, by telling his supporters: “ ‘You can’t trust it. It’s all fake.’ ”47
This worst-case scenario rested on a near-universal assumption: Clinton would win the election. Putin had “backed the wrong horse,” Obama told his advisers in September, confident that his former secretary of state would succeed him.48
Anticipating that Trump would shout rigged in defeat, Obama wanted the election to appear as un-rigged as possible. “The president was very clear,” said Michael Daniel. “We did not want to do the Russians’ job for them and undermine Americans’ confidence in the integrity of the electoral process.”49 For that reason, punishing Russia prior to November could backfire in another way. Not only would Obama be accused of using national security to favor Clinton, but he would be signaling publicly that he was concerned about Russia’s operation. Voters would be left unsure whether the election would proceed fairly. “Protecting the elections also means protecting people’s confidence in the electoral process,” said Denis McDonough, Obama’s chief of staff. “If handled incorrectly, or handled in what appeared to be a partisan way, I believe[d] there [was] a real risk, especially in light of the fact that the candidate of the Republican Party was making the case that the election itself was rigged, that people would conclude that in fact the election was rigged.”50
—
With Clinton poised to win, restraint seemed prudent, while offense seemed self-defeating. “A lot of the Russia hawks thought we should just lean a lot harder, that election politics were less important than the national security issues,” Amy Pope said, but “there was just so much concern that [Clinton] was already so far ahead,” so there was “no good reason” to assume the risks of retaliating. Jon Finer, too, said that Clinton’s political strength prompted complacency. “Plenty of people in our administration,” he said, believed that Obama could “win both ways: He could win in the sense of Trump not winning the election, and he could win in the sense of having clean hands and staying above the fray.”51 In August, public polling showed Clinton far ahead of Trump—in some cases, by double digits.52
This polling did not factor into Situation Room debates explicitly, but it was on the minds of Obama’s chief advisers. “Part of the thinking, though it was unsaid, were the polls,” Jeh Johnson said. James Clapper recognized that politics influenced decision-making at the highest levels. “There was a feeling that in the end the electorate would do the right thing, and I think that implicitly moderated a more aggressive reaction,” he said. When asked to define what he meant by “the right thing,” Clapper clarified, “It was obviously a bias I suppose for Clinton against Trump.” The notion that Donald Trump, a reality TV star, would succeed Obama as president did not seem possible to many Americans, especially Democrats, and especially Washington insiders. “In some circles there was a sense of inevitability to a Clinton win in the election,” said Sarah Bloom Raskin, then the deputy Treasury secretary.53
The political winds seemed preordained: Clinton would win the presidency, and then Trump would incite unrest. In this environment, Obama administration officials feared that punishing Russia could prompt escalation. There was a “reluctance to do anything” inside the White House, Celeste Wallander said, because of a sense that the status quo “isn’t good, but it’s not bad enough, and it could be worse.” The DNC hack and release seemed insignificant compared with the threat of actual vote alterations. “There was excessive focus on the vote machines,” Wallander went on. “Of all the things to be worried about, why that was so important, and why that was the priority, and as long as the Russians weren’t going in and manually changing the vote count, then it was all okay, to this day I don’t understand that.”54
In interviews, Obama’s inner circle of Haines, Rice, McDonough, and Monaco defended their approach. “I believe we made the best decision based on the information we had at the time and what our focus was, which was profoundly to make sure the actual conduct and the integrity of the election was stable,” Monaco said. “Imposing some costs could have sparked some escalation again on the state systems.” The White House had prepared “a series of very significant responses,” Haines explained, that could be deployed if Russia engaged in vote tampering. In the Situation Room, this distinction—between changing votes and changing minds—instructed policy making. Haines continued, “People viewed affecting actual votes, including preventing people from voting, as a redline of sorts, to use an overused term, or at least as materially different from an information campaign that would require a different kind of response.” Obama had developed another redline. He did not want to provoke Putin into crossing it. “Our overriding objective was to prevent Russia from doing more and worse than they had already done when we discovered it[s]” operation, Rice said.55
At this pivotal juncture, Obama, unsure where offense might lead, exercised restraint. So long as Russian hackers did not manipulate electoral systems, retaliation could wait until after the election, by which point Obama could punish Putin alongside a president-elect Clinton. Permitting one form of electoral interference to prevent another, Obama had settled for a policy of managed interference. Intentionally or not, by showing what he might do next, Putin had established escalation dominance in Obama’s house.
Chapter 10
PLAYING DEFENSE
While debating and delaying offense, Obama and his advisers simultaneously played defense. The focus was America’s voting systems. “We prioritized our focus on the [electoral] infrastructure,” said Denis McDonough, then the White House chief of staff. “We were concerned overwhelmingly about one thing: the sanctity of the election, whether the election would happen, that it happen, and that people have confidence in the outcome, that the vote they cast was recorded as such, and that the outcome itself was not in doubt. We structured all of our policy interventions around that.” Lisa Monaco said that Obama’s directive was clear: “Priority one: Can we make sure people can cast their votes on Election Day?”1
At the center of this effort was Jeh Johnson, the homeland security secretary. By 2016, Johnson was a fixture in Washington, having spent decades shuttling between corporate law and the federal government. After Obama left office, Johnson returned to private practice at the law firm Paul, Weiss. When we met in the summer of 2019, he was friendly but careful. “I don’t speculate. I make conclusions based on what I know,” he said.2 And he knew quite a bit. Our interview, scheduled for thirty minutes, lasted several hours.
As early as July 2016, Johnson’s Department of Homeland Security (DHS) was working to secure America’s electoral infrastructure. But he lacked the authority to make systemic and sweeping changes. The United States contains approximately nine thousand electoral jurisdictions and more than one hundred thousand polling places. State and local governments administer voting, purchase election equipment, and secure that equipment. Voting systems vary by county; voter registration databases vary by state. DHS can suggest—but not mandate—security standards.3 This decentralized dynamic befuddles officials abroad but is central to the federalist ethos of the United States, where states have always engaged in a push and pull with the federal government for certain key authorities.
—
Before 2016, few national security professionals cared who oversaw American elections. DHS, the FBI, and the CIA had other priorities. But suddenly electoral security had become the priority. Matters of foreign and domestic policy had become inextricably linked. As Russia probed America’s electoral systems, Johnson had to rely on states to detect and report breaches. They might; they might not. “DHS cannot know what [states] don’t volunteer,” he said. “We don’t have surveillance tools to surveil what is happening with voter registration and election infrastructure unless the state offers up what they have and opens their closet for us.”4
This decentralization of authority, established before the digital age, had become a major liability. As Russian intelligence scanned voting systems, the federal government could not mandate a nationwide response. White House advisers like Michael Daniel regretted that states “very jealously guard[ed]” their authority over election administration. The federal officials suddenly charged with defending America’s electoral landscape felt unfamiliar with its basic structure. “There are hundreds of different municipalities, hundreds of different precincts and ways of doing business,” said Amy Pope, the deputy homeland security adviser. “Putting the federal government’s arm around all that, especially when it was so politically sensitive, could not have been accomplished in six months.”5 Obama’s team hoped to protect America’s electoral infrastructure without aggravating an already tense political atmosphere. Much had changed since the height of the Cold War. In 1964, 77 percent of U.S. adults said they trusted the federal government; by 2015, just 19 percent did.6
In this charged environment, Johnson pressed his staff on how to shore up America’s electoral systems. One of his advisers suggested designating electoral infrastructure as “critical infrastructure”—a classification that would mandate nothing but would enable better information sharing with states and prioritize federal resources for electoral security. It would also send a signal to Putin that the United States was taking the threat of vote alterations seriously. Johnson welcomed the idea. “I wanted to make a formal designation, and make a thing of it,” he said.7 At an event on August 3, Johnson told reporters that he was “carefully consider[ing]” whether to issue a critical infrastructure designation, given the “vital national interest in our election process.”8
Then, on August 15, Johnson held a conference call with election officials from all fifty states in which he reiterated that he was considering a critical infrastructure designation. Several participants accused Johnson of plotting a federal takeover of America’s elections. “I explained probably ten times on the call it’s voluntary,” Johnson said, but “the state officials had a bad reaction to it, at least the ones who spoke up.” Johnson did not raise the Russia threat. “When I started beating this drum, I was not in a position to,” he said, as internal intelligence was sensitive and evolving, and the White House was determined not to induce widespread panic about America’s vulnerabilities.9 In the official summary of the August 15 call, DHS said it was “not aware of any specific or credible cybersecurity threats relating to the upcoming general election systems.”10 State officials could not unite against a covert operation they did not know existed.
The measured tone of Johnson’s conference call belied the intensity of debates in the White House. Soon after the call, Johnson, Rice, McDonough, and other senior officials huddled to discuss Russia’s ongoing operation. Johnson sensed “new urgency” among his colleagues. Rice, the national security adviser, turned to him and said, “You know that critical infrastructure thing you were talking about doing, can you do that, like, yesterday?”11 Rice, in an interview, said she had wanted to issue the designation “sooner rather than later” but that state officials had “reacted extremely negatively” and hampered progress. “What we were dealing with,” she said, “was fifty states who were running their own systems and who were unanswerable to the federal government and didn’t want to be answerable to the federal government.”12
McDonough promised Johnson a briefing on what was driving the administration’s growing alarm. John Brennan, the CIA director, then met with Johnson in a Sensitive Compartmented Information Facility (SCIF), where top secret information can be shared. “Brennan came up to my headquarters on Nebraska Avenue, no subject, no plus ones,” Johnson said, “and in my SCIF he went through in extraordinary detail what we knew about what the Russians were doing and how we knew it.”13 Johnson declined to detail the substance of this briefing, but Brennan presumably relayed what he had told Obama earlier that month: Putin was personally directing a covert operation against America’s election, in order to help Trump, hurt Clinton, and sow discord within the United States.14
Federal officials knew about Russia’s operation, but they also knew they lacked a full understanding of its breadth. They looked to the states for more information. On August 18, the FBI issued a warning to states about two recent breaches into voting registration databases and listed eight IP addresses associated with those attacks. (Media outlets soon reported that the affected states were Illinois and Arizona.) Twenty more states then reported that their networks had made contact with at least one of those IP addresses.15 By the end of August, Michael Daniel had concluded that Russia was targeting all fifty states.16 The FBI’s warning did not mention Russia, which, again, meant that states lacked insight into Washington’s intentions.
The states that responded to the warning did so voluntarily. “We didn’t know what we didn’t know. We are relying on the states to tell us what is happening in their systems,” Lisa Monaco said. Election officials could, hypothetically, run IP addresses, identify matches, and then not report them, as a result of paranoia and partisan distrust. In an article published toward the end of the summer titled “Elections Security: Federal Help or Power Grab?,” Brian Kemp, then Georgia’s secretary of state, questioned whether the Obama administration would use an exaggerated security threat to seize control of elections. (Georgia was one of the states to decline offers of DHS security assistance.)17 Johnson did not want to play into this narrative. “The last thing we wanted was to make this a political issue,” he said, so by the end of August he had shelved the critical infrastructure idea. “It was better to encourage the states one by one to seek our assistance.” Rice, deferring to Johnson’s judgment, said that DHS sought to “use more honey than vinegar and try to coax the states into cooperation and sharing,” which was not “our preferred course” but was, given the circumstances, “likely to be the most effective course.”18
Initially a promising idea, a critical infrastructure designation now seemed self-defeating. Obama needed state election officials to cooperate. But it had become obvious that many of those officials were suspicious of Washington. “It was a lack of trust,” Pope said, which led states to say, “These are our systems, this is our territory, we don’t want you looking over our shoulder, we don’t actually trust what your end goals are.”19 Johnson could have issued the designation at the start of August. Instead, he consulted states, and did so without alerting them to the Russia threat. His outreach prompted pushback and, eventually, restraint on the part of the federal government.
—
To get state officials to accept DHS assistance, Obama considered how to earn their trust. He did not want to issue a presidential statement about the importance of accepting DHS assistance, believing that in the middle of a contentious campaign, red states would perceive his voice as a partisan one. So he requested help from the four leaders of Congress: the Republicans Paul Ryan and Mitch McConnell and the Democrats Nancy Pelosi and Harry Reid.
The idea was a traditional one. “Look, there was a time when you really could go to the leadership in Congress on an issue of national security interest and you would get their support,” said Leon Panetta, the former chief of staff, CIA director, and defense secretary. His one-time boss, Bill Clinton, had spent much of his presidency working alongside Trent Lott, then the Republican Senate leader, who said in an interview that he preferred to support Clinton on foreign policy matters. “In those days, unlike these days, I tried to find a way to support the president when I could, because he was the president, and he and I had a pretty good relationship,” Lott said, pointing out that after he left Congress, Clinton spoke at the unveiling of his Senate portrait. “He showed up,” Lott said. “[It was] very generous, very magnanimous, very gracious”—and a symbol of a bygone era. In Washington today, lawmakers “don’t communicate, and the most important leadership tool is your ears—nobody listens anymore,” Lott said. “Secondly, there’s no chemistry, they don’t know each other, they don’t like each other, they’re mean to each other, they use bad language, it’s just totally out of control, but the biggest problem in Washington now is of leadership: There ain’t none.”20
The bipartisan atmosphere that Lott described was dead. Obama and Senate leader McConnell had an ice-cold relationship. “The single most important thing we want to achieve is for President Obama to be a one-term president,” McConnell said in October 2010.21 Even after Obama won reelection, McConnell preferred to obstruct rather than work with him. In February 2016, when the Supreme Court justice Antonin Scalia died, McConnell refused to consider Obama’s nominee for the vacant seat, since a presidential election was months away. It was an unprecedented move, which McConnell followed up in May when he published a biting memoir. “He’s like the kid in your class who exerts a hell of a lot of effort making sure everyone thinks he’s the smartest one in the room,” McConnell wrote of Obama. “He talks down to people.”22 Later that year, Obama remarked that McConnell thought that compromise conveyed weakness. “There were times that I would meet with Mitch McConnell and he would say to me very bluntly, ‘Look, I’m doing you a favor if I do any deal with you, so it should be entirely on my terms because it hurts me just being seen photographed with you.’ ”23 (McConnell’s representatives did not respond to repeated interview requests for this book.)
This dynamic extended into the summer of 2016 as Obama weighed how to defend America’s electoral infrastructure. Between August 11 and September 6, John Brennan gave congressional leadership one-on-one briefings on Russia’s ongoing operation. Brennan recalled that House Speaker Paul Ryan took their conversation “very seriously.” But, he continued, McConnell “was not interested in learning the truth.”24 During his briefing in early September, McConnell “challenged the integrity of the intelligence” about Russian interference in the election, Brennan said, and insinuated that the CIA was working to “prevent Mr. Trump from becoming president.” Brennan bristled at what he felt was an attack on his character. “I pushed back very hard, and basically said not how dare you, but I basically came across that way,” Brennan said. “He knew that I was angered by it.”25 McConnell had fired a warning shot: He would treat covert electoral interference as a political issue, and he would prioritize domestic politics over America’s national security.
Democratic lawmakers faced no such choice: With their candidate under attack, their political interests aligned with America’s national security interests. After his briefing, Senator Harry Reid concluded that Russia’s operation was so alarming that U.S. voters should be alerted to it.26 On August 27, he wrote FBI Director Jim Comey a letter that was then widely reported on, in which he asked Comey to investigate and publicize how Russia was influencing the election. “I have recently become concerned that the threat of the Russian government tampering in our presidential election is more extensive than widely known and may include the intent to falsify official election results,” he wrote, raising Obama’s foremost concern without citing the CIA as his source. Reid also urged Comey to examine ties between the Trump campaign and the Russian government. Comey declined to be interviewed for this book, but the FBI had, by this point, already opened a counterintelligence investigation with this very mission.27
Reid, in his letter, had fired his own warning shot: He would not remain silent while Russia executed its operation, regardless of Obama’s position. “I wasn’t asking for permission to write the letters,” he said. “I don’t work for the White House. I work with them. We’re a separate branch of government.”28 Reid had at least one outside voice in his ear: that of John Podesta, the chairman of the Clinton campaign. “I was pushing particularly Reid,” Podesta told me, to press the White House to disclose details of Russia’s operation.29
With these battle lines drawn, Obama invited Pelosi, Ryan, McConnell, and Reid into the Oval Office at the start of September. His request was straightforward: for the four leaders to issue a statement about the Russia threat and the value of DHS security assistance. Ryan responded positively. Avril Haines’s impression was that “Ryan would have signed on to a bipartisan statement that condemned Russian interference in the election if McConnell had supported doing so.”30 (Ryan, through a representative, declined to be interviewed for this book.) But McConnell would not budge. “This is a state issue and the federal government should stay out of it,” he told Obama, based on Reid’s recollection. A visibly frustrated Obama retorted that covert electoral interference “should not be a partisan issue” and that he did not want to “appear to be favoring one side or another” with a statement of his own. The appeal didn’t work. McConnell acted as though “the administration was exaggerating the concern of Russian interference in the election for partisan political reasons,” Haines recalled. “I thought, ‘You have had decades to watch what goes on with the Russians, how can you possibly think we are making this up?’ ”31
After the meeting, Ryan circulated a draft statement that specifically cited Russia. “The two Democrats said, ‘Great, let’s go, we’re signed on,’ ” Denis McDonough said, but “for weeks Senator McConnell refused, in fact, struck any reference to the country of Russia from the statement drafted by the speaker.”32 McConnell also insisted on adding a sentence that said the federal government would not establish “any degree of control” over elections through a critical infrastructure designation. Speaking in McDonough’s office with Pelosi, Johnson argued that the sentence was inconsequential, because a critical infrastructure designation, by definition, would provide the federal government with no new authority. “The sentence is harmless” and “doesn’t make any sense,” Johnson told them, so “let’s just get them to sign it and get it out.”33
The final version, issued on September 28, did not mention Russia, but it did encourage states to shore up their electoral defenses. Few media outlets covered its release. The statement had become “so watered down,” Reid explained, that it effectively had no impact.34 Obama’s advisers have since blamed McConnell for undermining their efforts. It is true that McConnell, in the Oval Office meeting, worked against Obama. But it is also true that Obama had invited McConnell into the White House and, in the process, empowered his detractor to obstruct progress. “In retrospect they put themselves in a terrible position in September by in essence giving McConnell a veto for a lengthy period of time on the story,” Podesta said. Panetta, another former White House chief of staff, said that Obama’s approach was ill-fitted for modern political realities. “Congress is not going to simply support you because the partisanship has made it largely dysfunctional,” he said. “What that means is that presidents, in order to make clear that they are strong and that they’re not to be taken advantage of, have to take executive actions as commander and chief.”35
Paul Ryan, though, seemed willing to cooperate. So what was stopping the president from issuing a statement sans McConnell? When I asked Denis McDonough, he grew visibly tense. “McConnell has a long history on election infrastructure,” he responded, in reference to the senator’s legislative record. “So him being on the outside of it would have sent a very negative signal if your preeminent goal is to protect the fucking elections.”36
Outreach had proven costly. Johnson had conferred with state election officials, met resistance, and then abandoned the critical infrastructure idea. Obama had similarly opted to involve congressional leaders. McConnell, using his newfound leverage, delayed and then neutered the requested statement. Haines called McConnell’s position “one of the clearest examples of partisan politics hampering our national security.”37
—
Another component of Obama’s defensive strategy unfolded abroad. One way to prevent an Election Day cyberattack was to bolster the security of voting systems; another was to urge Russia to stand down. On August 4, the CIA director, John Brennan, spoke by phone with Alexander Bortnikov, his counterpart in the Russian government. Toward the end of their conversation, Brennan issued a warning similar to the one that Lodge had given Khrushchev in 1960: Interfering with a U.S. election would backfire, in that it would tarnish U.S.-Russian relations and unite Americans in outrage. Bortnikov, after offering standard denials, said he would relay the message to Putin.38 But in the ensuing weeks, the White House became even more concerned that Putin would order his hackers to alter votes or voter data.
Another debate emerged inside the Obama administration: how to engage Putin in person, on September 4 and 5, when both he and Obama would be attending a summit in China. Obama pressed his advisers on “what to say, when to say it, what to do, when to do it, should we tell Putin what we know, all those considerations,” according to Jeh Johnson. These questions alone warranted extensive debate. Ahead of the summit, Tony Blinken recalled, there were “multiple, multiple” meetings of the Deputies Committee, the Principals Committee, and the full National Security Council.39
The White House hosted a series of interagency discussions about Putin’s psychology and how to get inside his head. The consensus was that Obama should issue a private, in-person warning to the Russian leader. Haines said that while a warning would not address what Russia had already done to influence the election, it seemed to be “the most effective way to deter and stop the Russians from proceeding to affect the vote or otherwise continuing to lean into their interference in our elections.”40 Obama accepted the recommendation.
On September 5, the two leaders met face-to-face, at a precarious and historic moment in U.S.-Russian relations. Just twenty years earlier, Bill Clinton and Boris Yeltsin had won reelection and pledged to collaborate further. Now Obama was struggling to protect the United States from a massive covert operation that Yeltsin’s successor was overseeing. In China, Obama huddled with Putin, looked him in the eye, and threatened: “You fuck with us and we’ll take you down,” as one of his senior advisers put it. (Obama, recounting the exchange in December, said he told Putin to “cut it out” or face “serious consequences.”)41 The thrust of Obama’s warning had little to do with Russia’s efforts to manipulate minds and everything to do with the threat of direct vote alterations. “We delivered the message to Putin and others in response to what we were seeing in the state systems,” Monaco explained. “That was our focus.”42
Years later, Obama’s closest aides say his warning signaled strength. “The president of the United States doesn’t go to the president of the Russian Federation with a very robust threat based on restraint,” said McDonough, who argued that Obama’s “decisive action” and “clear messaging” did deter Putin. Other former advisers to Obama disagree. “I don’t think they mattered at all,” Celeste Wallander said of both Obama’s and Brennan’s warnings. Michael Morell, Obama’s former CIA chief, was similarly dismissive. “That is absolutely silly if anybody believed either one of those would be effective,” he said. “That’s not imposing costs or denying objectives. There is no deterrent effect whatsoever with either one of those. I just don’t see how anybody thought those could be helpful besides the PR benefit of being able to say you did it.”43
Initially, it appeared as though Obama, facing roadblocks at home, had deterred Putin overseas. Just after the summit, the U.S. intelligence community reported that Russia’s covert reconnaissance of voting systems had abated. “We thought, ‘Message received,’ ” Tony Blinken said. Within weeks, however, the White House was receiving new intelligence about Russia targeting America’s electoral infrastructure, according to four senior administration officials. “It was a steady state,” said Lisa Monaco, the homeland security adviser, of the frequency of Russia’s covert probes through October. “We did not see a spike. We didn’t see an escalation.”44
Whether one was forthcoming remained unknown.
—
Meanwhile, it was becoming harder to keep Russia’s operation from the American people. Back in early September, Jim Comey had offered to publish an op-ed about Russia’s theft and release of the DNC emails, as well as its probes of voter databases. But the White House had demurred. “The Obama team’s deliberations were, as usual, extensive, thoughtful, and very slow,” Comey writes in his memoirs.45 As September progressed, the case for going public grew stronger. Unconfirmed media reports about Russia’s operation were confusing voters. Clinton’s campaign team was shouting that Putin was trying to derail her candidacy. And inside the Obama administration, there was now “sufficient confidence and coordination among the relevant components of the intelligence community,” Avril Haines said, “to make a statement about Russian interference in the election.”46
In the Situation Room, Jeh Johnson clashed with Jim Comey. “I forcefully urged that we make a public disclosure,” Johnson said, but “there were others around the table, specifically Jim Comey, who believed that simply by making that public declaration, you’re playing into the Russians’ hands, by sowing the seeds of doubt about the integrity of our democracy.”47 Despite offering to run an op-ed, Comey argued that a public statement might “accidentally accomplish the Russians’ goal of undermining confidence in our election system.” Johnson retorted that American voters, akin to shareholders of a stock, deserved to know about market manipulators and that remaining silent was akin to political suicide. “Think about if we say nothing and [Trump] wins,” Johnson told his colleagues, “and it comes out that we knew what we knew and didn’t say anything, that would be unforgivable, it would be a scandal.” This argument eventually won over the room.48
But what should be said, and who should say it? Much of what Brennan had told congressional leaders would remain classified, including Putin’s personal involvement and preference for Trump. And Obama, as the head of the Democratic Party, opted not to issue the statement himself. “[Obama] had a clear favorite in the outcome of the election,” David Cohen said. “That played into how we publicized the issue.” In one meeting, Obama’s advisers went “around and around” debating, Johnson said, until he and James Clapper agreed to issue a statement together. Their nonpartisan positions lent them credibility. “We tried to have the least politicized parts of our government make the statement so it would be perceived as more credible and nonpartisan,” Haines said.49
In their announcement, Johnson and Clapper made two disclosures: first, that senior members of the Russian government had ordered the DNC hack and release and, second, that states had been experiencing scans and probes of their electoral infrastructure. Both of these revelations withheld key details. “At one point the draft said Vladimir Putin” had orchestrated the DNC release, Johnson recalled, but Putin’s name was subsequently removed. When asked about this change, Clapper grew irritated. There were “good reasons” at the time not to single out Putin, he insisted, and interagency debate and time constraints had hampered the editing process. “People parse the wording of a statement, amazing,” he told me in early 2019. “Look, you can go back and do coulda, woulda, shoulda’s all day long, two years later, okay?”50
The part of the statement about America’s electoral infrastructure was purposefully vague. The statement did not attribute the scans to the Russian government, although readers could draw that conclusion. “We were not in a position to publicly say, ‘We know it is the Russian government screwing around with the electoral infrastructure,’ ” Johnson said, as the White House sought to “warn people about the threat” without making it seem as though the vote would be “all manipulated [and] all screwed up.” The statement also stressed that it would be near impossible for hackers to change the outcome of the election, since America’s electoral apparatus was so decentralized. This point struck Johnson as misleading. “It’s a bit awkward because we say there are thousands of jurisdictions, it would be hard to alter, which in reality is not really true, because all you’d have to do is go to key precincts in key states,” he said.51
The statement was scheduled for release on October 7, which proved to be one of the most surreal and chaotic days in the history of American politics. That morning, Johnson briefed Clinton and Trump, separately, about an ongoing hurricane-relief effort. During his briefing, Trump invited Johnson to have lunch with him at Trump Tower after Obama left office. “Well, you know you might win,” Johnson replied, to which Trump said, dismissively, “Oh yeah, I might win.” Johnson was not “authorized” to tell either candidate about his impending statement. “When I hung up with Trump,” he recalled, “I said to myself, ‘Gee, I just told them about [the relief effort], and they have no idea about this statement that we’re about to issue.’ ”52
Johnson and Clapper released their statement at 3:00 p.m., anticipating that it would receive wall-to-wall coverage. But just after 4:00 p.m., The Washington Post published a recording from 2005 of Trump boasting to Billy Bush of Access Hollywood that he could grab women “by the pussy.” Then, at 4:32 p.m., WikiLeaks began uploading the personal emails of Clinton’s campaign chairman, John Podesta.53 Journalists immediately started sifting through the stolen emails, which were released on a daily basis through the election. “There were probably some instances where we covered the emails too much,” said Philip Rucker, the White House bureau chief for The Washington Post. “And I absolutely worry about being used as a tool of a foreign interference operation. But Russia understood the news media in the United States, Twitter, competitive pressures that news organizations face, and they knew what they were doing with those emails, dripping them out day by day, because every new piece of information the media would jump on.”54
Johnson and Clapper’s statement barely registered, in part because of the next phase of Russia’s operation—the WikiLeaks dump—and in part because of the Access Hollywood tape. “Our message got completely emasculated,” Clapper said. Johnson regretted that the statement was “below-the-fold news,” as reporters “ran off to chase after sex, lust, and greed.”55 Members of the Trump campaign paid the statement little mind. “It might have been different had Access Hollywood not come out; maybe [the statement] would have gotten more attention,” Steve Bannon said. “The Billy Bush tape was so overwhelming that I don’t even remember the Podesta emails coming out that day.”56
A week and a half later, at the final presidential debate, the moderator Chris Wallace asked Clinton about comments she had made about “open borders” during a paid speech about which “we’ve learned from the WikiLeaks.” Clinton quickly cited Johnson and Clapper’s statement and emphasized what Wallace had omitted: that Russia, not WikiLeaks, was behind the release. But Wallace’s focus was on the contents of the messages, not their source. Trump pounced. “That was a great pivot off the fact that she wants open borders. Okay? How did we get on to Putin?” he shot back, before casting doubt on the veracity of the October 7 statement. “She has no idea whether it’s Russia, China, or anybody else.”57 Trump’s obfuscation helped to divert attention from Russia until after the election. “It was in December, after the election, when the mainstream presses said, ‘Oh my God, the Russians interfered,’ ” Johnson complained. “We told you that two months ago.”58
But the Obama administration, too, made choices that limited the impact of the statement. The first was what was not disclosed. It was not until after the election that the U.S. intelligence community revealed that Putin was overseeing a complex interference operation to sow discord, hurt Clinton, and help Trump. “My instinct would have been to publicize and act earlier and just tell the American people this is what we discovered and this is what we’re doing against it,” said Dennis Blair, Obama’s first director of national intelligence. “The strange thing on all of this is that our enemies know and yet our own people don’t know. Who the hell are we keeping the secrets from?” asked Blair, who said it would have been “better for the country” had the White House disclosed more about Russia’s operation sooner. “We needed to impose penalties and I think we needed to give a lot more information to people as to what’s going on, and it was derelict not to.”59
The key revelation of the statement—that the Kremlin was behind the DNC release—had already been widely covered in the media. “The administration’s October statement was at best a marginal addition to the public’s knowledge,” Comey later wrote.60 Obama had also waited until October to disclose what his team had known for months. “We were wrestling with an unprecedented situation,” Johnson said, in defense of the timing of the statement. “The considerations as to whether to disclose were serious considerations. Are we compromising sources and methods? Are we playing into Trump’s hands, his talking points? Are we playing into the Russian government’s hands? I’m just glad we made the statement when we did and not on November 7.”61
Obama also chose not to issue the October statement himself. He delegated the task to Johnson and Clapper, as he had with Reid, Pelosi, McConnell, and Ryan. On this point, Obama’s closest aides are especially defensive. “I’ve heard the argument that had the president said it, and not the director of national intelligence and the secretary of homeland security, that more reporters would have covered it,” Denis McDonough said. “I think that’s bullshit. Reporters report. That’s what they do.”62
Obama, in grappling with an unfamiliar threat, had met resistance at every turn. The October 7 statement had received little play. McConnell had diluted the congressional statement. And some election officials remained wary of Washington’s intentions. By reaching out to states directly, DHS made some headway. Before Election Day, thirty-three state election offices and thirty-six local election offices let DHS assess the security of their voting systems.63 But this progress, while positive, was insufficient. Various states were still refusing to cooperate. “Ahead of elections, states reject federal help to combat hackers,” CBS reported on October 28, listing nearly a dozen states that had yet to accept DHS assistance, from New Hampshire to Georgia to Michigan.64
And despite Obama’s warning, Putin did not seem to be relenting. Russia’s targeting of electoral infrastructure, Celeste Wallander said, remained “active” through October. In early November, GRU officers sent malicious emails to more than 120 Florida county election officials, in an attempt to gain access to their computers. The FBI later concluded that the GRU successfully penetrated the networks of at least two Florida counties, exposing voter registration data.65 Just before the election, Michael Daniel, in a final ploy, used a cybersecurity hotline to warn Moscow to “cease and desist” its “scanning of and penetrations of the voter registration databases.” Within forty-eight hours, his counterpart in the Russian government had replied. It was “the normal Russian response,” Daniel said, “which was: ‘Received, send us more information.’ ”66
On Election Day, the U.S. intelligence community still believed that Russian hackers could, if authorized, alter voter data and even the actual vote count.67
It was up to Putin whether to pull the trigger.
Chapter 11
ELECTION DAY
When Jeh Johnson woke up on November 8, 2016, his mind was on Russia. He had already ordered DHS to establish a crisis response center, in case Russian intelligence disrupted the voting process. “That was my decision,” he explained, when asked who formed this secret team, which was prepared to offer “quick cyber assistance” to states, were a “cyber intrusion [to] manifest itself on Election Day such that people who show up to vote can’t vote, or there is a problem in the reporting of the votes.” For months, Johnson had tried to shore up America’s defenses. These efforts had borne some fruit but ultimately failed; electoral systems remained vulnerable. Johnson’s focus had thus transitioned from preventing a cyberattack to managing one.1
In secret, the Obama administration awaited an Election Day cyberattack. Emergency plans were in motion. “Everybody was prepared for the worst-case scenario,” Amy Pope said, including by establishing “a whole crisis team, a whole team, a pretty big team, ready to respond” to a Russian strike. “It was very high alert,” she said. “People were taking it very, very, very seriously.”2
At the center of this emergency apparatus was the White House. “We did, in fact, have an entire crisis team set up in the White House,” Michael Daniel said, as did the “usual national security agencies.” Daniel lacked direct evidence that Russian intelligence was still inside voter registration databases, but it seemed likely, given the intrusions that had been detected since the summer, as well as Washington’s limited insight into the security of state electoral systems. As voting progressed, Daniel updated Susan Rice and Lisa Monaco, who, in turn, updated Obama. “We were monitoring very carefully, not just on Election Day, but in the run-up to the election, whether there was any evidence of Russia mechanically distorting the vote, whether that was by manipulating or falsifying voter rolls, before or on Election Day itself,” Rice said, when asked about these crisis teams. “That was obvious to do and necessary to do.”3
Putin had signaled elsewhere that he would cause chaos as the election unfolded. The U.S. intelligence community was well aware that in Ukraine, Russian hackers had sabotaged electoral systems, and that in Montenegro, Russian intelligence had plotted an election night coup d’état.4 It seemed entirely feasible that Putin would escalate his operation against the United States the day of the election.
America was vulnerable, and Obama’s security chiefs knew it. “[Russia] could have done things as far as voter registration rolls; they could have done things as far as tallies,” John Brennan said. The White House considered it “very possible,” Amy Pope explained, that there would be “actual interference with the voting record and voting systems” on Election Day. For Jeh Johnson, the nightmare scenario involved “data being manipulated in a handful of key precincts in Miami-Dade, in Dayton, Ohio, in a key precinct in Michigan, a key precinct in Wisconsin, a key precinct in Pennsylvania.”5
The White House was most concerned that Russian hackers would manipulate voter registration databases. After arriving at polling places, voters would find that their addresses were inaccurate or that their names were missing altogether. “If that happened at scale, you could have a real problem. You would have chaos in the actual conduct of the vote,” Lisa Monaco said of this specific threat. As Americans struggled to cast their ballots, mass confusion would erupt, as would news reports of electoral tampering. Cyber experts might say Russia was responsible, but it wouldn’t matter, because Trump would say otherwise. “What did seem very plausible,” Avril Haines said, “was that [Russia] could affect the votes of a small percentage of the population by, for example, changing the addresses of registrants to make it more challenging for them to vote and thereby undermine faith in the election process.”6
Public polling pointed to Trump’s defeat. On Election Day, six forecasts tracked by The New York Times assessed that Clinton had a 71 percent, 85 percent, 89 percent, 92 percent, 98 percent, and greater than 99 percent chance of victory.7 Trump had signaled that he would not concede quietly. At the third presidential debate, he questioned the integrity of voter registration databases. “If you look at your voter rolls, you will see millions of people that are registered to vote…that shouldn’t be registered,” he said, before declining to say whether he would concede on Election Day, were Clinton to win. “I will tell you at the time. I’ll keep you in suspense.”8
It seemed obvious to Obama’s team that Trump, after losing, would label the election illegitimate. A cyberattack on electoral systems would strengthen his case. In this chaotic atmosphere, “law enforcement [was] planning for a contingency outcome,” Denis McDonough said, involving “instability [and] violence.”9 A separate strain of crisis planning focused on this scenario. “The working hypothesis was that Clinton was going to win, and that [Trump] was then going to go and incite people to violence by claiming that the system was rigged,” Pope said, so there was “planning around riots and all of that.” Pope went on, “The expectation was this was a guy who was not playing by the rules and if it served his personal strategy, he would very happily push a narrative that the electoral process was rigged against him.”10
The U.S. intelligence community was also tracking the looming uncertainty of what Russia intended for after the election. Covert electoral interference rarely ends with a specific vote. “The Russians already had shift[ed] gears,” Clapper said. “They were already anticipating [Clinton] winning the election, and were bent then on what they could do to undermine the legitimacy of her presidency.”11
The next phase of Russia’s operation, internal intelligence indicated, would begin just after Election Day. First, Moscow would reveal that voter data had been altered, legitimizing Trump’s claims of a rigged election. Next, Russia would leak information damaging to Clinton that the CIA knew the Kremlin possessed but had not yet released. “They fully expected Hillary Clinton to become president, and they wanted to have bullets they could use during her presidential term,” Brennan said, in explaining why Moscow held on to these materials. “It’s one thing to bloody a candidate, and it’s something else to be able to continue to wound a president of the United States, maybe on the eve of certain meetings,” he continued, “so there’s a clear rationale why you don’t want to shoot your entire wad prior to an election.” Brennan declined to elaborate further. Clinton said in an interview that she didn’t know of these withheld materials and did not believe they existed.12
Russia had “lots more stuff that they stole that they never released,” Celeste Wallander added, including from “people who might serve in a Clinton administration,” as well as “lots of stuff that they stole from Republicans that is compromising material that they could use if they wanted to.”13
But none of these uncertainties came to fruition. No cyberattack caused chaos at polling places. No files stolen from these unnamed individuals appeared online. The one thing taken for granted inside the White House—the outcome of the election—turned out to be wrong, too. Although Trump lost the popular vote by nearly three million votes, he won three pivotal swing states by a margin of fewer than eighty thousand votes and, therefore, won the Electoral College.14 Obama’s chief advisers, many of whom said Clinton’s lead had influenced their decision-making, were stunned. “It was kind of a shock to me personally how disconnected I was from flyover America,” Clapper said.15
In making sense of Trump’s victory, Harry Reid, the Senate minority leader in 2016, insists that the full scope of Russia’s operation remains unknown. With the CIA, the KGB, and the Stasi, the extent of their Cold War–era covert operations became clear only decades after they took place. The GRU archives have not been opened, and Putin’s closest advisers have not started talking. Once they do, Reid is convinced that the United States will learn that an Election Day cyberattack did take place. There is “no question,” Reid said, that Russian hackers covertly altered the vote count. “I think one reason the elections weren’t what they should have been was because the Russians manipulated the votes. It’s that simple,” Reid advanced, his only evidence being the concerns expressed by Jeh Johnson and others prior to the election about the exposure of America’s voting systems. “It doesn’t take a math expert to understand that by just changing a few votes, the outcome will be different. So, I have no doubt.”16
Obama’s leading advisers dismissed Reid’s theory, with a catch: They could not rule it out. “We saw no evidence of interference in voter tallying, not to say that there wasn’t, we just didn’t see any evidence,” James Clapper said. Susan Rice said that she had not seen any indication that Russia had “successfully altered votes or electoral databases.” And Denis McDonough said that “as of right now, our best information says that the person who was elected was freely elected.”17 Perhaps Reid will eventually be proven correct, or perhaps it is the straightforward and alarming notion of direct vote alterations that has continued to captivate him, as it did Obama.
After the election, Obama was left in a surreal position. The Election Day cyberattack he had envisioned had not manifested itself, but the candidate that Putin preferred had won. In an interview just before leaving office, he acknowledged that he had not grasped how the internet had so exposed Americans to foreign influence. “I underestimated the degree,” Obama said, “to which, in this new information age, it is possible for misinformation, for cyber hacking and so forth, to have an impact on our open societies, our open systems, to insinuate themselves into our democratic practices in ways that I think are accelerating.”18
—
The exposure of America’s electoral infrastructure was so glaring that it had dominated Obama’s decision-making process. One vector of Russia’s operation—intrusions into state voting systems—distracted from the other two: email releases and social media manipulation. “That is what they were focused on,” Victoria Nuland said, in explaining how the specter of vote alterations distracted Obama’s inner circle. “They were not focused at all on what we knew had been very effective elsewhere: the influence campaign, changing public opinion.”19
Obama had tried to deter a knockout punch on Election Day, but he had not at all deterred Putin from manipulating voters. Celeste Wallander said that leading administration officials showed “complacency” in their presumption that tactics like the email releases “wouldn’t have an effect” on the outcome of the election. To “get people to take this seriously—as being really important—was really hard,” she said. Jim Comey similarly sensed that Obama did not believe Russia’s attempts to influence voters would end up mattering much. “Why risk undermining faith in our electoral process, [Obama] seemed to conclude, when the Russian efforts were making no difference?” he writes in his memoirs. Some of the president’s key advisers accept the thrust of this analysis. “Without question,” Avril Haines said, “we did not have as clear a picture as we do now of what the Russians were doing and of the potential impact of their influence campaign.”20
The United States, which had long manipulated elections abroad, had forgotten a key lesson of this history: Covert electoral interference rarely involves changing votes directly but almost always involves changing minds. It’s a lesson that a previous generation of American policy makers would have known from experience. In 1948, the CIA arranged for Italian Americans to send millions of letters to loved ones in Italy, urging them to vote against the Communist Party. In 1964, no White House adviser would have said the only way to interfere in an election was to target the actual voting process. The CIA had, after all, just orchestrated a massive propaganda campaign against Salvador Allende of Chile. Letters, posters, pamphlets, articles, rallies—all were designed to influence opinion; so, too, were tweets and hacked emails in 2016. “There is no question,” Rice said, “that the advent of the internet has created new avenues of attack, not just for the Russians, but for everybody.”21
Whether Putin intended it or not, the threat of one type of interference—altering votes—had distracted Obama. “Why they decided not to do it? Maybe they never planned to,” Brennan said, of the cyberattack against electoral systems that never came, while maintaining that Russia was “prepared” to be “much more aggressive” in interfering in the election but “chose not to” escalate its operation. “I’m not sure how much we deterred, if we deterred anything, if we deterred a lot with the messages we sent.” John Podesta, a former counselor to Obama, said the president and many of his top advisers “misperceived the problem” in focusing on vote alterations, which he described as a “very narrow view” of Russia’s operation. “That’s where all their energy went and that’s where their warnings went to the Russians,” Podesta said. “They went to the direct interference rather than this indirect interference. I think that was a mistake.”22
One of the threats Obama underestimated was personal to Podesta: the hack and release of emails. This vector of Russia’s operation leveraged a core democratic attribute—the free press—by leaking documents that journalists would want to cover. “It’s really easy to blame reporters,” said Zeke Miller, then the White House correspondent for Time, but “undoubtedly those emails were newsworthy,” not least because “they provided a window into the functioning of a major party presidential campaign that was at times enigmatic to say the least, into the psychology of the candidate and the people around her…and their unvarnished thoughts on what was going on.” Philip Rucker of The Washington Post likewise said that the Podesta and DNC emails merited coverage because they were accurate and provided insights into powerful institutions. “If we did it all over again, we would still cover the emails,” Rucker said. “The coverage probably would have been a little less breathless,” he continued, but “we would not have kept information from the public if it were newsworthy.”23
What is inarguable is that the media aggressively covered the hacked emails, which reached voters’ minds at critical moments in the campaign. The emails “infected press coverage,” writes communications expert Kathleen Hall Jamieson, “add[ing] arguments to Trump’s rhetorical arsenal” and “foster[ing] an anti-Clinton agenda and frame in news.”24 The New York Times, for instance, ran at least nine stories on the contents of Podesta’s emails, with headlines like “Highlights from the Clinton Campaign Emails: How to Deal with Sanders and Biden.” None of those headlines mentioned Russia, in part because the Obama administration had not yet attributed the Podesta release to Moscow, and in part because insider details were more attention grabbing.25 “Our human nature is such that we’re going to focus on the truth rather than the medium, on the message rather than the medium,” said Paul Sonne, then a national security reporter for The Wall Street Journal, of the emails.26 Foreign policy professionals were left seething. “The New York Times ended up being a useful idiot of a Russian operation,” Celeste Wallander said. “They were an instrument of the Kremlin’s strategy. They let themselves be used.”27 In a December 2016 feature, three veteran New York Times reporters acknowledged, “Every major publication, including The Times, published multiple stories citing the D.N.C. and Podesta emails posted by WikiLeaks, becoming a de facto instrument of Russian intelligence.”28
John Podesta and Steve Bannon, regarded as the masterminds behind the Clinton and Trump campaigns, respectively, agree on at least one thing: Podesta’s emails received more media attention than they deserved. Journalists “treated news gathering and democracy the way BuzzFeed treats clickbait,” Podesta said, in their “somewhat obsess[ive]” coverage of his emails. “They pumped shit up, that if somebody had walked on a street corner and said it, it was like nothing.” Bannon found the contents of the emails insignificant. “When the emails came out, they were inner-office emails with some snarky shit in there. Does anyone even remember what the Podesta emails said today?” he said in September 2019. And yet, Bannon continued, reporters covered the emails “like it was the end of days.”29
—
For Russia, the email dumps proved spectacularly successful. The cost was negligible, and the benefits were immense. The first WikiLeaks dump, in July, sowed chaos and division within the Democratic Party; the second, in October and early November, revealed the contents of Clinton’s paid speeches to banks, received sustained coverage, and distracted her inner circle.
“It was the worst month of my life in the context of the worst two years of my life,” said Teddy Goff, Clinton’s chief digital strategist, of the period between October 7 and November 7, when WikiLeaks released thirty-three batches of stolen emails. “The psychological impact of that cannot be overstated. At a senior staffer level, [WikiLeaks] deliberately did it with a drop every day and twice some days. In addition to everything else going on, it’s like, ‘What am I going to find out tomorrow about my colleagues and what we’ve all been saying about each other?’ ”30 For Podesta, the month of October felt like “the fog of war,” as his private inbox became public fodder. “There’s yet another effect, which is personally the most painful and the most difficult,” he continued, which is that his correspondence spawned “a whole world of completely fake news which claims to be evidenced and proven by the emails even though it’s all fucking made up.”31
Russia’s hack and release of emails built on past practices. In 1976, the KGB sent U.S. newspapers a forged FBI file—a single document—about Senator Henry “Scoop” Jackson’s personal life. Reporters, playing the role of gatekeeper, opted not to run it, so the operation failed. In 2016, rather than create a single fake document, Russian intelligence stole tens of thousands of accurate documents. And rather than send those files to newspapers, Russian intelligence posted them online. “In today’s media world, we’re no longer the filter we once were,” said Peter Baker, the chief White House correspondent for The New York Times.
The Soviet Union’s totalitarian idea—nothing is private, and everything is the business of the state—had taken hold in the United States. “This was a window into something inherently private and secret,” Philip Rucker said. “In the case of John Podesta, it was exploiting his privacy and his personal space to be reading all of those emails, but once it becomes public, as it did on WikiLeaks, that’s not a reason to hide them from the public if it’s newsworthy.”32
—
And then there was social media. Emails aside, the U.S. intelligence community committed a major oversight: failing to detect Russia’s systemic manipulation of platforms like Facebook and Twitter. “We only scratched the surface of the depth and the pervasiveness of what the Russians were doing on social media,” James Clapper said. “I didn’t fully comprehend at that time the magnitude of what they were doing.”33 The rare journalists tracking Russia’s covert operations abroad anticipated what the U.S. government did not. In July 2016, Anne Applebaum wrote that a “host of fake websites and Twitter accounts with Russian origins” were “actively support[ing] Trump and are contributing to some of the hysteria on the Internet.”34 Washington’s attention, however, was elsewhere. Michael Daniel, now the head of the Cyber Threat Alliance, said that, despite certain warning signs, America’s national security apparatus “focused very little” on “understanding the scope and scale” of Russian interference across social media. In October 2016, the FBI’s Counterintelligence Division had a contractor examine Russian propaganda on Twitter rather than devote internal manpower to the task.35
It was not just the FBI that overlooked this threat. During parts of our interview, David Cohen, the CIA’s deputy director in 2016, stared at the ceiling of his law office, reflecting on the decisions he and his colleagues made ahead of the election. The U.S. intelligence community, he recognized, had not sensed the bigger picture. “We probably should have anticipated that what we were seeing, as is often the case in intelligence, was the tip of the iceberg,” he said. John Brennan, Cohen’s boss, said that, when Special Counsel Robert Mueller indicted a Russian entity for manipulating America’s social media environment, he was “unaware” of much of what Mueller’s team found. “I was aware of things that were happening but not a lot of specifics,” he said. “I do not know the full extent of what [Russia] did.”36
With the intelligence provided to him, Obama had responded to Russia’s operation based on its email dumps and probes of voting systems, without realizing that Russia was also covertly manipulating millions of Americans across social media. Michael Morell called this oversight “an intelligence failure”—and has said as much to his colleagues who were still in government in 2016. “There were Russians in Russia doing this,” he has told them, “and you didn’t see that, you didn’t have an asset, a human spy, or a technical penetration of the Kremlin, or of these organizations that were doing this, so that you could have told the president here is what they’re doing.” Douglas Wise, the deputy director of the Defense Intelligence Agency in 2016, agreed with Morell. “It was an institutional failure on the part of [the intelligence community] in our failure to anticipate that the Russians were adopting the use of these very powerful social media tools,” he said. “That certainly was on my part an individual failure.” Leon Panetta, a former CIA director, said the U.S. intelligence community had demonstrated “a real misjudgment of the capability” of Russia, not only with respect to social media, but with respect to its intentions generally. “Nobody anticipated the kind of bold effort that was involved” in 2016, he said, “and that is without question a real miss in terms of what our intelligence agencies are supposed to be able to protect us from.”37
Only in December 2016, when Obama ordered an interagency review of Russia’s operation, did his team begin to grasp what they had missed. “During the excavation in December,” Victoria Nuland said, “we found more than even Celeste and I, who had been considered paranoid lunatics in the summer, had expected.”38 The U.S. intelligence community then released a classified assessment of Russia’s operation to federal officials, as well as an unclassified version to the public. Its top-line conclusions, Brennan said, were the same as those he had shared with congressional leaders in August. Putin had directed a covert electoral interference operation to help Trump, hurt Clinton, and divide the United States.39
At the end of December, Obama, as planned, announced diplomatic and economic countermeasures against Russia.40 But many of his advisers now say those retaliatory steps were overdue and insufficient. “I don’t think anything we did deterred future action,” Wallander said. “We haven’t begun to raise the costs on the Kremlin for this kind of interference.” Morell said “what Obama did fell far, far, far short” and that “if I were Putin, I would have seen it as a slap on the wrist.” Even Haines said the president, near the end of his term, was reluctant to sanction Russia more aggressively, partially because Trump could undo such action once in office. “One issue, among many, that was raised,” she said, was that “if we enacted heavy sanctions, it would give the next administration, which seemed obviously less inclined to seriously counter Russian aggression, the excuse to roll those sanctions back upon coming into office.”41
Obama’s team had unearthed additional details about Russia’s operation, but much remained hidden. “We only scratched the surface of what the Russians were doing,” James Clapper said, “and a lot of that has come out since then.” As new information has emerged, many of Obama’s former advisers have concluded that the United States should have retaliated against Russia in the summer of 2016, after all. Clapper would have “preferred” that Obama announce the December countermeasures prior to the election. Tony Blinken added, “Knowing then what we know now, yeah, we should, absolutely should, have done more, faster, harder.” Sarah Bloom Raskin, the deputy Treasury secretary in 2016, said that, looking back, the sanctions that Obama announced in December amounted to a “light package,” relative to the severity of Russia’s actions. “From one perspective, the time to have protected all of this was before the elections,” she added, especially had the scope of Russia’s social media operation been better understood internally. “That was the point at which, possibly, you could have escalated the use of the [sanctions] tools to make Putin’s manipulation more costly,” she said. Other officials regretted that politics had influenced policy making. The “outcome of an election” is “too unknowable and too uncertain to predicate your policy on,” said Jon Finer, the State Department’s chief of staff, who “would have done more sanctions sooner.” He went on: “I would have just done what was in the interests of the country and in the interests of national security, and that cut very strongly in favor of telling people what had happened in a very clear and direct way and imposing very real and onerous consequences on Russia. We eventually got there. We got there slowly.”42
Obama, meanwhile, prepared to leave the White House. But first, he issued warnings about the threat he had underestimated months earlier: that foreign actors could manipulate American voters in new and powerful ways across the internet. In private, he urged Mark Zuckerberg, the head of Facebook, to combat fake news.43 And in an interview with ABC, he cautioned, “If we’re not vigilant, foreign countries can have an impact on the political debate in the United States in ways that might not have been true ten, twenty, thirty years ago.”44 The White House had spent months defending America’s electoral infrastructure. Now Obama recognized the need to defend America’s information space. But it was too late. Russian propaganda had already reached tens of millions of U.S. voters. The damage, as we will see, was already done.
Chapter 12
SOCIAL MEDIA
In June 2014, two Russian citizens, Aleksandra Krylova and Anna Bogacheva, arrived in the United States. Carrying drop phones, evacuation plans, and cameras, the pair spent twenty-two days traversing at least nine states, from Texas to California to New York. Then they returned to Russia and filed a detailed intelligence report about their trip. Krylova and Bogacheva were not mere tourists. They went to the United States with a mission: to lay the groundwork for a covert operation against America’s upcoming election.1
Krylova and Bogacheva worked for the Internet Research Agency, an information warfare center based in Saint Petersburg. Funded by a Russian oligarch with close ties to Putin, the group’s purpose was to spread propaganda on social media. Just before Krylova and Bogacheva’s trip, the IRA launched the “translator project,” which focused on targeting American audiences. Its “specialists” created Facebook pages, Twitter accounts, Instagram handles—entire lives that appeared to belong to real Americans. By the fall of 2016, the IRA’s monthly budget exceeded $1.25 million and the translator project had more than eighty full-time employees.2 The Kremlin had developed an off-the-books U.S. campaign, directed from inside Russia.
The U.S. intelligence community overlooked the work of the IRA. So, too, did Facebook. Alex Stamos, a computer scientist, became Facebook’s chief security officer in 2015. He left the company three years later, filled with regret. “I’ll be completely honest: Facebook fucked up. I fucked up,” he told me. Ahead of the 2016 election, Stamos’s team neglected to investigate the activities of the IRA. “We didn’t have the IRA stuff in 2016,” he said. “Nobody had a full grasp of it. Nobody did.”3
The clues were there. In 2014 and 2015, a handful of reporters published exposés about the IRA’s inner workings. These select journalists painted an alarming portrait: Inside a secretive factory, hundreds of people had assumed fictitious online identities and were spreading propaganda designed to influence public opinion in Russia, Ukraine, and America.4 Stamos’s team “went and shut a bunch of stuff down” in response to these articles. But, he continued, the investigation stopped there. “There was never an attempt to put together a dedicated team to follow up on that, and we should have.” Reporters moved onto other subjects.5 Inside the CIA, Steven Hall, the division chief overseeing Russia through 2015, said the IRA’s existence was such a poorly kept secret that he assumed its work was insignificant. “The fact that we were discussing this in a public venue would indicate to me that there was probably not a whole lot there,” Hall said. “But it turns out that the Russians were just being much more aggressive than we anticipated and cared apparently a lot less about being found out.”6
As 2016 progressed, Stamos felt good. His team, he recalled, was on top of GRU-run accounts probing the personal Facebook accounts of Democratic Party officials.7 “A known GRU account going and doing some reconnaissance—that was a Tuesday. Every week we handled three or four incidents like that,” Stamos said. “We reported that to the FBI,” he continued, but “got nothing back from them.”8 Disclosing the GRU’s activities publicly was out of the question; the potential blowback seemed too significant. “Everybody thought Hillary was going to win, and I think there was a huge fear, just as there was obviously in the Obama White House, inside of Facebook of looking like we were putting our thumb on the scale,” Stamos said. Just as Obama wanted Clinton to win, so did most of Facebook’s leaders. “Almost every member of the executive team, other than a couple of really important exceptions, was a Hillary Clinton donor or a donor to the Democratic Party,” Stamos explained, citing rumors that Sheryl Sandberg, Facebook’s chief operating officer, was in the running to be Clinton’s Treasury secretary. “The company was so kind of tied to the Democratic Party,” he continued, that “nobody wanted to be looking to help her win.” When asked about Stamos’s comments, Nathaniel Gleicher, Facebook’s head of cybersecurity since 2018, confirmed that the company detected “more traditional” targeting of specific accounts prior to the election, and that the standard “practice” at the time was to alert those targets and the FBI. “That’s why we didn’t make a public announcement,” he said. “Not because of rumors.”9
Election Day came and went. Trump became the president-elect. This third vector of Russia’s operation, executed by the IRA, remained unappreciated. “It was nobody’s job to track professional propagandists, especially with our elections,” Stamos said. “It was nobody’s job in the government; it was nobody’s job at the companies.” The IRA had been infesting social media platforms with content aligned with Putin’s objectives: to sow discord, help Trump, and denigrate Clinton.10 Only in 2017, during an internal probe, did Facebook officials grasp what they had overlooked. Concerns about the appearance of partisanship persisted internally. “The company just didn’t want to take the blame for Trump winning,” Stamos explained.11 Facebook went into damage control mode. “I can’t talk about it,” Sheryl Sandberg told me, when asked in June 2018 how Facebook was responding to Russia’s operation. “But we’re working hard on it.”12
Available figures on the IRA’s achievements, while incomplete, are stunning. On Facebook alone, the IRA reached an estimated 126 million Americans and generated 76.5 million engagements. On Twitter, the IRA generated 72 million engagements. On Instagram, the IRA reached 20 million Americans and generated 187 million engagements.13 On YouTube, the IRA posted roughly eleven hundred videos across seventeen channels.14 And, on Tumblr, the IRA reached 11.7 million Americans. Other platforms that the IRA targeted include Reddit, Pinterest, Medium, and LinkedIn.15 (The GRU also sought to influence American voters on social media, but its posts generated comparatively negligible engagement.)16
The work of the IRA can feel disorienting—so much propaganda, across so many platforms, with so many meanings. This chapter, in elucidating the work and significance of the IRA, advances two arguments. The first is that Russia, by transforming social media into a weapon of covert electoral interference, manipulated American voters more broadly and effectively than the KGB ever did. The second is that this achievement, while innovative, built upon decades-old ideas, which can be used to anticipate what Russia will do next. The novelty of the IRA is an illusion. Almost everything about its work marked a continuation of past practices, enhanced by new technology. “There is nothing new here,” said Porter Goss, the former CIA director. “What has changed is the platform—the devices, the means, the IT world.”17
There were three major consistencies between the IRA’s work and like-minded operations of the Cold War: the idea of molding minds across a penetrable news source, the objectives to sow division and advantage a specific candidate, and the methods used to attain these objectives.
THE IDEA
To mold minds, interfering actors identify and then manipulate conduits for information. This is what the KGB and the CIA did during the Cold War, when they corrupted newspapers, radio programs, and television stations. And this is what the IRA did in 2016, when its employees corrupted social media platforms. The cost of the operation was low, the accessibility was high, and the potential reach was vast. Any Russian with a computer could study and influence American voters. “It’s the new cheap warfare,” Nikki Haley told me while serving as UN ambassador. “Countries regardless of their wealth can now use this power to fight and infiltrate a country.”18
Social media had become a dominant part of America’s information ecosystem remarkably quickly. In 2003, neither Facebook nor Twitter existed. By 2016, many millions of Americans had plugged into these platforms and others, from Instagram to Pinterest to Snapchat.19 While surging in popularity, these companies systemically collected the personal data of their users. “It really amuses me about how people get all exercised” about government-run “ ‘mass surveillance,’ ” James Clapper said. “The government pales compared to the social media platforms, and the insight they have on individuals and personal information that people give up.”20 (Cambridge Analytica, a political analytics firm retained by the Trump campaign, used improperly harvested Facebook data to amass psychographic profiles of millions of American voters.)21
With these platforms came the ability to influence user behavior on an individual basis. Facebook understood this power early. In 2010, the company showed roughly 60 million Americans a post encouraging them to vote; researchers found that an additional 340,000 people cast ballots as a result of this intervention.22 American campaigns caught on. Political spending on digital advertisements in 2016 totaled $1.4 billion—a 789 percent increase from the previous cycle.23 “I’m not a believer in television [advertisements]—not with all the social media options around,” Steve Bannon said. Discourse on social media, research has shown, spreads to other information channels, such as cable news and fringe websites. Teddy Goff, the Clinton campaign’s chief digital strategist, described social media as an essential tool in modern campaigning. “These platforms are highly sophisticated attention-sucking systems,” he said. “That’s their whole business model.”24
Russia launched its own digital campaign that played by its own set of rules. With nearly two-thirds of U.S. adults getting at least some of their news from social media, Russia seized the opportunity to manipulate an election by manipulating minds.25 Putin’s strategists have since gloated about their ingenuity. “When the internet was being hailed everywhere as an inviolate space of unrestricted freedom, a place where everything was open to everyone and where all were equal, it was from Russia that hoodwinked humanity heard the sobering question: ‘So who are we in the worldwide web—the spiders, or the flies?’ ” wrote Vladislav Surkov, one of Putin’s closest advisers, in February 2019. “And today everyone’s rushing to disentangle the Net, including even the most freedom-loving bureaucracies, and to denounce Facebook for facilitating foreign interference.”26
THE OBJECTIVES
What the Internet Research Agency sought to achieve was entirely unoriginal. Its primary objective, to sow division, was central to Soviet operations inside the United States. During the Cold War, KGB officers divided Americans by staging hate crimes and spreading disinformation. “They have long tried to cause chaos and diminish democratic institutions,” said Bobby Inman, the CIA’s deputy director in 1981 and 1982. “But social media has made it so much easier, and you can do it directly.” Nor was America the only victim of Russia’s digital subversion. Juan Manuel Santos, Colombia’s president from 2010 to 2018, struggled to counter Russian attempts to “encourage and strengthen polarization” by interfering in his country’s social media environment. “Russia is more interested in maintaining the disorder than anything else,” he said.27
By May 2014, the IRA had incorporated this longtime aim into its U.S. operations. Intercepted and since released communications reveal that the IRA resolved to “spread distrust towards the candidates and the political system in general,” including by fomenting “political intensity through supporting radical groups, users dissatisfied with [the] social and economic situation and oppositional social movements.”28 Putin, ever the KGB officer, sought to weaken the United States and prove to the world—and especially to his own people—that the democratic model was flawed and penetrable.
To achieve Putin’s desired end, the IRA exploited preexisting fissures in American society. As Stamos put it, “They were looking to radicalize people that are already a little radical. You like Black Lives Matter, we’re going to try to make you hate cops. Do you dislike immigrants? We’re going to try to make you a super-villain, horrible, anti-immigrant racist.”29 Many of these posts intentionally contained lies, designed to mislead readers and go viral. On social media, disinformation thrives; MIT researchers have found that on Twitter false news stories spread far more quickly and widely than accurate ones.30 It is the ideal platform on which to spread hate. “What is most alarming,” H. R. McMaster, Trump’s former national security adviser, told me, “is the degree to which Russia was able to take advantage of divisions within our own polity and exacerbate those divisions in a way that pit communities against each other while diminishing confidence in our democratic principles, institutions, and processes.”31
—
The secondary objective of the IRA was also familiar: to advantage one presidential candidate and damage another, just as the CIA and the KGB had in elections around the world, and just as Moscow had attempted in America’s 1960, 1968, 1976, and 1984 elections. A few weeks after Trump launched his campaign, in July 2015, IRA-run accounts began posting pro-Trump content and attacking his Republican rivals, including Senators Ted Cruz, Lindsey Graham, and Marco Rubio—the Henry Jacksons and Ronald Reagans of 2016. The IRA developed an impressive following among right-wing voters: Content on its “Being Patriotic” Facebook page generated 6.3 million likes; on its “Stop All Invaders” page, 773,305 comments; and on its “Heart of Texas” page, 4.8 million shares.32
The other half of the equation was Hillary Clinton, Putin’s foe. In September 2016, an IRA supervisor criticized an employee for uploading a “low number of posts dedicated to criticizing Hillary Clinton” on the IRA’s “Secured Borders” page. “It is imperative to intensify criticizing Hillary Clinton,” the supervisor instructed.33 IRA specialists heeded this directive, spreading disinformation about Clinton’s personal email server, family foundation, and tenure as secretary of state. They especially derided her character. One IRA-run Facebook post displayed a picture of Clinton alongside the text “Hillary Is Our Enemy”; another showed Clinton and instructed users, “Like if You Agree: Hillary Clinton Is a Serial Liar”; while another warned, “Hillary Clinton Will Eliminate the Free Speech Rights of Anyone Who Gets in Her Way.”34 The IRA—along with Russia’s state-sponsored media outlets, Russia Today (RT) and Sputnik—frequently posted about the GRU-orchestrated email dumps. “There was a synergistic relationship,” writes Kathleen Hall Jamieson, “between the WikiLeaks releases and Moscow-backed social media content.” As has often been the case across history, overt mechanisms—in this case, RT and Sputnik—enhanced the covert components of Russia’s operation.35
IRA-run accounts also pushed veterans, evangelicals, and other traditionally conservative communities to vote while prodding traditionally left-wing communities to stay home or to support Jill Stein, a third-party candidate. This voter suppression effort especially targeted black Americans, who predominantly supported Clinton.36 In October 2016, the IRA-run “Woke Blacks” Instagram account posted, “[A] particular hype and hatred for Trump is misleading the people and forcing Blacks to vote Killary. We cannot resort to the lesser of two devils. Then we’d surely be better off without voting AT ALL.” The IRA targeted other minority groups. In early November, “United Muslims of America,” another IRA creation, posted, “American Muslims [are] boycotting elections today, most of the American Muslim voters refuse to vote for Hillary Clinton because she wants to continue the war on Muslims in the middle east and voted yes for invading Iraq.”37
The IRA further attempted to disadvantage Clinton by sowing confusion among left-wing audiences, including and especially Bernie Sanders supporters. Just before the election, an IRA-run Twitter account warned, “Heads Up: If you voted for Bernie in the Primaries, the Election Board will NOT let you vote for Hillary on Nov 8.”38 Even the most discerning voters had no way to know these misleading posts were produced outside the United States.
THE METHODS
Reaching voters is a prerequisite of manipulating them.
During the Cold War, the KGB and the CIA went to great lengths to influence as many voters as possible: funding news outlets, recruiting reporters, spreading physical propaganda, and orchestrating voter registration drives. Yet the “limited circulation” of certain pieces of KGB propaganda in the United States, its archives explain, meant they “were very unlikely to get any real resonance.”39 Social media offered new opportunities to influence the masses. To do so, the IRA had to attract an audience.
The first step was making it seem as though IRA accounts belonged to actual Americans. Foreign operatives do not enter the public square—or log on to Twitter—and declare their identities and intentions. Covert electoral interference necessarily involves cutouts, or middlemen, designed to hide the hand of the interfering actor. In East Germany, Georg Fleissman, the journalist, hid the Stasi’s hand from Leo Wagner. In Chile, corrupted reporters hid the CIA’s hand from the general populace. And in the United States, the IRA hid Russia’s hand from voters. “The thing that is powering this [operation] is their ability to lie about who they are,” Stamos said.40 For interfering actors, cutouts are essential. Without them, the covert becomes overt, and foreign machinations are exposed as such.
IRA employees lived inside these digital creations. Specialists focusing on Facebook had to manage six fake personalities at once. The all-consuming nature of this work took a toll. “Of course, if every day you are feeding on hate, it eats away at your soul,” a former IRA employee said in 2015. “You start really believing in it. You have to be strong to stay clean when you spend your whole day submerged in dirt.” Marat Mindiyarov, another former member of the IRA, described the organization’s disorienting nature. “Your first feeling, when you ended up there,” Mindiyarov told a reporter in 2018, “was that you were in some kind of factory that turned lying, telling untruths, into an industrial assembly line.”41
Like KGB officers, IRA specialists studied U.S. discourse before mimicking it. Supervisors offered feedback on whether posts “appeared authentic.”42 Proficiency in English was a prized asset. In December 2014, Mindiyarov, then an IRA employee, applied to join the U.S.-focused translator project, which paid handsomely. His entrance exam entailed writing a paper about Hillary Clinton. “I failed the test because you had to know English perfectly,” he later explained. “The reader must not have the feeling that you are a foreigner. The language demands were in fact very high.”43
IRA specialists, posting in English, sought to persuade Americans to engage with their accounts. One tactic was advertisements: The IRA purchased 3,393 online ads that reached more than eleven million Americans, at a cost of just $100,000.44 But more important, the IRA attracted followers through regular posts—tons of them, across multiple platforms. On Facebook, the IRA issued 61,500 posts across 81 unique pages; on Twitter, 10.4 million posts across 3,841 accounts; and on Instagram, 116,000 posts across 133 accounts.45 “This is an information ecosystem problem. This is not limited to one platform,” said Renée DiResta, an information warfare expert.46
IRA specialists tracked which elements of their content engaged the most people. They assembled detailed metrics reports and tailored their messaging to the news of the day.47 On September 11, 2016, when Hillary Clinton physically stumbled in public, IRA-run Twitter accounts quickly promoted hashtags like #ClintonCollapse, #ZombieHillary, and #SickHillary. Oxford researchers have found that IRA accounts entered into overdrive at other key moments in the campaign, such as the primary and general election debates.48 Posts about topical issues could generate significant activity. “When there were black people rioting in the United States we had to write that US policy on the black community had failed,” a former IRA employee explained in 2015.49 IRA-run accounts also frequently linked to polarizing local news stories, perhaps because U.S. adults tend to trust local outlets more than national ones.50
By 2016, IRA-run pages boasted hundreds of thousands of followers—akin to major regional newspapers.51 On Twitter, 118 IRA-run accounts had more than 10,000 followers, and 6 had more than 100,000 followers. On Instagram, 10 IRA-run accounts had more than 109,000 followers, including @Blackstagram (over 300,000 followers), @american.veterans (215,680 followers), and @sincerely_black (196,754 followers). And on Facebook, the IRA’s pages attracted an estimated 3.3 million followers.52
—
The size of these audiences lent the IRA’s accounts credibility. Just as newspapers unwittingly picked up the KGB’s propaganda, online influencers unwittingly picked up the IRA’s. On Election Day, Donald Trump Jr. retweeted the IRA-run @TEN_GOP account: “This vet passed away last month before he could vote for Trump. Here he is in his #MAGA hat. #voted #ElectionDay.” The IRA had worked hard to develop accounts like @TEN_GOP into “leader[s] of public opinion,” according to intercepted communications, so their posts would attract the attention of famous personalities. Eric Trump, Sean Hannity, Michael Flynn, Kellyanne Conway, and other conservative figures also unintentionally engaged with IRA-produced content.53 Their many followers were thus exposed to disguised Russian messaging.
The IRA used its digital cutouts not only to spread propaganda but to get people to do real things in real life. In May 2016, the IRA concocted and advertised competing demonstrations outside a Houston Islamic center. The dueling events generated mainstream media coverage—the ultimate aim of KGB operations a generation earlier, and the GRU’s focus ahead of the election.54 Then, in the summer and fall of 2016, the IRA planned pro-Trump rallies in New York, Florida, and Pennsylvania. Some of these events gained minimal traction; others attracted hundreds of Americans. One pro-Trump rally in Miami caught the attention of Trump campaign officials, who then posted about it on the candidate’s Facebook page.55 Digitally masked Russians persuaded Americans to help plan these events, from a Trump campaign volunteer who provided rally materials to another American citizen who was paid to dress up as Hillary Clinton in a prison uniform. These unwitting recruits had to be managed: The IRA kept an internal spreadsheet tracking the more than a hundred U.S. citizens its specialists had contacted.56
—
The gold standard of covert electoral interference is targeting voters based on their individual views and biases. In 1972, the Stasi weaponized the vulnerabilities of two lawmakers—Leo Wagner and Julius Steiner—to change history. More precise than any news article, this type of interference long proved difficult to execute at scale. Then came social media, which, by design, profiles each of its users. All Americans on Facebook relinquish information about themselves. Their locations, their interests, their backgrounds—all of it is recorded online.
Basic functions of social media platforms reveal the personalities of users. When an American joins a page like “Secured Borders,” he does so because of a personal investment in immigration issues. “People self-organize into these homogeneous hyperactive ideological echo chambers, as is intended by the platforms,” said Jonathon Morgan, the CEO of Yonder, an information integrity company. The IRA also used advertisements to reach specific types of voters: One thousand eight hundred and fifty-two of its ads incorporated interest-based targeting. “The thing that’s really special about advertising is it’s the only function on Facebook that allows you to put content in front of somebody who had no desire to see it,” Stamos said.57
The IRA also targeted voters by location, another long-running tactic of interfering actors. In Chile, the CIA only aided congressional candidates competing in swing districts. The IRA similarly focused on swing states. In June 2016, an IRA employee, under an alias, messaged a Texas-based organizer who explained the importance of “purple states like Colorado, Virginia & Florida.” From then on, the IRA “commonly referred to targeting ‘purple states’ in directing their efforts,” according to U.S. investigators.58 The IRA also incorporated geographic filters into about eight hundred of its advertisements. One IRA-run ad, issued in the fall of 2016, targeted voters aged eighteen to sixty-five within specific regions of Pennsylvania, a swing state, and with these specific interests: “Donald Trump for President, Job title: Coal Miner.”59
The IRA focused on fomenting tensions around the same racial and religious groups as the KGB once did—namely, black and Jewish Americans. “We tried to take advantage of all these differences,” Oleg Kalugin recalled, “to fan discord.”60 The IRA actively spread anti-Semitic content. One IRA-run Twitter account, for example, warned real-life Jewish reporters that Trump was “warming up an oven” for them.61 But above all, the IRA targeted black Americans. “By far, race and related issues were the preferred target of the information warfare campaign designed to divide the country in 2016,” the Senate has since concluded.62 On some pages, the IRA spread racist propaganda; on others, it attracted black Americans as followers. The IRA-run “Blacktivist” Facebook page generated 11.2 million engagements. The vast majority of the IRA’s 1,107 YouTube videos concerned race and police brutality. Five of the IRA’s ten most popular Instagram accounts focused on issues related to black Americans. And on Tumblr, the IRA appealed to black users on accounts like “blacknproud” and “black-to-the-bones.”63
Through these accounts, the IRA had two objectives: to suppress black voters, and to exacerbate racial tensions. “That’s an old Soviet tactic,” Kalugin said, “adjusted to the realities of political life today.”64 Russia’s current leaders, like the KGB’s, believe that America’s diversity is one of its greatest vulnerabilities. The IRA was seeking to exploit fissures already ingrained in American society. Some had to do with race and religion; others had to do with national unity. After Britain voted to exit the European Union in June 2016, the IRA cited this vote—in which its specialists had covertly interfered—in urging Texans to secede from the United States. “If Brexit,” one IRA-run post asked, “why not Texit?”65 The IRA, whatever its shortcomings, was certainly not lacking in ambition.
—
Across its accounts, the IRA weaponized fear—again, more of the same. The thrust of the CIA’s information warfare operation in Italy, according to David Robarge, the CIA’s chief internal historian, was to “scare the Italians into not voting for the Communists.”66 The IRA’s pages for left-wing audiences, right-wing audiences, and black audiences—all of them sought to scare voters. Conspiracy theories flooded online platforms. Some IRA-run accounts posted conspiratorial content about the murder of Seth Rich, who had worked for the DNC. (RT and Sputnik also amplified falsities about Rich’s death.) Others spread disinformation about pandemic diseases, vaccines, and even aliens. One IRA-run post went so far as to claim that the Hillary Clinton appearing in public was not actually Hillary Clinton. “Where is a real one?!” the post asked.67
The IRA’s scare tactics focused, in part, on the sanctity of the 2016 election. Its right-wing accounts alleged that voter rolls and voting machines had been corrupted, and that Clinton would “steal” the election. One account displayed a mug shot of Obama alongside the text “Like if You Agree: Obama Should Be Prosecuted for Enabling Voter Fraud.” Another post warned of systemic voter fraud and that “if Killary wins there will be riots nationwide, not seen since the times of Revolutionary war!!” As voting unfolded, the IRA issued posts about rigged election systems and impending violence.68
This aspect of the IRA’s scare campaign has raised eyebrows among experts. On Election Day, the GRU was in a position to alter voter rolls and the vote count, in order to make the election appear rigged. All the while, the IRA was alleging, in the shadows, that the election would be rigged. Celeste Wallander has become convinced that had Trump lost, Russia intended to use its “intrusions into some voting sites” to erase voter data retroactively, so it would appear as though “all these people voted [for Clinton who] weren’t registered” and therefore that Trump had been cheated. “[They’d] make it look like the Clinton people had done it: that there was nefarious activity, not by the Russians, but by Americans, and to cast doubt on the results.” Alex Stamos has reached a similar conclusion. “She wins, you’ve left all of these bread crumbs all over the place, and you create a bunch of new personas who are like, ‘I’m a pro-Hillary hacker,’ ” he said. “You can then have a social media disinformation campaign that is powered by the facts to push the idea and then make half the country feel like [the election] was stolen.”69
—
Once Trump won, the IRA stopped spreading propaganda about voter fraud delivering the election to Clinton. Putin’s preferred candidate was headed for the White House. The specialists who had managed multiple cutout accounts—and spent years manipulating American voters—were left wondering if they had secured Trump’s victory. It’s a timeless question, with one discernible pattern: An interfering actor whose preferred party triumphs naturally feels all-powerful. In 1948, after Italy’s Christian Democrats prevailed, CIA officers assumed their work had made the difference. IRA specialists reached the same conclusion. “On November 9th, 2016, a sleepless night was ahead of us,” one IRA employee recalled, in since intercepted communications. “And when around 8 a.m. the most important result of our work arrived, we uncorked a tiny bottle of champagne…took one gulp each and looked into each other’s eyes…we uttered almost in unison: ‘We made America great.’ ”70
Whether Russia’s operation actually proved decisive is a separate question. Kathleen Hall Jamieson concludes it is “likely” that the IRA’s campaign, along with the email dumps, changed the outcome of the election.71 Intelligence professionals like James Clapper have said the same.72 Even a former senior national security official in the Trump White House told me that Russia’s operation—a “direct assault on our sovereignty”—very well “may have been decisive” in its impact.
Others are not so sure. Yochai Benkler, a professor at Harvard Law School, argues that there is “little evidence” that Russia’s operation “actually made a meaningful difference” in tilting the election and that speculation to the contrary, if anything, has generated discord within the United States.73 H. R. McMaster went further: He disputed that Russia sought to help Trump at all. “Did Russia meddle in the election such that a particular candidate would win? I don’t think so,” he said. “I think it was just to sow chaos. Of course, because of the disruptive and unconventional nature of the Trump candidacy, that gave them an opportunity to polarize Americans even further.”74
What must be beyond debate is that the IRA influenced the minds of unsuspecting voters. Its divisive content spread far and wide, reaching more than 100 million Americans. “This content is being shared by thousands and thousands of real people,” said Renée DiResta, the information warfare expert, “so the idea that it had some impact, that it influenced or that it amplified the existing biases of the people who saw it, is actually indisputable to me.”75 Whether the IRA therefore flipped the election is unclear—and, if history is any guide, will remain so. What matters now is the perception of Americans and Russians. Inside the United States, this lingering question of decisiveness has divided voters and degraded trust in democratic institutions. Inside Russia, the degree to which Putin believes he succeeded will instruct his policy making. Feelings of triumph after Italy’s 1948 election inspired a generation of CIA-led electoral interference. Moscow, emboldened by Trump’s victory, may be headed in the same direction. (Indeed, after Trump won, IRA-run accounts entered into overdrive fomenting discord by, for example, advocating protests against the Electoral College.)76
—
So much of the IRA’s operation is familiar.
As with the KGB, the IRA covertly targeted a U.S. election.
As with the KGB, the IRA identified and weaponized an influential platform for information.
As with the KGB, the IRA aimed to sow discord and advantage one candidate over another.
As with the KGB, the IRA used cutouts to promote fear, secure the help of unwitting Americans, and manipulate voters based on their location, race, and interests.
And once Russia’s preferred candidate won, the IRA’s employees assumed they had made the difference.
These patterns of behavior provide a foundational understanding of covert electoral interference—past, present, and future.
—
What, then, about the IRA was groundbreaking? The answer has to do with both process and ambition—and everything to do with social media. Platforms like Facebook and Twitter enabled Russia to turbocharge preexisting tactics at little cost. Rather than work through a few human cutouts, the IRA created thousands of digital cutouts. Rather than spread a single line of messaging, the IRA spread many messages—to vote, not to vote, to beware of voter fraud, to be racist, to be outraged by racism—all at the same time and all tailored for specific audiences. In the pre-digital era, interfering actors could target a few voters specifically or reach many voters randomly. Social media empowered Russia to manipulate the masses and to do so in a targeted way. For David Cohen, the CIA’s deputy director in 2016, this aspect of Russia’s operation was a major break from the past. “I feel it in my bones,” he said. “Harnessing this new technology, this new capability, to essentially broadcast to millions of people, and to target those broadcasts to people who you are able to identify as particularly receptive to the message, that is different.”77
The other revolutionary aspect of the IRA was that its specialists so deeply penetrated the world’s most powerful democracy. During the Cold War, the KGB and the CIA influenced the masses in faraway countries, but Russia was never able to do so in America. The internet changed what was possible. What was unprecedented about Russia’s operation, said Jake Sullivan, a former senior State Department official and policy adviser to Clinton, “was the degree to which the Russians were able to take to scale the weaponization of political discourse.”78 In September 2016 alone, IRA-run accounts reached up to thirty million U.S. citizens.79 Titans of U.S. national security cannot help but marvel at Russia’s ingenuity. “The speed with which they recognized the opportunities that social media presented and the skill with which they have executed on them—pretty dazzling,” Bobby Inman said. “To some extent, good on them for figuring out how to do it,” added Cohen. Tom Donilon, a former U.S. national security adviser, put it best: Putin saw both “a weakness in the West in terms of internal divisions” and “the power of these social media platforms,” and “he sought to and did take advantage of it in a brazen way.”80
Today, the United States is struggling to address its newfound exposure. “This social media stuff, it’s a different world,” said Harry Reid, the former Senate leader, who was born in 1939. “To completely understand social media, you have to be less than thirty years old.” American officials, many of whom feel personally unfamiliar with social media, also lack authority over these platforms. Just as the White House had to rely on states to report intrusions into voting systems, the federal government must rely on social media companies to provide data related to foreign interference operations. (Lawmakers could regulate these platforms, to be sure, but they cannot censor them or seize their files.) Under immense pressure, Facebook and Twitter have revealed certain details about the IRA’s operation, but smaller platforms have not. Much about the IRA’s work therefore remains unknown. “We don’t know anything about Russian activity on any of these other sites,” Stamos said. “But I guarantee they’re doing it, because it is a lot easier.”81
Other democracies are grappling with the consequences of the social media age. In 2019, Germany both restricted Facebook’s data-collection practices and fined the company for underreporting instances of hate speech.82 A challenge for foreign countries is that social media platforms like Facebook and Twitter are based in the United States. “Imagine how much harder it is for a government outside the United States to get information from them,” said Robert Hannigan, who led GCHQ, Britain’s equivalent to the NSA, from 2014 to 2017. National security officials in London are at a loss. “There is no bit of government that does monitoring on social media to see whether it is being used systematically by a foreign power,” Hannigan explained, as surveilling social media could jeopardize civil liberties. “There is something about the cross international nature of social media that just disempowers sovereign parliaments.”83
Democracies like the United States must maintain their openness while also defending their electoral sovereignty. Leaders like Vladimir Putin and Xi Jinping of China can monitor and censor their digital environments. Open societies cannot. “In this day and age, especially with social media, trying to control or manage the content of what is out there and who puts it out, it is the challenge of our time,” said John Brennan, the former CIA director.84 For now, policy makers are pessimistic. “I don’t believe that we can get the social media influence campaigns to near zero, because the openness of our social media ecosystem is a feature, not a bug, of democracy, so that is something we more have to manage,” Jake Sullivan said. Alex Stamos predicted that the operations of foreign organizations like the IRA cannot be brought even “close to zero.” And Nadia Schadlow, a former deputy national security adviser for strategy to Trump, said that this challenge is not necessarily Washington’s to resolve. “The problem in responding to disinformation is that the U.S. government does not have a serious operational capability to respond,” she said. “We don’t own the internet platforms. So as people get upset, given Russian actions, they have yet to articulate how—operationally, how—the U.S. government should respond on private platforms. The problem is broader than government.”85
Chapter 13
INACTION
Before 2016, the threat of covert electoral interference was not a part of America’s domestic consciousness. The FBI focused on other challenges. Politicians spoke about other issues. Researchers studied other forms of covert action: arms programs, assassinations, and staged coups.1 Then Vladimir Putin struck, and the vulnerabilities of democracy were laid bare. “The American populace understands now—to a much greater level than the past—what hybrid warfare is, what political warfare is,” Nadia Schadlow said. “In a sense, that is a good thing; that is a silver lining to this: We’re a bit less naïve.”2
The specter of covert electoral interference now hangs overhead. John Brennan retired in 2017 having reached two conclusions. “One is how persistent and insidious Russian efforts are going to be, particularly under Putin, to try to manipulate and exploit events outside their border. We have to come to grips with that and we have to realize that. It’s in his blood,” Brennan said. The second, he continued, is “just how exploitable the digital environment is for nefarious purposes.”3 Leading intelligence and law enforcement officials are bracing for the next digital assault upon America’s electoral sovereignty. “It wasn’t a single attempt,” Special Counsel Robert Mueller said in July 2019, regarding Russian interference in American elections. “They are doing it while we sit here. And they expect to do it during the next campaign.” That same month, the FBI director, Christopher Wray, put it even more bluntly: “The Russians are absolutely intent on trying to interfere with our elections.”4
The call to action is clear. Yet since January 2017, little has been done to address America’s exposure. Fiona Hill, the top White House adviser on Russia until the summer of 2019, testified before Congress about this lack of progress. “Right now, Russia’s security services and their proxies have geared up to repeat their interference in the 2020 election,” she said. “We are running out of time to stop them.”5
—
The elephant in the room is that President Donald Trump has never shown interest in securing America’s elections. Rick Gates, his former deputy campaign chairman, has testified that in July 2016 Trump spoke with an associate by phone and then relayed that “more information would be coming” from WikiLeaks.6 Trump also asked Russia, openly, to find and release Hillary Clinton’s emails. As the election approached, Trump was aware, at the very least, of reports that Russia was helping his campaign. “The [Trump] Campaign expected it would benefit electorally from information stolen and released through Russian efforts,” Robert Mueller’s team concluded in its final report.7
Trump’s attitude matters greatly. In 1961, Nikita Khrushchev attempted to establish influence over John F. Kennedy by telling him that Moscow had assisted his candidacy. Because Kennedy had been unaware of the Soviet Union’s efforts, he had no debts to repay. Trump was no Kennedy. His posture more closely mirrored that of Alcide De Gasperi of Italy, who knew of the CIA’s work on his behalf, and Eduardo Frei of Chile, who hoped that Washington would downplay its support for his campaign so that his domestic standing would not suffer. After winning the presidency, Trump became, in this sense, the newest member of a distinct club: leaders who came to power psychologically indebted to foreign actors and insecure about their electoral legitimacy. “Trump thought the fact that the intelligence community assessed the Russians had interfered in the 2016 election was his Achilles heel,” Hope Hicks, Trump’s longtime adviser, told federal investigators, based on notes taken during her testimony. “Even if it had no impact on the election, Trump thought that was what people would think. He thought the assessment took away from what he did.”8
In this context, Trump has not recognized the threat of covert electoral interference, let alone crafted a response to it. In the second and third presidential debates, he said that Clinton “doesn’t know if it’s the Russians doing the hacking. Maybe there is no hacking,” and that she “has no idea whether it’s Russia, China, or anybody else.” In November 2016, as president-elect, he said, “I don’t believe they interfered,” and, “It could be Russia. And it could be China. And it could be some guy in his home in New Jersey.” As president, Trump has, at points, acknowledged Russian “meddling” in the election, but usually with qualifications, and almost always backtracking later. In July 2017, he said, “It could very well have been Russia, but I think it could well have been other countries.” And, in July 2018, Trump, standing next to Putin at a news conference in Helsinki, said, “I have President Putin; he just said it’s not Russia. I will say this: I don’t see any reason why it would be.”9
Many of Trump’s security chiefs know that Putin cannot be trusted. “My reaction to President Putin’s statement is that he’s lying, like he is all the time,” H. R. McMaster said, of the Russian leader’s denials at Helsinki and elsewhere. “He’s crossed the line to what one of my British colleagues calls implausible deniability.” (McMaster and Trump reportedly clashed internally over Russia policy, but McMaster declined to comment on any such tensions.)10 Elaine Duke, Trump’s former acting homeland security secretary, was puzzled by Trump’s reaction to Putin’s denials. “Did Trump really believe him? I don’t know. Or did Trump pretend to believe him because it fit his agenda?” she asked. “What is that game they’re playing?”11
Whatever the game, its result has been to sow confusion among Americans. Just one in three Republicans believes that Russia sought to influence the 2016 election in Trump’s favor.12 “When the president gets out publicly and denies it all, that introduces dissonance in the electorate, and people in the hinterlands don’t know what to think,” said a former senior NSC adviser to Trump who worked in the White House for more than a year and frequented Oval Office meetings. “It’s powerful, and the Russians know that’s powerful.” Trump is not the first head of state to deny established but inconvenient facts. Just as Putin implausibly claimed in 2014 that his soldiers were not in eastern Ukraine, Trump has rejected the consensus of the U.S. intelligence community. These denials have had a similar effect: shifting debate away from how to respond to a threat to whether the threat actually exists. “Is he doing it because he doesn’t want to be seen as an illegitimate president? That may well be the case,” said the former NSC adviser. “Is he doing it because he’s covering for the Russians? I don’t know.”13
Inside the government, officials have tried to ignore Trump’s rhetoric and get to work. But for political appointees, acknowledging Russia’s operation publicly invites personal risk. In February 2018, while speaking at a conference in Munich, H. R. McMaster said it was “incontrovertible” that Russia had interfered in the 2016 election, just a day after Mueller indicted thirteen Russians for doing so. “There was no plan or anything there. I wanted to be behind the scenes,” McMaster said, regarding his mindset at the time. Trump quickly tweeted that McMaster “forgot to say that the results of the 2016 election were not impacted or changed by the Russians” and that a range of actors could have influenced the contest: “It may be Russia, or China or another country or group, or it may be a 400 pound genius sitting in bed and playing with his computer.” Within weeks, Trump replaced McMaster. “When I was done, I was done,” McMaster said. “I just resolved from the beginning that I was not going to fight to keep my job.”14 McMaster’s departure, one of his subordinates said, served as a warning for other administration officials: Don’t “speak out strongly on this issue.”
Some members of Trump’s national security team left the White House having concluded, reluctantly, that the president was impeding efforts to defend America’s electoral sovereignty. A former senior official in Trump’s White House said it was “perplexing” that the president sought to “minimize what were Putin’s activities” in the 2016 election, even as the U.S. intelligence community concluded that “this actually is a big deal.” This official, clearly frustrated, continued, “Whoever won, the responsible thing to do would have been to really make this a priority, this is simply unacceptable, and push back hard on Russia, but perhaps because of this president’s clear penchant for liking strongmen…he’s not being as forceful as he should, and that’s unfortunate.” A former senior NSC adviser to Trump, referenced earlier, said that the West Wing was inhospitable to forward-looking policy making on this issue. “If you say the Russians interfered in our elections,” the official said, “what President Trump hears is, ‘Okay, you don’t think my election was legitimate; you think I cheated my way into the White House,’ and so he kind of goes off the reservation.” At the highest levels, Trump’s team has focused on assuaging his electoral insecurities. “We talked less about the purpose than the not purpose” of Russia’s operation, Elaine Duke said, “and what I mean by that is that it didn’t change votes.” Beyond that, she continued, electoral security “is definitely not consuming a lot of time operationally” within the White House.15
Trump has stymied but not stopped efforts to bolster America’s electoral defenses. The president is not all-powerful: Federal departments, states, and cities have their own authorities. Many of his agency heads have warned that America is exposed. Joseph Maguire, as Trump’s acting director of national intelligence, testified that the “greatest challenge” before the U.S. intelligence community “is to make sure that we maintain the integrity of our election system.”16 Christopher Wray, in an email, told me that responding to foreign operations against U.S. elections is a top priority for him and the FBI.17 This position is commonplace: Most of Trump’s security chiefs have, at the very least, affirmed the U.S. intelligence community’s assessment of Russian interference in the 2016 election.18 “I don’t remember any disagreement where people said: ‘Did this really happen?’ ” Elaine Duke said. “When the intel community tells you something, you generally believe it.” DHS has continued to respond to state requests for election assistance. The U.S. military has even taken offensive steps against Russia. In November 2018, America’s cyber warriors disrupted the networks of the Internet Research Agency.19 “We did all of that and more,” a senior Trump appointee in the Pentagon told me. (McMaster said that inside the Trump administration officials broadly “recogni[zed] that you can’t defend yourself effectively if you aren’t able to use offensive capabilities” in cyberspace.) And in July 2019, Dan Coats, then the director of national intelligence, established the position of intelligence community election threats executive, charged with coordinating the fight against foreign operations to influence U.S. elections.20
—
These steps, while productive, exist without a presidential mandate. “Left to themselves, the cabinet officers would have gone even farther, even stronger, but their recommendations were watered down by the West Wing,” said the former senior NSC adviser, who found that, following Russia’s attack in 2016, Trump’s department and agency heads were “unified in their view of the threat and unified in the view that we ought to take actions to mitigate the threat, but that doesn’t seem to be in step or in line with where the president is.” Where this dynamic has played out most visibly is with Congress. In 2017, lawmakers overwhelmingly approved new sanctions against Russia in retaliation for its interference operation. Trump signed the bill into law while still lambasting its provisions.21
Two different accounts exist as to the president’s mentality at the time. Of the bill, McMaster, then the national security adviser, said that there was “no one slowing it down,” that there was “alignment between the president and Congress,” and that the sanctions “imposed a significant cost” on Russia.22 Others advising Trump at the time disagree. “The president would have vetoed the additional sanctions legislation in the summer of ’17 except that the majority was veto-proof,” the senior NSC official said. “If he could have gotten away with a veto, he would have vetoed it.”
Since 2016, the United States has been sending Russia conflicting messages. Lawmakers and agency leaders claim the country will tolerate no interference in the 2020 election. Trump, however, not only has failed to acknowledge the threat of Russian interference but also privately invited the president of another country, Ukraine, to investigate one of his 2020 rivals.23 Three of Trump’s former foreign policy advisers said they fear the president wants Russia to assist his reelection campaign. “I don’t think the Russians are particularly frightened about what might happen to them if they try this again,” the former senior NSC adviser said. Trump, like Boris Yeltsin, cares more about preserving his power than about preserving the sanctity of an election—only in this instance, Moscow holds all the cards. Inside the Kremlin, the former NSC adviser continued, Putin and his lieutenants have likely concluded, “We don’t expect a lot of problems from the American president,” so we can “do this again without a risk of a serious consequence.”
Putin’s meetings with Trump have surely informed his decision-making process, but Trump has kept the details of those conversations secret. At the 2017 G20 Summit in Hamburg, Trump spoke twice with Putin. In the first meeting, his secretary of state and interpreter were present, but, according to The Washington Post, Trump subsequently confiscated the interpreter’s notes. In the second encounter, the two leaders spoke at length, with only Putin’s interpreter joining. At Helsinki, Putin and Trump met for two hours—once again, flanked only by interpreters.24 “Was there a reason that he didn’t want anybody to be overhearing the conversation?” the former senior NSC adviser asked. “It’s problematic when the president meets with Putin and there are no notes, no records, no transcripts….It’s very hard to know what was discussed, what was agreed, it’s almost unprecedented, maybe it is unprecedented.” Over time, some White House officials came to suspect that Trump was speaking by phone with Putin—without alerting the NSC—in conversations left off the public record. “I suspect it may have happened,” the former senior NSC adviser to Trump continued. “I know there were cases where he spoke with Putin where we were not present or the transcripts were not generated….I can’t say with certainty that we were even aware every single time he may have spoken with Putin.”
This senior NSC official spent more than a year inside Trump’s White House trying to think of an explanation for the president’s friendliness toward Putin and apathy toward America’s electoral security. “By the end of my time there,” the official said, “I reluctantly concluded, as did many of my peers, that Trump was doing Russia’s bidding, and that Russia had leverage over him.” The official offered only suspicions, based on Trump’s posture and policymaking toward Russia, but no evidence in support of this allegation, which Trump has long denied.25
For now, there is but one certainty: Trump will not be the president to spearhead a national response to the threat of covert electoral interference.
—
But this challenge is not just about Trump. There will be another president, and his or her administration will face an uphill battle in defending America’s electoral sovereignty while helping other democracies do the same. America’s vulnerabilities run far deeper than just one person. Trump’s neglect aside, he did not expose America’s elections. Russia targeted the 2016 election when Barack Obama was president. There are systemic reasons why the United States has not united against this threat.
Russia’s 2016 operation was a matter of national security, to be sure, but it also preyed on preexisting divisions. Americans are at odds with one another. Just 17 percent of Republicans and 20 percent of Democrats say their political parties work together, and less than half of both Republicans and Democrats value politicians who seek compromise.26 Deal-making is out of fashion. “Politicians that are bipartisan are having trouble. It’s almost like you’re looked down upon if you can make a deal,” said Elaine Duke, who regrets that “politicians that are doing hate politics…[are] most popular,” as lawmakers display a “hate level to match Trump’s hate level.”27
Pillars of American democracy have decayed. Local media is in crisis. Since 2004, nearly two thousand community newspapers have gone out of business or merged; many more have been hollowed out.28 This trend has critical implications for foreign interference: As America’s media environment becomes increasingly national, the news becomes easier to manipulate. Mainstream outlets devote resources to chasing sensational tweets and document dumps, while citizens look to social media, in part, for local news. Meanwhile, public schools offer either limited or no instruction on how to be an informed citizen in a digital democracy. “The critical factor in the Constitution to make this work is an informed electorate. We have a disinformed, misinformed, uninformed electorate these days. An informed electorate: That should be on our tombstone. Where is the informed electorate?” demanded Porter Goss, the former CIA director. David Cohen, the former CIA deputy director, likewise said, “We don’t have as well-informed a citizenry as we ought to have, so people are more susceptible, you have less critical-thinking skills, they’re just more susceptible to basically buying bullshit.”29
In this environment, the United States is struggling to unite against any threat, let alone one that its president says does not exist. Turn on MSNBC and Fox News, and it is apparent that two realities have emerged inside the United States. A recent Wall Street Journal headline captured the status quo: “Democrats and Republicans Aren’t Just Divided. They Live in Different Worlds.”30 The more divided a democracy, the more fragile it becomes, and the less able it is to defend itself. Milan Svolik, a political scientist at Yale, has argued that “deep social cleavages and acute political tensions—polarization, to use a term recently in vogue—undercut the public’s ability to curb the illiberal inclinations of elected politicians,” as voters prioritize partisan interests over the health of their democracy.31
Entrenched polarization is a national security threat, especially on matters of covert electoral interference. Foreign actors do not create societal divisions; they inflame them. On this point, H. R. McMaster and Susan Rice, the former national security advisers, agree. “[Russia] didn’t create the fissures, but they’re taking advantage of the fissures,” McMaster said, in order to “polarize our polity, our society, and diminish our confidence in who we are as a people.” Rice likewise said, “The thing that makes us most vulnerable is not simply what the Russians are doing. It is that we are ourselves internally divided, and we don’t consume information intelligently.”32
The United States was and remains a ripe target, unable to muster a coherent response to its exposure. Its citizens do not trust each other. Facts are up for debate. Anger is pervasive. Russian leaders have long worked to tear apart the United States from the inside, to show the world that democracy does not work. Americans have, in recent years, been making this mission easier. “So much of this is about getting our own act together,” said Jon Finer, the former State Department director of policy planning, and “address[ing] our own democratic deficiencies and failings.” In seeking to discredit the democratic model, he continued, Russia need only shine “a fun house mirror” on America’s divisions. “They aren’t creating racism or corruption in the United States,” he said. “We are doing a pretty effective job through our own dysfunction, and Europe as well, at revealing the limitations of a model that we have been waving in everyone’s faces as the be-all and end-all.”33
America’s enemies benefit when America is divided. Russia favored Trump, in part, because he is a divisive figure. He was, as Jeb Bush warned in 2015, a “chaos candidate” who would be a “chaos president.” Every time Trump defies a norm, provokes a political crisis, or threatens an opponent, American democracy erodes, and Russia celebrates. The examples are numerous. In August 2017, Trump said there were “some very fine people on both sides” of violent protests in Charlottesville, Virginia, involving neo-Nazis and white supremacists, one of whom murdered a counterprotester. In July 2019, Trump told four congresswomen of color to “go back” to their home countries, even though three of them were born in the United States and the fourth was a U.S. citizen who had fled war-torn Somalia as a child. Who needs the IRA when the president is sowing racial discord so openly? And in October 2019, Trump accused the lawmakers Adam Schiff and Nancy Pelosi of “treason”—a crime punishable by death—as they investigated his presidency.34 It was an authoritarian moment, brought to the United States by the candidate Russia helped elect. Trump “is the quintessential autocrat,” John Brennan said. “He is following almost to the letter the playbook of authoritarian leaders: you discredit the media, you control the judiciary, you control the intelligence security services, you delegitimize and discredit anybody who poses a threat to you, you keep harping on it and harping on it, and then it becomes into the bloodstream of the public perception.”35
The exposure of Russia’s 2016 operation, rather than forge a consensus around electoral security, has only split Americans further. The Mueller investigation, probes in the House and Senate, Trump’s allegations of a witch hunt—all of it has fostered division. “As long as this remains the issue and we’re arguing about it,” said Tony Blinken, the former deputy secretary of state, “the Russians don’t have to do anything else and it creates some of the doubt that they’re trying to sow.” Arturo Muñoz, who worked for nearly thirty years as a CIA officer, likewise said, “This is what Putin wants. He wants us to be arguing. He wants us to be afraid of his hackers. And he’s achieved it with stunning, stunning success.”36
—
A challenge in the years to come will be that citizens, depending on their politics, tend to exaggerate or minimize the threat of covert electoral interference. Millions of Republicans do not believe that Russia interfered in the 2016 election. Elaine Duke, Trump’s former acting homeland security secretary, argued that “we have to raise the visibility” of this issue and “recognize that it is a threat” rather than “make the American people feel comfortable” to avoid generating alarm. “What we need is some more moderate politicians that will agree on something. In the past we would agree that Russia was the enemy,” she continued, but today, as Democrats and Republicans clash with one another, “Russia is off scot-free.” As Trump minimizes the threat of Russian interference, many Democrats have portrayed Putin as ten feet tall, a characterization that aligns with their party’s interests, and, inadvertently, with Russia’s. Putin wants to seem all-powerful. The Russians “were more than happy to get caught,” said Douglas Wise, the deputy director of the Defense Intelligence Agency in 2016. “All eyes go, ‘Holy crap, those Russians are ballsy,’ ” causing other countries to conclude, “ ‘Holy crap, they did that to the U.S.? They’ll crush us.’ ”37
Americans themselves are losing faith in democracy. A striking 40 percent of U.S. adults say they favorably view a system of governance in which “experts, not elected officials, make decisions according to what they think is best for the country,” while 22 percent say they favorably view a system where “a strong leader can make decisions without interference from parliament or the courts.” Just 18 percent of U.S. adults believe their democracy is working “very well”; 61 percent want “significant changes” made to their government’s structure and design.38 Gerrymandering, dark money, gridlock, voter suppression, economic inequality—these phenomena have convinced millions of Americans that the system is already rigged. Who cares, then, if Russia is rigging it too? “There’s this notion that the system is corrupted irrespective of what the Russians do,” Blinken said. “People think that if you’re in with the right crowd, your interests will be protected. If you’re not, they won’t, and that has nothing to do with Russians or anyone else interfering, it has to do with distortions and imperfections in our own system.”39 If citizens do not believe in democracy, and do not care if their democracy is corrupted further, then the fight for electoral sovereignty is lost.
There was a time when Americans opposed foreign electoral interference. Well over a century ago, in September 1888, an American wrote to Lionel Sackville-West, the British ambassador to the United States, claiming to be a naturalized citizen originally from Britain and seeking advice about whether to support the Democrat, Grover Cleveland, or Benjamin Harrison, his Republican opponent, in the upcoming presidential election. “Any political party which openly favored the mother country at the present moment would lose popularity,” Sackville-West replied, but Cleveland seemed “desirous of maintaining friendly relations with Great Britain,” ready to “manifest a spirit of conciliation,” and, therefore, was London’s preferred candidate.
Sackville-West had been played: The American who wrote to him had used a fake name and was, in fact, a staunch Republican. On the eve of the election, Harrison’s allies leaked Sackville-West’s letter to the press, setting off a national scandal that cast Cleveland as a British puppet. It seemed that London was interfering in the election on Cleveland’s behalf. Republicans feverishly pitched Harrison as the candidate whom a foreign rival opposed and therefore Americans should support. “The letter was a political Republican plot,” Sackville-West told the British foreign secretary in late October. “The plot was due to the approaching election.”40 On Election Day, Harrison lost the popular vote, but he won the Electoral College and, with it, the White House. Historians have since argued that Americans’ outrage over British interference in the election—in this instance, one private letter—likely proved decisive in securing Harrison’s victory.41
Foreign interference in American elections should offend all voters, regardless of party loyalties. The fight for America’s electoral sovereignty can be a force for national unity rather than division. In 1888, Britain preferred a Democrat. In 2016, Russia backed a Republican. There is no telling who will benefit next. Iranian hackers have already targeted email accounts associated with Trump’s 2020 campaign, as other foreign intelligence services follow Russia’s lead.42 China, North Korea, Iran—all have recently breached the networks of U.S. institutions, from Sony Pictures to the Office of Personnel Management. These countries can use digital means to damage campaigns like Trump’s. “Chinese intelligence is all over us,” Porter Goss said. Non-state actors possess similar capabilities. John Brennan warned that in the future, any government could pay “illegal and illicit” hacking groups to wreak havoc upon U.S. elections.43
No matter which campaign benefits, the loser will be American democracy.
Conclusion
BREAKING THE SIEGE
A democracy is “most likely to fall,” the historian Tony Judt argued, “to a corrupted version of itself.”1
Today, American democracy withers from within. Russia is using covert weapons to exacerbate this trend. In 2016, Vladimir Putin didn’t just help Donald Trump win the presidency. He also used an age-old idea to tarnish a practice at the heart of American democracy: its elections.
Russia’s 2016 operation was only the latest chapter in the history of covert electoral interference. Hidden from view, in the shadows of international relations, states have manipulated foreign elections for more than a century. Vladimir Lenin recognized, at the end of World War I, that he could advance his interests by backing Communist candidates, just as Joseph Stalin did after World War II. Seeking to contain Communism, the CIA interfered in Italy’s 1948 election and in many elections thereafter. From Japan and Guyana to Chile and El Salvador, the CIA and the KGB competed in democratic contests around the world. Open elections became a battleground of the superpowers. Some operations, like in West Germany in 1972, directly altered votes; others molded public opinion through letter writing and scare campaigns, disinformation and propaganda initiatives, and the manipulation and recruitment of foreign journalists.
The end of the Cold War brought about a divergence in American and Russian policy making. Since 1991, the United States has promoted democracy overtly and through known third-party organizations. CIA-led electoral interference has become the exception rather than the rule. For the United States, no consistent call to action exists without a Communist adversary. The risk of getting caught in the digital age is considerable, and the consequences of detection would be severe. Recent U.S. presidents have concluded that the benefits of these operations no longer outweigh the costs, as in 2004, when President George W. Bush considered using the CIA to manipulate Iraq’s election but opted against it. The status quo is tense: The CIA rarely interferes in elections but has reserved the right to do so.
Russia has shown no such equivocation. The ideological divide of the Cold War is gone, but to Putin the United States is still Russia’s major adversary. Moscow’s objective has evolved from spreading Communism to tearing down democracy. Putin has used covert electoral interference to support divisive candidates and causes in support of this strategy. When chaos is the goal, ideology does not matter, but relative power certainly does. Insecure elections breed dysfunction; dysfunction, in turn, breeds weakness. By undermining the United States, Putin believes he can strengthen Russia and discredit the democratic model.
Putin’s great innovation has been technological. He has used digital means to interfere in elections globally. Russia’s current methods can best be understood as enhanced versions of old ideas, such as spreading hateful content and exploiting the personal biases of unsuspecting citizens. The internet has empowered Putin to turbocharge these traditional tactics, reaching more people in more countries and in a more targeted fashion. But as Russia manipulated elections in places like Ukraine, the rest of the world barely noticed.
Then Putin hit the United States, and the game changed. For the first time, the subject in foreign affairs became covert electoral interference. The practice, though widespread, had garnered minimal attention during the Cold War, in part because few knew about the CIA’s and the KGB’s operations, and in part because big countries bullying smaller countries seemed, well, normal. Moscow had attempted to interfere in America’s elections before. Nikita Khrushchev favored John F. Kennedy, Soviet ambassadors offered to collude with Adlai Stevenson and Hubert Humphrey, and the KGB worked against Richard Nixon, Henry Jackson, and Ronald Reagan. None of these operations seemed to matter much—until 2016. Using digital tools, Putin succeeded where his Soviet predecessors had failed: to disrupt and direct the world’s most powerful democracy.
President Barack Obama struggled to respond. Before Election Day, he tried to prevent one form of interference—vote alterations—but neglected another: efforts to influence voters. Stolen emails dominated America’s news cycles, while Russian propaganda flooded social media. By the time Obama retaliated against Putin, in December 2016, the damage was done. Russia had interfered in the contest in “sweeping and systemic fashion,” according to Robert Mueller, and achieved two familiar objectives: to sow discord, and to advantage one candidate over another.2 Since then, Donald Trump, the beneficiary, has rebuffed pleas to recognize the threat of covert electoral interference.
Trump’s successor, whether in 2021 or 2025, must step in and defend America’s electoral sovereignty. This will be a continuous fight, waged against innovative adversaries, that should be informed by ten historical lessons:
(1) Covert electoral interference has always involved efforts to change actual votes and efforts to change minds. The latter is far more common than the former, and America must address both.
(2) It has never been possible to determine the precise impact of operations to change minds. This unanswerable question of effectiveness should not be used to dismiss the threat of covert electoral interference.
(3) Some politicians have historically embraced foreign interference on their behalf, while others have rejected it outright. Leaders who prioritize their countries’ sovereignty fall into the latter category.
(4) Revelations of foreign operations to influence elections once outraged Americans on both sides of the aisle. This should again be the case today.
(5) Moscow has long channeled its strategic priorities into its electoral operations. The Soviet Union backed Communist candidates; Putin will continue to back disruptive ones.
(6) Interfering actors adapt to the information environments of the moment. Cold War–era operations targeted radio and television; modern operations will target social media platforms and whatever conduit for propaganda emerges next.
(7) Preexisting societal divisions present opportunities for interfering actors. The more polarized a democracy, the more vulnerable it is to foreign subversion.
(8) Covert electoral interference is a global phenomenon. The simplest way to anticipate how Russia will interfere in America’s next election is to monitor how it is interfering in elections overseas.
(9) No silver bullet will secure America’s elections. Lenin and Putin were right: Competitive elections are by nature penetrable. They always have been, and they always will be.
(10) The digital age has universalized the threat of covert electoral interference. In the twentieth century, no external actor could meaningfully manipulate America’s elections. The internet has upended this dynamic. The United States is now as vulnerable as any democracy to foreign interference.
The United States should use these lessons to inform its response to the modern authoritarian threat. But first we, as Americans, must recognize the essence of that threat: to corrupt democracies from within, in part by corrupting their elections. This is Russia’s mission. The stakes of this fight are immense. If foreigners can choose our leaders, then our state is not sovereign. If foreigners can divide us, then our state is destined for dysfunction. And if foreigners can plunge our politics into chaos, then our state cannot lead abroad.
Democracy has never been the simple option. But since the end of the Cold War, many Americans have taken democracy for granted, looked inward, and grown divided. Past presidents used great challenges abroad to unite Americans at home.3 But today, the great challenges before the American people are internal. Polarization, economic inequality, gridlock, gerrymandering, alternative facts, abuses of power, politicized courts, dark money—the United States is becoming a corrupted version of itself. Russia will keep using electoral operations to further this process.
The United States now stands at a crossroads. In one direction is the path of least resistance: more decay, corruption, and hate. This is the road that America has been walking, to the delight of its rivals. Authoritarians know from experience what democrats often grasp only when it is too late: Democracies die from within. Consider Yeltsin’s Russia, where a hollowed-out democracy enabled Putin’s rise and consolidation of power. This was Russia’s fate. But it need not be ours.
The next president, together with lawmakers and citizens, must choose the more difficult path: one of renewal.
RENEWAL AT HOME
This process begins at home. Because Russia is seeking to degrade democracy, America’s response should be to strengthen its democracy, both by guarding its elections and by confronting its preexisting divisions.
The starting point is to prevent foreign adversaries from changing actual votes. In 2016, Putin’s hackers, sitting safely inside Russia, penetrated America’s electoral infrastructure. It is understandable why the ballot box was so vulnerable: Russia was breaking new ground. No such excuse holds today, and yet progress has been slow. Since Trump became president, the Senate leader, Mitch McConnell, has sanctioned just $805 million in federal funding for election security—a woefully insufficient figure, experts say.4 “Is our election system secure? Not enough,” said Elaine Duke, the acting homeland security secretary from July to December 2017. “We can only help with the permission of the states. They have to request it.”5
The crux of this challenge is the balance of power between states and the federal government. The status quo—DHS, the FBI, and lawmakers begging states to accept security assistance—is unsustainable. “States should be held accountable regarding their election security measures, and we should understand why some states had refused assistance from DHS,” said Nadia Schadlow, a former deputy national security adviser to Trump. Perhaps it made sense, once upon a time, for Washington to cede control over election administration. In the pre-digital world, the sanctity of elections was not a national security concern. Times have changed, and so, too, must the structure of American governance. “I’ve learned, as we all have, an enormous amount about our election infrastructure, and it is clear to me that a great deal can and should be done to strengthen election security in the United States,” said Avril Haines, the former deputy national security adviser. Jeh Johnson, the former homeland security secretary, said that, ideally, America would establish “an independent federal system of voting, like we have an independent system of federally reporting your taxes.”6
Reform is urgently needed, but the United States should not throw the baby out with the bathwater. America’s thousands of electoral jurisdictions provide a degree of security. A nationally uniform system of election administration would conceivably be vulnerable to a single nationwide hack. The problem with the status quo is not that states oversee election systems; it is that certain states refuse to safeguard those systems. Roy Blunt, a Republican senator, has said “some states frankly haven’t used” federal funds allocated for election security.7 Lawmakers should target those irresponsible actors, whether by passing mandatory security standards or otherwise.8 This threat can and must be resolved. “Tampering with voter rolls, voting machines, the actual mechanics of voting, we can stop that, mostly by hardening cyber defenses fundamentally,” said David Cohen, the CIA’s deputy director in 2016.9 The time to act is now. The dynamics of 2016—when a foreign power could have altered votes or voter data—cannot be repeated. Otherwise, the United States will always be defending its elections from a position of desperation, fearing the worst-case scenario and struggling to address more diffuse challenges.
The minds of American voters are also under siege. For more than a century, foreign intelligence services have been influencing voters ahead of elections. In 2016, Russia pursued this old objective with new tactics: releasing stolen emails and manipulating social media platforms.
The best America can do is manage these threats. The first, anonymous document dumps, will not cease entirely. Political operatives will inevitably fall victim to hacks, stolen materials will flood social media, and the press will decide which revelations to publicize. When I asked political reporters whether they would write about stolen materials released by WikiLeaks in the run-up to future elections, the answer was unanimous: of course. “They would be covered if they’re newsworthy,” said Philip Rucker, the White House bureau chief for The Washington Post.10
In a digital democracy, outing the private lives of public figures is uncomfortably easy. There is no telling where hackers will turn next: Instagram accounts, browsing histories, private text messages. But the effectiveness of future operations can still be reduced. Reporters, in 2016, focused on the contents of the Podesta and DNC emails rather than on their alleged source. The reverse would have better reflected what was newsworthy about them. “Given what everyone has been through, there is much more of a sensitivity to where these things are coming from,” said Peter Baker, the chief White House correspondent for The New York Times. “And that would probably be more of interest in the future than it was in the past.”11 The government can help by confirming, as quickly as possible, the mastermind behind future document dumps; speedy attribution would enable better reporting and empower voters to interpret stolen materials with a more critical eye.
Voters can also choose resilience over gullibility. In France, in 2017, hackers linked to Russian intelligence released a trove of stolen emails from the campaign of Emmanuel Macron, a presidential candidate, who was competing against the far-right politician Marine Le Pen. The files were posted just before a national election but received almost no attention, in part because of a required media blackout before the vote, in part because the Macron campaign alleged that some of the documents were forged, and in part because French politicians, journalists, and citizens had watched America’s 2016 election and did not want to be similarly played.12 “Look at the French,” said William J. Burns, a former U.S. ambassador to Russia. “They were actually good at not so much deterring but not being distracted by or becoming vulnerable to Russian active measures.”13 America’s media environment is distinct, to be sure, but France’s underlying attitude—to treat foreign interference as an affront rather than fodder for gossip—is the right one.
Russia’s other psychological weapon, information warfare across social media, is similarly challenging. The Internet Research Agency was only the beginning. In 2019, Facebook shut down more than fifty networks of inauthentic accounts, oftentimes before major elections. Russia has also targeted other social media platforms, testing new messaging strategies on websites like Reddit before introducing them more broadly. These outlets remain under siege as Russia works hard to evade detection.14 While serving in the White House, H. R. McMaster recalled that as new techniques emerged to track foreign influence campaigns, “the Russians would then know what those were and take countermeasures.”15
Social media executives cannot completely prevent foreign actors from manipulating their platforms. “The social media propaganda piece we can’t get close to zero,” said Alex Stamos, Facebook’s former security chief. But, as with hack-and-dump operations, progress is still possible. In early 2018, Stamos visited the White House and met with Rob Joyce, Trump’s cybersecurity coordinator, ahead of the midterm elections. Soon after, the FBI and DHS dispatched specialized task forces to meet with officials from Facebook and a dozen other technology companies. “Coming out of that [we] established a bunch of norms and threat sharing,” Stamos said, “and there has been some takedowns thanks to government tipoffs since then.” This type of public-private coordination was entirely missing in 2016 and will be invaluable moving forward. So will transparency. Nathaniel Gleicher, Facebook’s current head of cybersecurity, said that he “know[s] Russian actors are still active ahead of the 2020 election,” and that his team “is going to publicize” any major foreign operation targeting users “whenever we see [that].”16 Congress must also regulate social media platforms. Plenty of researchers and politicians, of both parties, have put forward ideas for how to do so.17 “We figured out ways to regulate other human endeavors,” said James Clapper, the director of national intelligence in 2016. “Why is social media so unique? Why is it so special? Why should [Facebook CEO Mark] Zuckerberg have free run of the media?”18
Foreign efforts to influence voters will keep evolving. History did not stop in 2016. Maybe a Republican will benefit next, or maybe a Democrat will. What is certain is that new tactics will emerge, designed to take advantage of America’s rampant polarization. The best way to protect America preemptively is to confront its preexisting divisions and promote awareness about how they are being exploited.19
Policy makers at all levels should work to revitalize what many Americans have lost: a sense of belonging, a shared set of facts, and a stake in their surroundings. Local media, a struggling industry, fosters all three, exemplifying why programs like Report for America, which places young journalists in newsrooms across the country, should be expanded dramatically.20 Another area worthy of investment and innovation is public education. Americans should learn how to function as informed citizens in a digital democracy: how to read online articles critically and sort fact from fiction. Several states have already passed legislation in support of these objectives.21 America’s intelligence chiefs say this is the most effective way to counter Russia. “In a free democratic society, especially with uneducated people, you have a lot of ability to manipulate, so that is why education is so important,” said Porter Goss, a former CIA director. “The defense has to be education. You are not going to stop the manipulation.” Michael Hayden, another former CIA director, likewise said that Russia’s tactics “are not rocket science,” but many voters have become uninformed, isolated, and therefore vulnerable. He went on, “I generally trend to physician, heal thyself: [Electoral interference] does not work unless we’re stupid.”22
—
Other countries have responded to the threat of Russian interference with education initiatives. In Finland, the government has trained citizens to identify disinformation online, and schools have incorporated digital literacy into their curricula. In Sweden, students are similarly taught to spot misleading content on the internet. Just before a national election in September 2018, the Swedish government even mailed a twenty-page leaflet about the threat of disinformation to every household in the nation. “Be on the lookout for false information,” the pamphlet urged. “Do not believe in rumors—use more than one reliable source in order to see whether the information is correct.” These initiatives seem to be paying off: A recent report found that Finland and Sweden were respectively the first and fourth most resilient European countries to disinformation.23 The United States should learn from their successes.
Polarization and discord will always exist. But lawmakers should recognize what these aspects of American democracy have become: one of the premier national security threats of our time. Russia is tearing at fissures that already exist. “You have to have trust for democracies to work,” said Bobby Inman, a former CIA deputy director. “Look at the absence of dialogue across this partisan divide, and it’s an absence of trust.”24 Politicians can strengthen communities—and thus defend their country—by doing their jobs and passing legislation. Whether it’s child care, education, infrastructure, or health care, Congress can forge a stronger America. Domestic policy challenges are, in this sense, foreign policy challenges.
America is in a precarious position indeed. Its ballot box is insecure. Its information space is exposed to foreign propaganda. And its citizens live in separate realities. Only one of these challenges, the penetrability of electoral infrastructure, can realistically be resolved. The others will have to be managed. “Our sovereignty will not be absolute, because it can be violated, and it is violated on a daily basis in ways that our physical sovereignty is not, and that’s just a reality,” said Tony Blinken, the former deputy secretary of state. H. R. McMaster similarly said that America will not be able to “completely squash” interference in its politics, but “we ought to make our goal to render [it] utterly ineffective.”25 Minds cannot be fixed the way machines can. But if America can renew itself at home, step by step, it will also become less susceptible to attack.
RENEWAL ABROAD
While fortifying itself domestically, the United States must also defend itself abroad. The next president can and should deter operations like the one Russia executed in 2016.
In this fight, America need not stand alone. Jim Mattis, in his resignation letter as secretary of defense, wrote that “we are strengthened” by “the solidarity of our alliances.” This was a lesson Mattis learned during the Cold War, when the Western world united against the Communist threat.26 A new authoritarian threat has emerged, but Washington has amassed no coalition against it. The current scene is eerily reminiscent of the 1930s, when strongmen targeted vulnerable democracies in an anarchic environment, with no clear mechanism for collective defense. Institutions like NATO, forged in the middle of the twentieth century, do not reflect twenty-first-century realities. If a Russian tank enters Estonia, the United States goes to war. But if Russia rigs an Estonian election, the United States shrugs. Policy makers in Washington have deterred land war in Europe; now they must also deter digital war.
—
Renewed American leadership can drive this effort, which should include four steps. The first is to unite a coalition of willing democracies against covert electoral interference, which must therefore be defined. Avril Haines said it would “be reasonably easy to achieve broad support for a prohibition against vote tampering.” But this definition leaves much out: Russia has also been covertly funding campaigns, attempting assassinations, corrupting social media, and stealing and releasing sensitive files. Another approach would be to adopt a wider definition, encompassing all of these tactics, even if fewer countries join initially. “I don’t want to wait…until the whole world agrees,” said Victoria Nuland, a former U.S. ambassador to NATO. “We should set norms with two countries, four countries, ten countries, twenty countries, and then use that to influence and pressure the ones who won’t accept those norms.”27 What matters as well is that America move forward quickly; potential coalition members who drag their feet should be dropped.
With this coalition established, the second step is to define costs. Putin has suffered almost no consequences for interfering in elections. America and its allies must decide how to punish interfering actors. “We can and should be punishing [Russia] much more—raising the costs on what they are doing,” Susan Rice said. “We should make their interference in our democracy as costly as possible.” H. R. McMaster likewise said that Russia must be made to see future iterations of its 2016 operation “not only as counterproductive, but resulting in the imposition of costs on them that are well beyond the potential payoff of continuing this kind of interference.”28
Retaliatory options are many. Jake Sullivan, the former director of policy planning, suggested a proportional mindset. “This is a technology-enabled attack on American democratic infrastructure,” he said, “and we should tell the Russians that, from our perspective, we’re going to be prepared to respond with technology-enabled attacks on their infrastructure.” Michael Morell, a former acting director of the CIA, advocated “Iran-style sanctions” that would involve “sanctioning the entire [Russian] economy in a way that really hurts,” in order “to make Putin pay a very high price” for his electoral operations, and then communicating to him privately: “ ‘You stop, we’ll stop. Simple proposition.’ ” Larry Summers, a former Treasury secretary, emphasized that in sanctioning Russia, coalition building is vital. “Unilateral sanctions tend to be shoot-yourself-in-the-foot strategies since the countries can do business with other countries,” Summers said. “So a lot of emphasis should go into what we can do multilaterally.” And Nuland would remind Putin that he, too, is vulnerable. “Should we help Russians who are interested in exposing the corruption and the stealing of the wealth of the nation for the private gain of a few? And expose the lack of democracy and transparency and citizen accountability in their system? Sure. Why not?”29 Regardless of the exact countermeasures, their overarching purpose would be to make Putin reconsider the relative benefits of covert electoral interference.
The third step is for the next president to prioritize issues of digital sovereignty with Putin, as well as with any leader who imitates him. Just as, say, arms control was the focus of U.S.-Soviet summits, electoral security should be the focus now. Putin must be told that if he subverts elections, he will be caught, isolated, and punished. Assuming he still tries, the U.S. intelligence community, working with allied intelligence services, should expose such operations as soon as possible. “Sunshine is the best disinfectant with any of this stuff,” Nuland said. “If we were doing our jobs, we would have a world-class exposure operation, including teams that would help any candidate, with equal opportunity, to expose disinformation.”30 Outing Russian interference as it unfolds would not only keep voters informed but also enable a hard-hitting policy response.
The final step is for the United States not to engage in covert electoral interference—ever. As a new authoritarian threat emerges, so, too, will the question Harry Truman faced in 1947: If Moscow is manipulating foreign elections, should the CIA respond in kind? Some influential voices think so. “I wouldn’t want to take it off the table,” said John McLaughlin, the CIA’s deputy director from 2000 to 2004, especially if America has “very serious” interests at stake and “the Russians are already in there wheeling, dealing, paying, promoting, and helping thugs beat up the people you favor.” Harry Reid, a former Senate majority leader, similarly said, “I would not be inclined to give a blanket statement that we should not interfere in elections, because there are times when we should.” And Leon Panetta, CIA director from 2009 to 2011, said the United States should “absolutely” consider covertly supporting foreign parties with money, propaganda, and other tools, in order to counter Russia’s covert operations directly. “Those are things that clearly ought to be looked at,” Panetta said. “That kind of approach needs to be considered today because very frankly we are losing this battle right now.”31
The next president cannot succumb to this temptation. CIA-led electoral interference is an outdated policy solution, ill-fitted for modern realities. Detection is all but guaranteed. “It’s very difficult to keep that kind of activity from ultimately getting out,” said David Petraeus, a former CIA director. For the United States, getting caught manipulating a foreign election now matters—a lot. “To essentially do the same thing” as Russia, Jon Finer said, would only “substantiate the norm that this stuff is okay.” The challenge before America today is to strengthen democracy, not contain an ideology, so it would be self-defeating to corrupt elections. Jake Sullivan explained, “If you proxy war the hell out of democratic elections, you both get dirty, but at the end of the day, over time, the aggregate result is a weakening of democratic institutions that plays to the Russian advantage as opposed to our advantage.”32 Influencing elections covertly, whatever the short-term gains, is no longer worth the long-term costs.
Even in those rare cases where undemocratic tyrants can be voted out, the United States should use overt tools, like sanctions and party training, to bolster the opposition. The distinction between overt and covert action is essential. The former makes clear who is doing the influencing and why; the latter misleads and manipulates, presents foreign voices as domestic ones, and subverts open debate on behalf of hidden interests. The CIA’s leaders who grappled with Putin’s recent aggression, as well as America’s digital vulnerabilities, left government adamantly opposed to CIA-led electoral interference. “It [is] antithetical to the democratic process,” said John Brennan, the CIA director from 2013 to 2017, “to try to influence the outcome of a democratic election.” Michael Morell advocated a wholesale rejection of the practice. “That’s not appropriate for us to be doing,” he said. “We’re the ones who live in the glass house here, we’re the ones standing up taking a moral position that countries shouldn’t do this to each other, so if we really believe that, then we shouldn’t be doing it to other countries.”33
Taken together, these four steps would establish a new international standard against covert electoral interference, spearheaded, honored, and enforced by the United States. Norms are not a panacea. They are violated often, and foreign actors would violate this one. But compared with America’s current position, consider this achievable alternative: a coalition of democracies allied against covert electoral interference, committed to their sovereignty, ready and waiting to punish Putin and leaders who execute similar operations. “If you cannot shame them from the standpoint of adhering to those international norms and standards,” Brennan said, “you then make sure that they understand that you are dead serious about the costs that will accrue.”34
Trump has cast aside America’s allies; the challenge for his successor will be to correct for this error, renew key relationships abroad, and marshal a global movement in defense of the democratic model. The moment is urgent. Democracy is receding globally as Putin’s electoral operations tarnish the credibility of the democratic process of succession. Steven Hall, the CIA’s former Moscow station chief, said that Putin has long relished the chance to show his people: “You don’t want to be like a democratic country because of the chaos.” And Nadia Schadlow, Trump’s former adviser, predicted that in the years ahead “reducing confidence in democracies is something that is going to be part of the tool kit of our competitors and adversaries.”35
The United States is, in this sense, in a moment akin to 1948. A systemic threat to democracy has arisen: a resurgence in authoritarianism, advanced, in part, by covert electoral interference.36 The Truman administration, so many decades ago, responded with a strategy of containment, of which covert action was a key part. A new strategy is needed for a new moment. “The democrats are in this battle with the autocrats,” said Denis McDonough, the former White House chief of staff. “Nothing about this democracy is foretold or guaranteed. We have to keep fighting to protect it, and that’s particularly the case now after 2016.” Schadlow emphasized that America must confront this emerging authoritarian threat, as Truman once did. “We need to support allies and partners abroad,” she said. “In Italy after World War II, the Russians had supported the Communist Party,” so “if we had not supported [the Christian Democrats], it would have been a loss. Would it have been a good thing for Italy to be a part of the Warsaw Pact? Why wouldn’t we support groups who are pro-American and pro-U.S. interests today?”37
Schadlow and McDonough, advisers to very different presidents, both believe America has reached a pivotal juncture. Its people must again decide: What kind of country do they want to live in, and are they willing to lead abroad?
—
The threats before the United States are bound not by ideology but by antipathy for open governance. Authoritarians today seek to tear down democracy. America must therefore renew itself, at home and abroad, and prove that democracies can not only survive the threats presented by the digital era but emerge from them stronger.
In the years ahead, how will all societies, authoritarian and democratic, grapple with continuous technological change? Putin, to his credit, sensed how to weaponize the internet to suit his own ends. China, an ascending power, has already established a form of digital authoritarianism at home and targeted elections in countries like Taiwan and Australia.38 Covert electoral interference, once a weapon of superpowers, is becoming a weapon of authoritarians. All democracies are vulnerable.
But none of this means that the democratic model is doomed. The arcs underlying this history are timeless: open against closed, freedom against subjugation, inclusion against exclusion. Perhaps Putin and like-minded leaders will maintain control over the coming digital storm, or perhaps a tidal wave will catch them by surprise as citizens develop new ways to use online tools to start protests, organize mass movements, and stage revolutions.
In the age-old competition between autocrats and democrats, Russia won the latest battle, in 2016. What comes next is as yet unwritten. Technological achievements like the radio and television were not necessarily pro-democracy; fascists weaponized the former, and Communists weaponized the latter. The internet is no different. The question before democracies is how to integrate this rapidly evolving domain into their societies.
The story of covert electoral interference tells us many things. America’s sovereignty is not as secure as it seemed. Democracy is threatened in ways that many did not realize. But history also provides reassurance. Many countries that fell victim to similar operations a generation ago remain vibrant democracies today. Russia is again attacking open societies and subverting elections. The United States can again defend the democratic experiment, so long as we, as citizens, are willing to do the work.
The choice is ours.
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